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Certified for Windows 2000 program
accessibility requirements 1077
compatibility issues 561
directory of compatible applications 784-785
vendor testing 784
Web site 13

CGI (Common Gateway Interface) 425
Challenge Handshake Authentication Protocol
(CHAP) 198, 638
Change management labs
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backup policies 726-727
Backup program 724
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backup and restore 695-696
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off-site storage policies 727
preparing for system failures 725-726
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smart cards 392
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client deployment process 60-62
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DHCP Manager 218, 220
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public key cryptography See Public key
infrastructure
Digital subscriber lines, PPP over ATM 225

Directory of Window-compatible applications 784-
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Asynchronous Transfer Mode See Asynchronous
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818
Windows servers in AppleTalk zones 809

Index

Network connectivity (continued)
demilitarized zone
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planning process 188-190
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site topology See Active Directory site topology
SOHO networks See SOHO networks
TCP/IP See TCP/IP protocol
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overview 163
physical network diagram 165-167
protocols 164



Index

Network infrastructure (continued) Network Load Balancing (continued)
documenting current (continued) load balanced applications (continued)
remote access configurations 168 licenses 662
security 171-173 requirements 669-670
SMS See Systems Management Server, load balancing, definition 654
analyzing network infrastructure multicast mode 670
software inventory See Software inventory optimizing clusters 669, 691-692
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task list 184 testing server capacity 693-695
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deploying using Terminal Services 662-664 IPSec (Internet Protocol security) 410
deployment planning tasks 696 smart cards 392
deployment planning worksheets 1007-1014 Nontransitive trusts, definition 404
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disk quota support 715, 901, 907
dual-boot systems 715
file systems supported in Windows 2000 714
Group Policy file security options 852
mixed mode 179
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unattended installation 484, 937
volume mount points 707
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backward compatibility 392
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Offline files
configuring folder for offline use 906
disk quota 901, 907
enabling IntelliMirror user data management 902
Group Policy options 906-907
overview 901
Synchronization Manager 905-906
Off-site storage policies 727
One-way trusts, definition 403-404
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Open standards support 256
organizational units See Active Directory
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features 210
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Passwords

authenticating users See Authentication
creating secure passwords 416
delegating network connections 389, 390
domain security policy 269

Group Policy password policy 415
managing using PDC emulation 339
retained after upgrade 329

secure 389

setting in answer file 483-484, 935-936
single logon process 385, 388, 390
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overview 339
properties 340
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assigning See Security groups
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risk management 145
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PKI See Public key infrastructure
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Point-to-Point Tunneling Protocol (PPTP) 176, 200,
640
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overview 339
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accessing NetWare 804-807
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configuring network environment 570
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testing printer shares 570-571
upgrading 569, 571
Windows 2000 system requirements 569
Prioritizing applications for testing 775, 778-779
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upgrading 633
monitoring network security 634
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upgrading 574
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Certificates snap-in 438
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defining enrollment process 450-451
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template 442
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Certificates snap-in 438
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certification process 435
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installing 457
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recovery plans 452-453
security requirements 448
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security considerations 449, 450
Web-based 451, 453
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revocation policies 451
scheduling deployment 456-457
secure e-mail
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secure Web sites
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certificate types 459
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certificate templates 442
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FORTEZZA Crypto Cards 449
local and remote access logon process 436
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Publishing applications
using IntelliMirror See IntelliMirror software
distribution
using SMS See Systems Management Server
software distribution
using Software Installation See Software Installation
snap-in
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Quality of Service (QoS) 224, 227
Quota management, disk space See Disk quotas
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RADIUS protocol 205, 644
RAID volumes
basic or dynamic storage on RAID-5 705-706
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Cluster service considerations 674, 690
hardware RAID 692
designing fault-tolerant systems 725
fault tolerance features 723
implementation strategies 724
levels supported 723
RDP See Remote Desktop Protocol
Read1st.txt 562
Recovering client configuration 873
Recovering data
See also Data backup and recovery
fault tolerance See Fault-tolerant systems
recovering files encrypted using EFS 408
Redirecting folders
See also IntelliMirror user data management
disk quota 901, 907
enabling IntelliMirror user data management 902
implementing 904-905
overview 901
Redundant applications 777
Redundant arrays of independent disks See RAID
volumes
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MultiLanguage version
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auditing events 418
backing up 563
disabling registry editors 856
font registry keys 791

Registry (continued)
Group Policy security settings 418
mapping keys using migration DLLs 787, 528
Relative Identifier (RID) 341
Relnotes.txt 562
Remote access See Routing and Remote Access
Remote access authentication
Internet Authentication Service
protocols 206
RADIUS protocol 644
redirecting Routing and Remote Access
requests 644
L2TP over IPSec VPNs
certificate-based authentication 204
example configuration 205
VPN server 201
Routing and Remote Access
authentication process 394
Challenge Handshake Authentication
Protocol 638
EAP Transport Layer Security 396, 638
enabling remote access for user 395
Extensible Authentication Protocol 395, 638
mutual authentication 638
Point-to-Point Protocol 395
protocols 395-396, 638
redirecting authentication to IAS 644
remote access policies See Remote access
policies
security strategies 396, 637-638
virtual private networks 639, 640
Remote access policies
defining 394-395
dial-up user profiles 199
enabling remote access 395
IAS servers 206
minimizing number of 643
remote access protocols 395-396
settings 199, 643
users without remote access profiles 394
Remote Authentication Dial-In User Service
(RADIUS) 205, 644
Remote client connectivity
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authentication See Remote access authentication
dial-up connections See Dial-up connections
direct connections to remote access servers 811
installing protocols 802
multiprotocol remote access 192
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Network and Dial-up Connections folder operating system image (continued)
configuring multiple LAN adapters 801 custom installations 885
configuring network components 801 preparing 881, 885-886
creating dial-up profile 818 types of 885
local area network connections 800, 801 overview 879
Network Connection wizard 810-811, 817 planning process 872
network example 819-821 Remote Boot ROM 874
network size 812 Remote Installation components 881
overview 192 Remote Installation Preparation wizard 881, 885
planning task list 821 Remote Installation servers
remote access service See Routing and Remote configuring 883-885
Access DHCP service 962-964, 966
SOHO networks See SOHO networks network load 961
technologies based on network size 819 optimizing performance 961
Terminal Services See Terminal Services, remote routers 966
access server selection 963-966
VPNs See virtual private networks Setup file 881
Remote Desktop Protocol (RDP) Remote Installation Services Administrator 881
client/server connections 592 restarting setup 886
firewalls 591 RIS imaging 960
installation directory 612 Terminal Services clients 874
printer redirection 615 user installation options 884, 885-886
remote access connections 608 when to use 874, 880, 946-947
Terminal Services Configuration tool 621 Windows components required 879-880
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Advanced Configuration Power Interface Remote Storage system 710-712
(ACPI) 885 Remote user type 827, 858-859
automated installation enhancements 945-946 Removable Storage system 709-711
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configuration recovery 873 Conflict resolution 402, 340
configuring 883-885 FRS See File Replication Service
Preboot Execution Environment (PXE) 960, 874, PDC emulation in mixed-mode networks 339
881 Resource domains
prestaging 964, 965, 883 multiple-master domains 331
remote-boot media 881 restructuring into OUs 303, 343
system requirements 960 See also delegating administration, 373-375
configuring 881 administrator accounts 335
deployment planning delegation models 271
capacity planning 874-875 SAM database size 334, 342, 360
configuration management plan 908-910 upgrading 334-335, 342, 343
deployment strategies 878-879 Restricted Groups policy 417
strategies for different users 910-915 Reverse lookup zones 289, 314
Group Policy 886 RID (Relative Identifier) 341
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operating system image RIP for IPX protocol 213
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Client Installation wizard 881 Installation

client selection 881 Risk management planning 86-90
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Round robin DNS 667-668
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Routing and Remote Access
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enabling remote access for user 395
Extensible Authentication Protocol 198
Internet Authentication Service configuration 637
Internet Connection Sharing (ICS) 198, 813-814
multicast support 215-216
network address translation 216-217, 814-815
Network Connection wizard 810-811, 817
network example 819-821
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authentication process 394
Challenge Handshake Authentication
Protocol 638
EAP Transport Layer Security
authentication 396, 638
Extensible Authentication Protocol 395, 638
IAS See Internet Authentication Service
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Point-to-Point Protocol 395
protocols 395-396, 638
redirecting requests to IAS 644
remote access policies
defining 394-395
minimizing number of 643
settings 199, 643
users without remote access profiles 394
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static IP address pool 199
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Routing and Remote Access (continued)
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RRAS server upgrade considerations 327, 358-359

security strategies 396, 637-638

users without remote access profiles 394
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S/MIME standard 424
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Interchange) 1086
Sample deployment scenarios See Example
deployment scenarios
Sample worksheets See planning worksheets
SAP for IPX 213, 215
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Schema Administrators group
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permissions 261
schema change policy 267
security considerations 426
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Scripting services 25
SCSI drivers
automated client installation 926, 928
automated server installation 474, 476
SCSI adapters 709
Searching using Indexing Service 720-722
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planning considerations 424-425
public key cryptography See Public key
infrastructure
S/MIME standard 424
security risks 424
Microsoft certification security standards 421
minimum security requirements 421-422
software downloaded from Internet 422-423
Secure security template 421
Secure Sockets Layer (SSL) protocol 425
Secure Web sites 425-426
Secure/Multipurpose Internet Mail Extensions
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size considerations 334, 342, 360
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analyzing security 384
working with security templates 419
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audit policy 416
available technologies 634
disk space 429
Event Log policies 416
events affecting the registry 418
events to audit 430
failed and successful events 417
file and folder events 418, 429
implementing 429
overview 387, 634
process 428
System Services policy 417
viewing log file 429
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access control process 396-397
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authorization, definition 383, 386
ClonePrincipal utility 376-377
default permissions 400
defining permissions 396-397
design considerations 400-402
distribution groups 398
group expansion 352
maximum size 351
mixed mode 336, 349-352
moving See Security principals
nesting 401, 402, 351
overview 398-402
replication conflicts 402
Restricted Groups policy 417
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SAM database size 334
Terminal Services 605-606
types of 399
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access control list components 341
access tokens 341
definition of 341
moved security principals 362-366
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user profiles 367-369

Security principals
Active Directory domain database 269
creating using PDC emulation 340
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moving to restructure domains
adding new SIDs to ACLs 364

cloning security principals 371, 376-377

computer accounts 369-370
effect on SIDs 362-366
global groups 367
member servers 370
migrating users incrementally 371
SIDHistory 365-366
user accounts 367
user profiles 367-369
multiple-domain environments 280
SAM database size 334, 342, 360
Security risks, network 382-383, 628
Security strategies
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distributed security 387-388
documenting current standards 171-173
identifying security risks 382-383, 628
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Microsoft Security Advisor Web page 634
monitoring network security 634
network security plan 379-382, 625-627
planning process 628-629
planning task list 430-432, 648
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deployment plan 630
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Server automated deployment See Automated server
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Server Gated Cryptography (SGC) 425
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Server synchronization See Active Directory Connector
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Server System Monitor snap-in 575
Server test labs
See also Test labs
designing 111-115
documenting
lab description 121-122
logical diagrams 122-123
physical diagrams 124-125
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designing 119-120
domain authentication 117
user accounts 112
test process considerations 119
Service accounts
authentication 389
service startup mode 417
System Services policies 417
trusted for delegation 389, 390
Service Advertising Protocol (SAP) for IPX 213, 215
Services for Macintosh 802, 809
Setup (Windows 2000 Professional)
Check Upgrade Only mode 116, 785
Client Installation wizard 1078
running from bootable CD 959
running from installation disk 937
unattended
See also Automated client installation
answer files See Answer files
extending disk partitions 936-937, 956-959
process 945
specifying answer file 932
Unattend.doc 932
Unattend.txt answer file 932
unattended installation switch 932, 937, 938
what you can install 944
Winnt.exe
automated installation parameters 932, 937
command syntax 1035-1036
upgrade vs. clean install capabilities 939
when to use 937
Winnt32.exe
automated installation parameters 932, 938
command syntax 1031-1034
syspart switch 947-949
upgrade vs. clean install capabilities 939
when to use 937
Setup (Windows 2000 Server)
running from bootable CD 507
running from installation disk 485, 564-565

Setup (Windows 2000 Server) (continued)
unattended
See also Automated server installation
answer files See Answer files
commands in SMS package definition 525
creating domain controllers 482, 485
extending disk partitions 484
process 492
specifying answer file 481
Unattend.doc 480
Unattend.txt answer file 480
unattended installation switch 481, 486
what you can install 492
Winnt.exe
automated installation parameters 481, 486
command syntax 1035-1036
specifying answer file 481
upgrade vs. clean install capabilities 487
when to use 485
Winnt32.exe
automated installation parameters 481, 486
command syntax 1031-1034
specifying answer file 481
syspart switch 494-495
upgrade vs. clean install capabilities 487
when to use 485
Setup Manager 481-482, 933-934
Setupapi.log 503, 957
SFP (System File Protection) 790
SGC (Server Gated Cryptography) 425
Shared system files, protecting 790
SIDHistory
ClonePrincipal utility 376-377
moved security principals 365-366
Windows NT 3.51 327, 366
SIDs See Security identifiers
Single logon process 385, 388, 390
Single subnet networks 193
See also SOHO networks
Site connectivity media 191-192
Site topology See Active Directory site topology
Site-licensed applications, managing 778
Slow links
bootable CD software installation 507, 959
definition of 273
Group Policy options 845, 847, 859
Sysprep software installation 496, 949
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authentication process 392
drivers 393
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hardware requirements 393
hardware supported 393
multiple-forest environments 266
planning considerations 392-394
public key cryptography See Public key
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security benefits 392
Terminal Services 608
two-factor authentication 385
SMP (symmetric multiprocessing)
eight-way (Advanced Server) 11
four-way 10
scalability 30
SMS See Systems Management Server
Software applications See Applications
Software distribution
automating client See Automated client installation
automating server See Automated server installation
using Add/Remove Programs See Add/Remove

Programs

using IntelliMirror See IntelliMirror software
distribution

using Remote OS Installation See Remote OS
Installation

using SMS See Systems Management Server
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using Software Installation See Software Installation
snap-in
Software Installation snap-in
application advertisement scripts 893
assigning and publishing software 895
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removing software 900
Software inventory
application testing process 774
considerations 775-778
SMS tools
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product compliance database 244-247
running SMS inventory 240-241
SMS reports 242
SMS version 1.2 considerations 234
Windows Management Instrumentation (WMI) 164
Windows NT network data 164
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data collected 241
SMS 1.2 234
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components 813
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Internet Connection Sharing (ICS) 198, 813-814
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network address translation 216-217, 814-815
overview 812-813
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Spanned volumes 705
SSL (Secure Sockets Layer) protocol 425
Standards-based protocol support 256
Start menu configuration 857-858
Startup initialization, network performance 66
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Storage management
Backup program
backup policies 726-727
data protection strategies 725
using 724
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disk management
Disk Management snap-in See Disk
Management snap-in
Remote Storage system 710-712
Removable Storage system 709-711
disk quotas See Disk quotas
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Synchronizing offline files
fault tolerance See Fault-tolerant systems
file systems See File systems
Indexing Service 720-722
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budget considerations 703
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disaster recovery plan See Disaster recovery
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overview 697-699
planning process 700
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planning (continued)
storage system models 703-704
task list 729
Windows features 699, 712
user data See IntelliMirror user data management
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Subnet masks 195-196, 309, 193
Subnet planning, site topology 308
Switched virtual circuits 222
Symmetric key encryption 384
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four-way 10
scalability 30
Synchronization Manager 905-906
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configuring folders for offline use 906
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Group Policy options 906-907
overview 901
Synchronization Manager 905-906
Syspart
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answer file See Answer files
automated installation enhancements 945-946
distribution folder See Distribution folders
installing Windows Professional 921-922, 947-
949
when to use Syspart 946-947
server setup
answer file See Answer files
automated installation enhancements 492-493
distribution folder See Distribution folders
installing Windows Server 469-470, 494-495
when to use Syspart 493-494
Sysprep client imaging
administrative password 952
automated installation enhancements 945-946
Cmdlines.txt 956
distribution folder See Distribution folders
extending disk partitions 936, 937, 956-959
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imaging process 921-922, 950
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Mini-Setup wizard 953-955
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running Sysprep.exe
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quiet mode 951, 956
reboot switch 951, 955
Setupapi.log 957
Setupcl.exe 950, 953
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example 952-953
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overview 951
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