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Agenda
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What is Simple Mail Transfer Protocol
(SMTP)?

What I1s the Internet Mail Service?

Basic configuration
e Common problems
e Review recent Knowledge Base articles

Advanced configuration
e Best practices

Test your knowledge
Q&A



What Is SMTP?

¢ RFCs
e 821 The envelope and stamp
e 822 The body (actual message)

¢ Extensions
¢ Jonathan B. Postel (founder of SMTP)

“rhere we were, designing Tcp in

:
this 56-kilobit world, 5{'1ll|i11t§' things

like, ‘well, a reasonable-sized data
pack 1s maybe 500 bytes.’




821 and 822 — SMTP Message

Envelope
From: Bob
To: someone@microsoft.com

- Actual Message

From:  Bob
o: Someone@microsoit.comi; George

Subject: Test

Helle!




What Is the Internet Mail Service?

¢ Microsoft Exchange SMTP Provider

e |Internet Mail Service = Exchange 5.5 Internet Mail
Service with SP3

¢ Relationship to other Microsoft software
e NTOP (Mail Enable Web Applications)
e MCIS (Built for ISPs)



What Is the Internet Mail Service?
(continued)

0233353 — OLE attachments

¢ Desi gn are replaced with <<...>>
when sent
e Queues
e Im

ce of the information store

Internet

Inboune

Inboune 0
SV

VAP




Internet Mail Tab

Internet Mail Service (WINCENTY) Proper ﬂ

General | Connected Sites | very Besti_yons | Diagnosticz Logging |

Intermet b ail | Dial-up Connections Connectines Queues | F outitg | SECUnky |

M ohfications...

Character Setz
kAIBE: V'estern European [150-88

v Plair best
- HTML Mon-tIME: |'wester European [1I50-2853-1]

(" UUEMCODE
|_ Specify by E-bail Domain: E-Mail Domain...

Clients zuppart S/MIME zignatures .
| Clients support SAMIME signatur tidvanced options...

[ Convert inbound meszage ta fixed-width font

| Enable message tracking

Cancel Apply Help

Q201072 — Postmaster @
domain.com

0245041 — Postmaster
incorrectly receives SMTP
messages

Q251006 — HTML pages sent
outside organization

Q243822 — Ul problem with
e-mail domains button

Q216397 —Auto Forward
may cause a loop



Dial-up Connections Tab

Internet Mail Service (YINCENTY) Properties x|

General | C e livery Bestrictions | Diagnostic: Logaging |

Intermet Mail @ Uiakup ohnectiohs | Queues | Routing | SEcUrity |

| __________J
Q236910 — Cannot open

Internet Mail Service Dial-Up
Schedule: € Connections Tab on Windows
[E' 2000




Connections Tab

Q238719 — Inbound only,
gueues outgoing mail

ctem [DMS]

2z bo hiost:

" Dutbaound Orly smarthost
" Mone [Flush Queues) B el e |

E-Mail Domairn...

Specify by E-bail Domain:

Advanced...

Q245465 — How to configure
message filtering




Routing Tab

Internet Mail Service (YINCENTY) Properkt .
e | Disgrosi Q174351 — How to create a virtual
he | Liagnoshic

Routing | Seo. secondary SMTP address

Internet Mail Service (VINCENT ... Q190710 — How to use Internet
Mail Service to reroute messages

" Do ot reroute incorming SMTP mail
{* Reroute incoming SMTP mail [required for POP3/MAPS support]

Houting

Sent ko Houte to:

 vincenty. microzoft. cormn | <inbound:

Edit...

Remoye Q243045 — Ul...Problem / routing
restrictions are enabled, but are
dimmed

R outing Restrictions. ..
| Instead of the table, use this custom rauting progra: Q254214 _ ROUtIng reS_tr!CtlonS dO
— not work with some antivirus

solutions
Cancel Apply Help
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Address Space Tab

Internet Mail Service (YINCENTY) Properties

Q229961 — Syntax and address

Intermet b ail Dial-up C i B iong Clueyes R oty Security
General I LCx rulru-n hed I:I -""r'!' FI'-"J zhrichio r|| I |:'I:|:Ir|:I PII u Space
Cot Seope that has restrictions does not work
Qrganization B Q152471 — Difference between
SMTP:* and SMTP: address
space
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nostics Logging | Intermet Mail |

" Reroute incoming SMTF mail (required for POF3/ 1k,
Bouting

Foute to:
<inboundz>

Foute to:

Fouting

4 suppor)
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How to Disable Relay Step 2

Fouting F

rnchionsz. ..

Routing Resktrictions
Specify the and clientz that can route mail when the following conditions are met

ly authenticate

ze | addr

onhecting to these internal add

Specify the nd clients that can MEVER route mail

X

13



How to Disable Relay Step 3

By selecting Hosts
and clients with
these IP addresses,
the Internet Mall
Service is configured
to allow only IP
addresses in the box
to relay. This means
no one is allowed to
relay.

Routing Resktrictions

en the following conditions are met

[ Hostz and clients connecting to these intermal addresses

Internal Address

Specify the hostz and clients that can MEVER route mail

14



How to Disable Relay Step 4

s E3

M Telnet - localhost

Connect  Edit Teminal Help

220 vincentvd! .microsoft.con ESHTP Server {(Hicrosoft Exchange Internet Mail Serw
ice 5.5)

250 0K
250 0K - mail from <uceBspam.comr

558 Relaying is prohibited

Attempting to relay to another SMTP domain
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Server Considerations

Huewes Mame

Outbound meszzages awaiting delirveny

2 awalting conversion
3 awaiting delivery

Four Queues:

_ounker

Jueued Inbound
1,000  Queuwsd MTS-IN

1,000  Queuwsd MTS-0UT
1,000 Queuwed Outbound

Perfmon View



Server Considerations (continued)

¢ After Exchange Server 4.0 SP4, the most
common Issue we resolve Is a corrupted
message problem:

Reason: The conversion from MDBEF to SMTP
takes place as the message is moved to and from
the store (MTS-IN and MTS-OUT).

Best Practice: For enterprise networks, do not put
an Internet Mail Service on a mailbox server.
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Tools of the Job

Ping Name resolution and layer 3
Nslookup DNS reports

Telnet Application layer tests
PathPing* Router tests

Netmon What Is really going on?
Perfmon Set alerts for problems

* PathPing i1s a Windows 2000 command-line utility

18



Tools of the Job

Nslookup

”:i"-, Command Prompt - nzlookup

M=l E3

D:x>nslookun
Address: 127.8.

> server 204_178.72

Default Server: [2
Address: Z204.178.7

> set type=mx

» microsoft.com
Server: [204.178.7
Address: 2804.178.7

on—authoritative a
icrosoft.com
icrosoft.com
icrosoft.com
icrosoft.com
icrosoft.com

icrosoft.com namn
icrosoft.com nam
icrosoft.com namn
icrosoft.com nam
ail2 .microsoft.com
ail3 .microsoft.com
aild.microsoft.com
ailS5.microsoft.com
aill .microsoft.com
ATBD.microsoft.com
DHNS4.CP.M5FT .HET
DMS5 .CP.MSFT .HET
DMS1 .microsoft.com

% preference

-1

A4.178.72.11
2.1

2.11
2.1

nswer:

preference
preference
preference
preference

ESEPVED
ESETUET
ESEPVED
ESETUET
internet
internet
internet
internet
internet
internet
internet
internet
internet

18, mail
18, mail
18, mail
18, mail
18, mail

address
address
address
address
address
address
address
address
address

exchanger
exchanger
exchanger
exchanger
exchanger

ATBD.microsoft.com
DHNS4.CP.MSFT .HET

DHNS5.CP.M5SFT .HET

DMS1 .microsoft.com
131.187.3.124
131.187.3.123
131.187.3.122
131.187.3.121
131.187.3.125
131.187.1.7

207 .46.138.11
2807 .46 .138.12
131.187.1.248

My Input

mail2 .microsoft.com
mail3d.microsoft.com
mail4.microsoft.com
mailS.microsoft.com
maill .microsoft.com

19



Tools of the Job Telnet

C:HWINNT' System32' cmd.exe

C:sDocuments and Settingssuvincentuvitelnet

E:‘-.,WINNT‘-.,SystemiiE‘-.,cmd.EHE - telnet

Microsoft (R Windows 2888 (TM> Uersion 5.88 (Build 2195)

Welcome to Microsoft Telnet Client
Telnet Client Build 5.688.992681.1

Ezscape Character is ‘CTRL+1

Microsoft Telnet> SET LOCAL_ECHO
Microsoft Telnet> open smarthost 25

20



Tools of the Job  Telnet (continued)

[+ ] S WINNT System32' . cmd.exe - telnet

2280 szmarthost._microsoft.com ESMTP Server (chrnsnft Exchange Internet Mail Eeru1l’
ce 5.5.2651.58) ready
helo vincentv.com .
258 0K
mail from: fakeuser@vincentv.com
258 0K — mail from <fakeuser@vincentv.com:
rcpt to: vincentvi@microsoft.com
ﬁEE 0K — Recipient <vincentvi@®microsoft.com>
ata
354 Send data. End with CRLF.CGRLF

test message My Commands:

- helo domain.com
mail from:
rcpt to:
Data
<CRLF> <CRLF> <PERIOD> <CRLF>
quit
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Tools of the Job PathPing

[+ Command Prompt - pathping ¥incenty

C:=“~>pathping vincentu

Tracing route to vincentv_northamerica.corp.microsoft.com [000.00_00.000]

over a maximum of 38 hops:
B SHAWHZAR.northamerica.corp.microsoft.com [000_00_00._000]

1 wvincentv.northamerica.corp.microsoft.com [000._00._00.000]

Computing statistics for 25 seconds...
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Address Space (Space vs. Star)

Slow X.400 Connectors Fast Site Connectors

Address ~New Internet Mall Address
space of Service space of
STAR SPACE
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LDAP Configuration
Closing LDAP for Anonymous — Step 1

D5 Site Configuration Properties

‘2 Microsoft Exchange Administrato
Edit View Tools Window General | Offine Addr

Offline Addre : Cuztom Attributes

hddins % DS Site Configuration
Falde :

Glo Configure: Shiow attributes for:

All mail reci

iztant phone number
phore nurmber 2
end oh behalf of

=

24




LDAP Configuration
Closing LDAP for Anonymous — Step 2

Data that can be
collected by an
anonymous user
by default with
LDAP

 —

® & 6 6 o o o

Direct reports

Fax number

Home phone number
Manager

Mobile number
Pager number

SMTP address
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LDAP Configuration
Closing LDAP for Anonymous — Step 3

LDAP (Directory) Site Defaults Properties

General | Authentication  AnonEmoUE | Search | R eferals | |dle Time-out |

¢z» LDAP (Directory) Site Defaults |

Check box is selected
by default.
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Hardware - Performance
/O Recommendations

¢ RAID 5 with as many spindles as possible

¢ Logs and databases on different physical
disks

27



Network - Performance

Disable Reverse Lookups

/3 D:\exchsrvi\docs\MISCYXXFRAMSIE HTM - Microsoft Intemnet Explorer

Operations

Reverse Resolution

itF arB anner

itFarD atab

aitFarE trn
itF orbd ailFrom

0ol 1
o 11
o 11 -

Speed increases but
logs are harder to
decipher.
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1. Test your Knowledge

Internet Mail Service (YINCEMTY) Properties

Irternet b ail | Dial-up Connections | Connections | Hueues | “Routing | Security |

Gerneral | Connected Sites | Address Space  Delivery Restrictions | Ciagnostics Logging |

How do | restrict a
T , : J4& Internet Mail Service (VINCENT ...

specific user’s mail | | (V

fro m C O m I n g In to th e :;n:i;ll messages franm ?_EIE;;:::E'EIE frarm

Internet Mail Service? C Lt & L

ninclude angthing in the Address Book. For distribution lists, the

Enitries i b
'ou can specify entries in baoth liste at the same time,

membership iz |

Answers at the end.




2. Test your Knowledge

Internet Mail Service (YINCENTY) Prope

[nternet b ail | Diial-up C

What would the address General | Conmected Sites
space be if you only want
this Internet Mail Service
to service mail for General | Restrictions | Rauting Address |

someone@microsoft.com?

~/| SMTP
1. *
2. *@* E-mail domair
3. <blank>

4. *@microsoft.com
5. @microsoft.com
6. someone@microsoft.com

Cancel

Answers at the end.
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3. Test Your Knowledge

Where do you configure all mail for a
certain domain to go to a certain host?

Internet Mail Service (YINCENTY) Properties 4| |1internet Mail Service (YINCENTY) Properties

Connections tab

Feneral ] Connected Sites ] Addrezs Space ] Delivery Restrictions ] Diagnostics Logging ]

' ’ i : - i General ] Connected Sites ] Addresz Space ] Deliven Restictions ] Diagnostics Logaging ]
Intermnet kail ] Dial-up Connections ] Connections ] Queues Fouting l Securty ]

[nternet b ail ] Dial-up Connectionz Connectians ] [ueles ] Fouting ] SecLrity ]

Internet Mail Service (VINCENT... Jadd MR
Edit Routing Table Entry X| o E-Mail Damain

: : : Msh. Com
E-maill zent to thiz domain: " Irbow |

" Dutbe  — Diafivery

© Mere |~ | se DNS

(" Should be accepted az "inbound"! { Fonward all meszaozs for thiz domain to haost;

mzn. com

£ Overde relay restrictions. Always relay” Accept | |1 0001

. _ * From
' Should be rerouted to this domain; Oy | |

10.0.0.10 — [ Dial using:

[ Clients

[ Clients
Help | Carcel | Help

| Queue meszages for ETRM

Cancel |

Cancel | &pply |

Answers at the end.

Routing tab




4, Test Your Knowledge

¢ What do the following SMTP errors (reply
codes) mean?

o 442
e 552
e 550
o 454

Answers at the end.
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5. Test Your Knowledge

¢ What can NTLM be used for on an

Exchange-to-Exchange Internet Mail
Service connection?

e Authentication

e Encryption
e Both

Answers at the end.
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Test Your Knowledge: Answers

ANSwWers:

1. Use the Message Filtering button on the Connections tab. See
article Q245465 for more information.

2. The answer is number 6. The alias someone@microsoft.com
would only allow mail for someone@microsoft.com to go
through. Numbers 1-4 would all be valid for the user called
“someone,” but Number 5 would not be valid for any address.

3. For special routing for a certain domain, use the Connections tab
— E-Mail Domains button.

4. Reply Codes
4Axx means temporary problem
5xX means permanent problem
X4X means system issue
x5x Means mail issue

5. The answer Both. NTLM can provide RC4 level encryption.
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References

¢

White paper: “Inside Exchange Internet Mail
Service”

hitp://www.microsoft.com/exchange/55
/whpprs/insidelMS.doc

How to Replicate Exchange Server
Directories Using the Internet Mail Service
nttp://www.microsoft.com/TechNet/exchange

[ftechnote/imsrep.asp

Security Fix for Routing Vulnerability

hitp://www.microsoft.com/TechNet/exchange
[tools/imcfix.asp
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References (continued)

¢ Windows NT Magazine: Is Your Exchange
Server Relay-Secure?

hitp://www.microsoft.com/TechNet/exchange
[relay.asp

¢ Chapter 10 from Exchange Server 24Seven,
oublished by Sybex Inc. - Exchange Internet
nteroperability

nttp://www.microsoft.com/TechNet/exchange
[2505ch10.asp

36


http://www.microsoft.com/TechNet/exchange/relay.asp
http://www.microsoft.com/TechNet/exchange/relay.asp
http://www.microsoft.com/TechNet/exchange/2505ch10.asp
http://www.microsoft.com/TechNet/exchange/2505ch10.asp

Where do you want to go today?
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