
Microsoft Exchange:Microsoft Exchange: 
Internet Mail Service and SMTPInternet Mail Service and SMTP 

Vincent ValdezVincent Valdez 
Support ProfessionalSupport Professional 
Premier Support Premier Support 
DepartmentDepartment 
Microsoft CorporationMicrosoft Corporation



2

AgendaAgenda
What is Simple Mail Transfer Protocol What is Simple Mail Transfer Protocol 
(SMTP)?(SMTP)?
What is the Internet Mail Service?What is the Internet Mail Service?
Basic configurationBasic configuration

Common problemsCommon problems
Review recent Knowledge Base articlesReview recent Knowledge Base articles

Advanced configurationAdvanced configuration
Best practicesBest practices

Test your knowledgeTest your knowledge
Q & AQ & A
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What Is SMTP?What Is SMTP?
RFCsRFCs

821821 The envelope and stampThe envelope and stamp
822822 The body (actual message)The body (actual message)

ExtensionsExtensions
Jonathan B. Postel (founder of SMTP) Jonathan B. Postel (founder of SMTP) 



4

821 and 822 821 and 822 –– SMTP MessageSMTP Message

From:From: BobBob
To:To: someone@microsoft.com; Georgesomeone@microsoft.com; George
Subject:Subject: TestTest

Hello!Hello!

Actual MessageActual Message

EnvelopeEnvelope
From:From: BobBob
To:To: someone@microsoft.comsomeone@microsoft.com
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What Is the Internet Mail Service?What Is the Internet Mail Service?

Microsoft Exchange SMTP ProviderMicrosoft Exchange SMTP Provider
Internet Mail Service = Exchange 5.5 Internet Mail Internet Mail Service = Exchange 5.5 Internet Mail 
Service with SP3Service with SP3

Relationship to other Microsoft softwareRelationship to other Microsoft software
NTOP (Mail Enable Web Applications)NTOP (Mail Enable Web Applications)
MCIS (Built for ISPs)MCIS (Built for ISPs)
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What Is the Internet Mail Service? What Is the Internet Mail Service? 
(continued)(continued)

Design Design 
QueuesQueues
Importance of the information storeImportance of the information store

MTSMTS-- 
Out Out 

FolderFolder

MTSMTS-- 
In In 

FolderFolder

StoreStore

OutboundOutbound
MAPIMAPI

OutboundOutbound
SMTPSMTP

InboundInbound
MAPIMAPI

InboundInbound
SMTPSMTP

IMC dataIMC data
OutOut

IMC dataIMC data
InIn

InternetInternetReroute mailReroute mailInternet Mail ServiceInternet Mail Service

Q233353 – OLE attachments 
are replaced with <<...>> 
when sent
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Internet Mail TabInternet Mail Tab

Q251006 – HTML pages sent 
outside organization

Q243822 – UI problem with 
e-mail domains button

Q201072  – Postmaster @ 
domain.com

Q245041 – Postmaster 
incorrectly receives SMTP 
messages

Q216397  –Auto Forward 
may cause a loop
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DialDial--up Connections Tabup Connections Tab

Q236910 – Cannot open 
Internet Mail Service Dial-Up 
Connections Tab on Windows 
2000
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Connections TabConnections Tab

Q245465 – How to configure 
message filtering

Q238719 – Inbound only, 
queues outgoing mail
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Routing TabRouting Tab

Q243045 – UI...Problem / routing 
restrictions are enabled, but are 
dimmed

Q254214 – Routing restrictions do 
not work with some antivirus 
solutions

Q174351 – How to create a virtual 
secondary SMTP address

Q190710 – How to use Internet 
Mail Service to reroute messages
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Address Space TabAddress Space Tab

Q229961 – Syntax and address 
space

Q239228 – Internet Mail Service 
that has restrictions does not work

Q152471 – Difference between 
SMTP:* and SMTP: address 
space
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How to Disable RelayHow to Disable Relay Step 1 Step 1 

Before

After
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How to Disable RelayHow to Disable Relay Step 2Step 2
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How to Disable RelayHow to Disable Relay Step 3Step 3

By selecting Hosts 
and clients with 
these IP addresses, 
the Internet Mail 
Service is configured 
to allow only IP 
addresses in the box 
to relay. This means 
no one is allowed to 
relay.
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How to Disable RelayHow to Disable Relay Step 4Step 4

Attempting to relay to another SMTP domain
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Server ConsiderationsServer Considerations

Perfmon View

Queues tab in Internet Mail Service

Four Queues:
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Server Considerations Server Considerations (continued)(continued)

After Exchange Server 4.0 SP4, the most After Exchange Server 4.0 SP4, the most 
common issue we resolve is a corrupted common issue we resolve is a corrupted 
message problem:message problem:

ReasonReason:  The conversion from MDBEF to SMTP :  The conversion from MDBEF to SMTP 
takes place as the message is moved to and from takes place as the message is moved to and from 
the store (MTSthe store (MTS--IN and MTSIN and MTS--OUT). OUT). 
Best PracticeBest Practice: For enterprise networks, do not put : For enterprise networks, do not put 
an Internet Mail Service on a mailbox server.an Internet Mail Service on a mailbox server.
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* PathPing is a Windows 2000 command* PathPing is a Windows 2000 command--line utilityline utility

Tools of the JobTools of the Job
PingPing Name resolution and layer 3Name resolution and layer 3
NslookupNslookup DNS reportsDNS reports
TelnetTelnet Application layer testsApplication layer tests
PathPing*PathPing* Router testsRouter tests
NetmonNetmon What is really going on?What is really going on?
PerfmonPerfmon Set alerts for problemsSet alerts for problems
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Tools of the Job Tools of the Job NslookupNslookup

My Input
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Tools of the JobTools of the Job TelnetTelnet



21

Tools of the JobTools of the Job Telnet Telnet (continued)(continued)

My Commands:
helo domain.com

mail from: someone@microsoft.com

rcpt to: someone2@microsoft.com

Data

<CRLF> <CRLF> <PERIOD> <CRLF>

quit

mailto:realuser@realdomain.com
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Tools of the JobTools of the Job PathPingPathPing
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Address Space Address Space (Space vs. Star)(Space vs. Star)

The Internet

Slow X.400 ConnectorsSlow X.400 Connectors

Site 1 Site 5

Address 
space of 
STAR

Address 
space of 
SPACE

Fast Site ConnectorsFast Site Connectors

Site 2

New Internet Mail 
Service
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LDAP ConfigurationLDAP Configuration 
Closing LDAP for Anonymous Closing LDAP for Anonymous –– Step 1Step 1
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LDAP Configuration LDAP Configuration 
Closing LDAP for Anonymous Closing LDAP for Anonymous –– Step 2Step 2

Direct reportsDirect reports

Fax numberFax number

Home phone numberHome phone number

ManagerManager

Mobile numberMobile number

Pager numberPager number

SMTP addressSMTP address

Data that can be Data that can be 
collected by an collected by an 
anonymous user anonymous user 
by default with by default with 
LDAPLDAP
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LDAP Configuration LDAP Configuration 
Closing LDAP for Anonymous Closing LDAP for Anonymous –– Step 3Step 3

Check box is selected Check box is selected 
by default.by default.
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Hardware Hardware -- PerformancePerformance 
I/O RecommendationsI/O Recommendations

RAID 5 with as many spindles as possibleRAID 5 with as many spindles as possible
Logs and databases on different physical Logs and databases on different physical 
disksdisks
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Network Network -- PerformancePerformance 
Disable Reverse LookupsDisable Reverse Lookups

Speed increases but 
logs are harder to 
decipher.
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1. Test your Knowledge1. Test your Knowledge

How do I restrict a How do I restrict a 
specific userspecific user’’s mail s mail 
from coming in to the from coming in to the 
Internet Mail Service?Internet Mail Service?

Answers at the end.
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Answers at the end.

What would the address What would the address 
space be if you only want space be if you only want 
this Internet Mail Service this Internet Mail Service 
to service mail forto service mail for 
someone@microsoft.com?

2. Test your Knowledge2. Test your Knowledge

1. *
2. *@*

3. <blank>

4. *@microsoft.com

5. @microsoft.com

6. someone@microsoft.com

mailto:billg@microsoft.com
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3. Test Your Knowledge3. Test Your Knowledge

Answers at the end.

Where do you configure all mail for a Where do you configure all mail for a 
certain domain to go to a certain host?certain domain to go to a certain host?

Routing tab

Connections tab
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Answers at the end.

4. Test Your Knowledge4. Test Your Knowledge
What do the following SMTP errors (reply What do the following SMTP errors (reply 
codes) mean?codes) mean?

442442
552552
550550
454454
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Answers at the end.

5. Test Your Knowledge 5. Test Your Knowledge 

What can NTLM be used for on an What can NTLM be used for on an 
ExchangeExchange--toto--Exchange Internet Mail Exchange Internet Mail 
Service connection? Service connection? 

AuthenticationAuthentication
EncryptionEncryption
BothBoth
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Test Your Knowledge: AnswersTest Your Knowledge: Answers
Answers:Answers:
1. Use the Message Filtering button on the Connections tab. See 1. Use the Message Filtering button on the Connections tab. See 

article Q245465 for more information.article Q245465 for more information.
2. The answer is number 6. The alias 2. The answer is number 6. The alias someone@microsoft.comsomeone@microsoft.com 

would only allow mail for would only allow mail for someone@microsoft.comsomeone@microsoft.com to go to go 
through.  Numbers 1through.  Numbers 1--4 would all be valid for the user called 4 would all be valid for the user called 
““someone,someone,”” but Number 5 would not be valid for any address.but Number 5 would not be valid for any address.

3. For special routing for a certain domain, use the Connections3. For special routing for a certain domain, use the Connections tab tab 
–– EE--Mail Domains button.Mail Domains button.

4. Reply Codes4. Reply Codes
44xxxx means temporary problemmeans temporary problem
55xxxx means permanent problemmeans permanent problem
xx44xx means system issuemeans system issue
xx55xx Means mail issueMeans mail issue

5. The answer 5. The answer BothBoth. NTLM can provide RC4 level encryption.. NTLM can provide RC4 level encryption.

mailto:billg@microsoft.com
mailto:billg@microsoft.com
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White paper: White paper: ““Inside Exchange Internet Mail Inside Exchange Internet Mail 
ServiceService””
http://www.microsoft.com/exchange/55http://www.microsoft.com/exchange/55
/whpprs//whpprs/InsideIInsideIMS.docMS.doc
How to Replicate Exchange Server How to Replicate Exchange Server 
Directories Using the Internet Mail Service  Directories Using the Internet Mail Service  
http://www.microsoft.com/TechNet/exchangehttp://www.microsoft.com/TechNet/exchange
/technote/imsrep.asp/technote/imsrep.asp
Security Fix for Routing Vulnerability Security Fix for Routing Vulnerability 
http://www.microsoft.com/TechNet/exchangehttp://www.microsoft.com/TechNet/exchange
/tools/imcfix.asp/tools/imcfix.asp

http://www.microsoft.com/exchange/55/whpprs/InsideIMS.doc
http://www.microsoft.com/exchange/55/whpprs/InsideIMS.doc
http://www.microsoft.com/exchange/55/whpprs/InsideIMS.doc
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http://www.microsoft.com/TechNet/exchange/technote/imsrep.asp
http://www.microsoft.com/TechNet/exchange/technote/imsrep.asp
http://www.microsoft.com/TechNet/exchange/tools/imcfix.asp
http://www.microsoft.com/TechNet/exchange/tools/imcfix.asp
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References References (continued)(continued)

Windows NT Magazine: Windows NT Magazine: Is Your Exchange Is Your Exchange 
Server RelayServer Relay--Secure? Secure? 
http://www.microsoft.com/TechNet/exchangehttp://www.microsoft.com/TechNet/exchange
/relay.asp/relay.asp
Chapter 10 from Chapter 10 from Exchange Server 24SevenExchange Server 24Seven, , 
published by Sybex Inc. published by Sybex Inc. -- Exchange Internet Exchange Internet 
Interoperability  Interoperability  
http://www.microsoft.com/TechNet/exchangehttp://www.microsoft.com/TechNet/exchange
/2505ch10.asp/2505ch10.asp

http://www.microsoft.com/TechNet/exchange/relay.asp
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