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Abstract 

The Group Policy feature in Windows 2000, XP and Windows Server 2003 provides powerful 
capabilities for automatically managing and configuring servers and workstations in large, 
distributed Windows environments. Group Policy features let administrators globally set 
system security, lock down desktop settings to reduce user “futzing”, redirect user folders, 
distribute software, control Internet Explorer configuration and a variety of other policy 
settings.  

Unfortunately, the complexity of Group Policy, with all of its available policy options, has a 
tendency to discourage enterprises from taking full advantage of this powerful technology. This 
paper discusses the architecture and function of Group Policy and how to optimize it to fortify 
the security and usability of an environment. In addition, the Group Policy management 
functionality built into Quest Software’s FastLane ActiveRoles reduces the complexity of 
Group Policy Object (GPO) management and increases the effectiveness of GPOs within an 
AD infrastructure. 
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Bulletproof Your Windows Network with Group Policy 
By Darren Mar-Elia 
 

Introduction 
Group Policy is a key feature in Windows 2000 and Windows Server 2003 for managing 
Microsoft Active Directory (AD) infrastructures. Group Policy can significantly enable reduced 
costs of deploying and maintaining Windows in the enterprise because it lets an administrator 
simultaneously effect configuration changes on thousands of workstations and servers within an 
AD infrastructure. But the potential return on investment of Group Policy will not be realized if 
the complexity of managing policy requires spending more, not less time administering 
Windows. 

Unfortunately, there are few native tools to effectively manage and maximize the power of 
policy. The complexity arising from the myriad of policy configuration options within GPO can 
quickly outstrip the intended benefit. To take full advantage of Group Policy requires proper 
knowledge of best practices and tools to ensure consistent, expected application of policy. This 
paper will provide those best practices and illustrate how Quest Software’s Group Policy 
management tools maximize the return on investment in a Windows infrastructure. 

Understanding GPO Structure and Function 
The first thing that must be understood about Group Policy is that it requires Active Directory 
be deployed in order to take full advantage of it. However, every Windows 2000, XP and 
Windows Server 2003 device does come with a local GPO that contains a subset of the 
available policy functionality. You can view and edit the local GPO using the Microsoft 
Management Console (MMC) Group Policy snap-in tool, or by simply typing “gpedit.msc” 
from the Start Menu, Run dialog. Figure 1 shows what a local GPO looks like on Windows XP. 
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Figure 1: Viewing the local GPO in the MMC Group Policy snap-in. 

As Figure 1 illustrates, a GPO has two “parts” to it: Computer Configuration and User 
Configuration. The Computer Configuration part controls per-computer policy settings. That is, 
computer settings apply to a computer regardless of who is logged on to that computer. User 
Configuration policy is applied to users who are logging on to Windows computers. Therefore, 
Computer Configuration settings are only processed when the computer is booted up (or shut 
down), while User Configuration settings only apply when a user logs on (or logs off) the 
computer. 

When Active Directory is involved, there is a completely new set of options for deploying and 
leveraging Group Policy. In order to understand AD-based Group Policy, it is important to 
distinguish between a Group Policy Object and a link to that GPO. 

Creating a new GPO from the AD Users and Computers MMC snap-in is a two-step process. It 
calls for first creating a new GPO in that AD domain, and second, linking it to the desired 
container object. A container object in this case can be an AD site (a collection of IP subnets), a 
domain or an Organizational Unit (OU). Thus, it is possible that a single GPO can be linked to 
any number of container objects, and it is also possible to have a GPO that is not linked to any 
container objects. But before going into GPO linking, it is important to understand how the 
GPO itself is structured.  
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The Group Policy Container (GPC) and Group Policy Template (GPT) 

In creating a GPO, what happens behind the scenes is quite interesting. A GPO is composed of 
two parts. The first part, called the Group Policy Container (GPC), is stored in Active Directory 
and it contains general information about the GPO such as version number, LDAP path, create 
date & time and last modified date & time. The GPC also contains objects related to the 
Software Installation feature within Group Policy. These objects, called the Class Store, define 
details about the software application deployed. A GPC is located within each AD in the 
System\Policies container. Figure 2 shows where to find the GPC within AD--using the AD 
Users and Computers MMC snap-in, in Advanced View. 

 

Figure 2: Viewing the GPC within an Active Directory domain. 

The highlighted container in Figure 2 represents a GPO, as shown by its Globally Unique ID 
(GUID). Each GPO defined in a domain will have a folder in this Policies container. In the 
right-hand results pane, there are two sub-folders under the main folder: “Machine” and “User”. 
These represent the two “sides” to a GPO and they contain the Class Store information 
mentioned above.  
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The other part of a GPO is called the Group Policy Template (GPT). The GPT is a set of 
folders within the SYSVOL share, located on every domain controller within an AD domain. 
The SYSVOL share is a part of the file system replicated automatically to all DCs by the NT 



 

File Replication Service (NTFRS). Under the SYSVOL share is a folder that is named 
according to the DNS domain name that the DC is a member of. Underneath this domain-
named folder is a folder called “Policies”, and within this folder are a number of GUID-named 
sub-folders (see Figure 3) that correspond to each GPO defined in the domain. These are the 
same GUIDs that were seen in Figure 2 within the GPC.  

 

Figure 3: Viewing the contents of the GPT within a domain. 

The GPT for a given GPO contains a set of folders and files that correspond to each of the areas 
of policy that can be set. So, for example, when setting Administrative Template policy within 
a GPO, the actual settings are stored in a file within the GPT called “registry.pol”. Similarly, 
when setting security policy within a GPO, those policy settings are stored in a file called 
“gpttmpl.inf” in a sub-folder of the GPT under \Machine\Microsoft\Windows NT\SecEdit.  

The GPC and GPT typically do not require direct manipulation. The MMC Group Policy editor 
tools that come with Windows provide the interface to manage Group Policies without 
requiring interaction with these structures. However, when something goes wrong with Group 
Policy, knowing what is going on “behind the scenes” can help speed the troubleshooting 
process.  

GPO Versioning 
Because the GPO is broken into two pieces (GPC and GPT) that exist in different places (one in 
AD, the other in SYSVOL), there is a chance that, when modifying a GPO on one Domain 
Controller (DC), the GPC and GPT will not replicate at the same time to all other DCs within 
an environment. In that case, unexpected results will occur on clients processing those GPOs if 
the two parts are not in synch. To prevent this problem, Microsoft provides a versioning 
mechanism for the GPC and GPT to ensure that they are in synch as they replicate across your 
network. Each piece contains a version number that gets updated incrementally when the Group 
Policy editor tool is used to modify a GPO. When those changes are replicated, the version 
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numbers of the GPC and GPT must be the same on a given domain controller, or a client will 
not process that GPO.1  

GPO Processing 

With an understanding of how GPOs are structured, let’s look at how they are processed. First, 
Group Policy is only processed by users and computers in AD. A common misconception is 
that User or Computer Groups process GPOs; they do not. When a computer that is a member 
of an AD domain boots up, part of the boot up sequence is to process any computer-specific 
Group Policy that applies to that machine. When a user sits down at that computer and logs on, 
user-specific Group Policy that applies to that user is then processed. However, security groups 
can be used to filter the effects of GPO.  

Group Policy Linking 
As mentioned above, creating a new GPO is a two-step process. The first step is creating the 
GPO, or more specifically, its GPC and GPT. The second step is to link that GPO to an AD 
container object. Valid container objects include AD Sites, Domains and OUs. If a GPO is 
linked to an AD site, then the workstations or servers located on an IP subnet within that site 
will process the GPO.  

Keep in mind that a site can have machines from multiple domains within a forest contained 
within it. Since GPOs are stored per domain, this means that workstations or servers in Domain 
“B” might be processing GPOs that are stored in Domain “A”. This could be bad from a 
performance perspective because a computer or user reading the GPO must traverse trust 
relationships each time they process the policy. 

It is possible to create a GPO that is not linked to any containers and it is equally possible to 
link a single GPO to multiple containers. The default way to view and manage links is to view 
the Properties on a selected GPO within the AD Users and Computers tool, and select the 
“Links” tab. Clicking “Find Now” will display all links to the GPO in the dialog (Figure 4). 

                                                      
1 Quest Software’s Spotlight on Active Directory product (http://www.quest.com/spotlight_ad) enables 
an administrator to verify GPC and GPT versions across all an enterprise’s AD DCs to ensure that GPO 
replication is healthy. 
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Figure 4: Displaying GPO Links. 

Linking a GPO to a domain allows all users and computers in that domain to process that GPO. 
Linking a GPO to an OU similarly means that all users and computers residing in that OU can 
process a GPO. There’s nothing to prevent linking more than one GPO to any of these 
containers. Thus, it is conceivable to have 20 GPOs linked to a domain, 30 linked to an OU, 
and 30 other GPOs linked to another OU, etc.  

Obviously, life could quickly get very confusing in this scenario. When a computer boots up or 
a user logs on, they could end up processing many, many GPOs.  

The accumulation of all of these policy settings for a particular computer or user in a particular 
domain, site and OU is called the Resultant Set of Policy, or RSoP (also referred to as “Group 
Policy Results” in Windows Server 2003). Quest Software’s FastLane ActiveRoles product 
provides the ActiveRSoP tool (described later) that lets an AD administrator view, report on 
and model the RSoP for particular users and computers residing in any container object.  

There is an order of precedence when a computer or user processes multiple GPOs linked at 
many levels in an AD domain. This order is as follows: 

1. The Local GPO is processed first. 

2. Any Site-linked GPOs are processed next. 

3. Domain-linked GPOs are processed next. 

4. OU-linked GPOs are processed last. 
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Multiple GPOs may be linked to each container, so there is also an order of precedence for 
them. When viewing GPOs from within the AD Users and Computers (or AD Sites and 
Services for site-linked GPOs) MMC snap-in tool, you can set the order of precedence on a 
particular container object (Figure 5). 

 

Figure 5: Viewing the Order of Precedence of GPOs on an OU. 

Note that in Figure 5, Up and Down buttons control which GPO has a higher priority. Because 
GPOs at the top of the list are processed last on this container, their settings will override any 
conflicting settings of GPOs that are lower in the list. This override behavior also occurs when 
GPOs that are linked to different containers are processed.  

A simple example would be a scenario where there are two GPOs: one linked to the domain 
and one to an OU. The domain-linked GPO has a policy that removes the Run command from 
the user’s Start Menu, but the OU-linked GPO has a policy that puts it back. Which policy 
would actually be applied to the computer or user? The OU-linked policy is the one the user 
ultimately must follow, because OU-linked policies are processed after domain-linked ones, 
therefore overriding the policy specified in the domain-linked one.  

No Override and Block Inheritance 
There are circumstances, of course, where it is not desirable to override an “upstream” policy. 
A perfect example of this is security policy. A domain administrator would want to ensure that 
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security policy that applies to an entire domain could not be overridden by a “downstream” 
GPO created by a local OU administrator. To prevent such a conflict, Group Policy provides 
for setting a “No Override” flag on a GPO. GPOs with this flag set will not be overridden by 
downstream GPOs. From the dialog box shown in Figure 5, select a GPO, choose the Options 
button and set a “No Override” flag. 

“Block Inheritance” does the opposite of a No Override, and it can be set at the domain or OU 
level. A “Block Inheritance” setting prevents upstream GPOs from being processed altogether.  

However, a GPO that has the No Override flag set will always be processed, regardless of 
whether an OU downstream has Block Inheritance set. 

For example, let’s suppose you are a domain administrator in your AD domain. You have also 
delegated OU administration to a number of local OU administrators, but you still need to 
maintain some control over their activities. Now suppose they create a GPO linked to their OU 
that allows their users to run the Regedit utility for viewing and editing the registry. Since this 
policy goes against your corporate desktop lockdown standard, you can create a GPO, linked to 
the domain and set to No Override, that uses Administrative Template policy to disable regedit 
for all users in the domain. Because your No Override policy supersedes Block Inheritance, 
your OU administrator’s users will no longer be able to use Regedit when next they process the 
policy. 

Security Group Filtering 
Typically, an administrator controls which computers and users will receive Group Policy by 
controlling where a GPO is linked. However, there is occasionally a need for more fine-grained 
control over which policies are processed by which computers and users.  

For example, consider a scenario where there is a desktop lockdown policy for a Finance OU 
within an AD domain. This GPO should apply to all users within the OU except for the users 
who have been designated OU administrators, with a lesser degree of authority than the domain 
administrator. In that case, how can the domain administrator control which users within the 
OU get the policy? The answer is to use security group filtering to control who gets which 
policy. To understand this, it’s essential to first understand how GPO security works.  

Normally, a new GPO has a set of security permissions associated with it. These permissions 
are viewable from within the Properties of a given GPO by selecting the Security tab (Figure 
6).  
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Figure 6: Viewing the Security Permissions on a GPO. 

Note that you can also use Quest’s FastLane ActiveRoles Group Policy Management tools to 
easily view the security on one or more GPOs. 

In Figure 6, note that the “Authenticated Users” group, which includes all users and computers 
within an AD domain, has two permissions checked: “Read” and “Apply Group Policy”. In 
fact, these are the only permissions a user or computer needs to process a GPO.  

Authenticated Users is always granted this access by default when creating a new GPO. To 
target a GPO to a particular group of users or computers, this Authenticated Users Access 
Control Entry (ACE) must be removed and replaced with a new ACE that grants “Read” and 
“Apply Group Policy” permissions to the specific computer or user group that the GPO will 
target. Note that you could also leave the Authenticated Users ACE intact and add a Deny ACE 
on the group represented by the users or computers who you don’t wish to process the policy. 

If a GPO happens to set both per-computer and per-user policy, both computer and user groups 
can be targeted via security group filtering.  

The Client’s Role in Processing 
We’ve described how GPOs are structured, where their settings are stored and how they are 
linked to containers within AD. But how is the GPO actually processed at the client? How are 
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the specified policy changes actually made? The answer lies in a set of files installed on every 
Windows system called Client Side Extensions (CSEs).  

CSEs are DLLs that implement the actual policy processing functionality. There is typically 
one CSE for every kind of policy area supported in Group Policy. CSE DLLs are installed in 
%systemroot%\system32 when Windows 2000, XP or Server 2003 is installed. To see which 
CSEs are registered on a particular system, look in the registry under: 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 
NT\CurrentVersion\Winlogon\GPExtensions 

 

Figure 7: Registration of CSEs. 

As with GPCs, each CSE is registered by its Globally Unique ID (GUID). By default, GPOs 
whose version number does not change between processing cycles are not processed by the 
CSEs.  

However, it is possible to override that behavior for a given CSE and process a GPO every 
time. For example, to enable or disable this behavior, you can set the “NoGPOListChanges” 
registry value within HKLM\Software\Policies\Windows\Group Policy. The registry entries 
that control individual CSE behaviors can actually be adjusted using Administrative Template 
policy within a GPO. Specifically within Computer Configuration| System| Group Policy, each 
CSE area has a policy processing item to control how they behave during a processing cycle.  
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Processing the GPOs and setting policy is done by CSEs installed on a workstation or server. 
But it is the Winlogon process - a privileged system process - running on that workstation or 
server that calls each CSE. As an example, consider the following process that occurs when 
machine-specific GPOs are processed at machine startup time: 

1. As the machine boots up, it authenticates with Active Directory and determines which 
GPOs it must process. These are all of the GPOs linked to containers “above” the 
machine’s location within the AD hierarchy. The list of GPOs is built using the LSDOU 
precedence described above. 

2. Once the list of GPOs that a machine must process has been created, the Winlogon process 
calls each CSE DLL to process that portion of each GPO that it is responsible for. For 
example, if a workstation is getting security policy from four different GPOs, then the 
security CSE is called and it processes security policy on each of those four GPOs in the 
LSDOU order. After security processing has completed, then the next CSE is called and 
does its processing on the four GPOs.  

The default behavior is for a CSE to not process a GPO if it has not changed since the last 
processing cycle. Whether a GPO has changed or not is calculated using history information 
that each CSE stores in the registry for each GPO that it processes. Specifically, under 
HKEY_LOCAL_MACHINE (and HKEY_CURRENT_USER)\SOFTWARE\Microsoft\ 
Windows\CurrentVersion\Group Policy\History, each CSE has a registry key that stores the last 
GPO version processed for each GPO that is processed. Thus, when the CSE runs the next time, 
it compares this registry-cached version information to the current GPO defined in AD and, if 
they are the same, the GPO is not processed (unless this behavior is overridden, as described 
above). 

Background Processing 
GPOs are not only processed at machine startup or user logon time. On Windows workstations 
and member servers, machine and user GPOs are also processed in the background every 90 
minutes. Domain controllers perform background GPO processing every five minutes by 
default. You can change the refresh interval on both workstation/member servers and domain 
controllers via Administrative Template policy (Figure 8). 
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Figure 8: Modifying background refresh intervals using Administrative Template policy. 

There are certain CSEs that do not perform background refresh of policy, because to do so 
would cause unexpected results for users logged on to a workstation or server. The CSEs that 
don’t perform this background refresh include: 

Folder Redirection • 

• 

• 

Software Installation 

Scripts (the Scripts CSE does process GPOs on each background refresh interval, but 
scripts themselves don’t run except on user logon/logoff and machine startup/shutdown) 

To trigger on-demand processing of GPOs, use the secedit.exe (built in to Windows 2000) or 
gpupdate.exe (built in to XP and Server 2003) command-line utilities. When manually 
triggering a GPO processing update, the same rules apply in terms of not processing GPOs that 
have not changed or CSEs that don’t normally process during background refresh.  

Understanding What Group Policy Can Do 
With a solid understanding of how GPOs work, let’s look at what they can do to help you 
“bulletproof” your Windows infrastructure. Table 1 lists all of the policy functionality available 
as of Windows XP and describes what each one does. Further on, we’ll explore how to take full 
advantage of the extensive policy capabilities in Group Policy. 
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Table 1: Reviewing the policy capabilities in Group Policy. 

Policy Description 

Software 
Installation 

The Software Installation feature is both computer- and user-specific. This 
feature lets you “publish” or “assign” software applications to computers and 
users. Assigned applications are installed or advertised on machine startup or 
user logon, respectively. Published applications are per-user only and are 
made available for on-demand installation via the Control Panel Add/Remove 
Programs applet. Software Installation requires applications to be packaged 
using the Windows Installer (*.msi) packaging format. You can optionally 
install legacy-packaged setups using the .zap format, but there are limitations 
with this method. 

Scripts Group Policy supports machine-specific startup and shutdown scripts as well 
as user-specific logon and logoff scripts. Scripts can take almost any form, 
including batch files, Windows Script Host files, Perl scripts, etc. Since scripts 
are executed on the client processing the GPO, the client must have the 
required scripting environment for scripts to work. 

Security Group Policy provides the ability to extensively control a variety of security 
settings on Windows machines including: 

• Account Policy: Set password behavior 
• Local Policy: Set user rights and advanced security restrictions 
• Event Log Policy: Set event log size and retention policy 
• Restricted Groups Policy: Control who can and should be a 

member of a user group 
• System Services Policy: Control who has the ability to stop, start 

and re-configure Windows Services 
• Registry & File System Policy: Control who has rights to certain 

folders, files and registry keys across machines 
• Wireless Network Policy (XP and 2003 Server only): Control who 

can access Wireless Networks 
• Public Key Policies (computer- and user-specific) Control public 

key certificate delivery and revocation 
• Software Restriction Policies (XP and 2003 Server only, computer- 

and user-specific): Control which applications can run based on 
where those applications came from 

• IP Security Policy: Control the use of IPSec on Windows networks; 
includes port filtering for computers implementing IPSec.  

Administrative 
Templates 

Administrative Template policy is similar to what was provided in NT4 system 
policy: values of specific registry keys are set on a machine- and user-specific 
basis. Administrative Template policies can be extended to include other 
registry values by creating custom *.adm template files.   

Remote 
Installation 
Services (RIS) 

RIS policy lets administrators control the behavior of RIS servers within the 
environment, e.g., whether certain setup options are available as you deploy 
an image via RIS. 

Folder Redirection Folder Redirection policy lets portions of a user’s profile be re-directed to 
alternate locations. By default, a user’s profile is cached within the 
Documents and Settings folder on their local hard drive. Profiles can also 
roam with a user by specifying a server share where the profile can be stored. 
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Policy Description 

Folder Redirection works with both of these technologies to allow you to 
specify an alternate share for portions of a user’s profile.  

IE Maintenance IE maintenance policy provides the ability to control the configuration of 
Internet Explorer within an environment. Use this policy to enforce everything 
from security zone settings to proxy settings to browser branding. 

 

Detailed Policy Drilldown 

Each of the policy areas shown in Table 1 has unique capabilities. Refer to the following for a 
more in-depth understanding of a policy’s function. 

Software Installation 
The Software Installation feature within Group Policy provides an excellent departmental 
software distribution capability. If an administrator deploys applications to end users, Software 
Installation policy can supplement an existing software distribution product like Microsoft’s 
SMS.  

There are two types of software installation deployments--Assigned and Published applications. 
Assigned applications can be deployed per-computer or per-user.  

When assigning an application per-computer, that application is installed the next time the 
computer receiving the GPO containing the assigned application is rebooted. This is an 
unfortunate limitation of computer-assigned Software Installation: it can only be triggered on 
machine reboot. Therefore, relying on Software Installation policy is less than ideal when 
deploying software in environments where machines need to be available 24x7, such as in 
server environments. However, computer assignment may be acceptable for desktop-based 
deployments where reboots are more common. Note that Software Installation is a CSE that 
does not process policy in the background, so there is no way to manually trigger a Software 
Installation deployment. 

Applications can also be assigned per-user. In that case, the application is not actually installed 
on the workstation when the user logs on. Instead, it is simply “advertised” to the user. 
Advertisement is a feature specific to the Windows Installer (*.msi) packaging technology. 
When an application is advertised, it is not actually installed on the workstation, rather, it is 
associated with the workstation and can be installed the first time a user calls the application or 
a file associated with the application.  

For example, when using Software Installation assignment to advertise Microsoft Office, 
several things happen to the user’s workstation when they log on. First, the registry is modified 
to associate all file extensions supported by Office with the advertise application. Second, any 
Start Menu or Desktop icons that are part of the Office package are installed in the user’s 
profile. Finally, any COM objects that have been advertised by Office are registered in the 
registry.  

If the user invokes any of these three advertisements, whether by opening an Office document, 
clicking on an Office icon or starting an application that requires an Office-based COM object, 
the Windows Installer service on that workstation kicks in and installs Office. This mode of 
installation is called “Install on First Use” and defines how the advertisement process works. 
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Applications can also be “published” via Software Installation. Publishing is only supported on 
a per-user basis. When an administrator publishes an application, that application appears as a 
choice in the Control Panel Add/Remove Programs (ARP) applet, under the “Add New 
Programs” section (Figure 9). 

 

Figure 9: Viewing a Published Application in Add/Remove Programs. 

When publishing an application, you also have the option to advertise the application if that 
functionality is supported within the application’s package. So, even though published 
applications are normally only installed when the user goes into the ARP applet and selects the 
Add button, there are applications that can be installed on first use just like assigned 
applications. This gives you the best of both worlds if you have applications that you don’t 
necessarily want to install on every workstation automatically, but should be available for 
installation when the user needs them.  

The final feature in Software Installation is the ability to permission individual applications. 
Normally, an administrator controls which computers and users process a GPO by deciding 
where that GPO is linked or using Security Group Filtering (explained above). However, within 
Software Installation, it’s possible to set permissions on a particular deployed application to 
target the delivery of that application. So, with a GPO that is linked and permissioned such that 
all users within a particular OU will process that GPO, you can further control which deployed 
applications those users will receive by modifying security permissions within that application. 
To modify the security on given application at deployment time, or after it has been deployed, 
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select the Security tab on that application and grant or remove Read permission for a given user 
or computer group.  

Scripts 
Scripts policy gives Windows 2000 and XP clients more robust capabilities than the logon 
script capability provided with NT4. GPO-based scripts now support machine-specific startup 
and shutdown scripts, as well as user-specific logon and logoff scripts. Machine-based scripts 
run in the context of the privileged LocalSystem account. Therefore, these scripts facilitate 
administrative tasks that normal users don’t have the privileges to execute. Similarly, logon and 
logoff scripts run in the context of the logged on user, so any required user-specific tasks can be 
implemented in these scripts. Scripts can take almost any form, from batch files to Windows 
Script Host scripts to executables. In addition, there may be multiple scripts defined within a 
single GPO or multiple scripts across multiple GPOs. Scripts are processed one at a time, in an 
order that can be defined within the GPO. Scripts can be set to “time out” so that no one script 
can hang the machine startup or user logon process. 

Security 
The Security policy settings in Group Policy form the heart of the GPO. If you implement only 
one feature within Group Policy, it will most likely be Security policy. This is because GPO-
based security policy is the only way to control domain-wide security behavior such as 
password age, account lockout and password complexity requirements. But Group Policy-based 
Security policy offers so much more utility that it could fill another paper. Following are some 
of the most commonly used areas within Security policy. 

• Account Policy: Controls password behavior, intruder lockout behavior and Kerberos 
lifetime behavior 

• Local Policies: Controls security auditing settings (which events to audit), user rights 
assignment (e.g. who has local logon rights) and advanced security options (e.g., 
disallow anonymous SAM enumeration, SMB signing behavior, etc.) 

• Event Log: Lets you specify event log sizes and retention policy (e.g., overwrite as 
needed, stop writing when full) 

• Restricted Groups: Controls group membership. Specify who is allowed to be a 
member of a particular group and which groups a group must belong to. E.g., only 
Domain Admins and “Level 2 Admins” can be a member of the local Administrators 
group on the domain or on individual member servers. 

• System Services: Set the startup state (automatic, manual or disabled) of any Windows 
service and set permissions on a service to control who can stop, start or configure it 

• Registry & File System: Force security permissions on registry keys, NTFS folders 
and files on any GPO-linked machine 

• Wireless Network Policy (XP and Server 2003 only): Control who can access 
particular 802.11 networks: decide the kinds of wireless networks a computer can 
access (infrastructure WAP or ad-hoc peer-to-peer) and control the preferred networks 
that a computer can access 
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• Public Key Policies: Define Encrypted File System (EFS) key recovery agents - users 
who are authorized to un-encrypt EFS encrypted files besides the file owner. Define 
automatic enrollment of X.509 certificates by user or computer and provide lists of 
trusted certificate authorities or Certificate Revocation Lists (CRL) for a given 
computer or user. 

• Software Restriction Policies (XP and Server 2003 only): This powerful new policy 
feature in enables restriction of what type of code (scripts, executables, etc.) can run 
based on four different criteria: 

o Certificates: Only code signed by particular certificate authorities can run 

o Hash: Only code with specified hash values can run 

o Internet Zone: Only code from particular Internet Zones can run 

o Path: Only code from a specific path(s) can run 

• IP Security Policies: Control network traffic between computers that are subject to the 
IPSec policy; includes forcing certain computers to encrypt their network traffic using 
IPSec; filter IP traffic to and from a computer 

There are two features within FastLane ActiveRoles that can compliment the use of GPO-based 
security policy: ActivePolicies and ResourceRoles. First, the ActivePolicies feature (described 
below) enables the creation of re-usable templates of GPO security policy. These templates 
make it simple to consistently apply a security policy to multiple GPOs within your 
infrastructure.  

ActiveRoles’ new ResourceRoles tool included in version 4.2, complements Group Policy’s 
own Security policy features because it enables Security Roles that can be applied to resources 
such as Files and Folders, Services, Printers and Shares.  

Administrative Templates 
Administrative Template (AT) policy is fundamental to Group Policy. Use AT policy to control 
registry values on a per-computer (within HKEY_LOCAL_MACHINE) or per-user (within 
HKEY_CURRENT_USER) basis. AT policy is most often used to “lock down” user desktops 
to prevent user “futzing”, which can often result in expensive help desk calls. AT policy is 
about reducing the number of options that the user can get to, thereby simplifying their desktop 
and support of their desktop.  

For example, an AT policy could remove all icons from the user’s desktop, or remove their 
ability to launch a command shell, or even their ability to browse network resources.  In short, 
AT policy enables very fine-grained control over the user’s desktop experience. 

AT policy can also be extended to include the setting of any registry value on a Windows 
system. This is done by creating custom *.adm template files that include the registry keys and 
desired values, then loading them into a GPO. You can also add custom .adm template files to 
ActiveRoles ActivePolicy templates that you create (see the discussion of ActivePolicy below). 
Note that in Windows 2000, in contrast to NT4 system policy, Microsoft has created a 
mechanism that prevents the “tattooing” of the registry when AT policy is no longer applied to 
a user or computer. That is, in NT4, when a system policy file was removed from a domain, the 
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registry entries that it specified remained on the machine and had to be explicitly removed by a 
new policy that reset those values. In Windows 2000, XP and Server 2003, that is no longer the 
case for all registry entries. Any AT policies that set registry values under the following keys 
will be removed when the policy no longer applies: 

HKEY_LOCAL_MACHINE\SOFTWARE\Policies 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies 

HKEY_CURRENT_USER\SOFTWARE\Policies 

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies 

AT policy settings made under any of the above keys are known as “policies” and do not suffer 
the fate of “tattooing”. If you create any AT policies that make changes to other areas of the 
registry, these are referred to as “preferences” and will be “tattoo-ed” into the registry until they 
are explicitly removed. 

Remote Installation Services (RIS) Policy 
The RIS policy within Group Policy applies to users who are installing computers into an AD 
domain using a RIS server. Options within this policy enable control of the options that the user 
has when the RIS installation begins. For example, you can set policy that hides the Tools 
option that RIS displays as part of its menu of choices when you begin a RIS-based installation. 

Folder Redirection 
Folder Redirection policy lets you control portions of the user’s profile, redirecting it to 
alternate locations such as server shares. Folder Redirection supports redirection of the 
following four folders within a user profile: 

Application Data • 

• 

• 

• 

Desktop 

My Documents (and My Pictures) 

Start Menu 

Folder Redirection also supports two different types of redirection: Basic and Advanced. Basic 
direction redirects all users subject to the policy to a specific location. For example, a company 
may want to redirect all users’ My Documents folders to their respective home folders on a 
server share. In this case, an administrator might specify \\server\home\%username%\My 
Documents as the path.  

Advanced redirection goes one step further by specifying a different redirection path based on 
the user’s group membership. An example use is to specify one server share for members of the 
Accounting user group and another for members of the Marketing user group. Folder 
Redirection policy can also control the look and feel of the user’s desktop. An example use is to 
redirect users’ desktop folders to a read-only server share that specifies a fixed number of icons 
that they have access to.  

Folder Redirection can work in conjunction with Windows’ Offline Folders feature. For 
example, if there are folders within a profile, e.g., “My Documents”, cached for Offline use, 
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and My Documents has been redirected to a server share, then the My Documents folder will 
always be available, even if the user is not connected to the network.  

IE Maintenance 
IE Maintenance enables control of the configuration of end users’ Internet Explorer settings. IE 
Maintenance policy includes the following policy settings: 

Browser User Interface: Controls the look and feel of IE including the browser window’s 
title, any custom bitmaps and custom toolbars 

• 

• 

• 

• 

• 

Connection: Including Connection settings (e.g., LAN & dial-up settings), automatic proxy 
behavior, proxy server settings and custom user agent strings 

URLs: Specify a pre-set list of Favorites or Important URLs 

Security: Set Internet Zone security, Content Rating settings and Authenticode settings 

Programs: Specify the default programs that IE lets you control, e.g., specify that Outlook 
Express is the default Email Client, FrontPage is the default HTML editor, etc. 

IE Maintenance policy enables two modes for policy application: Mandatory and Preference 
modes. Mandatory mode enforces IE settings each time the GPO is applied to a user. 
Preference mode sets IE settings once and then gives the user the ability to change them after 
the policy is applied. These two modes offer some flexibility for those users who must have 
standard settings and those users who only need some standard settings but also need the 
flexibility to modify them over time. 

IE Maintenance policy can come in handy when you need to centrally manage your user’s web 
browsing experience. For example, you could use this policy to reduce help desk calls from 
users wondering what their HTTP proxy settings should be. Or, you can use this policy to 
distribute links or favorites to frequently used internal corporate sites, or even links to specific 
events that will be displayed on the web, such as executive presentations. 

With a thorough understanding of Group Policy’s full capabilities, we’ll now look at some best 
practices for designing a Group Policy implementation that lets you really “bulletproof” your 
Windows network. 

Designing a Bulletproof Group Policy Implementation 
The complexity of Group Policy and all of its available policy options has a tendency to 
discourage enterprises from taking full advantage of this powerful technology. Compound this 
with the fact that there are very few native tools for really making sense of Group Policy and 
the result is a technology that is sorely under-utilized.  

However, by taking time to learn about Group Policy, and with the support of Group Policy 
management tools like those included in Quest Software’s FastLane ActiveRoles product, 
you can really bulletproof your network while delivering on the promise of a highly managed, 
cost effective computing environment. This section presents an approach to GPO 
implementation that reduces the out-of-the-box complexity to something much more 
manageable. 

22

 

When most organizations are designing their GPO implementations, the first step they take is to 
typically only utilize the bare minimum of GPO functionality in order to get up to speed and get 



 

comfortable with how Group Policy works. For example, Group Policy must be utilized to set 
domain-wide security account policy. But why stop there? Group Policy is capable of much 
more. The first step is to take Group Policy into consideration when designing an AD 
namespace. 

Active Directory Namespace Planning and Group Policy 

Many Windows engineers make the mistake of planning their AD namespace without 
considering how Group Policy may fit in down the line. This usually results in a less-than-
optimal GPO implementation. The key to effectively designing an AD namespace with Group 
Policy in mind is based on understanding the different options for deploying Group Policy. 
Think of the GPO design problem in two ways: 

Where do I link my GPOs?  • 

• How monolithic should my GPOs be? 

Where Do I Link My GPOs? 
As mentioned above, GPOs can be linked at the Site, Domain or OU levels within an AD 
domain. Any users and computers that are located “downstream” from a GPO will process that 
GPO. The exception to this “downstream” rule is using Security group filtering to specify 
which computer and/or user gets which GPOs. The problem with security group filtering is that 
it can become complex and it is prone to error. Over time, more security groups may need to be 
added to a GPO to control exactly which computers and users process the GPO. 

For this reason, a rule of thumb is that to always link a GPO as “close” to its intended target as 
possible. For example, to lockdown the desktops of users in one or more OUs, it may be 
tempting to link a GPO at the domain level to cover all of the OUs required, and then use 
security group filtering to control which users actually get the policy (Figure 10). 
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GPO Link Security Filtering
•Sales Users
•Marketing Users

Domain: mydomain.tld

GPO Link Security Filtering
•Sales Users
•Marketing Users

Security Filtering
•Sales Users
•Marketing Users

Domain: mydomain.tld  

Figure 10: Viewing a GPO linked to the domain. 

As Figure 10 shows, a GPO is linked to the domain where it will apply to all users in the Sales 
and Marketing Users via security group filtering. This mechanism works fine in the short term, 
but over time, if you want to include more users across different OUs, then the list of security 
filters will grow. Additionally, if there are other GPOs you need to link to those OUs, then you 
will have to contend with a complex set of permutations to determine which GPO settings will 
apply to users when they logon.  

Another consideration for GPO linking is your administrative delegation model. ActiveRoles 
lets you delegate the ability to link and un-link a GPO from a container object. If you want to 
grant this role to your OU administrators to give them control over which GPOs they process 
for their OU, then linking all of your GPOs to the domain level will not help their cause.  

The best practice is to always link a GPO as close to its intended target as possible. It’s okay to 
link a GPO to a domain knowing that, with few exceptions, all computers and users in that 
domain will need to process that GPO. But if there’s a GPO that provides more granular 
settings to certain groups of users or computers, and/or this GPO may change over time, it is 
wisest to link that GPO to each OU where those users and computers reside. Figure 11 shows 
what would happen if we took this approach instead of that shown in Figure 10. 
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GPO Link

Security Filtering
•None

Domain: mydomain.tld

GPO Link

GPO Link

Security Filtering
•None
Security Filtering
•None

Domain: mydomain.tld

GPO Link

 

Figure 11: Linking a GPO to associated OUs instead of the Domain. 

In Figure 11, the original Desktop Lockdown policy is now linked directly to the Sales and 
Marketing OUs and no longer depends on security group filtering to control who receives the 
policy. The following bullets summarize this recommendation for where to link a GPO: 

If the GPO contains policy that will be processed by the entire domain, with few 
exceptions, then link the GPO at the domain level. 

• 

• 

• 

If the GPO contains policy that is specific to one or more OUs, then link that GPO to those 
OUs. If each OU requires some unique policy settings that are different from another OU, 
then create individual GPOs that apply to each OU. 

If policy must be applied based on a computer’s location on an IP network (i.e. their 
subnet), then use Site-linked GPOs. 

How Monolithic Should My GPOs Be? 
As discussed above, a single GPO contains many different policy settings in areas from security 
to software installation. It’s certainly possible to create a few monolithic GPOs in a domain to 
set all manner of policy within each GPO. Unfortunately, that is not necessarily the most 
manageable approach. Many enterprises are finding that “functionally focused” GPOs are a 
better way to go. In those cases, GPOs are designed to serve a particular purpose. For example, 
instead of have a single GPO that provides IE Maintenance, workstation/member server 
security and desktop lockdown, a company might design three different GPOs that provide 
these three functions. In this case, GPOs are “layered” onto a particular target set of users and 
computers rather than being provided in one or two more complex GPOs. The advantages and 
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challenges of this functional approach as compared to the monolithic approach are shown in 
Table 2. 

Table 2: Advantages and disadvantages of functional vs. monolithic GPOs. 

Metric Advantages Disadvantages 
Ease of 
Administration 

Monolithic 

• Fewer GPOs to manage 

• Fewer places to look for policy 
settings 

Functional 
• Easier to delegate a single-

function GPO to a single group 
of admins 

• Less chance of errors causing a 
cascading effect across other 
policy areas in a single GPO 

Monolithic 

• Harder to delegate monolithic 
policies. For example, if you want a 
different group specifying security 
policy from lockdown policy, there is 
no easy way to do this in a single 
GPO. 

Functional 
• More GPOs to manage 

Flexibility of 
Policy Settings 

Monolithic 

• None 
Functional 
• A single policy change only 

effects the GPO that contains 
that change--easier to test prior 
to deployment 

• Layered approach provides for 
more re-usable GPOs 

Monolithic 

• Very little flexibility; with few 
monolithic GPOs, you must be very 
careful 

Functional 
• Will result in more GPOs overall 

within your infrastructure 

Processing 
Performance 

Monolithic 

• Fewer GPOs can mean faster 
GPO processing performance 

Functional 
• None 

 

Monolithic 

• None 
Functional 
• Generally results in more GPOs, 

which can impact performance. 
However, GPOs that do not change 
from processing cycle to cycle are 
not processed, so if the majority of 
your functional GPOs do not change 
frequently, there should be no major 
performance impact 

Calculating 
Resultant Set of 
Policy (RSoP) & 
Troubleshooting 

Monolithic 

• Monolithic GPOs can be easier 
to calculate RSoP on because 
fewer GPOs are involved 

Functional 
• Easier to troubleshoot when a 

problem is evident. Since 
policies are divided into 
functional GPOs, it’s easier to 
pinpoint where a setting is 
coming from 

Monolithic 

• Harder to find where a particular 
policy setting is coming from, 
because a given GPO may contain 
all manner of policy 

Functional 
• Calculating RSoP can be more 

difficult because it involves the 
overlay of many more GPOs 
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The choice of approach in a GPO implementation will likely be driven by your individual 
needs. For example, if your primary need is to be able to delegate individual policy areas to 
different administrators, then the functional approach is the way to go. If you have only one or 
two administrators managing Group Policy, then the monolithic approach will prove simpler. 
And, in some cases, a combination of the two approaches is the right way to go.  

Now let’s look at some best practices for setting policy in some of the major policy areas 
described above. 

Best Practices for Security Policy 

The Security policy options are perhaps the most used feature within Group Policy. They 
provide the most obvious advantages in terms of securing large numbers of Windows devices 
consistently. However, there are definitely some hazards to be aware of when deploying 
security policy. Keep the following items in mind when designing your security policy 
implementation: 

Domain-wide account policy can only be deployed from a GPO linked to the domain. For 
example, to require users to use eight-character passwords when they log on to a domain, 
that policy must be set in a GPO linked to the domain. The domain-linked GPO is the only 
place where domain-wide account policy can be set. It can’t be done in a GPO linked to an 
OU, not even the domain controllers OU. The best implementation practice is to create a 
separate GPO that only sets domain-wide account policy, and to set this GPO for “No 
Override” to prevent other domain-linked GPOs from overriding it. Then permission that 
GPO such that only a select few number of admins or security officers can edit it. 

• 

• 

• 

• 

Member server/workstation account policy. If you want to set different account policy 
for local accounts found on workstations and member servers, you can set that using 
GPO’s linked to OUs. 

Other domain-wide security policy such as user rights assignment, auditing, event log 
configurations on domain controllers, advanced security options, etc. must be set on a GPO 
linked to the Domain Controllers container. Such policy will be ignored, for example, if 
you set it on a GPO linked to the domain level. Note this holds true for domain-wide 
settings only--that is, settings that apply to users and computers authenticating to the 
domain, rather than to a local computer. 

Security Templates can be used to build standardized security configurations that can then 
be applied to GPOs. Microsoft provides a number of standard security templates in the 
%systemroot%\security\templates folder. You can also create custom security templates for 
your environment using the MMC Security Templates snap-in (or Quest Software’s 
ActivePolicy feature in ActiveRoles, described below). Security Templates are a good way 
to manage standard security policy outside of live production GPOs. Managing templates 
instead of the actual GPO will ensure that there is always a known good copy of what 
security policy should be, and the template can be re-applied to production GPOs if 
needed.  

Best Practices for Administrative Template Policy 

Administrative Template (AT) policy is probably the next most frequently used area within 
Group Policy. The use of AT policy is pretty straightforward, but here are some tips for 
maximizing its value: 
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Be aware of the difference between preferences and policies. As mentioned earlier, 
policies will not tattoo the registry, but preferences will. By default, when editing a GPO, 
the preferences that Microsoft includes in the base *.adm files are not visible. Highlight the 
Administrative Templates node within the Group Policy MMC snap-in, select the View 
menu and un-check the “Show Policies Only” option to view any preferences that may be 
defined. Preferences are distinguished in the UI by a red-colored icon next to the setting 
(Figure 12). 

• 

 

Figure 12: Viewing a Preference within the Group Policy MMC snap-in. 

• 

• 

When creating a custom *.adm file you have to add it to the GPO in order to see it. To 
add a custom *.adm file to a GPO, simply right-click the Administrative Templates node on 
either Computer or User Configuration within the Group Policy editor tool and select 
“Add/Remove Templates”. After adding the template file, the *.adm file is actually copied 
to the ADM folder within the GPT stored on SYSVOL. Thus, to use an *.adm file on 
another GPO, repeat this copy process on that GPO. As I mentioned earlier, you can also 
add custom *.adm files to your ActiveRoles ActivePolicies. 
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AT policy has three states: Enabled, Disabled and Not Configured. A policy that is 
enabled can mean different things, depending upon how the policy is written. If you have 
two GPOs, and one sets policy item A to “Enabled”, and the other sets policy item A to 
“Disabled”, then the downstream GPO will ultimately decide what policy item A is set to. 
Note that if one GPO has policy item A set to “Disabled” and the other GPO has it set to 
“Not Configured”, then the policy will be set to “Disabled” regardless of the processing 
order of the GPOs.  



 

Here are some other tips for the other areas of Group Policy: 

When using IE Maintenance policy, keep in mind that there are two modes--Mandatory 
mode and Preference mode. Before switching from Preference mode to Mandatory mode, 
all of the browser settings within the GPO will need to be reset. If some users need 
mandatory settings and some need preference settings, the best practice is to create one 
GPO for each and then use security group filtering to apply each GPO to the respective user 
groups (if the users all reside in a single OU). 

• 

• 

• 

When using Folder Redirection policy to redirect folders like My Documents, make sure 
you check the settings option in the GPO that says “Grant the User Exclusive Rights to My 
Documents”. This changes the NTFS permissions on the folder where you’ve redirected 
My Documents to only allow the user’s account (and the LocalSystem account) access to 
the folder. This ensures privacy of the user’s data. If you don’t check this option, the 
permissions on the folder created by redirection will simply be inherited from the parent 
folder. Also, if redirecting a folder, don’t redirect it to a Distribute File System (DFS) share 
if it contains read-write data and your DFS shares are replicated. This will create trouble 
with file synchronization issues.  

Understand the limitations of Software Installation policy before implementing it. You 
can only do an unattended installation of software if you assign an application to a 
machine--and even then you need to re-boot that machine for the software installation to 
occur. Also, keep in mind that if you are using .ZAP files (legacy setups rather than .MSI) 
you can only publish the application and when the user installs it; they don’t get the 
benefits of privilege escalation that .MSI deployed apps do. This means that the user has to 
have sufficient privileges on their workstation to install the application. Software 
Installation policy is really best for doing small departmental deployment jobs. It does not 
take the place of an enterprise software distribution tool.  

Delivering on Group Policy’s Promised Benefits 
For all of the power that Group Policy provides, Microsoft omitted several key features when 
they built the GPO infrastructure. Chief among these was a tool to let people easily see which 
policy settings were being applied to a particular user or computer, also known as Resultant Set 
of Policy (RSoP), renamed in Windows Server 2003 to Group Policy Results. A limited RSoP 
capability was also introduced in Windows XP as a client side tool. FastLane ActiveRoles 
offers two tools - ActiveRSoP and ActivePolicies - to identify which policy is being delivered 
to a particular user or computer and which policy would be delivered if the user or computer’s 
OU or group membership were changed.  

ActiveRSoP 

The ActiveRSoP function of ActiveRoles lets you manage Group Policy and view effective 
settings for any user or computer in your AD forest. As Figure 13 shows, the Calculator 
displays effective policy for any combination of user logging onto a computer, as well as 
calculating “what-if” scenarios if a user or computer object were to change OUs, or if their 
group membership changed. 
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Figure 13: Viewing the ActiveRSoP Calculator within ActiveRoles. 

As Figure 13 shows, we want to find out what the effective policies will be for Joe Finance 
when he logs onto the workstation called WIN2KTESTRD1. The results of this calculation are 
presented in an HTML report, as shown in Figure 14. 
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Figure 14: Viewing the results of an RSoP Calculation. 

In Figure 14, the upper right pane shows which GPOs are being applied to the user and 
computer based on their location within the AD hierarchy. The lower right pane shows the 
actual GPO settings that are made to the computer and user and also presents the “winning” 
GPO that is providing each policy setting.  

If running an alternate scenario, where the user and computer are moved to a different OU or a 
different group, the “RSoP deltas” link in the upper right pane of this screen will show what 
differences in policy would result from the move. This is an extremely valuable feature for 
testing out changes to your AD infrastructure and their effects on policy. A prime example is 
moving a company executive’s account while ensuring that he or she is not adversely affected 
by the change in effective policy.  

GPO Comparison 

Another useful feature within ActiveRSoP is the ability to visually compare settings between 
two GPOs. This feature comes in handy when determining what the differences are between 
two GPOs that may have been created and edited independently. Figure 15 shows how this 
feature lets you easily compared the differences between two GPOs. 
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Figure 15: Using ActiveRSoP to compare two GPOs. 

Additionally, you can actually edit a setting right within the Comparison tool by simply right-
clicking on one of the differences, and that change will be applied to the GPO. This enables fast 
and easy synchronization of the settings in two GPOs. You can also filter which policy you see 
in this view by choosing a specific folder within Group Policy (e.g., Security Settings, Software 
Installation, Administrative Templates, etc.). 

ActivePolicies 

The final Group Policy management tool within ActiveRoles consists of ActivePolicies (AP), 
which can be thought of as offline GPO templates. One big shortcoming of native GPO tools is 
their inability to make offline changes to a GPO that can be tested prior to deployment. When 
you change a setting in the GPO, the change is live as soon as you hit the “OK” button.  

This is an unacceptable scenario for most enterprises because they typically require that some 
kind of change management process be in place for any changes to their environment. Another 
limitation in the native tools is the inability to save versions of GPOs in case a rollback to a 
previous version is needed.  

ActivePolicies address both of these limitations, and more. ActivePolicies let you create 
templates of GPO settings to apply to live GPOs at a desired time. If you make a change to an 
AP template, you have the choice of updating the live GPO with the changes now or at a later 
time. You can “link” an ActivePolicy to multiple live GPOs and update them all at once. This is 
useful when identical GPOs are in use across multiple domains and you want to synchronize 
changes to those GPOs across those domains.  
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Another useful feature of ActivePolicies is the ability to organize your templates in containers 
according to their function. You can then permission those containers so that only certain 
groups of users can edit particular ActivePolicy templates.  

Note: All of the definitions for ActivePolicies and the containers you create for them are simply 
Active Directory objects, stored in AD and available from everywhere that AD is available. 
Consequently, a large international organization will not have issues with saving all of these 
templates in a database that is remote to many administrators.  

 

Figure 16: Using ActivePolicy Templates. 

Figure 16 shows an example of some created ActivePolicy templates. In the left hand pane, we 
have created three AP containers, called “Software Deployment Templates,” “Desktop 
Lockdown Policy” and “Security Policies,” which is selected. In the upper right pane, there are 
four security policy templates defined. The “Member Server Security Policy” template is 
highlighted and in the lower-right pane is the live GPO that this template is currently linked to. 

ActivePolicies are extremely flexible and useful for testing new settings to a GPO. For 
example, you can copy an existing ActivePolicy template to a new one, make changes to the 
new one, and then link it to a test GPO in your test domain (or test OU). You can then use the 
ActiveRSoP calculator to determine what the effective policy will be for users and computers 
processing the new GPO settings and then make adjustments accordingly. When the 
ActivePolicy template is tested and ready, you can link it to a live, production GPO and, in 
effect, release it to production. To roll it back, re-apply the old ActivePolicy template to the 
production GPO.  

It is also possible to create an ActivePolicy template from a live GPO. In effect, you’re 
exporting the settings of an existing GPO to an ActivePolicy template - quickly and safely 
building a template from a known configuration. 
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ActiveRoles: Full-featured GPO Management Tool 
The GPO management features are only part of what ActiveRoles provides in this area. You 
can also view all GPOs in a domain from a single tree, rather than having to navigate the 
cumbersome native Group Policy Editor tools. You can easily view GPO links on container 
objects like OU, Domains and sites. Finally, you can generate easy to read HTML reports on 
the settings contained within a GPO and save those reports off for future use. ActiveRoles 
provides much more for the Group Policy administrator than just role-based delegation and 
management of Active Directory. 

Conclusion 
Group Policy is both powerful and complex. Powerful, in that it provides a myriad of ways to 
secure and manage Windows resources. Complex, because the native tools leave it up to you to 
do the heavy lifting of getting the most from this technology. 

Quest Software’s FastLane ActiveRoles Group Policy management tools take the complexity 
out of GPOs and let you deliver the ROI that you would expect from such a powerful 
configuration management feature.  
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