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What is it

m Long-overdue SP2 for XP

m SP is mostly “SECURITY pack 2”
m Lots of cool new fixes also

m It's almost XP version 1.2

m But it may break a few apps, so let’s get this
over with:

Slide 2



FOR BETTER OR WORSE, MS HAS CHANGED
THE DEFAULT SECURITY STANCE OF XP.
THAT MEANS THAT SOME APPS WRITTEN
BACK BEFORE CODERS CARED ABOUT
SECURITY MIGHT NOT WORK ANY MORE.

IF YOU USE CUSTOM APPS OR REALLY OLD
APPS THEN DO NOT ROLL OUT SP2 UNTIL
YOU HAVE TESTED THEM ALL.

(Yes, | am shouting.)

Outline
what we’re gonna do

Where to get SP2

Security Center

Data Execution Prevention
TCP stack changes

RPC, DTC, COM,
WebDAV changes

Bluetooth
Wireless

Outlook Express /
Messenger
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Internet Explorer
Windows Firewall
USB Storage

New group policies

Installing and deploying
SP2, future patches and
Windows Update

Miscellaneous new stuff
Finding out more




Where to get it

m Easiest way is SUS - if you have a SUS server
then it’s already on there

m You can download it, but it’s big (266 MB, 332 MB
expanded)

m http://www.microsoft.com/technet/winxpsp2/

m Includes all patches up to MS04-25 (August
security releases)

m MS has released an SP2 disk and encourages
people to share it with friends and family
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The Security Center
the first thing you (might) see

m The “Security Center”

m Basically it just notes whether you've got
Automatic Updates on, an antivirus program
installed, and the Windows Firewall on

m Tracks whether you’re getting recent virus
pattern files

m AV programs must be “Security Center
aware”

Slide 6




& Security Center

Help protect your PC

&) Rewources %7 Security essentials

T— “ Security Center helps you manage your Windows security settings. To help protect your computer,
make sure the three security essentials are marked ON, If the settings are not ON, follow the

Get the latest security and virus recommendations. To return to the Security Center later, open Control Panel.

information from Microsoft What's new in Windows to help protect my computer?

heck for the latest updates from
Windows Update % Firewall © ON | ¥

Get support for security-related
issues :
4 Automatic Updates @ ON ¥

Get help about Security Center

Change the way Security Center a Virus Protecti @ NOT FOUND 2
alerts me

Windows did not find antivirus software on this computer, Antivirus software helps protect your
computer against viruses and other security threats. Click Recommendations for suggested
actions you can take. How does antivirus software help protect my computer?

ecommendations.

Note: Windows does not detect all antivirus programs.

Manage security settings for:
ﬁ Windows Firewall D Internet Options

‘# Automatic Updates

Please read our pi y statement.
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@ Security Center

Antivirus software helps protect your computer against viruses and
other security threats.

 Recommendation

= Get another antivirus program.

[ 1 have an antivirus program that Tl monitor myself.
MNote: Windows won't menitor your virus protection status and
won't send you alerts if it is off or out of date.

How does antivirus software help I—I
protect my computer? 23 Cancel
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The Security Center

“Waitaminute...”

m What's that you say, you didn’t see the
Security Center after SP2 installed?

m [t's because you’re a member of a domain

m You can turn it on with a group policy at
Computer / Admin Templates / Windows
Components / Security Center, “Turn on
Security Center (Domain PCs only)

m No GP setting to turn it off for non-domain
PCs
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Data Execution Prevention
what it is

m The really bad worms crawl in when a programmer
creates an area in a program that’s supposed to
receive some kind of data, but the programmer
forgets to check the amount of data

If an attacker can insert an arbitrary amount of
“data” — containing code! — into this buffer then the
attacker can do really bad stuff

DEP tries to make Windows see this and stop it
How it does it is different on 32 and 64 bit systems
m THIS is the feature that made SP2 so big!
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Data Execution Prevention
the 64-bit story

m 64 bitters (K8/Opteron and Itanium) have the
ability to mark memory pages as “NX” or
non-executable

m \When someone does a buffer overflow
attack, the pages are maodified... but they
can’t run, so the worm stops!

m MAY involve some custom code changes
m Protects stack, paged pool, session pool
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Data Execution Prevention
the 32-bit story

m Standard 32 bit processors lack NX support

m Instead, MS added code to the part of XP
that executes code

m Anything trying to run out of the stack wakes
up Data Execution Prevention

m Only works on OS apps by default, you can
change that
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Performance Options 2]
D E P CO n t ro I Visual Effects | Advanced Data Execution Prevention |

_ Data Execution Prevention {DEP) helps protect
3 d against damage from viruses and other security
threats. How does it work?

m CO ntrol Pa n el 8l .Io_—ﬁi-; on DEP for essential Windows programs and services
oy éTgrn on DEP for all programs and services except those I}

| S ySte m select:

m Advanced

m Performance Options

m Top radio button is
the default

Add... REemove

‘Your computer's processor does not support hardware-based
DEP. However, Windows can use DEP software to help prevent
some types of attacks.
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TCP/IP Changes

restricting raw sockets

m “Raw sockets” let you hand-craft TCP, UDP
and/or IP packets, letting you do things like
lie about your address, or creating
nonsensical flag combinations

m New restrictions: inbound raw sockets are
unchanged, but outbounds are rejected if
- Itis TCP data

— It is UDP data containing a return address that’s
not on the computer
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TCP/IP Changes

restricted outbound connections

m SP2 refuses to create more than a particular
number of incomplete outbound connections

m The reasoning is that the only kind of
program that would try to do this is either a
worm or a network scanner

m Generates a new event ID, 4226
m MS isn'’t telling how many, and this may
cause security scanners to fail
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TCP/IP Changes
4226 Event

m Appears to be 10 Evert |

Con n eCtiOnS Date: HEFENE  Source:  Topip

Time: 12:50:41 PM Category: None
Type: Waming Evert |ID: 4226

m Claims of a e VA
. Computer: X1000
"TcpNumConnectio [
n S” Reg iStry h aCk Ig:np;dfreﬁs'rrgla:‘cg;:nt:g sa;c‘:eumrigs\i.m'rt imposed on the number of

are false; this e i
cannot be disabled

Data: % Bytes ¢ Words
0000: 00 00 00 00 01 00 54 Q0

0008z 00 00 00 00 82 10 00 80
0010:- 01 00 00 00 OO 00 OO0 0O
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RPC Changes

may break an app or two

m Anonymous access to RPC disabled with
new GP settings in Computer / Admin
Templates / System / Remote Proc Call
- Restrictions for Unauthenticated RPC clients

m None = revert

m Authenticated = default, allow exceptions
m Authenticated no exceps. = HSP mode, no exceptions

- RPC Endpoint Mapper Client Authentication
m Enable (default) or Disable (like old XP)
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DTC Changes
RPC'’s not the only one

m Distributed Transaction Coordinator blocks network
transactions now by default

m SQL Server probably most common user

m To turn them back on, go to the Components snap-
in, choose Properties on My Computer

m Click the MSDTC tab

m Click “Security Configuration

m Enable “Network DTC Access”

m Enable inbound/outbound as appropriate
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DTC Changes

Component snap-in
—[o] x|

Lﬁ]Eile Action View Favorites Window Help |_|ﬁ'|1|

o | Bm xEF 2P E =]

1 Console Root D D D Q
EA:E_» Component Services

E!---JComputers COM+ DCOM Distributed  Running
=My Computer] Applications  Config ~ Transacti... Processes
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DTC Changes
My Computer Properties 2]

General I Options | Default Properties I
i i MSDTC -
] R|g ht-click Defautt Protocols | comsscuty
r— Default Coordinator

Properties in My )
H elect...
Computer, get this . [
r Log Information {Cumently owned by X1000) ————
dia|09 Location:  [C:\WINDOWS\System32\MSDic Browse... |
m Click Security Secty [ ve esetog |

. . r—Client Network Protocol Corfiguration
Configuration to [ree e =

1 r Service Control Status for MSDTC version 03.01.00.4414
Co ntl n u e Status: Started at 10:56:29 AM - 8/26/2004

Start | Stop |
Transaction Corfiguration Tracing Options
’7 Security Configuration... | ’7 Tracing Options... |
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DTC Changes

where to turn on network access if needed

m (Network DTC
Access is NOT

Security Configuration

 Security Sett

Client and Administration
’]_ Allow Remote Clients

[~ Allow Remote Administration

enabled by

[~ Allow Inbound

Transaction Manager Communication

¥ Allow Outbound

default; it's on
here just so you

¢ Mutual Authentication Required
" Incoming Caller Authertication Required
" No Authertication Required

Ca n See th e ™ Enable Transaction Intemet Protocol (TIP) Transactions
O pt I O n S ) [ Enable ¥A Transactions
— DTC Logon Account
Account: INT AuthorityMetwork Service Browse |
Fazzword: I

Confirm password; I

o]
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Cancel |

DTC Changes

Pre-SP2 dialog for comparison

P 0
V' Network DTC Access
V¥ Metwark Admiristration
v Metwork Tranzactions
™ Metwark Clisnts

™ Transaction Internet Pratocol [TIP) Transactions
V¥ 8 Transactions

—DTC Logon Account

INT AUTHORITY\MetworkS ervi Browsze |

Fazsword: I

Arcount:

Confiim passwaord: I

ok

LCancel |
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COM Changes

m Same story, although the permissions look a
mite different

m Go to Component Services and get
Properties on My Computer again, but this
time click “COM Security”

m A few dialogs...
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My Computer Properties 2 x|

General I Ciptions I Default Properties |
Default Protocols | MSDTC COM Security

— Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Edit Limits...

r Launch and Activation Pemmissions

You may edit whoa is allowed by default to launch applications or
activate objects. You may also set limits on applications that
detemine their own pemissions.

Edit Limits. .. Edit Default ..

Cancel
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Access Permission
Security Limits I
Group or user names:

SEEANONYMOUS LOGON

m The four dialogs 2 veryons
look like this — you
now see local
Versus remOte Pemissions for AMONYMOLUS ot | Semove |
. LOGOMN Allow Dery
access split up. —
Do NOT loosen Remote Accsss O

these permissions
unless you need
to, though!
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WebDAYV gets pickier

m WebDAV lets you treat Web folders and
similar tools (Exchange HTTP, SharePoint,
others) as a file sharing system over port 80

m SP2 disallows basic authentication over
WebDAV

m HKEY LOCAL MACHINE\SYSTEM\Current
ControlSet\Services
\WebClient\Parameters\UseBasicAuth
(DWORD), set to 1 to revert to pre-SP2
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Bluetooth Support

m XP incorporates BT support as vendor code did
previously:
- Personal Area Network (PAN) via My Bluetooth Places,
creates IP stacks on BT

- Bluetooth printer, keyboard, mouse
- Sync BT PDAs
- IP connectivity via BT phone or BT access point

m Somewhat better power management with USB BT
adapters

m You will not get this support if you've got OEM
drivers and support progs for your BT installed
when you install SP2; you must have an SP2 BT
driver
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802.1x Changes

general new stuff

=D\ 2:19 PM

m A new icon in the System Tray!
m Browsing for wireless nets is far easier
m You can choose a “favorite” SSID

m WPA patches now built in, client-side stuff for
Wireless Provisioning Services (which won’t work
until 2003 SP1)

m Wireless Network Setup Wizard is a pretty neat
way to easily configure WEP/WPA for clients in a
small net

Slide 28

14



802.1x Changes

NetorkTasks | Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
2, Setup a wireless network ((w)) linksys

for a home or small office

Unsecured wireless network

~Related Tasks —————————— This netw onfigured for open access. Information sent over this networl

may be visible to others. You are currently connected to this network. Ta

. disconnect from this network, dick Disconnect below.

.1 Learn about wireless
networking

¢ Change the order of
preferred networks

‘4" Change advanced
settings

Slide 29 Disconnect |

New Item in Connection Pages
2xl

General IALrthentic:ation I Advanced I

m “Notify me when this Cormest s
connection...” appears I ) Realtek RTL8135C+ Fast Ethemet NI
fi rst i n S P2 This connection uses the following tems:

. . File and Printer Sharing for Microsoft Networks ;I
m Unchecking it can 421005 Packet Scheduer

= Intemet Protocol (TCP/IF)

make the wireless net N -
cards less irritating bl | Unisel | [ Popeties |

r Description
Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

™ Show icon in notfication area when connected;
¥ Matify me when this connection has limited or no connectivity
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Outlook Express

m A bit more “Listerine” (anti-viral) in this edition
m Blocks bad attachments
m Offers “plain text only” mode which is on by default

m By default does not download external HTML code
or images to stop “beaconing”

m Attachments opened by the Attachment Execution
Service (AES) (which does not appear to be a
service), which unifies the attachment processing
code — in any case, it’s clearly smarter than just
looking at the extension

Slide 31

Windows Messenger

m Here we're discussing the IM tool

m File transfers are blocked if
- The file is of a “dangerous” type (KB 291369),
— and the sender is not on your Contacts list

m Users must specify a display name that is not
their e-mail addresses

m Don’t forget to open a Messenger port in
Windows Firewall, if it's enabled

Slide 32

16



Internet Explorer
changes overview (there are lots!)

m Popup Killer

m Tons of new security stuff and tighter
defaults

m Zone lockdown for “local machine” zone

m File and program download prompts are
consistent now

m No |IE 7.x slated... need SP2 to get these!
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Internet Explorer
new uniform “may | install/run?” dialog

Internet Explorer - Security We

Do you want to install this software?

Mame: Windows Update
Publisher: Microsoft Windows Publisher

¥ |Mu:ure options

' While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust. What's the risk?

Slide 34
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Internet Explorer
dialog expanded with publisher blocking feature!

Internet Explorer - Security We

Do you want to install this software?

Mame: Windows Update
Publisher: Microsoft Windows Publisher

™ Always install software from "Microsoft Windows Publisher”

™ Mever install software from "Microsoft Windows Publisher™

¥ ask me every time

Fewer options Install Don't Install

@ While files from the Internet can be useful, this file type can potentially harm
Ld

your computer, Only install software from publishers you trust, What's the risk?

Slide 35

Internet Explorer
new IE security features

m Add-on control

m Binary behaviors

m Local zone lockdown

m |E object caching

m Mime sniffing

m Scripted window restrictions

m These can all be disabled with GPs if
necessary

Slide 36
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Internet Explorer
add-on controls

m New dialog lets you see ActiveX controls and
browser helpers (“add-ons”)

m \When a crash occurs, |E points to the add-on that it
thinks caused it

m Shows either the currently loaded add-ons or all of
the ones on the computer

m Lets you disable suspicious add-ons

m |E will not load signed objects with invalid
signatures
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Manage Add-ons x|

(e, Add-ons are programs that extend the capabiities of your \web browser. Some add-onz can interfere
& with the operation of your browser. v'ou can dizable, enable, or update add-ons. Disabling an add-on
might prevent some ‘web pages fram warking.

Shaow: IAdd—ons that have been used by Internet Explarer j

Mame of add-on = | Publisher | Status | Type

Q{QFICI 1AA-197E-4942-BAS4-47A84, Enabled Activel Control
SearchassiskantoC Microsoft Corporation Enabled Ackiver Control
&) shows Reelabed Links Enabled Erowser Extensi
ﬂshnckwave Flash Object Macromedia, Inc. Enabled Activer Control
=] wiindows Messengar Enabled Erowser Extensi

4

Select an add-on fram the list above to perform the following actions:

~ Settings Update
To dizable an add-on, click it and

T @ Enable Click here ta update thi
then click Disable. Ta update an = (=83 =N D U S Wpdate Aetiver |
Activel control, elick it and then £~ Disable addon e

click Update Activek,

Learn more about add-ons..
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Internet Explorer
Group Policy Control of Add-Ons

m Computer / Admin Templates / Windows
Components / Internet Explorer / Security
Features / Add-on Management
“Add-on List” lets you either block or allow
particular add-ons
“Deny all add-ons unless specifically allowed
in the Add-on List” makes the Add-on List an
“only allowed add-ons” list

Slide 39

Internet Explorer
Binary Behaviors and Local Zone

m “Binary behaviors” is a class of script-like
things that were being used maliciously

m GPOs now let you block them on particular
sites

m |E used to assume that files on the local hard
disk were safe and put them in “local zone”

m Now the Information Bar shows you what a
local file wants to do and gets your okay

Slide 40

20



Internet Explorer
|IE Object Caching

m Previously, one Web page could cache an
object and a different Web page could
access that object

m Led to some sneaky two-part attacks
m Won'’t work under SP2’s |IE
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Internet Explorer
Mime Sniffing

m Related to Attachment Execution Service

m Doesn’t necessarily believe and file’s
extension

m Looks in the file to see if it could be what it
says itis

m Blocks the file and warns you if it seems
uncertain

Slide 42
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Internet Explorer
Scripted Windows Security Restriction

m Another set of security improvements

m Keep pop-up windows from
- Positioning status bar, title bar, address bar off-
screen
- Moving themselves entirely off-screen

- Removing the status bar, title bar, address bar to
become “chromeless” windows

— Completely covering their parent window —
popups must live inside the parent’s chrome
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Internet Explorer
Pop-up Blocker

m Quite nice and much-needed

m Includes the “information bar” which lets you bring
back a blocked pop-up

m Information bar also serves as the prompt for
installing ActiveX controls

m Can create a “white list” of sites to allow pop-ups in
m Doesn’t block many scripted pop-ups unfortunately

Slide 44
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A Astronotes: The inside scoop on the Unive - O] x|

File Edit View Favorites Tools Help ‘ f;’

O Back ~ (gg ~ ﬂ \ELI ,, /._‘: Search u\« Favorites -5"‘ ~ . = - *

Address I@ http:/fwwiw.space. com/astronotes/astronotes. html j | Links *

Google~ | j| & search web ~ | BBk -5 autorill | £ options A

E Pop-up blocked. To see this pop-up or additional options click here... X
- - .y ..I:;_

. -r..”
COM e

|F [ News | SpaceFlight _[Science | Technology | Entertainment | SpaceViews | SETI ||

FREE from SPACE.com
| eNEWﬁEtter Sigi Up Topav:

ASTRONOFES =

1
|D http:Hmw.S|:|ace.cam!newsfastronotes{indenI_El_gl_|a Internet
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Pop-up Window Management

 Allow pop-up windows

'ou have blocked all Wweb zites from dizplaying pop-up windows,
except thoze listed below,

Address of Web zite o add:
f

Al pop-up witidowes from these web sites:

Hemove

Eemone &l

| |

 Settings
W Play a sound when a pop-up window is blacked.
[™ Block all pop-up windows (even if | click a link to one).

¥ Shaow Infarmation Ear when a pop-up window iz blocked.
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Internet Explorer
group policies

m In SP1, IE had 9 GP settings in the Computer
Configuration node

m SP2 has over 600
Hide items in IE
Pop-up control

Turn on/off window restrictions, mime sniffing, binary
behavior, etc

Control security settings for each Internet zone

m Looking at your |IE options will keep you pretty busy
as you roll out SP2!
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Windows Firewall
XP and 2003’s Windows Firewall

m Pre-SP2 systems call it “Internet Connection

Firewall; now renamed “Windows Firewall”
m Main items:

— Now starts up before the TCP/IP stack

— On by default when SP2 deployed

- Configurable from GUI, CLI, GPO

- No effect on being a domain member

— Will break most remote admin tools

— Separate inside/outside domain rules possible

Slide 48

24



Windows Firewall
the basics

m |f you already have a personal firewall then
you probably don’t need this

m Only blocks incoming, uses stateful packet

inspection — in other words, it only allows
packets in that are responses to requests

m Permits you to open particular incoming ports

m Has been off by default... but XP SP2
enables it

Slide 49

Windows Firewall
how do | know if it's on? x|

General | Exceptions I Advanced I

+/ Windows Firewall is helping to protect your PC

m From the GUI:
Windows Firewall helps protect your computer by preventing unauthorized users

= CO n tro | Pa n e | / from gaining access to your computer through the Intemet or a netwarkc
Network )
Connections
Right-click any
adapter, choose _ _ _

i Se\e;‘t this when you connect to p_ubllc: netwo!‘lj:s inless s‘ac_:ure
Properties, then e e
Advanced, then o
“Settings” under

Awoid using this setting. Tuming off Windows Firewall may make this
W | ndOWS computer more vulnerable to viuses and intruders.

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[ Dont allow exceptions

@ " Off (not recommended)

F I reWa " Windows Firewall is using your non-domain settings.

What eles should | know about Windows Firewall?

Slide 50 Cancdl
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Windows Firewall
how do | know if it's on?

m From a command line: netsh firewall show state
m Add enable for verbose output

C:\>netsh firewall show state
Firewall status:

Profile = Standard
Operational mode Enable
Exception mode Enable
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Windows Firewall
how do | turn it on?

m From the GUI, or from the command line with
netsh firewall set opmode enabled or
netsh firewall set opmode disabled

m From GPs at Computer Configuration /
Admin Templates / Network / Network
Connections / Windows Firewall /
profilename, “Windows Firewall: Protect all
network connections”

Slide 52
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Windows Firewall
how can | turn it on?

m One more way: netfw.inf

m Appears on an SP2 CD, a new install CD, or
(once installed) in \Windows\INF

m You can change it and type netsh firewall
reset to see the changes take effect

m See “Using the Windows Firewall INF File in
Microsoft Windows XP Service Pack ” for
more info
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Windows Firewall
global settings — set one, you set ‘em all

m Turning on the firewall on one NIC turns it on
(or off) for all NICs

m This can be annoying (e.g. with VMWare’s
virtual network adapters)

m Answer: in the firewall dialog, go to
Advanced and un-check boxes for whatever
NICs you want to disable separately

m | don’t know of a GPO or CLI way

Slide 54
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Windows Firewall

Disabling WF on one adapter

Geneml' Exceptions Advanced I

 Network Connection Settings

Windows Firewall is enabled for the connections selected below. To add
exceptions for an individual connection, select it, and then click Settings:

VMware Network Adapter VMnet8
Wireless Network Connection

r Security Logging
*You can create a log file for troubleshooting purposes Settings

rICMP

With Intemet Control Message Protocol (ICMP), the Settings... |
computers on a network can share emor and status =
information.

r Default Settings

To restore all Windows Firewall settings to a default state,  Regtore Defaults |
click Restore Defaults. —
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Windows Firewall

making WF behave differently inside and outside the office

m Wouldn't it be great if you could turn the
firewall off when inside your intranet, but on
when traveling?

m Answer: two “WF profiles,” “domain” and
“standard”

m Domain applies when your system is logged
onto a domain, standard otherwise

Slide 56
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Windows Firewall
how does it know which profile to use?

m Your computer remembers the DNS suffix of
the NIC from which it got its last group policy
info

m |t looks at every active NIC’s NIC-specific
DNS suffix (except SLIP/PPP connections)

m If any match the DNS suffix from that last-
GPO-receiving NIC, then you’re in Domain
mode; otherwise, it's Standard
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Windows Firewall
using profiles from the command line

m To turn it on inside the firewall but off
outside:

netsh firewall set opomode mode=disable
profile=domain

netsh firewall set opmode enable
profile=standard

a To find out what mode WF thinks it’s in:
netsh firewall show state

Slide 58
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Windows Firewall
do | want it on or off?

m To understand that, let’s talk about how it
works

m Remember, it doesn’t block outgoing stuff
and allows incoming stuff as long as it’s a
response to something that you asked for

m As your workstation initiates logons, no
problem. Ditto for group policies, roaming
profiles, etc — it’s all client-initiated
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Windows Firewall
do | want it on or off?

m If connected directly to the Internet: yes, you
want it on

m If in a domain as a domain client...
- As a client, no bad effects
- But as a server?

Slide 60
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Windows Firewall
think your XP box isn’t a server? Do you...

m Want to ping it

m Control a remote PC with Manage Computer
m NET USE to C$ or any other NET USEs

m Share your printer

m Run any “remote-able” command like
systeminfo.exe or exec.vbs

m Control it with Remote Desktop or Remote
Assistance or VNC or SMS etc

m Run Web, mail, news etc server software
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Windows Firewall
MMCs that won’t work w/o port 445 opened

m Certificates m |[PSec policy
m Computer Mgmt m Local users & groups
m Device Manager m Removable Storage
Disk Management m Services
Event Viewer m Shared Folders
Group Policy = WMI Control
RSOP m File sharing
Indexing Service

IP Security Monitor Note that if you open 445,

then ping echoes are
Slide 62 enabled automatically
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Windows Firewall
solving the remote admin problem

m Skip all remote control

m Turn off the firewall for domain members

- This presents problems for mobile PCs (when to
turn it back on?) and when new worms get in

m Open the ports that you'll need for remote
control

- But understand that future worms may crawl in
this way

- And it’s not always clear what port #s to open
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Windows Firewall
how to open ports

m Opened ports are called “exceptions”
m Create them:

- From the GUI “Exceptions” tab
- From the command line
- From a group policy setting

— Allow a particular program to open whatever
ports it wants

Slide 64
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Windows Firewall
Exceptions GUI-style

General Exceptions |Ac|vanced I

Windows Firewall is blocking incoming netwark connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

[#EFile and Prirter Sharing
Remote Assistance

[ Remoate Desktop

[ UPAP Framework

Add Program... Add Part.. Edit... Delete

[V Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?
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Windows Firewall
more detail on exceptions and profiles under CLI

m Controlling on/off, exceptions and profiles:

- On/off: set opmode enable/disable — netsh firewall set
opmode enable
Options: exceptions=enable/disable,
profile=domain/standard; to use them either put them in
order, or use mode=, exceptions=, profile=; examples:
netsh firewall set opmode enable enable standard
OR...

netsh firewall set opmode mode=enable
exceptions=enable profile=standard

Slide 66




Windows Firewall
creating exceptions with the CLI

- netsh firewall set icmpsetting type 8 enables
all ICMP echoes

- netsh firewall add portopening tcp 1433 sql
enable subnet opens 1433 just to the local
subnet

- netsh firewall add portopening tcp 1433 sql
enable custom
4.0.0.0/24,10.0.0.0/255.255.0.0,subnet opens
1433 just to the C net starting at 4.0.0.0, the B
net starting at 10.0.0.0 and the local subnet
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Windows Firewall
controlling with group policies

m All in Computer / Admin Templates / Network /
Network Connections / Windows Firewall

“Protect all network connections:” turns firewall
on/off for all network connections

“Do not allow exceptions:” close all ports

“Define program exceptions:” specify programs
which can open ports

“Allow local program exceptions:” let local admin
add program exceptions or not (can by default)
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Windows Firewall
controlling with group policies

m “Allow Remote Administration Exception:”
open 135 and 445, enable ping echo,
enables most remote admin tools — most
RPC, DCOM, WMI stuff works with this

m This is a bit scary, but consider that you can
be very specific about whom to accept traffic
from

m “Allow File/Print:” open UDP 137&138, TCP
139&445, allow ping echoes
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Windows Firewall
controlling with group policies

m “Allow ICMP Exceptions:” specify what you
can do with ping and other ICMP tools. Note
you cannot limit this to a set of addresses

m “Allow Remote Desktop Exception:” open
3389, Remote Assistance works also

m Allow UPnP Exceptions: don’t use

m Prohibit Notifications: when you allow a
program to open ports, it notifies you unless
you use this policy setting
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Windows Firewall
controlling with group policies

m “Allow Logging:” turns on an ASCII log

m “Prohibit Unicast Response...” your system
does a multicast or broadcast, and another
system produces a unicast response — does
Firewall drop it? By default it will permit the
response, as long as it occurs within 3
seconds of the broadcast. Recommend you
leave it alone, as it keeps NetBIOS name
conflict detection from working
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Windows Firewall
controlling with group policies

m “Define Port Exceptions:” custom setting for
rolling your own port opening

m “Allow Local Port Exceptions” lets a local
admin open extra ports; they can’t by default
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Windows Firewall
a note on using GPs

m As these new GP settings don’t exist in
earlier OSes, you've got to be careful how
you create them

m Create and modify any WF-related GPOs
from an XP workstation with SP2 on it

m Or look at KB 842933 for a patch for 2K,

2003
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Windows Firewall
gpo settings

"fi Group Policy

File  Action  Wiew Help

- 0EB @

4

_=_—_j Lacal Computer Policy | | Setting | State |
E'&JJ Computer Configuration 5 windows Firewall: Pratect all netwark connections Mot configured
1 Software Settings 3 Windows Firewall: Do nat allaw exceptions Mot configured
J Winc.lo.ws S?ttings E‘i windows Firewall: Define program exceptions Mot configured
B+ Admln!stratlve Templates {3 windows Firewal: Allow lacal pragram exceptions Mot configured
j ;\:;inl:s Companents E‘E ‘Windows Firewall: Allow remote administration exception Mot configured
-] Metwark E‘H Windows Firewall: Allow file and printer sharing exception Mot configured
E]"'J Microsaft Peer-to-Peer N E‘H ‘Windows Firewall: Allow ICMP exceptions Mok configured
_____ (23 DNS Client IE“‘H ‘Windows Firewall: Allow Remaote Desktop exception Mot configured
..... (£ Offline Files IE“‘H ‘windows Firewall: Allow UPRP framework exception Mat configured
(=123 Metwark Connections E‘y ‘Windows Firewall: Prohibit notifications Mok configured
=27 Windows Firewall = Windows Firewal: Allow logging Mat configured
423 Domain Profile. — E‘i Windows Fireweall: Prohibit unicast response to mulkicast o broadcast .., Mot configured
i ] Standard Profile E‘_ﬂ ‘windows Firewal: Define port exceptions Mot configured
[+ QoS Packet Scheduler E‘_ﬂ windows Firewall: Allow local port exceptions Mot configured
..... J SHNMP
----- [_1 Background Intelligeniill
L4 Extended #, Standard
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Making USB drives read-only

m You can cause an SP2 system to refuse to write to
any USB drive (external drive, memory stick, thumb
drive, etc)

m Good in places where you use USB storage
devices but do not want people to transfer stuff
from their computer to a USB device

m HKLM\System\CurrentControlSet\Control \
StorageDevicePolicies, Reg_ DWORD WriteProtect
= 1 to enable, =0 to disable

m Note you must create the entry and the key!
m No reboot necessary, read when you attach to USB
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Group Policies

m MS claims 609 new policies, seems like
more

m Most are modifications of existing ones or
new |E settings (619 IE settings!)

m Full list at www.microsoft.com/downloads,
search for “policysettings.xIs”

m Also ... big bonus ... the spreadsheet links
each policy to its Registry entry!
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Internet Comm. Settings

greatly reducing the unauthorized Net browsing

File Action View Help

& = mfm| |2

-[Z1 Group Policy ~ || settin State
~[1 Remote Assistance F-ATurn off the "Publish to Web" task for files and folders Mot configured
(2 System Restore & Turn off Internet download for Web publishing and online ordering wizards Nt configured
=] r_'l Error Reporting M Turn off the "Order Prints" picture task Mot configured
* [ Advanced Error Reporting settings |5 Turn off the Windows Messenger Customer Experience Improvement Pro... Not configured
(23 Windows File Frotection 2§ Turn off Help and Support Center "Did you know?" content Not configured
-{Z1] Remote Procedure Call i—fp:lTum off Help and Support Center Microsoft Knowledge Base search Not configured
-2 Windows Time Sarvice t_}_ﬂum off Windows Error Reporting Not configured
{1 Time Providers a“rum off Internet File Association service Not configured
(23 Internet Communication Management E_}!Tum off Internet Connection Wizard if URL connection is referring to Micr... Not cunf!gured
© 3 Internet Communication settings };p'lTum off Event Viewer "Events.asp"” links Not configured
{23 Distributed COM E}_‘Tum off Automatic Root Certificates Update Mot configured
403 Network i%r}'iTum off Registration if URL connection is referring to Microsoft.com Not configured
i=w Turn off Search Companion content file updates Mot configured
o M\crnsgft Feer-to-Peer Nefworking Se & Turn off printing over HTTP Not configured
Oons Che.nt {4 Turn off downloading of print drivers over HTTFP Not configured
~{ Offline Files W Turn off Windows Update device driver searching Not configured
&L Network Connections 5 Turn off access to all Windows Update features Not configured
B D Windows Firewall (&% Turn off Windows Movie Maker automatic codec downloads Mot configured
(3 Domain Profile 4 Turn off Windows Movie Maker anline Web links Not configured
" [0 standard Prafile (& Turn off Windows Movie Maker saving to online video hosting provider Mot configured

- Oos Packet Scheduler | hd 5
bl 4 BExtended 4 Standard
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They Seem To Mean it...
“‘New Hardware” asks before it phones home
Found New Hardware Wizard

Welcome to the Found New

i}? Hardware Wizard

Windows will search for cument and updated software by
looking on your computer, on the hardware installation CD, or on
Windows Update Web site (with your permission).

indows connect to Windows Update to search for
software?

" Yes, this time only

™ Yes, now and every time | connect a device
" No, not this time

Click Next to continue.
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Installing SP2

notes

m Again, please test apps before a big rollout

m Remove bluetooth drivers and OEM support
programs to get SP2’s bluetooth tools

m Laptops must be on AC or SP2 won't load
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Installing SP2

rollout options

m SUS or SMS are probably the best way to do
it
m But you can also slipstream, as before

m Or roll out with a software installation group
policy to \i386\update\update.msi

m Or do unattended from the command line

m Defaults to creating backup files and waiting
for you to tell it to reboot
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Installing SP2

new command-line switches for the package

/quiet (doesn’t ask any questions, no display)
/passive (unattended with a progress bar)
/n (do not create backup for uninstall)

/o (overwrite newer OEM files w/o prompt)
/f (force apps closed when rebooting)
[forcerestart and /norestart control reboot
/uninstall (starts uninstalling)

-X (extract files to a directory)

/l (list installed updates/hotfixes)
/lintegrate:fullpath slipstreams

/d:path place to put back up files
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Installing SP2

the new way to install patches

m New update.exe and Installer 3.0 lets you
install patches out of order without problems

m If you install a patch that’s older than SP2 (or
whatever SP you have) then it’s ignored;
otherwise it’s installed

m |n theory every patch supports the same
command-line options as SP2!

m That means you can now slipstream (now
“integrate”) patches
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Troubleshooting SP Installs

m Once in a while, an updated driver will cause
an OS to bluescreen

m Answer #1: it's always a good idea to refresh
your drivers before installing an SP, and
reboot before installing an SP

m Answer #2: if you retained uninstall
information for your SP (or any other), then
just run the “uninstall the SP” batch file
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Where’s That?

m In the Windows\$NTServicePackUninstall$ \
spuninst directory, which is hidden and read-
only

m File’s name is spuninst.txt, rename to .bat
m Run the batch file
m This will run fine from Recovery Console
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Windows Update Client

improvements you can use now

m Can designate how often to look for patches
m Doesn’t treat Admin users differently any more

m Patches that don'’t require a reboot can be applied
immediately, optionally

m Client prioritizes downloads
m Client now scriptable

m BITS now includes more bandwidth throttling, is
more efficient on restart
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Windows Update Client
benefits that need WUS

m Can designate groups that only get a subset
of patches

m Includes support for patches for Office, SQL,
Exchange, ISA etc (once MUS/WUS appear)

m You can filter critical/non-critical
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Simplifying Add/Remove Programs

removing the patch clutter

m Now that patches appear in Add/Remove
Programs, it can be cluttered; a new check
box filters them out by default:

¥ Add or Remove Programs o ] 4

Sort by: IName v|

Size 9.07MB =

Currently installed programs:

Jd iTunes
& Keyspan High Speed USB Serial Adapter Size 0.94MB
ﬁl MagicButton Size 0.09MB

Add New 5 MapSource - North American City Navigator v4.01
Programs
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1[5'! Microsoft .NET Framework (English) v1.0.3705

Miscellaneous

m Messenger and Alerter services are off

m |f you uninstall SP2 then you lose your Media
Player licenses

m DirectX 9.0 installed

m Installer includes a patch compress option

m At.exe can no longer schedule remote
computers unless at.exe runs on an SP2 box

m Tablet PC non-security-related enhancemts
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Get ALL The Details

m Eight Word documents at
http://go.microsoft.com/fwlink/?Linkld=28022

m Complete details, more Registry keys, etc

m The group policy spreadsheet is at
http://go.microsoft.com/fwlink/?Linkld=28031
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Thanks!

m | hope this was useful and not Too Much
Information, thanks for spending some time with
me!

m You can find my newsletters and seminar
information at www.minasi.com; there is a free
support forum there as well

m And remember, you'll like this presentation even
better when Mark delivers it at your site; contact us

at assistant@minasi.com to inquire
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