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FOREWORD

Thi s publication, "Departnent of Defense Password nmanagenent
Quideline," is being issued by the DoD Conmputer Security Center
(DoDCSC) under the authority of and in accordance with DoD
Directive 5215.1, "Conputer Security Evaluation Center." The
gui del i nes described in this docunent provide a set of good
practices elated to the use of password-based user authentication
nmechani sns in automati c data processing systens enpl oyed for
processing classified and other sensitive information. Point of
contact concerning this publication is the Ofice of Standards
and Products, Attention: Chief, Conputer Security Standards.

Robert L. Brotman 12 April 1985
Director
DoD Conputer Security Center
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I NTRODUCTI ON

In August 1983, the DoD Conputer Security Center published CSC STD 001- 83,
Departnment of Defense Trusted Conputer System Evaluation Criteria. That
publ i cati on defines and describes feature and assurance requirements for six
hi erarchi cal classes of enhanced security protection for conputer systens that
are to be used for processing classified or other sensitive information. A
maj or requirenent common to all six classes is accountability:

"I ndi vidual accountability is the key to securing and

controlling any systemthat processes information on behalf

of individuals or groups of individuals. A nunber of

requi rements nust be net in order to satisfy this objective

"The first requirenent is for individual user identification.
Second, there is a need for authentication. Wthout

aut hentication, user identification has no credibility.
Wthout a credible identity (no) security policies can be
properly invoked because there is no assurance that proper
aut hori zati ons can be made." (2)

Thi s gui deline has been devel oped "to assist in providing that nuch needed
credibility of user identity by presenting a set of good practices related to
t he design, inplenentation and use of password-based user authentication
mechanisns. It is intended that features and practices described in this

gui del i ne be incorporated into DoD autonmatic data processing (ADP) systens
used for processing classified or other sensitive information.

1.0 SCOPE

The security provided by a password system depends on the passwords bei ng
kept secret at all times. Thus, a password is vulnerable to conprom se
whenever it is used, stored, or even known. |In a password-based
aut henti cation nmechani sminpl enented on an ADP system passwords are
vul nerable to conprom se due to five essential aspects of the password system

1) a password nmust be initially assigned to a user when enrolled on
t he ADP system

2) a user's password nust be changed periodically;

3) the ADP system nmust maintain a "password dat abase”

4) users nust remenber their passwords; and

5) users nust enter their passwords into the ADP system at
aut hentication tine.

This guideline prescribes steps to be taken to mnimze
the vulnerability of passwords in each of these circunstances.

Specific areas addressed in this guideline include the responsibilities of
the system security officer and of users, the functionality of the
aut hentication nmechani sm and password generation. The major features
advocated in this guideline are:
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* Users should be able to change their own passwords.

* Passwords shoul d be nachi ne-generated rather than
user-created.

* Certain audit reports (e.g., date and tinme of |ast |ogin)
shoul d be
provi ded by the systemdirectly to the user.

For certain sensitive applications such as Command and Control Systens,
pertinent DoD directives should be referenced in order to assess the need for
additional identification and authentication features.

2.0 CONTROL OBJECTI VES

The CSC- STD-001-83 gives the followi ng as the Accountability
Control QCbjective:

"Systens that are used to process or handle classified or

ot her sensitive information nmust assure individual

accountability whenever either a mandatory or discretionary security
policy is invoked. Furthernore, to assure accountability, the
capability must exist for an authorized and conpetent agent to
access and eval uate accountability information by a secure neans,
within a reasonabl e amount of time, and w thout undue difficulty."(2)

In order to attain the individual accountability required, it is necessary
for the ADP systemto be able to uniquely identify each person who uses it.
In many cases, a password scheme will be used to achieve this. The
Accountability Control Objective, applied to password systens, |eads to the
foll owi ng control objectives for password systens.

* Personal Identification
Password systens used to control access to ADP systens that process or

handl e classified or other sensitive informati on nust assure the capability to
uni quely identify each individual user of the system

* Aut henti cati on

Password systens used to control access to ADP systens that process or
handl e cl assified or other sensitive information nust assure unequi vocal
aut hentication of the user's clainmed identity.

* Password Privacy

Password systens nust assure, to the extent possible, protection of
t he password dat abase consistent with protection afforded the classified or
other sensitive information processed or handled by the ADP systemin which
t he password systens operate.
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* Auditing

Password systens used to control access to ADP systens that process or
handl e cl assified or other sensitive information nust be able to assist in the
detecti on of password conproni se

3.0 DEFI NI TI ONS

* Access Port A logical or physical identifier that a conmputer uses to
di stinguish different term nal input/output data streans.

* Expired Password - A password that mnmust be changed by the
user before login may be conpl et ed.

* Password - A character string used to authenticate an identity.
Know edge of the password that is associated with a user 1D is considered
proof of authorization to use the capabilities associated with that user |D

* Password System - A part of an ADP systemthat is used to authenticate a
user's identity. Assurance of unequivocal identification is based on the
user's ability to enter a private password that no one el se should know.

* System Security Oficer (SSO - The person responsible for the security
of an ADP system The SSOis authorized to act in the "security
adm nistrator” role defined in CSC STD-001-83. Functions that the SSOis
expected to performinclude: auditing and changi ng security characteristics of
a user.

* Trusted ldentification Forwarding - An identification nmethod used in
net wor ks where the sending host can verify that an authorized user on its
systemis attenpting a connection to another host. The sending host transmts
the required user authentication information to the receiving host. The
recei ving host can then verify that the user is validated for access to its
system This operation nmay be transparent to the user

* User ID - A unique synbol or character string that is used by an ADP
systemto uniquely identify a user. The security provided by a password
system should not rely on secrecy of the user's ID.

4.0 GU DELI NES

In the remai nder of this docunent, guidelines for good practice are
presented in bold print, while anplifications, exanples, and rationale are
presented in nornmal print. The guidelines are given with two degrees of
enphasis. Those that are nbst inportant to the security of a password system
are presented with such wording as "The SSO should ..." (the word "should" is
the key), while less critical functions are presented with such wording as "It
is recormended that." ("recomended"” is the key). Because it is anticipated
that diverse user communities will adopt this guideline, all reconmendations
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are presented in general rather than specific term nology, divorced from
vendor - speci fic hardware or systemsoftware. Were features require the
setting of a specific value (e.g., password maximum|lifetine), it is suggested
that these be designed as paranetric settings |eaving the determ nation of
exact values to local security managenent who understand the particul ar
security requirenents of their user environnent.

It is recommended that, whenever possible, the nechanisns di scussed in
this guide be automated. Automation will result in a mniml burden on the

system adm ni stration and on the users, and thus in greater effectiveness
of the nechanisns by elimnating situations where passwords m ght be exposed
to people.

4.1 550 Responsibilities
4.1.1 Initial System Passwords
Many ADP systens cone fromthe vendor with a few standard user |Ds

(e.g., SYSTEM TEST, MASTER, etc.) already enrolled in the system The System
Security Oficer (SSO should change the passwords for all standard user |Ds
before allow ng the general user population to access the system This can be
easily assured if the standard user IDs are initially identified by the system
as having "expired" passwords. (See section 4.2.2.1 for discussion of expired
passwor ds. )

4.1.2 Initial Password Assi gnment
The SSO i s responsi ble for generating and assigning the initial
password for each user ID. The user nust then be inforned of this password.
In some areas, it may be necessary to prevent exposure of the password to the
SSO  In other cases, the user can easily nullify this exposure

4.1.2.1 Preventing Exposure
There are nmethods that can be inplenmented to prevent exposure of

a password to the SSO after it has been generated. One technique is to print
the user's password on a sealed nultipart formin such a way that it is not
visible on the top page of the form The SSO would then protect the seal ed
password appropriately until it could be delivered to the user. |In this case,
the password is generated randomy by the ADP system and is not known by the
SSO.

The password shoul d be seated so it is not visible and cannot be nade
visible without breaking the seal. Delivery of the password in this manner
could require several days.

Anot her net hod of preventing exposure is to have the user present at
password generation. The SSO nmust initiate the procedure and the user nust
shield the generated password and then renove or erase it fromthe display.
Thi s net hod cannot be used when user terminals are at renote | ocations.

It is recoomended that a techni que conparable to one of the
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above be used to prevent exposing a user's initial password to

the SSO. Wiatever nethod is used to distribute passwords, the SSO
must receive an acknow edgnent of receipt of the password within a
specified tine period.

4.1.2.2 Nullifying Exposure

When a user's initial password nust be exposed to the SSO, this
exposure may be nullified by having the user imedi ately change the password
by the normal procedure. (Presumably, this change procedure does not expose
the new password to the SSO. )

When a user's initial password is not protected from exposure
to the SSO the user ID should be identified by the system as
havi ng an "expired password” which will require the user to
change the password by the usual procedure (see section
4.2.2.3) before receiving authorization to access the system

4.1.2.3 Cassification Assignnment

Where the password nust be classified, the initial classification
assi gnnent should be entered by the SSO to designate the hi ghest security
| evel that may be associated with each user's initial password and its
successors.

4. 13 Password Change Aut hori zation

Cccasionally, a user will forget the password or the SSO nay determ ne
that a user s password may have been conprom sed. To be able to correct these
problens, it is recomended that the SSO be permtted to change the password
of any user by generating a new one. The SSO should not have to know the
user's password in order to do this, but should follow the sanme rules for
distributing the new password that apply to initial password assignnment (see
section 4.1.2). Positive identification of the user by the SSOis required
when a forgotten password nust be repl aced.

6

4. 1.4 Goup |IDs

Throughout the lifetinme of an ADP system each user |ID should be
assigned to only one person. In other words, no two people may ever have the
sanme user ID at the sane tinme, or even at different tinmes. It should be
consi dered a security violation when two or nore people know the password for
a user |ID (except in the case when the SSO is the other person and the user 1D
is identified by the systemas having an "expired password”">. Note that there
is nointention of prohibiting alternate forns of user identification (e.g.,
group IDs, functional titles) for non-authentication purposes (e.g., data
access control, mail). |If alternate IDs are used, they nust be based on user
| Ds.

4.1.5 User ID Revalidation
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The SSO shoul d be responsi ble for the devel opment of a procedure
whereby pronpt notification is given to the SSO when a user |ID and password
must be renoved fromthe ADP system (e.g., when an enpl oyee | eaves the

sponsoring organi zation> |In addition, all user IDs should be revali dated
periodically, and informati on such as sponsor and neans of off-line contact
(e.g., phone nunber,mailing address) updated as necessary. It is reconmended

that this revalidation be done at |east once per year.
4.2 User Responsibilities
4.2.1 Security Awareness

Users shoul d understand their responsibility to keep passwords private
and to report changes in their user status, suspected security violations,
etc. To assure security awareness anong the user population, it is
reconmended that each user be required to sign a statenent to acknow edge
under st andi ng these responsibilities.

4. 2.2 Changi ng Passwords

The sinplest way to recover fromthe conprom se of a password is to
change it. Therefore, passwords should be changed on a periodic basis to
counter the possibility of undetected password conpronm se. They should be
changed often enough so that there is an acceptably | ow probability of
conprom se during a password's lifetine. To avoid needl ess exposure of users'
passwords to the SSO users should be able to change their passwords w thout
intervention by the SSO

4.2.2.1 Password Lifetine

The nost obvious threat to the security provided by a password
systemis fromthe conprom se of passwords. The greater the length of tine
during which a password is used for authentication purposes,the nore
opportunities there are for exposing it. In a useful password system the
probability of conprom se of a password increases during its lifetinme. For a
period of tinme, this probability could be considered

acceptably low while after a | onger period of time, it would be considered
unacceptably high. At this latter point, use of the password shoul d be

consi dered suspect rather than a reliable proof of identity. By appropriately
l[imting the length of time (called the password |ifetine) during which a
password can be used,the vulnerability of the password can renai n acceptabl e.
There should be a maxinumlifetinme for all passwords. To protect against
unknown threats, it is recommended that the maximumlifetine of a password be
no greater than 1 year. The presence of known threats may indicate a need for
a shorter maximumlifetinme. Also, depending on the size of the password space
and on how fast a penetrator can execute a login attenpt, it rmay be necessary
to change passwords even nore frequently. See Appendix C for a discussion of
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the rel ationship between password lifetine, password space and the guess rate.
A password should be invalidated at the end of its maximumlifetinme. It is
recomnmended that, at a predeterm ned period of tine prior to the expiration of
a password's lifetine, the user IDit is associated with be notified by the
system as having an "expired" password. A user who logs in with an ID having
an expired password should be required to change the password for that user 1D
before further access to the systemis permtted. |If a password is not
changed before the end of its maxinumlifetine, it is recommended that the
user IDit is associated with be identified by the systemas "l ocked." No

| ogin should be permtted to a | ocked user ID, but the SSO should be able to
unl ock the user ID by changing the password for that user ID, follow ng the
same rules that apply to initial password entry (see section 4.1.2). After a
password has been changed, the lifetine period for the password shoul d be
reset to the maxi mum val ue established by the system 4.2.2.2 Change

Aut hori zation To be consistent with the Password Privacy control objective,
users (other than the SSO) should be permtted to change only their own
passwords. To ensure this, it is recommended that the user enter the old
password and the user |D/ password conbi nati on be validated as part of the
password changi ng procedure.

4.2.2.3 Change Procedure
Changing a password in a secure manner involves several steps. The
foll owi ng procedure i s recomended:
The procedure should be invoked at the user's request or
when a user logs in with an expired password. |f the change is
necessary due to an expired password, the user should be so
informed. The user should be presented with a brief summary of
the maj or steps in changing a password, including a caution that
the user should ensure that no one else is watching what the user
is doing. Except

when t he change procedure is part of the login procedure (e.g.
logging in with an expired password>, the user's current password
shoul d be entered to re-authenticate identity. The change
procedure shoul d display a new password for the user. The new
password should be different fromthe old one and shoul d
be generated by angenerated by any algorithmthat satisfies the
specifications in Appendix A The user should then enter the new
password twi ce so the procedure can verify that the user can
consistently enter the password correctly. The new password
shoul d be obliterated by techni ques such as overprinting or
term nal screen erasing. |If the two entered passwords are
identical to the generated password, the password data base
shoul d be updated (i.e., the old password del eted or invalidated
andt he new password associated with the user ID) and a nessage to
this effect should be displayed. Failure by the user to
correctly enter the current password or the generated password
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should result in a useful error nessage to the user and in the
change procedure being aborted w thout changing the password.
When the attenpt to change an expired password is not successful,
t he password shoul d be retained as expired and the user given the
option to again change the password or |ogout. An audit record
shoul d be generated that indicates whether or not the change was
successf ul

4.2.3 Login to a Connected System

Users should be required to authenticate their identities at "login"
time by supplying their password along with their user ID. It is
reconmended that some formof trusted identification forwarding

be used between hosts when users connect to other ADP systens

t hrough a network. Wen trusted identification forwarding is not
used, a renote host should require the user's I D and password

when | ogging in through a network connection. Note that user |Ds
on different hosts for the sane user nmay be different, and that
correspondi ng machi ne-generated passwords al nost certainly will be
different. Note also that a password required by a renote host is
vul nerable to conprom se by the | ocal host or internediate hosts.

4.2.4 Renenbering Passwords

Since users nust supply their passwords to the ADP system at
authentication tine, it follows that they nust know what their passwords
are. It is reconmended that users menorize their passwords and

not wite themon any nedium |f passwords nust be witten,they

shoul d be protected in a manner that is consistent with the damage

that could be caused by their conprom se. See Appendix D for

gui dance on the protection of passwords.

4.3 Aut hentication Mechani sm Functionality
4.3.1 Internal Storage of Passwords

It is normally necessary for the ADP systemto store internally the
user I D for each authorized systemuser as well as some representation of the
password and, when required, the clearance and authorizations that are
associ ated with each user ID. Wthout sonme form of access control over this
information, it will be possible for unauthorized users to read an-or nodify
t he password database. Unauthorized reading and witing of the password
dat abase are a concern. Reading it could result in disclosure of passwords to
unaut hori zed users. Being able to wite it could result, for exanple, in user
A changi ng user B's password so user A could log in under user B s identity.
Note that it is necessary for the login process to be able to read the
password dat abase and the password changi ng process to be able to read and
wite the password dat abase.
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St ored passwords shoul d be protected by access controls provided by
the ADP system by password encryption, or by both.

4.3.1.1 Use of Access Control Mechani sns

Access control nechanisns (e.g., mandatory or discretionary
controls as discussed in CSC STD-001-83) should be used to protect the
password data base from unauthorized nodification and discl osure.

4.3.1.2 Use of Encryption

Encrypti on of stored passwords shoul d be used whenever the access
control mechani sns provi ded by the ADP system are not adequate to prevent
exposure of the stored passwords. It is recomended that password encryption
be used even when other access controls are considered adequate, as this hel ps
protect against possible exposure when access controls are bypassed (e.g.,
system dunps). Wen encryption is used to protect stored passwords, it is
reconmended that the algorithmneet the specifications in Appendix B. It is
reconmended that encryption be done inmediately after entry, that the nenory
containing the plaintext password be erased i nmedi ately after encryption, and
that only the encrypted password be used in conparisons. There is no need to
be able to decrypt passwords. Conparisons can be nmade by encrypting the
password entered at |ogin and conparing the encrypted formw th the encrypted
password stored in the password dat abase.

4.3.2 Entry

Encryption of stored passwords shoul d be used whenever the access
control mechani sns provided by the ADP system are not adequate to prevent
exposure of the stored passwords. It is reconmended that password encryption
be used even when ot her access controls are considered adequate, as this hel ps
prot ect agai nst possi bl e exposure when access controls are bypassed (e.qg.,
system dunps). Wen encryption is used to protect stored passwords, it is
reconmended that the algorithmneet the specifications in Appendix B. It is
recomrended that encryption be done imrediately after entry, that the nenory
containing the plaintext password be erased imediately after encryption, and
that only the encrypted password be used in conparisons. There is no need to
be able to decrypt passwords. Conparisons can be made by encrypting the
password entered at | ogin and conparing the encrypted formw th the encrypted
password stored in the password database. Passwords should be entered after
providing a user IDto the system |If the entry is correct, the system should
then display the date and tinme of the user's last |ogin.

It is recormended that the system not echo passwords that users type
in. \Wen the system cannot prevent a password from bei ng

10
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echoed (e.g., in a half-duplex connection), it is recommended that a random
overprint mask be printed before or after the password is entered, as
appropriate, to conceal the typed password. The conplete password as entered
by the user should be an exact nmatch, character for character, with the user's
current password.

4.3.3 Transm ssion

During transm ssion of a password froma user's termnal to the conputer
in which the authentication is done, passwords should be protected in a nmanner
that is consistent with the danage that could be caused by their conprom se.

Si nce passwords are no nore sensitive than the data they provide access to,
there is generally no reasonto protect them during transm ssion, to any
greater degree (e.g.,encryption) than regular data is protected. See Appendi X
D for guidanceon the protection of passwords.

4.3.4 Login Attenpt Rate

By controlling the rate at which login attenpts can be nmade (where each
attenpt constitutes a guess of a password), the nunber of guesses a penetrator
can make during a password's lifetime is [imted to a known upper bound. To
control attacks where a penetrator attenpts many | ogins through a single
access port, the password guess rate should be controlled on a per-access port
basis. That is, each access port should be individually controlled to limt
the rate at which login attenpts can be nade at each port. Wen a penetrator
can easily switch anong nultiple access ports, it is reconmended that the
password guess rate also be controlled on a per-user ID basis. It is
recomrended that maximumlogin attenpt rates fall within the range of one per
second to one per mnute. This range provides reasonabl e user-friendliness
wi thout permtting so many login attenpts that an extrenely | arge password
space or an extrenely short password lifetine is necessary. See Appendix C
for a discussion of the relationship between the guess rate, password
lifetime, and password space. Note that it is not intended that |ogin be an
i nherently slow procedure, for there is no reason to delay a successful login
However, in the event of an unsuccessful login attenpt, it is quite reasonable
to use an internal timer to enforce the desired delay before permtting the
next login attenpt. The user should not be able to bypass this procedure.

4.3.5 Auditing
4.3.5.1 Audit Trails
The system shoul d be able to create an audit trail of password usage
and changes. Such an audit trail should not contain actual passwords or
character strings that were incorrectly given as passwords, since this could

expose the password of a legitimate user who m styped his user I D or password.
Audi t abl eevents shoul d i nclude: successful |ogin, unsuccessful |ogin

11
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attenpts, use of the password changi ng procedure, and the |ocking of a user ID
due to its password reaching the end of its lifetime. For each recorded
event, the audit record should include: date and tine of the event, type of
event, offered user ID for unsuccessful |ogins or actual user ID for other
events, and origin of the event (e.g., termnal or access port 11'). Audit
records of password changes should al so indicate whether or not the change was
successf ul

4.3.5.2 Real -tinme Notification to System Personne

It is recomended that each accunul ation of 5 consecutiveunsuccessful |ogin
attenpts froma single access port or against a single user IDresults in
i mmedi ate notification of the event to the ADP system operator or the SSO
Wiile there is no requirenent for the SSO or operator to take any action upon
receiving the notification, frequent notifications nmay indicate that a
penetration attenpt is in progress and may warrant investigation and possible
corrective action.

4.3.5.3 Notification to the User
Upon successful login, the user should be notified of:
* The date and time of user's last |ogin;

* The |l ocation of the user (as can best be determ ned) at | ast
| ogi n; and

* Each unsuccessful login attenpt to this user ID since the
| ast successful |ogin.

This provides a nmeans for the user to determne if sonmeone else is
using or attenpting to guess this user ID and
passwor d.

4.4 Password Protection
4.4.1 Single Guess Probability

The probability that any single attenpt at guessing a password will be
successful is one of the nost critical factors in a password system This
probability depends on the size of the password space and the statistica
distribution within that space of passwords that are actually used. Since
many user-created passwords are particularly easy to guess all passwords
shoul d be machi ne generated using an algorithmthat neets the specifications
i n Appendi x A

4.4.2 Password Distribution
During distribution to the user. passwords should be protected to the
sane degree as the information to which they provide access. machi ne-generat ed

passwor ds shoul d be displayed on the user's terminal at tinme of change, al ong
wi th appropriate cautions to the
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12

user to protect the password. At the conpletion of the change procedure, it
is recormended that displayed passwords be erased or overstruck, as
appropriate for the termnal type. Passwords changed by the 550 shoul d be
distributed in a manner that is consistent with the damage that could be
caused by their conpronise. See Appendix D for guidance on the protection of
passwor ds.

13

APPENDI X A

Password Generation Al gorithm

Thi s appendi x describes the requirenents to be nmet by an acceptabl e password
generation algorithm The issues involved relate to the specifications for

password space, random seed generation, pseudo-random nunber generation and

"user- friendly" passwords.

A. 1 Password Space

The size of the password space is a function of the size of the al phabet and
t he nunber of characters fromthat al phabet that are used to create passwords.
(The maxi mum si ze of the password space can be expressed as 5 A where 5 is the
maxi mum password space, A is the al phabet size and Mis the password | ength.)

To determ ne the m ninmum size of the password space needed to satisfy the
security requirenents for an operational environment, equation [3] in Appendi x
C can be used. The password generation algorithmsel ected should be able to
generate at |east that nunber of passwords. |In addition, the generated
passwords should be, at a mnimum 6 characters in |ength.

A. 2 Random Seeds

When a pseudo-random nunber generator is used in a password generation
algorithm it should accept as input random data that woul d provi de out put
whi ch has a high degree of unpredictability. This random data (seed) can be
derived from a nunber of available parameters such as a system cl ock, system
registers, date, time, etc. The paraneters should be selected to ensure that
the nunber of uni que seeds that can be generated fromthese i nputs should be
at | east equal to the m ninmum nunber of passwords that nust be generated.
When passwords are used to protect classified information, the seed generator
shoul d be approved by the DoD Conputer Security Center

A. 3 Pseudo- Random Nunber Gener at or
Usi ng a random seed as input, the pseudo-random nunber generator that drives

a password generation algorithmshould have the property that each bit in the
pseudo-random nunber that it generates is a conplex function of all the bits
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in the seed. The Federal Data Encryption Standard (DES), as specified in FIPS
46, (9) is an exanple of a pseudo-random nunmber generator with this property.
If DESis used, it is suggested that the 64-bit Qutput Feedback (OFB) node be
used as specified in FIPS 81 (10). In this case, the seed used as input could
consi st of:

* An initialization vector
* A cryptographic key
* Pl ai nt ext
14

Factors that can be used as input to these paraneters are:
For the initialization vector:

* System cl ock
* System I D

* User ID
-Date and tine

For the cryptographic key:

* Systeminterrupt registers
* System status registers
* System counters

The plain text can be an external randomy generated 64-bit value (8
characters input by the 550).

The resul ting pseudo-random nunber that is output will be the 64 bits of
ci pher text generated in the 64-bit OFB node. The password generation
algorithmcan either format this pseudo-random nunber into a password or use
it as an index (or indices) into a table and use the contents fromthis table
to forma password or a passphrase.

A. 4 "User-Friendly" Passwords

To assist users in renenbering their passwords, the password generation
al gorithm shoul d generate passwords or passphrases that are "easy" to
renmenber. Passwords forned by randomy choosing characters are generally
difficult to remenber. Passwords that are pronounceable are often easy to

remenber, as are passphrases that are forned by concatenating real words into
a phrase or sentence.

15

APPENDI X B

Password Encryption Al gorithm
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Password encryption is advocated as a password protection neasure. The

al gorithmselected for this would be determ ned by the system environnent.
Some environnments nmay require that a classified encryption al gorithm be used,
while for other environnents an unclassified al gorithmwould be required.

B.1 Encryption Al gorithm

A conventional or public key cryptographic algorithmwhich is configured as a
"one-way" encryption algorithmmay be used for password encryption, but

what ever algorithmis used, the protection the encryption al gorithm provides
should rely on its conplexity. |If there is a key that can be used with the
algorithmto decrypt passwords, that key should not be stored in the ADP
system

B. 2 Assurance for Unique Encrypted Passwords

If a password encryption system depends only on the password and ot her fixed
information, there is a possibility that two different users will have
i dentical encrypted passwords. A user who di scovers another user with an
i dentical encrypted password will then know that the sanme password will work
for both user IDs even if they don't have identical plaintext passwords. To
mnimze this possibility, it is reconmended that the encryption al gorithm use
the ADP system nane (in network environnments) and the user's ID as factors in
the encryption. (This can be easily acconplished by concatenating the system
I D, user ID and password, and then applying the encryption algorithmto the
resulting string.)

16

APPENDI X C

Det ermi ni ng Password Length

The security afforded by passwords is determned by the probability that a
password can be guessed during its lifetinme. The smaller that probability,
the greater the security provided by the password. All else being equal, the
| onger the password, the greater the security it provides. This appendix
reviews the mathematics involved in establishing how|long a password shoul d
be.

The basic parameters that affect the length of the password needed to provide
a given degree of security are:

L =mximumlifetinme that a password can be used to log into the system

P = probability that a password can be guessed within its lifetinme, assum ng
conti nuous guesses for this period.

R = nunber of guesses per unit of time that it is possible to nake.
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S = password space, i.e., the total nunber of unique passwords that the
password generation al gorithm can generate.

C.1 Relationship

Considering only the cases where S is greater than L x R and therefore P is
less than 1, the relationship between these paraneters is expressed by the
equati on:

P=LxR
[1]

A detail ed explanation of the derivation of this basic equation
is given in Appendi x F.

C. 2 @uess Rate

Several factors contribute to the rate at which attenpts can be nade to gain
access to the data on a systemwhen a valid password is not known. First and
forenost is the protection given to the password data base itself. |If the
password data base is unprotected (i.e., can be read by anyone as ordinary
data), then "guessing" may not be required.

I f the password data base can be read. but the passwords are encrypted (see
Appendi x B), a very high guess rate may be possible by using a conputer to try
a dictionary of possible passwords to see if ciphertext can be generated that
is the sanme as one in the password data base. A simlar situation frequently
occurs where only passwords are used to protect files.

16

Finally, if the password data base has effective access controls and the
| ogi n procedure cannot be bypassed, the guess rate can be controlled by
setting limts on the nunber of login or other attenpts that can be nmade
before term nating the connection or process.

C. 3 Password Lifetinme

Al'l other things being equal, the shorter the lifetine of a password, the
fewer the nunmber of guesses that can be nade and thus the greater the degree
of password security. As stated in 4.2.2.1, the nmaxi num password lifetine
shoul d not exceed one year.
C. 4 Password Space

Password | ength and al phabet size are factors in conputing the maxi mum

password space requirenments. Equation [2] expresses the relationship between
S, A and M where:
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S = password space
A = nunber of al phabet synbols
M = password | ength
S = AM
[2]
To illustrate: If passwords consisting of 4 digits using an al phabet of 10

digits (e.g., 0-9) are to be generated:

S = 104

That is, 10,000 unique 4-digit passwords could be generated. Likew se, to
generate random 6-char acter passwords from an al phabet of 26 characters (e.gqg.
AZ) .

S = 266

That is 3.089 * 108 uni que 6-character passwords coul d be
gener at ed.

"User-friendly" passwords (sonetinmes referred to as passphrases) could be
generated by using, for exanple, 3 synbols from an al phabet (dictionary) of
2000 synbol s, where each synbol was a pronounceable word of 4, 5, or 6
characters.

Usi ng equation [2] and setting:

2000 synbol s (words)
3

A
M
Then S = 20003

That is, 8 * 109 uni que passwords coul d be generated where each password was
made up of 3 words taken froma dictionary of 2000 words.

19

C.5 A Procedure for Determ ning Password Length

What is inportant in using passwords is how long to make the password to
resi st exhaustive penetration attacks. W can do this by using the follow ng
procedur e:

a. Establish an acceptable probability, P, that a password will be guessed
during its lifetine. For exanple, when used as a |login authenticator, the
probability may be no nore than 1 in 1,000,000. |In another case, where very
sensitive data is involved, the value for P may be set at 10-20.

b. Solve for the size of the password space, 5, wth the equation derived
fromequation [1]
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where G L xR

c. Determne the length of the password, M fromthe equation

M = log S
[4]
| og (nunber of synbols in the "al phabet™)
Mw |l generally be a real nunber that nust be rounded up or down to the

near est whol e nunber. Exanples of cal culating many of the val ues descri bed
above are given bel ow

C. 6 Wrked Exanpl es

An exanpl e shown here is drawn froma real network case. The problemis to
determ ne the needed password |l ength to reduce to an acceptable |evel the
probability that a password will be guessed during its lifetine.

The network to which this is applied supports both a 300-baud and a
1200- baud service. Experinments on the network have determned that it is
possi bl e to make about 8.5 guesses per minute on the 300-baud service and 14,
guesses per mnute on the 1200-baud service. (The reason that the "guess
rate' for the 1200-baud service is not 4 times that of the 300-baud service is
that the systemresponse tine, which is not affected by the inproved
transm ssi on speed, becones the |imting factor in how many guesses can be
acconplished in a given anmount of tine.)

In this exanple, the arbitrary value of 10-6 is used for the probability (P)
of guessing the password inits lifetime. As we will see below, the password
lifetime is not the critical factor here as long as the password is changed at
| east once per year.

The statenent of the problemis to find a password length that will resist
bei ng guessed with a probability of 1 in 106 in 1 year of continuous guesses.

When three paraneters in equation [1] are known, the fourth value can be
found. To find the password space required by our exanples, the follow ng
paraneters are given

20

Lis set for 6 nonths and 12 nonths. P is set for 1 in 1,000,000 (acceptable
probability of guessing the password). R is set at 8.5 guesses per ninute
(guess rate possible with 300-baud service).

At 8.5 guesses per nminute, the nunber of guesses per day woul d be
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12, 240.
Substituting 183 days for 6 nonths then using equation [3],

S=6G 183x12240 - 2.23992x1012 passwords
P - 000001

The 12-nmonth value is twice that of the 6-nonth case.

Wth this data, and using equation [4], we can determne the |ength of the
passwords as a function of the size of the al phabet from which they are drawn.
W will assunme two al phabet sizes: a 26-letter al phabet and a

36-1 etter-and- nunber al phabet.

M = log (2.23992 x 1012) 8.72 (for 6-nonth lifetine)
| og 26

M = log (4.4676x1012) 8.94 (for 12-nonth lifetine)
| og 26

M = log (2.23992x1012) 7.93 (for 6-nonth lifetine)
| og 36

M = log (4.4676 x 1012) 8.13 (for 12-nonth lifetine)
| og 36

Table 1 presents the results.

TABLE 1
MAXI MUM Lengt h of Password
LI FETI ME
(rmont hs)
26- Char act er al phabet 36- Char act er al phabet
6 9 8
(rounded up from8-72) (rounded up from 7.93)
12 9 8
(rounded up from8.94) (rounded down from 8. 13)
21

C. 7 Passphrases

A "passphrase" is a concatenation of words drawn froma dictionary. The
dictionary is nmerely the collection of synmbols making up the "al phabet” from
whi ch the password is generated. As an exanple, suppose the passphrase is
made up of words drawn froma dictionary of 4, 5 and 6 letter words. There
are approxinmately 3,780 4-letter words, 7,500 5-letter words and 12, 000
6-letter words in English. The "al phabet size" for generating passphrases is
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approxi mtely 23,300. W can conpute how many words, drawn at random fromthe
di ctionary of 23,300 words, are needed to produce a passphrase that will be
resistant to exhaustive attack with the probability of 1 x 10-6.

W have to solve for 5 as before, and fromthat, solve for M the |l ength of
t he password (i.e., nunber of al phabet synbols or words).

12. 6500
12. 3502

For L 12 nonths, 5=4.4676*1012, log S
For L 6 nont hs, 5=2.2399*1012, log S
Log 23300 4. 3669

Usi ng equation (4) we obtain
For L = 12 nmonths M 12. 6500 3 (rounded from 2. 89)
4.3669
6 nonths M 12.3502 3 (rounded from 2. 82)
4.3669
Thus, for the passphrase al gorithm described, nanely selection at random
froma dictionary of 23,300 words, only 3 words are needed in a passphrase to
obtain the desired resistance to exhaustive enuneration. |In using the
al gorithm each word of the phrase is drawn independently fromthe dictionary.
This may result in a word appearing nore than once in the passphrase.

For L

23

APPENDI X D
Protection Basis for Passwords

Passwords are used to prevent people who have physical access to an ADP system
from gai ni ng access to data bel onging to another user. Thus, a password
shoul d be protected in a manner that is consistent with the damage that m ght
be caused by its exposure to sonmeone who has the opportunity to use it (i.e.
has physical access to the ADP systemtermi nals). Exposure of a password to
sonmeone who is physically prevented fromattenpting to use it is not a threat.

D.1 Systens Containing Only Uncl assified Information

Al t hough an ADP system may process only unclassified information, it still
may require that the data be protected from unauthorized use. Although the
password is unclassified, the obligation remains that the user protect this
password so that only those with a need-to-know can access the data.

D.2 Systens Containing Classified Information

Passwords that are used in AD P systens that operate in the dedicated or
system hi gh security nodes (3) should not be classified, but should be
protected to the sanme degree as For Oficial Use Only information. 1In this
case, there is no need to classify passwords since access to the area in which
the systemresides is restricted to those with a clearance as high as the
hi ghest classification | evel of the information processed. A person who
obt ai ned a password for a systemrunning in dedicated or system high security
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node but who did not possess the proper security clearance would be unable to
gai n physical access to the system and use the password.

For systens operating in the nultilevel security node (3), passwords nay or
may not have to be classified.

When the ability to access classified information is based on the physical
protection of the termnal rather than on the identity of the user (i.e., when
all termnals are single-level devices), passwords should not be classified,
but should be protected to the sane degree as For Oficial Use Only
information. There is no need to classify passwords that can only be used on
single-level termnals, since physical access to single-level termnals is
controlled to the | evel associated with the termnal. Wen the ability to
access classified information is based on the user's identity and i s not
restricted by the level of the termnal (i.e., nmultilevel termnals), each
password nust be classified to the highest I evel of the information to which
it provides access. Wien nultilevel termnals are used, the system determ nes
the user's access authorizations to classified material based on his identity,
and authenticates the identity by requiring a password. Thus. the ADP system
can protect the information it processes only to the extent that passwords are
protected. For exanple, a user with a Secret clearance can access Secret
i nformati on.

24

Conprom se of that user's password could result in the conprom se of Secret
information; therefore, the password would be classified Secret. |In the case
of a systemwith multilevel termnals, disclosure of a Top Secret user's
password to a Secret user would allow the Secret user to login as the Top
Secret user and thus gain access to Top Secret information. Disclosure of Top
Secret information to soneone with only a Secret clearance can cause
exceptionally grave danage to the national security. Since disclosure of the
Top Secret user's password could lead to this, the password nust be cl assified
Top Secret (5).

Note that classified passwords nust not be used on terminals that are not
authorized for data at the |l evel of the password (e.g., a Top Secret password
must not be used on a Secret termnal). The presence of both single-Ilevel and
multilevel termnals on a systemnmay indicate the need for passwords at each
security level. At a mnimm an unclassified password shoul d be avail abl e
for use on termnals that are only authorized for unclassified data.

25

APPENDI X E

Features for Use in Very Sensitive Applications

The follow ng features can be used to enhance the security provided by a
password system Because they are sonewhat "user-unfriendly," they are
recomrended for environnments only when there is a high threat of password
conpr om se

http://www.fas.org/irp/nsa/rainbow/std002.htm (24 of 28) [11/23/2008 5:55:18 PM]



CSC-STD-002-85 DEPARTMENT OF DEFENSE PASSWORD MANAGEMENT GUIDELINE - 12 April 1985

E.1 One-Ti ne Passwords

One-tine passwords (i.e., those that are changed after each use) are usefu
when the password is not adequately protected from conprom se during login
(e.g., the commnication line is suspected of being tapped). The difficult
part of using one-time passwords is in the distribution of the new passwords.
If a one-time password is changed often because of frequent use, the
di stribution of new one-tine passwords becones a significant point of
vul nerability. There are products on the market that generate such passwords
t hrough a cryptographi c protocol between the destination host and a hand-held
devi ce the user can carry.

E.2 Failed Login Attenpt Limts

In sone instances, it may be desirable to count the nunber of unsuccessfu
login attenpts for each user ID and to base password expiration and user ID
| ocking on the actual nunber of failed attenpts. (Changing a password woul d
reset the count for that user IDto zero.) For exanple, the password coul d be
identified as expired after 100 failed login attenpts, and the user 1D | ocked
after 500.

27

APPENDI X F

On the Probability of Guessing a Password

Appendi x C di scusses the techniques for finding a password length that wl|l
resi st exhaustive enuneration over the lifetine of the password with a given
probability. This appendi x derives the probability of guessing a password
during its lifetime. As in Appendix C, we use the paraneters:

password lifetine

guess rate

size of the password space

probability of guessing a password during its lifetine

TwIr
I

The total nunber of guesses, (G, that can be nade during a password's
lifetime is:

G=Rx L
[1]

At this point, we need to consider the relation of the size of the password
space, 5 to G Cearly, if 5is so small that one could try all possible
passwords before the lifetinme of the password expires, the probability of
guessing the password is |. As a result, we consider only cases where 5 is
greater than G The probability question then is, "For the case where 5 is
greater than G what is the probability that in G guesses the password will be
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guessed?" This is the sane as asking the question, "What is the probability
that in the lifetime of the password, it will be guessed?" The probability
sought is:

How many ways one can make G guesses (of S objects)
P = that include the password

How many di fferent ways one can make G guesses of S objects Note that
the probability that is appealed to is of the sinplest form It is derived
fromthe definition of probability that the probability of an event is given
by the nunber of ways the event can happen divided by the nunber of ways an
event can happen or fail. W first observe that the total nunber of ways one
can make G guesses of 5 things is given by sCg (the conbinatorial notation
t hat neans the nunber of conbinations of "s" things taken "g" at a tine).
(Lower case letters are used with the conbinatorial notation in order to make
t he expressions nore readable.) This is determ ned by:

s!
9! (s-9)!
Thus, if 5 - ABCDE one could nake 3 guesses in 5C3 different
ways,
5*4*3*2*1/3*2*1*2*1 10.

28

(Enunerating, they are ABC~ABD, ABE, ACD, ACE, ADE, BCD, BCE, BDE~C~~.) The probl em
of finding the nunber of guesses of this total that include a specific
password, e.g., an "A", is addressed by considering a reduced set w thout the
speci fic password and aski ng how many ways one can nake G guesses with the
reduced set. Then, the total nunber of ways to make G guesses that include

t he specified password is the difference between the two values. This is

gi ven by:

sCg-(s-1) &g
[2]

That is, renove the designated password fromthe set 5, conpute the number of
ways of making G guesses wi thout the password, then consider the difference
bet ween the two val ues.

If we ask in our exanple how nmany ways to nmake 3 guesses that do NOT include a
particul ar password fromthe set of 5 (say an "A"), this is given by:

4C3 4*3*2*1/3*2*1*1 = 4
Enunerating for the specific case of an "A", they are BCD, BCE, BDE, CDE.
The nunber of ways to make 3 guesses that include the designated elenent is

10-4 6. Thus, the probability of guessing a designated password in 3 guesses
is 6/10 or 6.
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Sinmplification

It is indeed fortuitous that there is a theoremin any nunber of books on
Probability Theory that states:

nCr (n-1)C(r-1) + (n-1)C
[3]

This nmay al so be expressed as:

nCr- (n-1)Cr (n-1)C(r-1)
[4]

Substituting s for n and g for r we obtain the expression:

(s-1)Xg-1)
[5]

for the nunmber of ways of making G guesses that include a specific password.
Then, the probability that a given password will be guessed during the
lifetime of that password is given by:

P (s-1)C(g-1)
[ 6]
sCy
29
Eval uating this expression gives:
(s-1)! (s-1)!
P= (g-1)!((s-1)-(g1))! = (g-1)1(s-g)! = g!(s-1H! =g
s! s! (g-1)!s! S
9! (s-9)! 9! (s-9)!

This derivation of the probability of guessing a password during
its lifetine, i.e.,

P=0G [ 8]
is inportant in that it allows us to derive the size of the
password space
S=G [ 9]
P
gi ven an acceptable probability of not guessing the password

during its lifetine.
30
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