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MAC Mandat ory Access Contr ol
NCSC Nat i onal Conputer Security Center

NTI SSC National Tel econmuni cations and | nformation Systens Security
Conmittee

OPSEC  Qperations Security
PPL Preferred Products List

SAISS Subcommittee on Automated Information Systens Security of NTISSC

SSO System Security Oficer
STS Subconmmi ttee on Tel econmuni cations Security of NTISSC
TCB Trust ed Conputing Base

TCSEC DoD Trusted Conputer System Evaluation Criteria

GLOSSARY OF COVPUTER SECURI TY TERMS

*-property (or star property)

A Bell -La Padul a security nodel rule allowing a subject wite access to an
object only if the security |level of the object dom nates the security |eve
of the subject. Also called confinenent property.

- A-

acceptance inspection

The final inspection to determ ne whether or not a facility or
system neets the specified technical and perfornmance standards. Note: This
inspection is held imedi ately after facility and software testing and is the
basis for conm ssioning or accepting the informati on system

access

A specific type of interaction between a subject and an object that
results in the flow of information fromone to the other.
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access control

The process of |limting access to the resources of a systemonly to
aut hori zed prograns, processes, or other systenms (in a network). Synonynous
with controlled access and |imted access.

access control nechani sm

Har dware or software features, operating procedures, nanagenent
procedures, and various conbinations of these designed to detect and prevent
unaut hori zed access and to permt authorized access in an autonmated system

access | evel

The hi erarchical portion of the security level used to identify the
sensitivity of data and the clearance or authorization of users. Note: The
access level, in conjunction with the nonhierarchical categories, fornms the
sensitivity | abel of an object. See category, security level, and sensitivity
| abel .

access |i st

A list of users, prograns, and/or processes and the specifications
of access categories to which each is assigned.

access period

A segnment of tine, generally expressed on a daily or weekly basis,
during which access rights prevail.

access port

A logical or physical identifier that a conputer uses to distinguish
different term nal input/output data streans.

access type

The nature of an access right to a particular device, program or
file (e.g., read, wite, execute, append, nodify, delete, or create).

accountability
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The property that enables activities on a systemto be traced to
i ndi viduals who may then be held responsible for their actions.

accreditation

A formal declaration by the DAA that the AIS is approved to operate
in a particular security node using a perscribed set of safeguards.
Accreditation is the official managenent authorization for operation of an AI'S
and is based on the certification process as well as other managenent
consi derations. The accreditation statenent affixes security responsibility
with the DAA and shows that due care has been taken for security.

accreditation authority

Synonynous with Designated Approving Authority.

add-on security

The retrofitting of protection nmechanisns, inplenented by hardware
or software.

adm ni strative security

The managenent constraints and suppl enmental controls established to
provi de an acceptable | evel of protection for data. Synonynous wth
procedural security.

assur ance

A neasure of confidence that the security features and architecture
of an AI'S accurately nediate and enforce the security policy.

attack

The act of trying to bypass security controls on a system An
attack may be active, resulting in the alteration of data; or passive,
resulting in the rel ease of data. Note: The fact that an attack is nade does
not necessarily nean that it will succeed. The degree of success depends on
the vulnerability of the systemor activity and the effectiveness of existing
count er neasur es.

audit trai
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A chronol ogi cal record of systemactivities that is sufficient to
enabl e the reconstruction, review ng, and exam nation of the sequence of
environnments and activities surrounding or |leading to an operation, a
procedure, or an event in a transaction fromits inception to final results.

aut henti cate

(1) To verify the identity of a user, device, or other entity in a
conputer system often as a prerequisite to allow ng access to resources in a
system

(2) To verify the integrity of data that have been stored,
transmtted, or otherw se exposed to possible unauthorized nodification

aut henti cat or

The neans used to confirmthe identity or to verify the eligibility
of a station, originator, or individual.

aut hori zati on

The granting of access rights to a user, program or process.

aut omat ed data processing security

Synonynous with automated i nfornmati on systens security.

automated i nformati on system (Al S)

An assenbly of conputer hardware, software and/or firnmnare
configured to collect, create, comunicate, conpute, dissem nate, process,
store, and/or control data or information.

aut omat ed i nformati on system security

Measures and controls that protect an Al'S agai nst denial of service
and unaut hori zed (accidental or intentional) disclosure, nodification, or
destruction of AISs and data. AIS security includes consideration of al
har dwar e and/ or software functions, characteristics and/or features;
oper ati onal procedures, accountability procedures, and access controls at the
central conmputer facility, renote conputer, and termnal facilities;
managenent constraints; physical structures and devices; and personnel and
comruni cation controls needed to provide an acceptable |evel of risk for the
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Al'S and for the data and information contained in the AIS. It includes the
totality of security safeguards needed to provide an acceptable protection
|l evel for an AIS and for data handled by an Al S.

automat ed security nonitoring

The use of automated procedures to ensure that security controls are
not circunmvented.

availability of data

The state when data are in the place needed by the user, at the tine
the user needs them and in the form needed by the user.

back door

Synonynous with trap door

backup pl an

Synonynmous wi th contingency pl an.

Bel | - La Padul a node

A formal state transition nodel of computer security policy that
descri bes a set of access control rules. |In this formal nodel, the entities
in a conmputer systemare divided into abstract sets of subjects and objects.
The notion of a secure state is defined, and it is proven that each state
transition preserves security by noving fromsecure state to secure state,

t hereby inductively proving that the systemis secure. A systemstate is
defined to be "secure"” if the only permtted access nodes of subjects to
objects are in accordance with a specific security policy. 1In order to
determ ne whether or not a specific access node is allowed, the clearance of a
subject is conpared to the classification of the object, and a determ nation
is made as to whether the subject is authorized for the specific access nopde.
See star property (*-property) and sinple security property.

beni gn envi r onnent

A nonhostil e environnent that nay be protected fromexternal hostile
el ements by physical, personnel, and procedural security countermeasures.
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bet ween-t he-lines entry
Unaut hori zed access obtained by tapping the tenporarily inactive

terminal of a legitinmate user. See piggyback.

beyond Al

A level of trust defined by the DoD Trusted Conputer System
Eval uation Criteria (TCSEC) that is beyond the state-of-the-art technol ogy
avail able at the tinme the criteria were developed. It includes all the
Al-l evel features plus additional ones not required at the Al | evel.

br owsi ng

The act of searching through storage to | ocate or acquire
information wi thout necessarily know ng of the existence or the format of the
i nformati on bei ng sought.

-C

call back

A procedure for identifying a renote terminal. 1In a call back, the
host system di sconnects the caller and then dials the authorized tel ephone
nunber of the renote termnal to reestablish the connection. Synonynous with
di al back.

capability
A protected identifier that both identifies the object and specifies
the access rights to be allowed to the accessor who possesses the capability.

In a capability-based system access to protected objects such as files is
granted if the woul d-be accessor possesses a capability for the object.

cat egory

A restrictive |label that has been applied to classified or
uncl assified data as a neans of increasing the protection of the data and
further restricting access to the data.

certification

The conprehensive eval uation of the technical and nontechnica
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security features of an AlIS and ot her safeguards, made in support of the
accreditation process, that establishes the extent to which a particul ar
design and inplenentati on neet a specified set of security requirenents.

cl osed security environnment

An environnent in which both of the follow ng conditions hold true:
(1) Application devel opers (including nmaintainers) have sufficient clearances
and aut horizations to provide an acceptabl e presunption that they have not
introduced nmalicious logic. (2) Configuration control provides sufficient
assurance that applications and the equi pnent are protected agai nst the
i ntroduction of malicious logic prior to and during the operation of system
appl i cations.

comuni cations security (COVSEC)

Measures taken to deny unaut hori zed persons information derived from
tel ecommuni cations of the U S. Governnent concerning national security, and
to ensure the authenticity of such tel ecormuni catons. Conmuni cations security
i ncludes cryptosecurity, transm ssion security, em ssion security, and
physi cal security of communications security material and information

conpart nent

A class of information that has need-to-know access controls beyond
t hose normally provided for access to Confidential, Secret or Top Secret
i nformati on.

conpartnmented security node

See nodes of operation

conproni se

A violation of the security policy of a system such that
unaut hori zed di scl osure of sensitive informati on nmay have occurred.

conpr om si ng enmanati ons

Uni ntentional data-related or intelligence-bearing signals that, if
i ntercepted and anal yzed, disclose the information transm ssion received,
handl ed, or otherw se processed by any information processing equi pment. See
TEMPEST.
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comput er abuse

The m suse, alteration, disruption or destruction of data processing
resources. The key aspect is that it is intentional and inproper

conput er cryptography

The use of a crypto-algorithmin a conputer, mcroprocessor, or
m croconputer to performencryption or decryption in order to protect
information or to authenticate users, sources, or information.

comput er fraud

Conmputer-rel ated crimes involving deliberate m srepresentation,
alteration or disclosure of data in order to obtain sonething of val ue
(usually for nobnetary gain). A conputer system nust have been involved in the
perpetration or coverup of the act or series of acts. A conputer system m ght
have been invol ved through inproper nmani pul ati on of input data; output or
results; applications prograns; data files; conmputer operations;
communi cati ons; or conputer hardware, systens software, or firmare.

computer security (COVPUSEC)

Synonynous with automated i nformati on systens security.

conputer security subsystem

A device designed to provide limted conputer security features in a
| arger system environment.

Comput er Security Technical Vulnerability Reporting Program (CSTVRP)

A programthat focuses on technical vulnerabilities in commercially
avai |l abl e hardware, firmmvare and software products acquired by DoD. CSTVRP
provides for the reporting, catal oging, and discreet dissen nation of
techni cal vulnerability and corrective nmeasure informati on to DoD conponents
on a need-to-know basis.

conceal nent system

A nmet hod of achieving confidentiality in which sensitive information
i s hidden by enbedding it in irrelevant data.

confidentiality
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The concept of holding sensitive data in confidence, Iimted to an
appropriate set of individuals or organizations.

configuration contro

The process of controlling nodifications to the systenm s hardware,
firmvare, software, and docunentation that provides sufficient assurance that
the systemis protected against the introduction of inproper nodifications
prior to, during, and after systeminplenentation. Conpare configuration
nmanagenent .

confi gurati on nmanagenent

The managenment of security features and assurances through control
of changes made to a systemls hardware, software, firmnare, docunentation,
test, test fixtures and test docunentation throughout the devel opnent and
operational life of the system Conpare configuration control

confi nenent

The prevention of the | eaking of sensitive data froma program

confi nenent channe

Synonynous with covert channel

confi nenment property

Synonynous with star property (*-property).

contam nati on

The interm xing of data at different sensitivity and need-to- know
| evels. The lower level data is said to be contam nated by the higher |eve
data; thus, the contam nating (higher |level) data may not receive the required
| evel of protection.

conti ngency pl an

A plan for energency response, backup operations, and post-di saster
recovery mai ntained by an activity as a part of its security programthat wll
ensure the availability of critical resources and facilitate the continuity of
operations in an energency situation. Synonynous with disaster plan and
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ener gency pl an

control zone

The space, expressed in feet of radius, surroundi ng equi pnent
processing sensitive information, that is under sufficient physical and
technical control to preclude an unauthorized entry or conproni se.

control |l ed access

See access control.

controll ed sharing

The condition that exists when access control is applied to al
users and conponents of a system

cost-risk analysis

The assessnent of the costs of providing data protection for a
system versus the cost of |osing or conprom sing the data.

count er neasur e

Any action, device, procedure, technique, or other neasure that
reduces the vulnerability of or threat to a system

covert channel

A comuni cati ons channel that allows two cooperating processes to
transfer information in a manner that violates the system s security policy.
Synonynous with confi nenment channel

covert storage channe

A covert channel that involves the direct or indirect witing of a
storage | ocation by one process and the direct or indirect reading of the
storage | ocation by another process. Covert storage channels typically
involve a finite resource (e.g., sectors on a disk) that is shared by two
subjects at different security |evels.

covert timng channe
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A covert channel in which one process signals information to another
by nmodul ating its own use of systemresources (e.g., CPUtinme) in such a way
that this manipul ation affects the real response tine observed by the second
process.

Criteria

See DoD Trusted Conputer System Evaluation Criteria.

crypto-al gorithm

A wel | -defined procedure or sequence of rules or steps used to
produce a key stream or cipher text fromplain text and vice versa.

crypt ography

The principles, means and net hods for rendering information
unintelligible, and for restoring encrypted information to intelligible form

cryptosecurity

The security or protection resulting fromthe proper use of
technically sound cryptosystens.

-D

Dat a Encryption Standard (DES)

A cryptographic algorithmfor the protection of unclassified data,
publ i shed in Federal Information Processing Standard (FIPS) 46. The DES,
whi ch was approved by the National Institute of Standards and Technol ogy, is
i ntended for public and governnent use.

data flow contro

Synonynous with information flow control

data integrity

The property that data neet an a priori expectation of quality.

data security
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The protection of data from unauthorized (accidental or intentional)
nodi fication, destruction, or disclosure.

decl assification of Al'S storage nedia

An adm ni strative decision or procedure to renpove or reduce the
security classification of the subject nedia.

dedi cat ed security node

See nodes of operation

default classification

A tenporary classification reflecting the highest classification
bei ng processed in a system The default classification is included in the
caution statenent affixed to the object.

degauss

To reduce magnetic flux density to zero by applying a reverse
magneti zing field.

degausser

An el ectrical device that can generate a magnetic field for the
pur pose of degaussing magnetic storage nedia. Degausser Products List (DPL)

A list of commercially produced degaussers that neet Nationa
Security Agency specifications. This list is included in the NSA Information

Systens Security Products and Services Catal ogue, and is avail abl e through the
Government Printing Ofice.

deni al of service

Any action or series of actions that prevent any part of a system
fromfunctioning in accordance with its intended purpose. This includes any
action that causes unauthorized destruction, nodification, or delay of
service. Synonynmous with interdiction.

Descriptive Top-Level Specification (DTLS)

A top-level specification that is witten in a natural |anguage
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(e.g., English), an informal design notation, or a conbination of the two.

Desi gnat ed Approvi ng Aut hority (DAA)

The official who has the authority to decide on accepting the
security safeguards prescribed for an AIS or that official who may be
responsi ble for issuing an accreditation statenent that records the decision
to accept those safeguards.

di al back

Synonynmous with call back.

di al -up

The service whereby a conputer termnal can use the tel ephone to
initiate and effect comrunication with a computer

di saster plan

Synonynmous wi th conti ngency pl an.

di scretionary access control (DAC)

A neans of restricting access to objects based on the identity and
need-t o- know of the user, process and/or groups to which they belong. The
controls are discretionary in the sense that a subject with a certain access
perm ssion is capabl e of passing that permi ssion (perhaps indirectly) on to
any other subject. Conpare mandatory access control

DoD Trusted Conputer System Evaluation Criteria (TCSEC)

A docunent published by the National Conputer Security Center
containing a uniformset of basic requirements and eval uati on cl asses for
assessi ng degrees of assurance in the effectiveness of hardware and software
security controls built into systens. These criteria are intended for use in
t he design and eval uation of systens that will process and/or store sensitive
or classified data. This docunent is Governnment Standard DoD 5200. 28- STD and
is frequently referred to as "The Criteria" or "The Orange Book."

donmai n

The uni que context (e.g., access control paraneters) in which a
programis operating; in effect, the set of objects that a subject has the
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ability to access. See process and subject.

dom nat e

Security level Sl is said to dominate security level S2 if the
hi erarchical classification of S1 is greater than or equal to that of S2 and
t he nonhi erarchical categories of S1 include all those of S2 as a subset.

emanat i ons

See conprom sing enanati ons.

enbedded system

A systemthat perfornms or controls a function, either in whole or in
part, as an integral elenment of a |arger system or subsystem

ener gency pl an

Synonynous wi th contingency pl an.

em ssion security

The protection resulting fromall neasures taken to deny
unaut hori zed persons information of value that m ght be derived fromintercept
and froman anal ysis of conprom sing emanati ons from systens.

end-to-end encryption

The protection of information passed in a tel econmmunicati ons system
by cryptographic nmeans, from point of origin to point of destination.

Endorsed Tool s List (ETL)

The list of formal verification tools endorsed by the NCSC for the
devel opnent of systens with high levels of trust.

Enhanced Hi erarchi cal Devel opnent Met hodol ogy

An integrated set of tools designed to aid in creating, analyzing,
nodi fyi ng, managi ng, and docunenting program specifications and proofs. This
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nmet hol ogy includes a specification parser and typechecker, a theorem prover,
and a nulti-level security checker. Note: This nethodology is not based upon
the Hi erarchical Devel opnent Met hodol ogy.

ent rapnent

The deliberate planting of apparent flaws in a systemfor the
pur pose of detecting attenpted penetrations.

envi r onnent

The aggregate of external procedures, conditions, and objects that
affect the devel opnent, operation, and nai ntenance of a system

erasure

A process by which a signal recorded on nagnetic nmedia is renoved.
Erasure is acconplished in two ways: (1) by alternating current erasure, by
whi ch the information is destroyed by applying an alternating high and | ow
magnetic field to the nedia; or (2) by direct current erasure, by which the
medi a are saturated by applying a unidirectional nmagnetic field.

Eval uated Products List (EPL)

A list of equipnents, hardware, software, and/or firmmare that have
been eval uated against, and found to be technically conpliant, at a particul ar
| evel of trust, with the DoD TCSEC by the NCSC. The EPL is included in the
Nati onal Security Agency Information Systens Security Products and Services
Cat al ogue, which is available through the Government Printing Ofice.

executive state

One of several states in which a system may operate and the only one
in which certain privileged instructions nmay be executed. Such instructions
cannot be executed when the systemis operating in other (e.g., user) states.
Synonynous w th supervisor state.

expl oi t abl e channe

Any information channel that is usable or detectable by subjects
external to the trusted conputing base whose purpose is to violate the
security policy of the system See covert channel.
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-F-

fail safe

Pertaining to the automatic protection of prograns and/or processing
systens to nmaintain safety when a hardware or software failure is detected in
a system

fail soft

Pertaining to the selective term nation of affected nonessentia
processi ng when a hardware or software failure is detected in a system

failure access

An unaut hori zed and usually inadvertent access to data resulting
froma hardware or software failure in the system

failure contro

The net hodol ogy used to detect and provide fail-safe or fail-soft
recovery from hardware and software failures in a system

faul t

A condition that causes a device or system conponent to fail to
performin a required manner.

fetch protection

A systemprovided restriction to prevent a program from accessing
data in another user's segnent of storage.

file protection

The aggregate of all processes and procedures in a system desi gned
to inhibit unauthorized access, contam nation, or elimnation of a file.

file security

The nmeans by which access to conputer files is limted to authorized
users only.
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fl aw hypot hesi s nmet hodol ogy

A systens anal ysis and penetration technique in which specifications
and docunentation for the systemare analyzed and then flaws in the systemare
hypot hesi zed. The list of hypothesized flaws is then prioritized on the basis
of the estimated probability that a flaw exists and, assum ng a flaw does
exist, on the ease of exploiting it, and on the extent of control or
conmprom se it would provide. The prioritized list is used to direct a
penetration attack agai nst the system

fl ow control

See infornmati on fl ow contr ol

formal access approval

Docunent ed approval by a data owner to allow access to a particul ar
category of information.

Formal Devel opnent Met hodol ogy

A col l ection of |anguages and tools that enforces a rigorous nethod
of verification. This methodol ogy uses the Ina Jo specification | anguage for
successi ve stages of system devel opnent, including identification and nodeling
of requirenments, high-level design, and program design.

formal proof

A conpl ete and convi nci ng nmat hemati cal argunment, presenting the full
| ogical justification for each proof step, for the truth of a theoremor set
of theorens.

formal security policy node

A mat hematically precise statenent of a security policy. To be
adequately precise, such a nodel must represent the initial state of a system
the way in which the system progresses fromone state to another, and a
definition of a "secure" state of the system To be acceptable as a basis for
a TCB, the nodel nust be supported by a formal proof that if the initial state
of the systemsatisfies the definition of a "secure" state and if all
assunptions required by the nodel hold, then all future states of the system
will be secure. Sone formal nodeling techniques include: state transition
nodel s, denotational semantics nodels, and al gebraic specification nodels.

See Bel |l -La Padul a nodel and security policy nodel.
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Formal Top-Level Specification (FTLS)

A top-level specification that is witten in a formal mathematica
| anguage to all ow theorens showi ng the correspondence of the system
specification to its formal requirements to be hypothesized and formally
proven. formal verification

The process of using fornmal proofs to denonstrate the consistency
between a formal specification of a systemand a formal security policy node
(design verification) or between the formal specification and its high | evel
program i npl ementati on (inplenentation verification).

front-end security filter

A security filter, which could be inplenented in hardware or
software, that is logically separated fromthe remai nder of the systemto
protect the system s integrity.

functional testing

The segnent of security testing in which the advertised security
nmechani sns of the systemare tested, under operational conditions, for correct
oper ati on.

-G

granul arity

An expression of the relative size of a data object; e.g.,
protection at the file level is considered coarse granularity, whereas
protection at field level is considered to be of a finer granularity.

guard

A processor that provides a filter between two di sparate systens
operating at different security |levels or between a user termnal and a data
base to filter out data that the user is not authorized to access.

Gypsy Verification Environnent

An integrated set of tools for specifying, coding, and verifying
prograns witten in the Gypsy | anguage, a | anguage simlar to Pascal which has
bot h specification and programm ng features. This nethol ogy includes an
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editor, a specification processor, a verification condition generator, a
user-directed theorem prover, and an information fl ow tool

-H

handshaki ng procedure

A di al ogue between two entities (e.g., a user and a conputer, a
conmput er and anot her conputer, or a program and anot her program for the
pur pose of identifying and authenticating the entities to one another.

Hi erarchi cal Devel opnment Met hodol ogy

A et hodol ogy for specifying and verifying the design prograns
witten in the Special specification |anguage. The tools for this nethodol ogy
i nclude the Special specification processor, the Boyer-More theorem prover,
and the Feiertag information flow tool.

host to front-end protoco

A set of conventions governing the format and control of data that
are passed froma host to a front-end nmachi ne.

i dentification

The process that enables recognition of an entity by a system
generally by the use of uni que machi ne-readabl e user nanes.

i mper sonati ng

Synonynous Wt h spoofi ng.

i nconpl et e paraneter checking

A systemdesign flaw that results when all parameters have not been
fully anticipated for accuracy and consi stency, thus naking the system
vul nerabl e to penetration

i ndi vi dual accountability
The ability to associate positively the identity of a user with the
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time, nmethod, and degree of access to a system

information flow contro

A procedure to ensure that information transfers within a systemare
not made froma higher security |level object to an object of a |ower security
| evel . See covert channel, sinple security property, star property
(*-property). Synonynous with data flow control and flow control
I nformati on System Security Oficer (ISSO

The person responsible to the DAA for ensuring that security is
provi ded for and inplenented throughout the life cycle of an AIS fromthe
begi nni ng of the concept devel opnent plan through its design, devel opnent,
oper ation, mai ntenance, and secure disposal.

I nformati on Systens Security Products and Servi ces Catal ogue

A cat al ogue issued quarterly by the National Security Agency that

i ncorporates the DPL, EPL, ETL, PPL and other security product and service

lists. This catalogue is available through the U S. Governnent Printing
O fice, Washington, DC 20402, (202) 783-3238.

integrity
Sound, uninpaired or perfect condition.
interdiction

See deni al of service.

internal security controls

Hardware, firmmvare, and software features within a systemthat
restrict access to resources (hardware, software, and data) to authorized
subj ects only (persons, prograns, or devices).

i sol ation

The contai nnent of subjects and objects in a systemin such a way
that they are separated fromone another, as well as fromthe protection
controls of the operating system

-J-
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Thi s docunent contains no entries beginning with the letter.

- K-

Thi s docunent contains no entries beginning with the letter.

| east privilege

The principle that requires that each subject be granted the nost
restrictive set of privileges needed for the performance of authorized tasks.
The application of this principle limts the damage that can result from
accident, error, or unauthorized use.

limted access

Synonynmous with access control

list-oriented

A conputer protection systemin which each protected object has a
list of all subjects authorized to access it. Conpare ticket-oriented.

| ock-and-key protection system

A protection systemthat involves matching a key or password with a
speci fic access requirenent.

| ogi ¢ bonb

A resident conputer programthat triggers the perpetration of an
unaut hori zed act when particular states of the systemare realized.

| oophol e

An error of om ssion or oversight in software or hardware that
permts circunventing the system security policy.

- M
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magneti C renmanence

A neasure of the nmagnetic flux density remaining after renoval of
the applied nmagnetic force. Refers to any data renmaining on nmagnetic storage
nmedi a after renoval of the power.

mai nt enance hook

Special instructions in software to all ow easy mai ntenance and
addi ti onal feature devel opnent. These are not clearly defined during access
for design specification. Hooks frequently allow entry into the code at
unusual points or wthout the usual checks, so they are a serious security
risk if they are not renoved prior to live inplenmentation. Mintenance hooks
are special types of trap doors.

mal i ci ous | ogic

Har dware, software, or firmvare that is intentionally included in a
system for an unaut hori zed purpose; e.g., a Trojan horse.

mandat ory access control (MAC

A neans of restricting access to objects based on the sensitivity
(as represented by a |l abel) of the information contained in the objects and
the formal authorization (i.e., clearance) of subjects to access information
of such sensitivity. Conpare discretionary access control

masquer adi ng

Synonynous w th spoofi ng.

m m cki ng

Synonynous w th spoofi ng.

nmodes of operation

A description of the conditions under which an AI'S functions, based
on the sensitivity of data processed and the cl earance |evels and
aut hori zati ons of the users. Four nodes of operation are authorized:

(1) Dedicated Mde

An AlIS is operating in the dedi cated node when each user
with direct or indirect individual access to the AI'S, its peripherals, renote
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termnals, or renote hosts, has all of the follow ng
a. A valid personnel
clearance for all information on the system
b. Formal access approval for, and has signed
nondi scl osure agreenents for all the information stored and/or processed
(including all compartnents, subconpartnents and/or special access prograns).
c. Awvalid need-to-know for all information
contained within the system

(2) System Hi gh Mde
An AIS is operating in the system hi gh node when each user
with direct or indirect access to the AIS, its peripherals, renote termnals,
or renote hosts has all of the follow ng:
a. A valid personnel clearance for al
i nformation on the AlS.
b. Formal access approval for, and has signed
nondi scl osure agreenments for all the information stored and/or processed
(including all compartnents, subconpartnents, and/or special access prograns).

c. A valid need-to-know for sone of the
informati on contained within the AlS.

(3) Conpartnented Mde

An AlIS is operating in the conpartnented node when each
user with direct or indirect access to the AI'S, its peripherals, renote
termnals, or remote hosts, has all of the follow ng

a. A valid personnel clearance for the nost
restricted informati on processed in the AlS.

b. Formal access approval for, and has signed
nondi scl osure agreenents for that information to which he/she is to have
access.

c. Awvalid need-to-know for that information to
whi ch he/she is to have access.

(4) Miltilevel Mde

An AlIS is operating in the multilevel node when all the
follow ng statenents are satisfied concerning the users with direct or
indirect access to the AIS, its peripherals, renote termnals, or renote
host s:

a. Some do not have a valid personnel clearance
for all the information processed in the Al S.

b. Al have the proper clearance and have the
appropriate formal access approval for that information to which he/she is to
have access.

c. Al have a valid need-to-know for that
information to which they are to have access.

mul til evel device
A device that is used in a manner that permts it to sinultaneously

process data of two or nore security levels without risk of conprom se. To
acconplish this, sensitivity |abels are normally stored on the sane physi cal
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medi um and in the sane form (i.e., nmachine-readabl e or human-readabl e) as the
dat a bei ng processed.

mul til evel secure

A class of systemcontaining information with different
sensitivities that sinultaneously permts access by users with different
security clearances and needs-to-know, but prevents users from obtaining
access to information for which they | ack authorization

mul tilevel security node

See nodes of operation

mul tiple access rights term na

A terminal that may be used by nore than one class of users; for
exanmpl e, users with different access rights to data.

mul ti user node of operation

A node of operation designed for systens that process sensitive
uncl assified information in which users may not have a need-to-know for al
i nformati on processed in the system This node is also for mcroconputers
processing sensitive unclassified informati on that cannot neet the
requi rements of the stand-al one node of operation

mut ual 'y suspi ci ous

The state that exists between interacting processes (subsystens or
prograns) in which neither process can expect the other process to function
securely with respect to sone property.

- N

Nati onal Computer Security Assessnent Program

A program designed to evaluate the interrelationship of enpirica
data of conputer security infractions and critical systens profiles, while
conpr ehensi vely incorporating information fromthe CSTVRP. The assessnent
will build threat and vulnerability scenarios that are based on a collection
of facts fromrelevant reported cases. Such scenarios are a powerful
dramatic, and concise formof representing the value of |oss experience
anal ysi s.
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Nat i onal Conputer Security Center (NCSC)

Oiginally named the DoD Conputer Security Center, the NCSC is
responsi bl e for encouragi ng the wi despread availability of trusted conputer
systens throughout the Federal Governnent.

Nati onal Security Decision Directive 145 (NSDD 145)

Si gned by President Reagan on |7 Septenber 1984, this directive is
entitled "National Policy on Tel ecommuni cations and Automated | nformation
Systens Security." It provides initial objectives, policies, and an
organi zational structure to guide the conduct of national activities toward
saf equardi ng systens that process, store, or conmunicate sensitive
i nformati on; establishes a nechanismfor policy devel opnent; and assigns
i mpl enentation responsibilities.

Nati onal Tel ecommuni cations and I nformation Systens Security Advisory
Menmor anda/ I nstructions (NTISSAM NTI SSI)

NTI SS Advi sory Menoranda and Instructions provide advice,
assi stance, or information of general interest on tel ecommuni cations and
systens security to all applicable federal departnents and agenci es.
NTI SSAMs/ NTI SSI's are pronul gated by the National Mnager for
Tel ecommuni cati ons and Automated | nformati on Systens Security and are
reconmendat ory.

Nati onal Tel econmuni cations and I nformation System Security Directives (NTISSD)

NTI SS Directives establish national-level decisions relating to
NTI SS policies, plans, prograns, systens, or organizational delegations of
authority. NTISSDs are promul gated by the Executive Agent of the Governnent
for Tel econmuni cations and I nformation Systens Security, or by the Chairman of
the NTI SSC when so del egated by the Executive Agent. NTISSDs are bindi ng upon
all federal departnents and agenci es.

need-t o- know

The necessity for access to, know edge of, or possession of specific
information required to carry out official duties.

network front end

A device that inplenents the necessary network protocols, including
security-related protocols, to allow a conputer systemto be attached to a
net wor K.
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NSDD 145
See National Security Decision Directive 145.

-O

obj ect

A passive entity that contains or receives information. Access to
an object potentially inplies access to the information it contains. Exanples
of objects are: records, blocks, pages, segnents, files, directories,
directory trees, and prograns, as well as bits, bytes, words, fields,
processors, video displays, keyboards, clocks, printers, and network nodes.

obj ect reuse

The reassignment and reuse of a storage nedium (e.g., page frane,
di sk sector, magnetic tape) that once contained one or nore objects. To be
securely reused and assigned to a new subject, storage nedia nust contain no
resi dual data (magnetic remanence) fromthe object(s) previously contained in
t he nedi a.

open security environment

An environnment that includes those systens in which at | east one of
the follow ng conditions holds true: (l) Application devel opers (including
mai nt ai ners) do not have sufficient clearance or authorization to provide an
acceptabl e presunption that they have not introduced nmalicious logic. (2)
Configuration control does not provide sufficient assurance that applications
are protected against the introduction of malicious logic prior to and during
t he operation of system applications.

Operations Security (OPSEC)

An anal ytical process by which the U S. CGovernnment and its
supporting contractors can deny to potential adversaries infornmation about
capabilities and intentions by identifying, controlling, and protecting
evi dence of the planning and execution of sensitive activities and operations.
Orange Book

Al ternate name for DoD Trusted Conputer Security Eval uation

Criteri a.

overt channel
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A path within a computer systemor network that is designed for the
aut hori zed transfer of data. Conpare covert channel.

overwite procedure

A stinmulation to change the state of a bit followed by a known
pattern. See nmagnetic renmanence.

-P-

partitioned security node

A node of operation wherein all personnel have the cl earance but not
necessarily formal access approval and need-to-know for all information
contained in the system Not to be confused with conpartnented security node.

passwor d

A protected/ private character string used to authenticate an
identity.
penetration

The successful act of bypassing the security mechani sns of a system

penetration signature

The characteristics or identifying marks that may be produced by a
penetrati on.

penetration study

A study to determne the feasibility and net hods for defeating
controls of a system

penetration testing

The portion of security testing in which the evaluators attenpt to
circunvent the security features of a system The evaluators may be assuned
to use all system design and inplenmentation docunentation, which may include
listings of system source code, manuals, and circuit diagrams. The evaluators
wor k under the sane constraints applied to ordinary users.
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peri ods processing

The processing of various |levels of sensitive information at
distinctly different tinmes. Under periods processing, the system nust be
purged of all information from one processing period before transitioning to
t he next when there are different users with differing authorizations.

per m ssi ons

A description of the type of authorized interactions a subject can
have with an object. Exanples include: read, wite, execute, add, nodify, and
del et e.

personnel security

The procedures established to ensure that all personnel who have
access to sensitive informati on have the required authority as well as
appropri ate cl earances.

physi cal security

The application of physical barriers and control procedures as
preventive neasures or counterneasures against threats to resources and
sensitive information

pi ggyback

Gai ni ng unaut hori zed access to a systemvia anot her user's
| egitimate connection. See between-the-lines entry.

Preferred Products List (PPL)

A list of conmmercially produced equi pnents that neet TEMPEST and
other requirenments prescribed by the National Security Agency. This list is
included in the NSA Information Systens Security Products and Services
Cat al ogue, issued quarterly and avail abl e through the Governnent Printing
Ofice.

print suppression

Elimnating the displaying of characters in order to preserve their
secrecy; e.g., not displaying the characters of a password as it is keyed at
the input term nal
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privileged instructions

A set of instructions (e.g., interrupt handling or special conputer
instructions) to control features (such as storage protection features) that
are generally executable only when the automated systemis operating in the
executive state.

procedural security

Synonynous with administrative security.

process

A programin execution. See domain and subject.

prot ecti on phil osophy

An informal description of the overall design of a systemthat
del i neates each of the protection nechani sns enpl oyed. A conbi nation
appropriate to the evaluation class, of formal and informal techniques is used
to show that the nechani snms are adequate to enforce the security policy.

protection ring

One of a hierarchy of privileged nodes of a systemthat gives
certain access rights to user prograns and processes authorized to operate in
a gi ven node.

protection-critical portions of the TCB

Those portions of the TCB whose normal function is to deal with the
control of access between subjects and objects. Their correct operation is
essential to the protection of the data on the system

protocol s

A set of rules and formats, semantic and syntactic, that permts
entities to exchange information

pseudo-f | aw

An apparent | oophole deliberately inplanted in an operating system
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programas a trap for intruders.

Public Law 100-235 (P.L. 100-235)

Al so known as the Conputer Security Act of 1987, this |law creates a
means for establishing m nimum acceptable security practices for inproving the
security and privacy of sensitive information in federal conputer systens.
This |aw assigns to the National Institute of Standards and Technol ogy
responsibility for devel opi ng standards and gui delines for federal conputer
systens processing unclassified data. The |law also requires establishnent of
security plans by all operators of federal conputer systens that contain
sensitive information

purge

The renoval of sensitive data froman AI'S, Al'S storage device, or
peri pheral device with storage capacity, at the end of a processing period.
This action is performed in such a way that there is assurance proportional to
the sensitivity of the data that the data may not be reconstructed. An AI'S
must be di sconnected from any external network before a purge. After a purge,
t he nmedi um can be decl assified by observing the review procedures of the
respective agency.

-Q

Thi s docunent contains no entries beginning with the letter.

-R

r ead

A fundanmental operation that results only in the flow of information
froman object to a subject.

read access
Perm ssion to read information
recovery procedures
The actions necessary to restore a systenlis conputational capability

and data files after a systemfailure.
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reference nonitor concept

An access-control concept that refers to an abstract machi ne that
nedi ates all accesses to objects by subjects.

reference validati on nmechani sm

An inplenmentation of the reference nonitor concept. A security
kernel is a type of reference validation nechani sm

reliability

The probability of a given systemperformng its m ssion adequately
for a specified period of tinme under the expected operating conditions.

resi dual risk

The portion of risk that remanins after security neasures have been
appl i ed.

resi due

Data left in storage after processing operations are conplete, but
bef ore degaussing or rewiting has taken place.

resource encapsul ation

The process of ensuring that a resource not be directly accessible
by a subject, but that it be protected so that the reference nonitor can
properly nedi ate accesses to it.

restricted area

Any area to which access is subject to special restrictions or
controls for reasons of security or safeguarding of property or material.

ri sk

The probability that a particular threat wll exploit a particul ar
vul nerability of the system

ri sk anal ysis
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The process of identifying security risks, determning their
magni t ude, and identifying areas needing safeguards. Risk analysis is a part
of risk managenent. Synonynous with risk assessnent.

ri sk assessnent

Synonynous with risk anal ysis.

ri sk i ndex

The disparity between the m ni num cl earance or authorization of
system users and the maxi mum sensitivity (e.g., classification and categories)
of data processed by a system See CSC-STD-003-85 and CSC- STD-004-85 for a
conpl ete explanation of this term

ri sk managemnent

The total process of identifying, controlling, and elimnating or
mnimzing uncertain events that may affect systemresources. It includes
risk analysis, cost benefit analysis, selection, inplenmentation and test,
security eval uation of safeguards, and overall security review

-S-

saf eguar ds

See security safeguards.

scavengi ng

Searchi ng through object residue to acquire unauthorized data.

secure configuration managenent

The set of procedures appropriate for controlling changes to a
system s hardware and software structure for the purpose of ensuring that
changes will not lead to violations of the system s security policy.

secure state
A condition in which no subject can access any object in an

unaut hori zed manner

http://www.fas.org/irp/nsa/rainbow/tg004.htm (33 of 45) [11/23/2008 5:14:29 PM]



NCSC-TG-004 [Aqua Book] Glossary of Computer Security Terms [Version 1, 10/21/88]

secure subsystem

A subsystemthat contains its own inplenentation of the reference
nmoni tor concept for those resources it controls. However, the secure
subsyst em nust depend on other controls and the base operating systemfor the
control of subjects and the nore primtive system objects.

security critical nechanisns

Those security nechani sns whose correct operation is necessary to
ensure that the security policy is enforced.

security eval uation

An eval uation done to assess the degree of trust that can be placed
in systens for the secure handling of sensitive information. One type, a
product evaluation, is an evaluation perfornmed on the hardware and software
features and assurances of a conputer product froma perspective that excludes
the application environnent. The other type, a system evaluation, is done for
t he purpose of assessing a systenms security safeguards with respect to a
specific operational mssion and is a major step in the certification and
accreditati on process.

security fault analysis

A security analysis, usually performed on hardware at gate level, to
determ ne the security properties of a device when a hardware fault is
encount er ed.

security features

The security-rel evant functions, nechani snms, and characteristics of
system hardware and software. Security features are a subset of system
security safeguards.

security filter

A trusted subsystemthat enforces a security policy on the data that
pass through it.

security flaw
An error of comm ssion or omission in a systemthat may all ow

protection mechani snms to be bypassed.
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security flow anal ysis

A security analysis perfornmed on a formal system specification that
| ocates potential flows of information within the system
security kernel

The hardware, firmware, and software el enents of a TCB t hat
i npl emrent the reference nonitor concept. It nust nediate all accesses, be
protected fromnodification, and be verifiable as correct.

security | abel

A piece of information that represents the security |evel of an
obj ect .

security |level

The conbi nation of a hierarchical classification and a set of
nonhi erarchi cal categories that represents the sensitivity of information

security neasures

El ements of software, firmmare, hardware, or procedures that are
included in a systemfor the satisfaction of security specifications.

security perinmeter

The boundary where security controls are in effect to protect
assets.

security policy
The set of laws, rules, and practices that regulate how an

organi zati on manages, protects, and distributes sensitive information

security policy node

A formal presentation of the security policy enforced by the system
It must identify the set of rules and practices that regul ate how a system
manages, protects, and distributes sensitive information. See Bell-La Padul a
nodel and formal security policy nodel
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security range

The hi ghest and | owest security levels that are permtted in or on a
system system conponent, subsystem or network.

security requirenents

The types and |l evels of protection necessary for equi pnent, data,
information, applications, and facilities to neet security policy.

security requirenents baseline

A description of mninmumrequirenents necessary for a systemto
mai ntai n an acceptable | evel of security.

security saf eguards

The protective neasures and controls that are prescribed to neet the
security requirenents specified for a system Those saf eguards may i ncl ude
but are not necessarily limted to: hardware and software security features,
operating procedures, accountability procedures, access and distribution
controls, managenent constraints, personnel security, and physical structures,
areas, and devices. Also called safeguards.

security specifications

A detail ed description of the safeguards required to protect a
system

security test and eval uation

An exam nation and analysis of the security safeguards of a system
as they have been applied in an operational environnent to determne the
security posture of the system

security testing

A process used to determ ne that the security features of a system
are inplenmented as designed. This includes hands-on functional testing,
penetration testing, and verification.

sensitive infornation
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Any information, the |oss, msuse, nodification of, or unauthorized
access to, could affect the national interest or the conduct of Federa
prograns, or the privacy to which individuals are entitled under Section 552a
of Title 5 US. Code, but that has not been specifically authorized under
criteria established by an Executive order or an act of Congress to be kept
classified in the interest of national defense or foreign policy.

sensitivity | abel

A piece of information that represents the security |evel of an
object. Sensitivity labels are used by the TCB as the basis for nmandatory
access control decisions.

sinmple security condition

See sinple security property.

sinple security property

A Bell-La Padul a security nodel rule allowi ng a subject read access
to an object only if the security |evel of the subject dom nates the security
| evel of the object. Synonynous with sinple security condition

singl e-1 evel device

An automated information systens device that is used to process data
of a single security level at any one tine.

Sof t war e Devel opnent Met hodol ogi es

Met hodol ogi es for specifying and verifying design prograns for
system devel opnent. Each nethodology is witten for a specific conputer
| anguage. See Enhanced Hi erarchi cal Devel opnent Met hodol ogy, For nal
Devel opnment Met hodol ogy, Gypsy Verification Environment and Hi erarchica
Devel opment Met hodol ogy.
software security

General purpose (executive, utility or software devel opnent tools)
and applications progranms or routines that protect data handl ed by a system

software systemtest and eval uati on process

A process that plans, devel ops and docunents the quantitative
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denmonstration of the fulfillnment of all baseline functional performance,
operational and interface requirenents.
spoofi ng

An attenpt to gain access to a system by posing as an authori zed
user. Synonynous W th inpersonating, masqueradi ng or.m m cki ng.

stand- al one, shared system

A systemthat is physically and electrically isolated fromall other
systens, and is intended to be used by nore than one person, either
simul taneously (e.g., a systemwith multiple termnals) or serially, with data
bel ongi ng to one user remaining available to the system while another user is
using the system (e.g., a personal conputer w th nonrenpovabl e storage nedi a
such as a hard disk).

st and- al one, singl e-user system

A systemthat is physically and electrically isolated fromall other
systens, and is intended to be used by one person at a tine, with no data
bel onging to other users remaining in the system(e.g., a personal conputer
wi th renovabl e storage nedia such as a floppy disk).

star property

See *-property, page 2.

State Delta Verification System

A system designed to give high confidence regardi ng m crocode
performance by using fornul ae that represent isolated states of a conputation
to check proofs concerning the course of that conputation

state variable
A variable that represents either the state of the systemor the

state of sone system resource.

st or age obj ect

An object that supports both read and wite accesses.
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Subcommi ttee on Autonmated Information Systens Security (SAlSS)

NSDD- 145 aut hori zes and directs the establishment, under the NTI SSC,
of a permanent Subconmittee on Automated Information Systenms Security. The
SAISS is composed of one voting nenber from each organi zati on represented on
t he NTI SSC.

Subcommri ttee on Tel econmuni cations Security (STS)

NSDD- 145 aut hori zes and directs the establishment, under the NTI SSC
of a permanent Subconmittee on Tel ecommuni cations Security. The STSis
conposed of one voting nmenber from each organi zati on represented on the
NTI SSC.

subj ect

An active entity, generally in the formof a person, process, or
device, that causes information to flow anong objects or changes the system
state. Technically, a process/domain pair.

subj ect security |evel

A subjects security level is equal to the security |level of the
objects to which it has both read and wite access. A subjects security |evel
nmust al ways be domi nated by the clearance of the user with which the subject
i s associ at ed.

supervi sor state

Synonynous Wi th executive state.

Syst em Devel opnent Met hodol ogi es

Met hodol ogi es devel oped through software engi neering to nanage the
conmpl exity of system devel opnent. Devel opnent net hodol ogi es i nclude software
engi neering aids and high-level design analysis tools.

system hi gh security node

See nodes of operation

systemintegrity
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The quality that a system has when it perforns its intended function
in an uninpaired manner, free fromdeliberate or inadvertent unauthorized
mani pul ati on of the system

system | ow

The | owest security |evel supported by a systemat a particular tine
or in a particular environnent.

System Security Oficer (SSO

See Information System Security O ficer

Systens Security Steering G oup

The seni or governnent body established by NSDD- 145 to provide
top-1level review and policy guidance for the tel econmunications security and
automat ed i nformation systens security activities of the U S. Governnent.
This group is chaired by the Assistant to the President for National Security
Affairs and consists of the Secretary of State, Secretary of Treasury, the
Secretary of Defense, the Attorney General, the Director of the Ofice of
Managenent and Budget, and the Director of Central Intelligence.

-T-

t anperi ng

An unaut horized nodification that alters the proper functioning of
an equi pment or systemin a manner that degrades the security or functionality
it provides.

techni cal attack

An attack that can be perpetrated by circunventing or nullifying
har dwar e and software protection nechani sns, rather than by subverting system
personnel or other users.

technical vulnerability

A hardware, firmnare, conmmunication, or software flaw that | eaves a
comput er processing systemopen for potential exploitation, either externally
or internally, thereby resulting in risk for the owner, user, or nmanager of
the system
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TEMPEST

The study and control of spurious electronic signals emtted by
el ectrical equi pnent.

termnal identification

The nmeans used to uniquely identify a termnal to a system

t hr eat

Any circunstance or event with the potential to cause harmto a
systemin the formof destruction, disclosure, nodification of data, and/or
deni al of service.

t hreat agent

A nethod used to exploit a vulnerability in a system operation, or
facility.

t hreat anal ysis

The exam nation of all actions and events that m ght adversely
affect a system or operation.

t hreat nonitoring

The anal ysis, assessnment, and review of audit trails and other data
collected for the purpose of searching out systemevents that nmay constitute
violations or attenpted violations of system security.

ticket-oriented

A conputer protection systemin which each subject nmaintains a |ist
of unforgeable bit patterns, called tickets, one for each object the subject
is authorized to access. Conpare |ist-oriented.

ti me- dependent password

A password that is valid only at a certain tinme of day or during a
specified interval of tine.
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top-1evel specification

A nonprocedural description of system behavior at the nost abstract

| evel; typically, a functional specification that omts all inplenmentation
detail s.
tranquility

A security nodel rule stating that the security |evel of an object
cannot change while the object is being processed by an Al S.

trap door

A hidden software or hardware nechanismthat can be triggered to

permt system protection nmechanisns to be circunvented. It is activated in
sonme i nnocent-appearing manner; e.g., a special "random key sequence at a
termnal. Software devel opers often introduce trap doors in their code to

enable themto reenter the systemand performcertain functions. Synonynous
wi th back door.

Troj an horse

A conputer programw th an apparently or actually useful function
that contains additional (hidden) functions that surreptitiously exploit the
| egitimate authorizations of the invoking process to the detrinent of security
or integrity.

trusted conputer system

A systemthat enploys sufficient hardware and software assurance
nmeasures to allow its use for sinultaneous processing of a range of sensitive
or classified information.

Trusted Conputing Base (TCB)

The totality of protection nmechanisnms within a conmputer system
i ncludi ng hardware, firmmvare, and software, the conbination of which is
responsi ble for enforcing a security policy. A TCB consists of one or nore
conmponents that together enforce a unified security policy over a product or
system The ability of a TCB to enforce correctly a unified security policy
depends solely on the nechanisns within the TCB and on the correct input by
system adm ni strative personnel of paranmeters (e.g., a user's clearance |evel)
related to the security policy.

trusted distribution
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A trusted nmethod for distributing the TCB hardware, software, and
firmvare conmponents, both originals and updates, that provides nethods for
protecting the TCB from nodification during distribution and for detection of
any changes to the TCB that may occur.

trusted identification forwarding

An identification nmethod used in networks whereby the sendi ng host
can verify that an authorized user on its systemis attenpting a connection to
anot her host. The sending host transmts the required user authentication
information to the receiving host. The receiving host can then verify that
the user is validated for access to its system This operation may be
transparent to the user.

trusted path

A mechani sm by which a person at a term nal can conmunicate
directly with the TCB. This mechanismcan only be activated by the person or
the TCB and cannot be imtated by untrusted software.

trusted process

A process whose incorrect or malicious execution is capable of
viol ating system security policy.

trusted software

The software portion of the TCB.

untrusted process

A process that has not been eval uated or exam ned for adherence to
the secuity policy. It may include incorrect or malicious code that attenpts
to circunvent the security nechani sns.

user
Person or process accessing an AlS either by direct connections
(i.e., via termnals), or indirect connections (i.e., prepare input data or

receive output that is not reviewed for content or classification by a
responsi bl e individual).
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user ID

A uni que synbol or character string that is used by a systemto
identify a specific user
user profile

Patterns of a user's activity that can be used to detect changes in
normal routines.

- V-

verification

The process of conparing two |evels of system specification for
proper correspondence (e.g., security policy nodel with top-Ieve
speci fication, top-level specification with source code, or source code with
obj ect code). This process may or may not be automated.

Vi rus

A sel f-propagating Troj an horse, conposed of a m ssion conmponent, a
trigger conponent, and a self-propagating conponent.
vul nerability

A weakness in system security procedures, system design

i npl ementation, internal controls, etc., that could be exploited to violate
system security policy.

vul nerability anal ysis

The systematic exam nation of systens in order to determne the
adequacy of security neasures, identify security deficiencies, and provide
data fromwhich to predict the effectiveness of proposed security measures.
vul nerabi l ity assessnent

A nmeasurenent of vulnerability which includes the susceptibility of

a particular systemto a specific attack and the opportunities available to a
threat agent to mount that attack

-W
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wor k factor

An estimate of the effort or tinme needed by a potential penetrator
with specified expertise and resources to overconme a protective neasure.

wite
A fundanmental operation that results only in the flow of infornmation

froma subject to an object.

wite access

Perm ssion to wite to an object.

-X Y, Z-

Thi s docunent contains no entries beginning with the letters X, Y, or Z
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