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1. | NTRODUCTI ON

1.1 Pur pose

The Trusted Conputer System Evaluation Criteria (TCSEC) is
the standard used for evaluating the effectiveness of security controls built
into Automated Data Processing (ADP) systens. The TCSEC is divided into four
divisions: D, C, B, and A ordered in a hierarchical manner, with the highest
division (A) being reserved for those systens providing the best avail able
| evel of assurance. Wthin Divisions Cthrough A are a nunber of
subdi vi si ons known as cl asses, which are also ordered in a hierarchica
manner to represent different levels of trust in these classes.

Desi gn Docunentation is a TCSEC requi renent for classes Cl
and above. The purpose of this guideline is to provide devel opers of trusted
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comput er systens with guidance in understanding and neeting the design
docunent ati on requirenments contained in the TCSEC. To acconplish this, the
gui del i ne addresses two goals. First, the guideline increases the vendors
awar eness of the inportance of design docunentation to the security of their
system t hroughout the systemlife-cycle. Second, the guideline fornms an
initial basis of understanding between the vendor and eval uator conmmunities
concerning what is expected by the evaluation teamin the review process and
del i verabl es for design docunentation.

Any exanples in this docunent are not to be construed as
the only inplementation that will satisfy the TCSEC requi renent. The exanpl es
are merely suggested inplenentations. The reconmendations in this docunment
are also not to be construed as supplenentary requirenents to the TCSEC. The
TCSEC is the only netric against which systens will be eval uat ed.

This guideline is part of the Technical Guidelines Program
to provide hel pful guidance on TCSEC i ssues and the features they address.

1.2 Scope

Desi gn Documentation is a TCSEC requirenent for classes Cl
through Al. It is one of the four types of docunentation required by the
TCSEC. The other three docunentation requirenents are for a Trusted
Facility Manual (TFM, Security Features Users Guide (SFUG, and Test Pl an
Docunentation. The role of Design Docunentation is to identify and describe
the Trusted Computing Base (TCB) and its security features. Only Design
Docunentation for the TCB is required to neet the TCSEC requirenents, but it
is strongly recomended that design docunentation exist for the entire
system  Throughout this docunent, the word systemw ||l be used as the object
of design docunentation to include the TCB and the untrusted portions of the
system However, it should be enphasized that the TCSEC requirenments are
based solely on the design docunentation of the TCB

Desi gn Docunent ati on assists vendors during the system
life-cycle by thoroughly defining the policies that the systemenforces. It
al so provides the material by which the eval uator can assess whether, and to
what degree, the design intent was carried into the inplenmentation. The
desi gn docunentation is intended to guide the inplenentation of the product;
it is not intended nerely as an abstract phil osophical exercise conpletely
divorced fromthe "real" product.

Desi gn docunentation al so increases the devel oper's |eve
of understanding of the system It should facilitate the correct
i npl enentati on of the intended behavior and features of the system This
gui deline will discuss design docunentation and its features as they apply to
conmput er systens and products that are being built with the intention of
meeting the requirenents of the TCSEC.

1.3 Control Qnjective

Each of the TCSEC requirenents serves to ensure that one
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of the three basic control objectives for trusted conputing - security policy,
accountability, and assurance - are satisfied. Throughout the system
life-cycle, design docunentation aids in attaining the third objective,
assurance, by helping to "substantiate clainms for the conpl eteness of access
nmedi ati on and degree of tanper resistance." [5]

The TCSEC gives the follow ng as the Assurance Contr ol
hj ecti ve:

"Systens that are used to process or handl e
classified or other sensitive informati on nust be designed to guarantee
correct and accurate interpretation of the security policy and nust not
distort the intent of that policy. Assurance nust be provided that correct
i npl ement ati on and operation of the policy exists throughout the system s
life-cycle."[5]

Desi gn docunentation plays an inportant role in providing
this |ife-cycle assurance. It denonstrates that correct inplenentation and
enforcenent of the systenmls security policy exists throughout the systems
life-cycle. As it relates to this control objective, design docunentation
facilitates the efforts of vendors and system devel opers in nodifying and
mai ntai ni ng the systemthroughout its life-cycle, w thout conprom sing the
trustworthi ness of the system

In addition, design docunentation serves as a usefu
training tool. Design docunentation presents a technical history of the
system containing docunentati on on past changes to the systemas well as the
current system It can be used in the training of new systens programers and
har dware engineers to famliarize themwth the system

2. OVERVI EW OF DESI GN DOCUMENTATI ON PRI NCI PLES

Desi gn docunentation is a requirenent for TCSEC cl asses Cl1 and
above. It provides a neans of communicating the design of a systemto
devel opers that enables themto conprehend the design principles of the system
and to make changes or upgrades to the system w thout conpronm sing the
trustworthiness of the system The information contained in the design
docunent ati on provides a rationale as to why a systemis designed as it is and
whet her changes to the systemwill alter the intent of the design

Desi gn documentation plays an inportant role in the life-cycle
mai nt enance of a system and shoul d not be viewed as a burden to system
devel opnent. This docunent should hel p devel opers understand the inportance
of design docunentation in the life-cycle of conputer systens, as well as to
t he mai ntenance of trust in these systens. Devel opers should recognize the
i nportance of neeting the purpose and intent of the TCSEC design
docunentation requirenents as opposed to neeting themin a strictly
nmechani cal fashion

2.1 Pur pose of Design Docunentation

The primary purpose of design docunentation is to define
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and describe the properties of a system As it relates to the TCSEC, design
docunent ati on provi des an expl anation of how the security policy of a system
is translated into a technical solution through the TCB hardware, software,
and firnmnare.

Desi gn docunentation explains the systemis protection
mechani sns so that the effect a change may have on the security of the system
can be evaluated prior to a change being perforned. It relates the TCSEC
requirenments to the architecture of a system and gui des the inplenentation of
t he system under devel opnment. Conpl ete docunentation ensures that the vendor
has an understandi ng of what elenents of the systemare protection critical.
Desi gn document ati on explains the system design to the vendor's devel opnment
team and enabl es the devel opers to understand the design of the system wel
enough to maintain the systemand to perform any necessary changes to it
W t hout adversely affecting the trustworthiness of the system In addition
t he desi gn docunentation assists the evaluators by providing themwth a
vehi cl e by which the conpl eteness and correctness of the inplementation can
be assessed.

2.2 Design Docunentation Devel opnent for Eval uation

Devel opers shoul d incorporate the design docunentation
requirements into the system devel opnent process. A plan that addresses each
desi gn docunment ati on requi rement shoul d be devel oped early in the devel opnent
phase and shared with the National Conputer Security Center evaluators to
ensure the thoroughness of the docunentation

3

Iterative devel opnent of the design docunentation is the
key to minimzing vendor and evaluator efforts during the eval uation process.
Vendors shoul d precede their design docunentation with the submttal of an
outline of the design docunentation to the evaluators. This outline should
contain, anong other things, a statenent of purpose and the intended audi ence
of the design docunentation. Then, through a process of draft submttal,
eval uator comrents and requests for additional information, and draft revision
t he desi gn docunentation requirenents will be net. This guideline should
expedite this process by bringing the vendor's first drafts closer to
eval uat or expectations and by facilitating convergence between vendor product
and eval uator expectations. |If vendors establish a dialogue with evaluators
early in the design docunentation devel opment and solicit their comments on
early and subsequent drafts of the design docunentation, both vendors and
evaluators will save a great deal of time and effort in conpleting the
eval uati on process.

2.3 Level of Detail of Design Docunentation
The level of detail of design docunentation will determ ne
its useful ness and adequacy in neeting the TCSEC requirenents, as well as its

useful ness to the vendor in the devel opnent and mai nt enance of the system
For evaluators, the level of detail of the design docunentation is reviewed
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to ensure that the system devel oper understands the design of the system well
enough to nmake changes or upgrades to the system w t hout conprom sing the
trustworthiness of the system Design docunentation also ensures that the
devel oper understands the overall security concepts that are required to be
part of the systemdesign. How well the security properties of the system
are docunmented, and how this information is integrated into the design
docunentation will determ ne whether or not the level of detail of the design
docunentation is sufficient in nmeeting the TCSEC requirenents.

The design docunentation shall be detailed enough to serve
as a useful tool for vendor maintenance of the systemand shall clearly
i ndi cate what el ements of the design inpact the trustworthiness of the system
One purpose behind design docunentation is to assist vendors in maintaining
the system and should not present a burden to the vendor in terns of quantity
or detail. A good rule of thunb is that the | evel of detail of design
docunent ati on should be sufficient to permt an individual with a degree in
Conput er Science, Electrical Engineering, or the equivalent with know edge and
skills in progranmm ng, hardware, or firmnvare devel opnment to understand the
system desi gn and be able to design system nodifications w thout adversely
af fecting trustworthiness of the system

2.4 Level of Effort for Meeting the Requirenents

The | evel of effort necessary for devel oping satisfactory
desi gn docunentation has historically been underestinated because the intent
and inplications of the TCSEC requirenments for design docunentation have
sel dom been conpl etely understood. An inportant factor to consider when
deciding on an appropriate |level of effort is the inportance of the design
docunent ati on t hroughout the systemlife-cycle. WIlIl structured design
docunmentation that is carefully planned and devel oped will nake it easier to
understand the design of the system

5

The | evel of effort necessary for a vendor to neet the
desi gn docunentation requirenents varies fromsystemto system The |evel of
effort generally will depend upon the necessary |evel of detail, which depends
upon the class of evaluation and the conplexity of the system being eval uat ed.
The requirenments for TCSEC classes Cl and C2 nay be net by sinply follow ng
good engi neering docunentation practices, but as the TCSEC cl ass | evel
i ncreases, so does the level of detail and effort necessary for neeting the
TCSEC requi renents.

In terms of quantity, the I ength of design docunentation
at the higher classes has been found to be roughly conparable in bulk to the
source listings of the overall system |In general, producing the design
docunent ati on may require several man nonths to a man year of system
devel opnent tine at Classes Cl and C2, and up to several nan years at the
hi gher classes. Although devel opi ng desi gn docunentation for a system may be
time consumng, this time will be anply rewarded by the ease of system
mai ntainability during its life-cycle.
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2.5 Format of Design Docunentation

The format and style for each vendor's design
docunmentation is specific to that vendor, and to suggest a specific fornmat
woul d restrict vendors in devel oping their design docunentation. Although
this guideline addresses distinct requirenments for design docunentation, it
shoul d not be assuned that separate docunents are necessary to neet each
requirement. Indeed, the design docunmentation shall address each of the
requirements, but it is acceptable for evaluators to be pointed to a nunber of
docunments to address a specific requirement. Also, graphics serve as a useful
adj unct to design docunentation, although not sufficient alone to neet the
TCSEC requi rement for design docunentation. Devel opers may choose to use
graphics to describe a systemin addition to other design docunentation

Di fferences anong conputer system architectures, designs,
and i npl enent ati on approaches nake devel oping a standard format for design
docunent ati on i nadvisable. In addition, the format of design docunentation
for one systemmay be totally inappropriate for neeting another systens
needs. The format chosen by the vendor for presenting the design
docunentati on may be influenced by busi ness concerns other than expeditious
security evaluation. Different design docunentation formats present different
advant ages and chal l enges to evaluators and different advantages and costs to
vendors that shoul d be wei ghed.

A system s design nmay be evolutionary, resulting from
i nprovenents that build upon an initial version. Maintaining docunentation
on a systemin a rel ease/update form nmay be convenient for a devel oper.
However, it is difficult for new devel opers and life-cycle personnel to gain
an understanding of the overall systemarchitecture from docunentation that
descri bes the systemin chronol ogi cal ternms through systemrel eases and
updates. To be useful, these updates shall be incorporated into the design
docunentation, and the design docunentation shall be presented as a conplete
description of the system and not the initial description plus supplenental
sections descri bing changes.

5
3. MEETI NG THE CRI TERI A REQUI REMENTS

This section lists the TCSEC requirenents for design docunentation
at each class. Al of these requirenents have been extracted fromthe TCSEC
desi gn docunentation requirenents and include explicit and inplicit design
docunentati on requirenments, where necessary. Each nunbered requirenent is
referenced in the discussions that followin Sections 6 and 7 of this
docunment. This section serves as a quick reference for TCSEC cl ass
requirenments.

As the TCSEC eval uation class level increases, it is inplicitly

required that the design docunentation be nore detailed. This is due to an
i ncrease in assurance required at the higher classes, as well as the
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i ntroduction of new features at the higher classes that need to be
docunent ed, for exanple, |abeling, auditing.

3.1 The Cl1 Design Docunentation Requirements??

Requi renment 1

Descri be the phil osophy of protection

Requi rement 2
is translated into the TCB

Descri be how t he phil osophy of protection
Requi rement 3 - Describe how the TCB is nodul arized (if
nodul ar) .

Requi rement 4 - Describe all interfaces between the TCB
nodul es (if nodul ar).

Requi renment 5 - Describe how the TCB protects itself.

Requirement 6 - Provide a statenent of the system security
policy.

3.2 The C2 Design Docunentation Requirenents

No new requirenents have been added at the C2 cl ass.

3.3 The Bl Design Documentati on Requirenments??

Requirement 7 - Provide an informal or a formnal
description of the security policy nodel enforced by the TCB

Requi rement 8 - Explain the sufficiency of the security
policy nodel to enforce the security policy.

Requirenment 9 - ldentify and describe the TCB protection
mechani sns.

Requi rement 10 - Explain how the TCB nechani snms satisfy
the security policy nodel.

7
3.4 The B2 Design Docunentation Requirenents
Requi rement 11 - Describe how the TCB i s nodul ari zed.

Requi rement 12 - Describe all of the interfaces between
t he TCB nodul es.

Requi rement 13 - Provide a formal description of the
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security policy nodel

Requi renment 14 - Prove the sufficiency of the security
policy nodel to enforce the security policy.

Requi rement 15 - Show that the Descriptive Top Level
Specification (DTLS) is an accurate description of the TCB interface.

Requi renment 16
Ref erence Mbonitor Concept.

Descri be how the TCB i npl enents the

Requi rement 17 - Describe why the reference nonitor is
t anmper resistant.

Requi renment 18 - Descri be why the reference nonitor cannot
be bypassed.

Requi rement 19 - Describe why the reference nonitor is
correctly inplenented

Requi rement 20 - Describe how the TCB is structured to
facilitate testing.

Requi rement 21 - Describe howthe TCB is structured to
enforce | east privilege.

Requi renment 22 - Present the results and net hodol ogy of
t he covert channel anal ysis.

Requi rement 23 - Describe the tradeoffs involved in
restricting covert channels.

Requi rement 24 - ldentify all auditable events that may be
used in exploitation of known covert storage channels.

Requi rement 25 - Provide the bandw dths of known covert
storage channel s whose use is not detectable by auditing nechanisns.

3.5 The B3 Desi gn Docunentation Requirenents

Requi rement 26 - ldentify all auditable events that may be
used in exploitation of known covert tim ng channels.

Requi rement 27 - Provide the bandw dths of known covert
ti m ng channel s whose use is not detectable by auditing nechani sns.

Requi rement 28 - Describe how the system conplies with
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addi tional B3 systemarchitecture requirements, for exanple, mninml TCB and
| ayering.

Requi renment 29 - Informally show consistency of the TCB
i npl ementation (in hardware, firmvare, and software) with the DTLS.

Requi renment 30 - Informally show correspondence between
el enents of the DILS and el enents of the TCB.

Requi rement 31 - Informally show consi stency of the DTLS
with the nodel

3.6 The Al Design Docunentati on Requirenents

Requi rement 32 - Informally show consi stency of the TCB
i npl emrentation with the Formal Top Level Specification (FTLS)

Requi rement 33 - Informally show correspondence between
el enents of the FTLS and el enents of the TCB

Requirement 34 - Clearly describe hardware, software, and
firmvare internal to the TCB that is not dealt with in the FTLS.

Requirement 35 - Informally or formally show consi stency
of the FTLS with the nodel.

Requi rement 36 - Informally show correspondence between
the FTLS and t he DTLS.

9
4. COVPONENTS OF DESI GN DOCUMENTATI ON?

Desi gn docunent ati on descri bes why a systemis trusted, how this
trust is achieved, the nechanisnms which provide the trust, and the rel evant
i nformati on that makes proper mai ntenance of a system possible. Design
docunent ati on at TCSEC class Cl | ays the foundation for trusted systens by
defining the philosophy of protection of a system As the TCSEC cl asses
i ncrease, the level of detail and the quantity of information contained in
t he desi gn docunentation shall also increase. The follow ng sections discuss
desi gn docunentation and its role in describing the security policy of the
system the protection nmechanisns of the system and the specific
requi rements concerning covert channels.

4.1 Docunenting The Security Policy

The design and devel opment of any trusted system from
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TCSEC class Cl1 to Al, is based upon a phil osophy of protection that shall be
described in the design docunentation (Requirenment 1). Design docunentation
expl ains and defines the phil osophy of protection by describing how a system
provides trust. Trust in conmputer systens is provided by the protection
nmechani sns contained within the TCB, such as discretionary access controls and
identification and authentication mechani sms. These and all of the TCB
mechani sns and their functions shall be described in the design docunentation
In addition, the systemsecurity policy, i.e., what is being accessed by whom
or fromwhat, shall also be described in the design docunentation (Requirenent
6) .

In order to describe how a systemis trustworthy, the
desi gn docunentation shall describe how the phil osophy of protection is
translated into the TCB (Requirenment 2) and how it is supported by the TCB
protecti on nechani sns. The desi gn docunentation shall first define the
boundari es of the system and shall describe the parts of the systemthat are
security relevant and the parts that are not. Rationale shall be presented
that those portions of the systemwhich are clained to be outside of the TCB
are really outside. The proper identification of these parts is inmportant to
t he mai ntenance of security in the system because it is necessary to know when
a change to the systemw || affect the TCB i npl enentation, and possibly
violate the security policy of the system

At the higher TCSEC cl asses, the description of the
phi | osophy of protection evolves into a nore structured description of how a
system provides trust. At TCSEC class Bl, this phil osophy of protection shal
be presented as an informal or formal security policy nodel in the design

docunentation (Requirement 7). This security policy nodel shall informally or
formally define the subjects, objects, nodes of access, and the security
properties of the system In addition, the nodel shall define the initial

state of the system a secure state of the system and the way in which the
system progresses fromone state to the next. An informal security policy
nodel may be presented in a natural |anguage, for exanple, English. An
expl anati on shall be provided denonstrating that the informal nodel is
sufficient to enforce the security policy (Requirenment 8).

11

At TCSEC class B2, a formal security policy nodel shal
exi st (Requirenent 13). |In addition to the Bl requirenents, the fornal
security policy nodel shall contain: a set of security properties that
captures the security policy, an abstract description of the operations
performed by the TCB, and a rigorous argunment through the use of predicate
cal culus that the description is consistent - internally consistent, that is,
is not self-contradictory. The nodel shall include a proof that if the
initial state of the systemsatisfies the definition of a "secure" state and
if all assunptions of the nodel are satisfied, then all future states of the
systemwi || be secure.

A security policy nodel provides assurance that the system

has been designed to enforce the security policy and provides a basis for the
TCB i npl enentation. As a nmeans of increasing assurance, the design
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docunent ati on shall show that the security policy nodel is sufficient to
enforce the security policy of the system (Requirenment 8). At TCSEC cl ass Bl,
it shall be sufficient to showthis in a natural |anguage, e.g., English, but
at class B2, this sufficiency of the security policy nodel shall be shown

t hrough a formal proof (Requirenent 14). The design docunentation shal
provi de a mapping of the security properties to the security policy. This
sufficiency shall be denonstrated by describing how all aspects of the
security policy are addressed by the security policy nodel.

An exanple of a formal security policy that enforces the
DoD security policy is the Bell-La Padula nodel [1]. Although the Bell-La
Padul a security policy nodel supports the DoD security policy, it is inportant
to realize that this does not nean that the Bell-La Padul a nodel nobdel can be
directly used for all systens. The Bell-La Padul a nodel, when used with
different systens, will need to be representative of the system

At TCSEC cl ass B2, the TCSEC design specification and
verification requirenent calls for a descriptive top | evel specification
(DTLS) of the TCB to be maintained to provide docunentary evidence of how the
formal security policy nodel is inplenmented through the TCB interface. The
DTLS provi des evaluators with a better understanding of the inplenentation of
the reference nonitor and provi des mai ntenance personnel with the necessary
docunentation to correct, nodify, or augnment the TCB wi thout destroying the
TCB' s cohesiveness and internal consistency. The description of the TCB
shoul d contain a description of the services and functions provided by the
TCB and how they are invoked. For exanple, for UN Xl-based systens, the DTLS
may be based upon enhanced manual pages. The manual pages shall include
enough information to satisfy the design specification and verification
requirenment that the TCB be described in "terns of exceptions, error
nmessages, and effects.”"[5] These individual manual sections should be
acconpani ed by detailed section headers which clearly explain the security
concepts and entities referenced within each section. The design
docunent ati on shall denonstrate that the DILS is an accurate description of
the TCB interface (Requirenment 15). It should do this by accurately and
conpl etely describing the DILS in relation to the TCB interface.

The desi gn docunentation shall be used to test against the
TCB to, "denonstrate that the TCB inplenentation is consistent with the
descriptive top level specification.” [5] The design docunentation shal
describe how the TCB is structured to facilitate this testing (Requirenent
20) .

1 UNIX is a trademark of AT&T Bell Labs
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At TCSEC cl ass B3, the design docunentation shal
informal |y show consi stency of the TCB hardware, firmwvare, and software
i npl emrentation with the DILS as well as showi ng correspondence between
el enents of the DTLS and el enents of the TCB (Requirenents 29, 30). The goa
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of these two requirenents is to ensure that the mappi ng between the TCB and
DTLS is conplete, easily understandabl e, unanbi guous, and one-to-one between
el ements of the TCB inplenentation and el enents of the DILS. The |evel of
detail of this mapping should be sufficient for any inconsistency to be
obvious to nenbers of the vendor's devel opnent team throughout the system
life-cycle.

Al so at TCSEC cl ass B3, the design docunentation shal
provide a mapping fromthe DILS to the TCB i npl ementati on (Requirenent 30).
Thi s mappi ng shoul d denonstrate that all elements that were specified were,
in fact, inplenented, and that any code that appears which is not specified
directly nerely reflects inplenentation detail; that there are no new,
unspecified, user interfaces inplemented. Wth this mapping, the design
docunentation shall describe all areas of correspondence between el enents of
the DTLS and el enments of the TCB. For exanple, the mapping nay be pointers
in the DTLS description to source code nodul es of the TCB inpl enentation.

The addition of the design specification and verification
requi rement of a mapping between the DILS and the formal security policy
nodel conpletes the evidence fromthe security policy to inplenentation. The
entities of the nodel shall be shown to correspond to the el enents of the
DTLS (Requirement 31). This correspondence provides assurance that the
security properties that are proven in the formal nodel are accurately
reflected in the inplenentation.

At TCSEC cl ass Al, the mapping shall be fromthe form
top level specification (FTLS) to the TCB (Requirenents 32, 33). In addition
the mapping to the nodel shall be fromthe FTLS (Requirenent 35). These
changes reflect the introduction of an FTLS requirenent in the design
specification and verification requirenents at Al. The design docunentation
shal | describe how the FTLS accurately represents the TCB interface. The
har dwar e/ fi rmnar e conponents of the TCB, such as mapping registers and direct
menory access input/output (1/0O conponents, that are directly or indirectly
visible at the TCB interface shall be described in the design docunentation.
As stated previously, the goal of these requirenents is to ensure that the
mappi ng between the elenents of the TCB i npl enentation and the FTLS are
conpl ete, easily understandabl e, unanmbi guous, and one-to-one.

Al t hough t he TCSEC desi gn docunentati on requirenent
changes at class Al to require a mapping fromthe FTLS to the TCB, a DILS is
still required for class Al systens. At TCSEC class Al, the DILS serves to
augnent the FTLS by conpleting the description of the TCB in an i nformal
| anguage and by providing the conceptual glue to the specification of the
reference nonitor nmechani smand the other TCB conmponents. Since there is an
explicit requirenment at class Al that both the FTLS and DTLS correspond to the
formal security policy nodel, the DILS and the FTLS nust correspond
(Requirenent 36). At TCSEC class Al, "the FTLS and DTLS may be two separate
docunents, or they nay be conbined into a Conplete Top Level Specification
(CTLS). In a CILS, the FTLS and DTLS portions (shall) be separately
identifiable. The CTLS (shall) be a conplete and accurate description of the
TCB, and it (shall) be sufficiently well conmmented/ annotated so that it can be
easily understood with little or no know edge of fornal specifications."[8]
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13

It is recognized that not all of the TCB internals are
able to be specified within the FTLS. For the hardware, firmware, and
software internal to the TCB, but not dealt with in the FTLS, the design
docunentation shall describe themin conplete, clear, and careful detai
(Requi renent 34).

4.2 Docunenting TCB Protecti on Mechani sns??

As part of the description of the philosophy of protection
and how it translates into the TCB, the design docunentation shall include
expl anations of the security services offered by the TCB software, hardware,
and firmvare nmechanisnms froma systemlevel view (Requirenent 2). At TCSEC
class Cl, the design docunmentation for these protection mechani sns shal
i ncl ude how the nechani sns protect the TCB fromtanpering (Requirenents 5).
The description of why the TCB is tanper resistant is an inportant
requirement for all of the TCSEC cl asses. This design docunentation
requi rement supports the TCSEC class Cl1 system architecture requirenment which
calls for the TCB to nmaintain a donmain that inplenments the reference nonitor
concept that, "protects it fromexternal interference or tanpering“[5]. The
nmechani sns described in this section of the design docunentation include
thi ngs such as Discretionary Access Control (DAC) and identification and
authentication (1&A) nechanisns. For exanple, the design docunentation shal
descri be the DAC enforcenent mechani smand how it controls discretionary
access between naned users or groups and naned objects within the ADP system

As it relates to identification and authentication, the design docunentation
shal | describe how users are identified to the TCB and t he nechani smthat
authenticates the user's identity. Furthernore, the design docunentation
shal | describe how the TCB protects the authentication data. To ensure that
t hese nmechani sns have not failed in any way, hardware and software mechani sns
shall exist to periodically validate the correct operation of the on-site
hardware and firmvare el enments of the TCB. These systemintegrity mechani snms
shall also be described in the design docunentation

At TCSEC cl ass Bl1l, the design docunentation shall identify
and provide descriptions of the TCB protection mechani snms (Requirenment 9).
This docunentation is required to provide the additional assurance required
at TCSEC class Bl. In nost cases, these TCB protection nmechani snms at TCSEC
class Bl may be the sane protection nechani snms that were described in TCSEC
class Cl, but at class Bl, the description of these nmechani sns shall describe
how t hey support the additional system architecture requirenent for process
i solation. Process isolation nmechanisns that prevent untrusted subjects from
directly accessing separate address spaces are introduced at TCSEC cl ass Bl
and shall be described in the design docunentation. The design docunentation
shall also show that all of the security services required by the security
policy nodel are provided by the TCB nechani sns (Requirenment 10).

14
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At TCSEC cl ass B2, the design docunentation shall describe
how t he TCB protection nmechanisns inplenent the reference nonitor concept,
i.e., is nonbypassable, always invoked, and small enough to be anal yzed
(Requirenent 16). The design docunentation requirenent should denonstrate how
the reference validation nmechanismis tanper resistant, cannot be bypassed, is
correctly inmplenented, and is structured to enforce |east privilege
(Requirenents 17, 18, 19, 21). Although a reference nonitor has been in pl ace
since TCSEC class Cl, the systemarchitecture requirenents at TCSEC cl ass B2
require that the TCB be protected, "fromexternal interference and tanpering,"
mai ntain process isolation, and be "internally structured into well defined
| argel y i ndependent nodul es.”"[5] These additional requirenents shall be
reflected in the design docunentation.

One position for how the reference nonitor hardware should
be docunented is presented in the follow ng paragraphs:

"For mcroprograns (firmware), design docunentation is
needed for common routines, that is, docunentation which fully describes the
functionality and what is done to inplenent that functionality. At the |east,
a high level view of major operations, e.g., interrupts, I/Oinstruction
interpretations is needed if the microcode is not nodul ar enough to be
described in terns of mcroroutines.

For itens inside the TCB, but outside of the reference
moni tor (such as nost disk controllers, printers, and other peripherals), the
interface nust be described, but not the internals.

In the case of systens that do not use m crocode,
convi nci ng argunments nust be provided as to what elenents of the hardware are
security critical and why."[2]

The design docunentation for the TCB firmmare shoul d
paral l el the docunmentation that is witten for the TCB software, that is, it
should fully describe the functionality and what is done to inplenent the
functionality of the security kernel

Assurance needs to be provided that the TCB is protected
fromnodification. At TCSEC class B2, the design docunentation shall provide
this assurance through a description of why the reference nonitor is tanper
resistant (Requirenent 17). This description shall include the nethods and
mechani snms by which the TCB protects itself fromillicit nodification. Any
har dwar e nmechani snms used by the TCB to separate protection critical elenments
fromthose that are not protection critical shall be described. The
mechani sns used by the TCB to hel p support logically distinct storage objects
with separate attributes shall also be described. The mechanisns used to
protect against illicit nodification may include sone of the same nechani sns
used to nedi ate accesses of objects by subjects that were introduced at TCSEC
class Cl1. These nechanisnms shall be described again at TCSEC class B2, but in
greater detail as to how they apply to the reference validati on nmechani sm

15
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The previous paragraph expl ai ned how t he design
docunent ati on descri bes protection mechani sns, but nore inportantly, at TCSEC
cl ass B2, the design docunentation shall show that all of the TCB software,
firmvare, and hardware nmechani snms have been i npl enmented as descri bed and t hat
the inplenentation functions correctly (Requirement 19). The design
docunent ati on shall justify the correctness of the entire TCB.

Al so, at TCSEC class B2, the design docunentation shal
describe how the TCB is structured to enforce |east privilege (Requirenent
21). This description shall relate to the hardware, firmwvare, and software
nodul es of the TCB, as well as to the enforcenent of |east privilege both
within the TCB and upon trusted subjects. Least privilege ensures that any
TCB nodul e or trusted process has only those privileges and capabilities
needed for it to performthe specific function for which it was desi gned.
For exanple, if the hardware architecture inplenments protection rings, a
description shall be given of the ring nmechanisns. This description shal
show how access to the innernost ring provides a neans of running highly
privileged processes, while the outernost ring provides a neans of running
unprivil eged processes. Likew se, the description shall justify placenent of
functions within the higher privileged rings and the conferring of special
privileges to trusted processes. Thus, the hardware is shown as a means of
enforcing | east privilege.

Simlarly, firmvare and software nmechani sns may provide a
means of enforcing |east privilege. For exanple, a |abeling nmechani smmay be
inpl emented in software or firmvare. Because |abels may be used to enforce
| east privilege, the software or firmware nodul es enforcing the | abeling and
| abel based access control shall be shown as a neans of enforcing | east
privil ege.

The separation of adm nistrative roles in the systemis
one nore way in which |east privilege may be exercised. In this case, the
roles of systemadm nistrator, security adm nistrator, and/or system auditor
may be performed by separate individuals. This is to ensure that the security
functions of the systemare not able to be performed by a single person. The
way these roles are carried out in the systemshall be described in the design
docunent ati on

At TCSEC cl ass B3, the system architecture requirenents
call for the TCB to be mnimzed, i.e., only security relevant functions
appear within the TCB. The TCB at this class, "shall incorporate significant
use of layering, abstraction, and data hiding,"” and shall have m ni nal
conpl exity. The design docunentation shall describe how the system conplies
with these additional architectural requirenents in (Requirenent 28). As
stated previously, as the TCSEC cl asses increase and the inplenmentation of the
ref erence nonitor concept becones nore defined, the amount of design
docunent ati on shall al so increase.

4.3 Docunentation of Covert Channels
A portion of the B2 requirenents for design docunentation

addresses covert channels. The results of all covert channel analysis need
to be in the design docunentation to aid in the design and devel opnent of TCB
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nmechani snms. For this reason, the design docunentation shall present the
results of the covert channel analysis and the nethodol ogy used (Requirenent
22). The design docunentation shall provide an overview of the covert
storage channel analysis and testing procedures. It shall docunent the
results of these tests and all of the covert channels identified. Al
audi t abl e events shall be identified and described for all covert storage
channel s that are not renoved fromthe system (Requirenment 24).

16

When covert channels are identified, actions are sonetines
taken to restrict the bandw dth of those channels. The design docunentation
shal | describe and discuss these actions and the resulting degree of covert
channel restriction in |light of performance degradation, operational utility,
or other considerations (Requirenent 23). Processing delays resulting from
reduci ng the nunmber and bandwi dth of covert channels shall be identified and
characterized. The design docunmentation shall also note whether the
exploitation of known covert channels is auditable. There will be sone
covert storage channels whose use will not be detectable by auditing
nmechani sns. The desi gn docunentation shall docunment the worst case and
expected case bandwi dt hs of these storage channels whose exploitation is not
audi t abl e (Requirenent 25).

At TCSEC cl ass B3, the design docunentation shal
recogni ze the introduction of covert timng channels into the requirenents and
shall consider themin all covert channel related descriptions as stated above
(Requirenents 26, 27). The covert timng channel analysis and testing
procedures, and the results obtained fromthe tests shall be described in the
desi gn docunentation. Additionally at TCSEC class Al, formal nethods shall be
used in the covert channel analysis and shall be described in the design
docunent at i on.

19
5. OTHER TOPI CS?
5.1 Modul arity

An inportant architectural feature of trusted systens for
TCSEC cl ass B2 and above is that the TCB be nodul ar. The nodul arity of the
TCB is inportant for ease of understandi ng, ease of analysis, and ease of
mai nt enance. Mdularity ensures that interfaces are well defined and errors
are contained. It also provides a basis for enforcing |least privilege. The
content of hardware and software nodul es shoul d be sel ected based on the
following criteria: a nodule perfornms exactly one well defined action, a
nodul e has a well defined interface, a nodule interacts with other nodul es
only in well defined ways, and a nodule is called upon to performa function
whenever that function is required. Although TCB nodularity is not a
requirement until class B2 (Requirenents 11, 12), it is possible that vendors
woul d want to build systens with nodular TCBs at the | ower cl asses.
Regardl ess of class, if the TCB is nodul ar, the design docunentation shal
descri be how the TCB is nodular and the interfaces between the TCB nodul es
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(Requirenent 3, 4). As with all design docunentation, the |evel of detai
shall permt the description of the interfaces between the nodules to be a
useful description. Specifically, the design docunentation shall include
identification of the TCB hardware, software, and firmare nodul es, why the
nodul es are considered as such, the interfaces between them and the

i mpl emrent ati on of the nodules. A mapping of the security services and
nmechani sns to the nodul es shoul d al so be descri bed.

The level of detail of the design docunentation increases
t he anobunt of assurance to be gained by the devel opers and eval uators. The
description of the interfaces between the nodul es, whether hardware, firmare,
or software, shall describe the types and sources of information passing
bet ween them (Requirenment 4). 1In addition, the interfaces between these TCB
nmodul es and ot her system nodul es external to the TCB shall be described. This
description is necessary to show that no breach of security can occur through
the interfaces.

In sone cases, software nodul es may depend upon har dware
or firmvare nodules to performcorrectly and these dependenci es should al so be
i ncluded in the design docunentati on.

5.2 Hardware Design Docunentation

Har dwar e desi gn docunentation for a systemshall be
provided at all levels of trust. Specifically, at TCSEC cl asses B2 and above,
it is felt that the hardware design docunentation is critical to the security
of a system At this class, systens "shall make effective use of avail able
hardware to separate those elenents that are protection critical fromthose
that are not."[5] To neet this TCSEC requirenent, devel opers should know the
har dwar e base they are building on top of. Also, evaluators will need the
har dwar e desi gn docunmentation in order to evaluate that the vendor is making
"effective use" of the hardware.

19

The hardware desi gn docunmentation includes descriptive
i nformati on about the systemis Central Processing Unit(s) (CPU, Menory
Managenent Unit(s) (MW), and all other additional processors, for exanple,
I/ O Processors, channel devices. The hardware design docunentation is
i ntended to di scuss what the hardware is nmeant to do, but does not need to
i nclude details of inplenentation, such as the flow of control to performa
specific action. The hardware design docunentation for every |ogical nodul e
in the hardware base should include a functional nane, functiona
description, and a functional interface of that nodul e.

The hardware desi gn docunentation defines the hardware
portion of the TCB interface. The information on the hardware interface is
inportant to correctly develop TCB routines and device drivers.

Addi tional ly, the hardware design docunentation provides sufficient
information that the TCB neets the System Architecture requirenents of the
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TCSEC.

The information contained in the hardware design
docunentation shall be conplete, specifying all possible interfaces to the
system hardware, including the user-to-hardware interface as well as the TCB
software-to-hardware interface. The hardware design docunentation should
i ncl ude unprivileged instructions, privileged instructions, unpublished
instructions, and all CPU-to-MW, CPU-to-Channel, CPU-to-I1/0O bus, and
addi tional processor interactions. Also, the software interface visible
regi sters that exist on the CPU, MW, and other processors shall be described
in the hardware design docunentation

The desi gn docunentation for some hardware nodul es may
require internal detail down to a bit |level functional description of the
nmodul e.  The nodules that fall into this category are those that make up the
reference nonitor, such as the address translation nodule, process isolation
support nodule, fault handling nodule, 1/0 control nodule, and the diagnostic
nmodul e. These hardware nodul es of the reference nonitor directly support
security and will require an explanation of why the reference nonitor is
"tanper resistant, cannot be bypassed, and is correctly
i mpl emrent ed. "[ 5]

5.3 Configuration Managenent

The desi gn docunentation for the system shall be under
configuration managenent for the entire life-cycle of the system Design
docunentation is only useful if it is conplete and accurate. This nmeans that
any change to the system should also result in a change to the design
docunentation for the system

The design docunentation for a system should be treated as
a configuration itemfor the system and should be subject to the
identification, control, accounting, and audit functions of configuration
managenent. "Initial phases of configuration control are directed towards
control of the systemconfiguration as defined primarily in design docunents.
Oten a change to one area of a system nmay necessitate a change to anot her
area. It is not acceptable to only wite docunentation for new code or newy
nodi fi ed code, but rather docunentation for all parts of the TCB that were
affected by the addition or change shall be updated accordingly. Although
docunent ati on may be available, unless it is kept under configuration
managenent and updated properly it will be of little, if any use. 1In the
event that the systemis found to be deficient in docunentation, efforts
shoul d be made to create new docunentation for areas of the systemwhere it is
presently inadequate or nonexistent."[7]

20

The TCSEC requirenents for configuration managenent do not
begin until TCSEC class B2, but this should not nmean that the design
docunentation for TCSEC class Cl to Bl systens not be under sone type of
control. At these |lower classes, the control process for the design
docunent ati on nmay be less formal than that required by the configuration
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managenent requirenents, but it should still provide assurance that the
desi gn docunentation accurately describes the current system

The National Conputer Security Center has recently
devel oped the Ratings Mintenance Program (RAVMP) which requires configuration
managenment at these | ower classes of trust. "By training vendor personnel to
recogni ze whi ch changes may adversely affect the inplenentation of the
security policy of the system and to track these changes to the eval uated
product through the use of configuration nmanagenent, RAMP will permt a vendor
to maintain the rating of the evaluated product w thout having to reeval uate
the new version." [7]

For further information about the RAMP program and about
t he configurati on managenent requirenents for RAMP, contact:

Nat i onal Computer Security Center
9800 Savage Road
Fort George G Meade, MD 20755 6000

Attention: Cl2

23
6. SUMVARY OF DESI GN DOCUMENTATI ON

Desi gn docunentation is responsible for describing systens at all
levels of trust. During the life-cycle of a system it describes the system
to facilitate changes and mai ntenance of the system As it relates to the
security of a system design documentation provides assurance by descri bing
how a system provides trust and shows that all of the protection nechanisns
of a systemare correctly inplenmented and sufficiently provide the needed
trust. At the lower classes, design docunmentation begins to describe how
security is provided in a systemby stating the phil osophy of protection of
the system At TCSEC cl ass B1l, the design docunentation describes the
security policy nodel of a system and at TCSEC class B2 the security policy
nodel is required to be formal.

Many of the other requirenments in the TCSEC are related to design
docunentation. Design docunentation shall describe how these requirenents
are satisfied. Covert channels are specifically addressed in the design
docunentation requirenent. The assurance provided by design docunentation is
dependent upon its thoroughness and accuracy. Wen design docunentation is
witten, the role that it plays in the systemlife-cycle should be kept in
m nd. A new enpl oyee should be able to | ook at the design docunentation and
get an understanding of what the current systemis and how it works. The key
word in design docunentation is current. Wen a system changes, the design
docunent ati on shall change accordingly. By accurately describing a system
desi gn docunentation provi des assurance that there is an understandi ng of how
and why the system provides trust. In addition, it provides information that
wi || enabl e devel opers to anal yze changes to the systemto ensure that they
do not adversely affect the trustworthiness of the system
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APPENDI X B

EXCERPTS FROM FI NAL EVALUATI ON REPORTS

Thi s appendi x reproduces excerpts from Final Evaluation Reports for
products currently on the Eval uated Products List. The excerpts are
reproduced fromthe "Applicable Features" portion of the section describing
how t he product net the requirenents for Design Docunentation.

The Final Evaluation Reports are available fromthe Nationa
Conmputer Security Center. However, nost of the vendor docunents nentioned in
this appendi x contain proprietary information, and therefore are not publicly
avail able. Please do not request copies of the vendor docunents fromthe
Nati onal Conputer Security Center.

B.1 CLASS C2
B.1.1 UTX/ 32S [6]

The follow ng docunments were provided to the eval uation
teamin fulfillnment of the Design Docunentation criterion

"Security Policy Mdel"

"Program Mai nt enance Manual UTX/ 32S, Rel ease 1.0
( DRAFT) ".

"System Cal | s" and "Mai nt enance” in the "System
Adm ni strator's Reference Manual "

"4.2BSD and UTX-32 Differences Study for Gould
UTX/ 32S"

"Menory Managenment for Gould UTX 32S"

"(bj ect Reuse Study for Gould UTX/ 32S"

The "Gould UTX/ 32S 1.0 Security Policy Mdel" describes
Goul d' s phil osophy of protection and explains how this phil osophy is
translated into the TCB. It identifies all elenments conprising the TCB,
i ncluding the kernel, prograns, data files, and processes. Subjects and
objects are identified, and the nedi ati on of accesses between themis
described. A mapping fromthe TCB to the security phil osophy is provided,
and the discretionary access control, identification and authentication, and
audit features and nechani sns are described. Additionally, the docunent
di scusses the role of secure sockets in interprocess comunications. The
"Gould UTX/32S 1.0 Security Policy Mdel" identifies all prograns conprising
t he TCB.

The kernel interface is described by the "System Cal |l s"
section of the "System Admi nistrator's Reference Manual". The "Mai ntenance"
section of the reference manual conprises manual pages useful for systens
progranmers in maintaining UTX/ 32S. "4.2BSD and UTX-32 Differences Study for
Goul d UTX/ 32S" describes differences between 4.2BSD UNI X and Goul d UTX/ 32
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1.2. Using "4.2BSD and 4. 3BSD as Exanples of the UNI X System " by J.S.
Quarterman, A Silberschatz, and J.L. Peterson (Conputing Surveys, Vol. 17,
No. 4, Decenber 1985, pp. 379-418), as a baseline, the docunent identifies
all instances where Gould UTX/ 32 differs fromthe described UN X system

29

The "UTX/ 32S Program Mai nt enance Manual " descri bes code
nodi fications nmade to UTX/ 32 to neet the requirenments of the "Gould UTX 32S
1.0 Security Policy Mddel". The docunent includes an overview of the
nmechani sns i nplenented in UTX/ 32S to strengthen security and to correct
problens found in UTX/ 32 and other UN X systens, and detail ed descriptions
for: the inplenmentation of trusted servers to replace the functionality of
the elimnated setuid and setgid bits; kernel nodifications; auditing
mechani sns; and additions, deletions, and nodifications to utilities and
libraries. Each nodul e description includes an overview, a functional
speci fication, and a design specification. Pointers to source code, which
Goul d made available to the evaluation team are provided.

Security critical features of the Goul d Power Node hardware
used by UTX/ 32S are described in "UTX/ 32S Traps and Interrupts and Menory
Managenent for Gould UTX/ 32S." "UTX/ 32S Traps and Interrupts” describes how
UTX/ 32S nmakes use of the trap and interrupt facilities to interface with the
hardware and process environnents. "Menory Managenent for Gould UTX 32S"
descri bes how UTX/ 32S uses the nenory managenent facilities of the PowerNode
hardware to provide the process environnent. Both docunents include
applicable material from"Gould SS 6 (Virtual Mode), V6, and V9 Centra
Processing Unit Reference Manual "

"Obj ect Reuse Study for Gould UTX/ 32S" provides details
regardi ng how UTX/ 32S hardware and software manage system objects. This
study identifies the systemresources which can be allocated and deal | ocat ed,
and details the strategies used to ensure that one process cannot gain access
to the resources or data previously allocated to another process. This
study, along with "Menory Managenent for Gould UTX/ 32S", provides a good
description of UTX 32S design features which are used to neet the (bject
Reuse criterion

B. 2 CLASS B2
B.2.1 Miultics [3]

The follow ng docunments satisfy the Design Documentation
requirement:

Appl i cabl e Feat ures
The "Conputer Security Mdel: Unified Exposition
and MULTICS Interpretation” provides a description of Honeywell's phil osophy

for protection and howthis is translated into the TCB. The security node
enforced by the TCB is the Bell-La Padul a nodel .
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Mul tics has a set of Multics Design Docunents (MDDs) that
descri be the TCB. (These docunents are Honeywel |l Internal Docunentation and
are available only through the vendor by request. Honeywell reserves the
right to deny such requests.) The MDDs are organi zed by major TCB service or
function. These design docunents describe the interfaces between TCB
nmodul es, how the TCB i npl enents the reference nonitor, and how the TCB is
structured to facilitate testing and enforce |east privilege.

These docunents coupled with the Honeywel | produced
"Multics Interpretation,” referenced in the previous paragraph identify the
security protection nechanisns and explain how they satisfy the nodel.

30

The DTLS is an accurate description of the TCB interface.
The "Covert Channel Anal ysis" describes all identified covert channels, how
they can and cannot be restricted, how they are audited, and their bandw dths.

B.3 CLASS Al
B.3.1 SCOW [4]

The foll ow ng docunents satisfy the Design Docunentation
requirenent:

The manufacturer's phil osophy of protection is
docunented in "SCOW: A Solution to the Multilevel Security Problent and
its translation into the TCB given in "SCOW Trusted Conputing Base." The
i nterfaces between the TCB nodul es are described in the several Part 11
speci ficati ons,

"Detail Specification for SCOW Kernel Part |
Rel ease 2. 1"

"Detail Specification for SCOW Kernel Part 11,
Rel ease 2.1"

A formal description of the security policy nodel (Bell-La
Padul a) that is enforced by the TCB is given in "Secure Conputer Systens",
for the general case and Multics in particular in "Conputer Security Mbdel
Uni fied Exposition and MILTICS Interpretation”. The Bell-La Padul a Mbdel has
been accepted by the National Conputer Security Center to nodel security
policy "Security Requirenments for Automatic Data Processing Systens" and to
be consistent with its axions. An interpretation of the nodel for the SCOW
systemis given in "SCOW Interpretation of the Bell-La Padul a Model ."

The specific TCB protection nmechanisns are 1) protection
rings, 2) SPM nediation of per user virtual nenory, 3) mninumprivilege for
each TCB function, 4) integrity levels for users, operators, admnistrators,
and security adm nistrators, 5) individual trusted software processes for
separate functions, and 6) ring gates and checks on paraneter passing. The
Part 11 Specifications previously referenced provide the necessary
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docunent ation for satisfaction of this requirenment. The explanation given to
show that the TCB protection mechani sns satisfy the nodel appears in "SCOW
Interpretation of the Bell-La Padul a Moddel ."

Section 3 of "SCOW Trusted Conputing Base" describes the
SCOVWP TCB reference nonitor inplementation. An analysis of the Reference
Moni tor appears in Appendi x C and concludes that the informal proofs that the
SCOWP system inplenents the reference nonitor concept are adequate.

31

The TCB inpl enentati on was shown to be consistent with the
FTLS by specification to source code mappi ngs

"FTLS to Code Mapping for the SCOWP Kerne
Sof t war e"

"FTLS to Code Mapping for SCOMP Trusted
Sof t war e"

"Justification for Unspecified Code for the
SCOWP Kernel Software, Release 2.1"

"Justification for Unspecified Code for SCOW
Trusted Software"

TCB testing is docunented in

"SCOWP Kernel Test Procedures”

"SCOWP Kernel Functional Test Sunmary”

"Kernel Software Test Report for the SCOWP,
Rel ease 2. 1"

"Trusted Software Test Plan for the SCOW"

"Trusted Software Test Report for the SCOWP,
STOP Rel ease 2.0"

"Trusted Software Test Report for the SCOWP,
Appendi x A: Test Prograns, Appendi x B: Test Results"”

"SCOMP Test and Verification Software
Description, Rev. 3"

The TCB structure provided added assurance of the validity
of the testing and hel ped to denonstrate the inplenentation of |east
privilege. The results of the covert channel analysis including conservative
bandwi dt h estimates are presented in "Covert Channels in the SCOW Kernel" and
"Fl ow and Covert Channel Analysis for SCOW Trusted Software, Release 2.1." 61
Audi t abl e events, identified in Section 13 of "SCOW Trusted Facility Mnual,
STOP Rel ease 2.1", and the schenme of randomy sel ected del ays on exception
returns appear to satisfactorily Iimt the utility of the identified covert
channel s.

Finally, the internal TCB mechani snms that are not security
rel ated and hence not dealt with in the FTLS are described in the conmerci al
Honeywel | Level 6 docunentation ("Honeywell Level 6 M niconputer Systens
Handbook, CC71" and "Honeywel| Level 6 Comrunications Handbook, AT97-02D"),
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and the SCOW system uni que specifications:

"Detail Specification for SCOW Kernel Part 1,
Rel ease 2. 1"
"Detail Specification for SCOMW Kernel Part 11,
Rel ease 2.1".
32

GLOSSARY
Access

A specific type of interaction between a subject
and an object that results in the flow of information fromone to the
ot her. [ 9]

Access Attribute

Characteristic of an access of an object that
specifies possible results of the access. Four exanple access attributes
foll ow. execute (processing based upon the object accessed, but neither
altering nor viewing capability); read (view ng but not altering
capability); append (altering but not view ng capability); and wite (both
altering and view ng capabilities).[1]

Audit Trail

A chronol ogi cal record of systemactivities that
is sufficient to enable the reconstruction, review ng, and exam nati on of the
sequence of environnments and activities surrounding or |eading to an
operation, a procedure, or an event transaction fromits inception to fina
results.[9]

Covert Channel

A comuni cation channel that allows two
cooperating processes to transfer information in a manner that violates the
system's security policy. Al so called confinenent channel.[9]

Covert Storage Channel

A covert channel that involves the direct or
indirect witing of a storage |ocation by one process and the direct or
i ndirect reading of the storage |ocation by another process. Covert storage
channel s typically involve a finite resource (e.g., sectors on a disk) that is
shared by two subjects at different security |evels.[5]

Covert Ti m ng Channel

A covert channel in which one process signals
information to another by nodulating its own use of systemresources (e.dqg.
CPU tine) in such a way that this mani pulation affects the real response tine
observed by the second process.[5]

http://www.fas.org/irp/nsa/rainbow/tg007.htm (25 of 28) [11/23/2008 5:20:25 PM]



A Guide to Understanding Design Documentation in Trusted Systems

Descriptive Top Level Specification (DTLS)

A top level specification that is witten in a
natural |anguage (e.g., English), an informal program design notation, or a
conbi nati on of the two.[5]

33
Formal Security Policy Mdel

A mat hematically preci se statenent of a security
policy. To be adequately precise, such a nodel nust represent the initial
state of a system the way in which the system progresses fromone state to
another, and a definition of a "secure" state of the system To be
acceptable as a basis for a TCB, the nodel nust be supported by a fornma
proof that if the initial state of the systemsatisfies the definition of a
"secure" state and if all assunptions required by the nodel hold, then al
future states of the systemw || be secure. Some formal nodeling techniques
include: state transition nodels, tenporal |ogic nodels, denotational
semanti cs nodel s, algebraic specification nodels. An exanple is the node
descri bed by Bell-La Padul a. [ 9]

Formal Top Level Specification (FTLS)

A top level specification that is witten in a
formal mat hematical |anguage to allow t heorens showi ng the correspondence of
the system specification to its formal requirenents to be hypot hesized and
formally proven.[9]

Least Privilege

This principle requires that each subject in a
system be granted the nost restrictive set of privileges needed for the
performance of authorized tasks. The application of this principle limts
the damage that can result from accident, error, or unauthorized use.[9]

hj ect

A passive entity that contains or receives
information. Access to an object potentially inplies access to the
information it contains. Exanples of objects are: records, blocks, pages,
segnents, files, directories, directory trees, and prograns, as well as bits,
bytes, words, fields, processors, video displays, keyboards, clocks,
printers, and network nodes.[9]
Ref erence Monitor Concept

An access control concept that refers to an
abstract machine that nediates all accesses to objects by subjects.[9]

Security Kernel

http://www.fas.org/irp/nsa/rainbow/tg007.htm (26 of 28) [11/23/2008 5:20:25 PM]



A Guide to Understanding Design Documentation in Trusted Systems

The hardware, firmmvare, and software el enents of
the Trusted Conputing Base that inplenent the reference nonitor concept. It
must nediate all accesses, be protected fromnodification, and be verifiable
as correct.[9]

Security Level

The conbi nation of hierarchical classification
and a set of nonhierarchical categories that represents the sensitivity of
i nformation.[9]
Security Mechani sm

A system or neans of inplenenting a security
service within a system

34

Security Policy

The set of laws, rules, and practices that
regul ate how an organi zati on nanages, protects, and distributes sensitive
i nformation.[9]
Security Policy Mde

A formal presentation of the security policy
enforced by the system It nust identify the set of rules and practices that
regul ate how a system nmanages, protects, and distributes sensitive
i nformation.[9]

Security Service

A system or method of providing a security
rel evant feature in the system

Sensitivity Label

A piece of information that represents the
security level of an object. Sensitivity |abels are used by the TCB as the
basis for mandatory access control decisions.[9]
Subj ect

An active entity, generally in the formof a
person, process, or device that causes information to fl ow anong objects or
changes the system state. Technically, a process/donmain pair.[9]
Trusted Conputi ng Base (TCB)

The totality of protection nechanisns within a

computer system -- including hardware, firmvare, and software -- the
conbi nati on of which is responsible for enforcing a security policy. It
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creates a basic protection environnent and provides additional user services
required for a trusted conputer system The ability of a trusted conputing
base to correctly enforce a security policy depends solely on the nmechani sns
within the Trusted Conputing Base and on the correct input by system

adm ni strative personnel of paraneters (e.g., a user's clearance |evel)
related to the security policy.[9]
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