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Comput er Security Subsystens | NTRODUCTI ON

1. 1 NTRODUCTI ON

Thi s docunent provides interpretations of the Departnment of Defense Trusted
Comput er System Evaluation Criteria (DoD 5200.28-STD or TCSEC) for conputer
security subsystens. A conputer security subsystem (subsystem is defined,
herein, as hardware, firmvare and/or software which can be added to a conputer
systemto enhance the security of the overall system A subsystemis primary
utility is to increase the security of a conputer system The conputer system
that the subsystemis to protect is referred to as the protected systemin
this Interpretation.

When incorporated into a system environnent, evaluated conputer security
subsystens may be very effective in reducing or elimnating certain types of
vul nerabilities whenever entire evaluated systens are unavail abl e or

i mpractical .

1.1 PURPCSE

This Interpretati on has been prepared for the foll ow ng purposes:

1. to establish a standard for manufacturers as to what security features and
assurance levels to build into their new and pl anned conputer security

subsystem products to provide wi dely avail abl e products that satisfy trust
requirenments for sensitive applications;
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2. to provide a netric to evaluate the degree of trust that can be placed in a
subsystem for protecting classified and sensitive information;

3. to lend consistency to evaluations of these products by explicitly stating
the inplications that are in the TCSEC, and

4. to provide the security requirenents for subsystens in acquisition
speci fications.

1. 2 BACKGROUND

The Departnment of Defense Trusted Conputer System Evaluation Criteria (DoD
5200. 28- STD or TCSEC) was devel oped to establish uniform DoD policy and
security requirenents for "trusted, comrercially avail able, automatic data
processing (ADP) systens."” Evaluation criteria defined in the TCSEC provi des a
standard to manufacturers as to what security features to build into their
conmerci al products to satisfy trust requirements for sensitive applications,
and serves as a netric with which to evaluate the degree of trust that can be
pl aced in a conputer systemfor the secure processing of classified or other
sensitive information

The TCSEC specifies a variety of features that a conputer system must provide
to constitute a conplete security system The security requirenents specified
in the TCSEC depend on and conpl enent one another to provide the basis for
effective

1

Comput er Security Subsystens | NTRODUCTI ON

i npl ementation of a security policy in a trusted conputer system The

ef fecti veness of any one security feature present within a systemis

t herefore, dependent to sone degree on the presence and effectiveness of other
security features found within the sane system Because it was intended to be
used only for systems which incorporated all the security features of a
particul ar eval uation class, the TCSEC does not, in all cases, conpletely
speci fy these interdependenci es anong security features.

In addition to the class of trusted system products, there exists a recogni zed
need for a class of conputer security products which may not individually neet
all of the security features and assurances of the TCSEC. Instead, these
products may inplenent some subset of the features enunerated in the TCSEC and
can potentially inprove the security posture in existing systenms. These
products are collectively known as conputer security subsystens.

Eval uati on of conputer security subsystens agai nst a subset of the
requirements given in the TCSEC has proven an extrenely difficult task because
of the inplied dependenci es anpbng the various features discussed in the TCSEC
As a consequence, interpretations of these interdependencies and the relative
nmerits of specific subsysteminpl enentati ons have been highly subjective and
given to considerabl e variation.

Thi s docunent provides interpretations of the TCSEC for conputer security
subsystens in an effort to |l end consistency to evaluations of these products by
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explicitly stating the inplications in the TCSEC

Eval uations can be divided into two types: (l) a product evaluation can be
perforrned on a subsystemfrom a perspective that excludes the application
environnment, or (2) a certification evaluation can be done to assess whet her
appropriate security measures have been taken to permit an entire systemto be
used operationally in a specific environment. The product evaluation type is
done by the National Conputer Security Center (NCSC) through the Trusted
Product Eval uation Process using this interpretation for subsystens. The
certification type of evaluation IS done in support of a formal accreditation
for a systemto operate in a specific environnent using the TCSEC.

1. 3 SCOPE

This docunent interprets the security feature, assurance and docunentation

requi rements of the TCSEC for subsystem evaluations. |In this interpretation
t he

2
Conput er Security Subsystens I NTRODUCTI ON

functional requirenments of the TCSEC are divided into four general categories:
1. Discretionary Access Control (DAC)

2. bject Reuse (OR).

3. ldentification and Authentication (I&A)

4. Audit (AUD)

These categories formthe basis for classifying products to be eval uated as
conputer security subsystens.

The docunent, in addition to this introductory section, is organized into
three maj or sections and a glossary. Section 2 contains the feature
requirenments for each of the above four categories on which subsystens
eval uations are based. The requirenments in this section are listed in
increments, with only new or changed requirenments being added for each
subsequent class of the sane feature. Al requirenents that are quoted from
the TCSEC are in bold print for easy identification and are clarified, in the
context of subsystens, by interpretation paragraphs.

Section 3 contains the assurance requirenents for all subsystens. The
assurances that are relevant to each category are listed here in the sane
format as the requirenents in Section 2. Section 4 contains the requirenments
and interpretations for subsystem docunentation, again, in the sane forrnat as
Section 2.

The TCSEC-rel ated feature and assurance requi rements described herein are
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i ntended for the evaluation of conputer security subsystens designed to
protect sensitive information. This Interpretation, |like the TCSEC, assumnes
that physical, admnistrative, and procedural protection neasures adequate to
protect the inforrnation being handled are already in place.

This Interpretation can be used to support a certification evaluation. In
fact, it would be hel pful whenever subsystens are a part of the overall system
bei ng certified.

1.4 EVALUATI ON OF SUBSYSTEMS
1.4.1 Basis for Eval uation

Subsystens are evaluated for the specific security-relevant functions they
perforrn. This Interpretation interprets the relevant TCSEC requirenents for
each function evaluated. So the function(s) for which subsystens are
evaluated will be identified within its ratings. Each function has its own
set of ratings as identified in Table 1.1. Subsystens that are eval uated for
nore than one function will receive a separate

Comput er Security Subsystens | NTRODUCTI ON
rating for each function eval uat ed.
TABLE 1.1. Possible Subsystem Rati ngs

SUBSYSTEM FUNCTI ON POSSI BLE RATI NGS

Di scretionary Access Control DAC/ D
DAC/ DI
DAC/ D2
DAC/ D3

bj ect Reuse OR/'D
OR/ D2

Identification & Authenticati on | & D
| &A/ DI
| &A/ D2

Audi t AUD/ D
AUD/ D2
AUD/ D3

Al t hough the requirenents for subsystens are derived fromthe TCSEC, the
ratings for subsystens will not directly reflect the TCSEC class they are
derived from Since subsystens, by their very nature, do not neet all of the
requirenments for a class C or higher conputer system it is nost appropriate
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to associ ate subsystemratings with the D division of the TCSEC. This
Interpretation defines the DI, D2 and D3 classes within the D division for
subsystens. The DI class is assigned to subsystens that neet the
interpretations for requirenments drawn fromthe G TCSEC class. Likew se, the
D2 class consists of requirenments and interpretations that are drawn fromthe
C2 TCSEC cl ass. The D3 subsystemclass is reserved for DAC subsystens and
audit subsystens that neet the B3 functionality requirenents for those
functions.

In addition to neeting the functionality requirenents and interpretations,
subsystens nust al so neet the assurance and docunentation requirenents in
sections 3 and 4 of this docunment. The DI and D2 cl asses have requirenents
and interpretations for ~ssurances and docunentation as well as functionality.
The D3

Comput er Security Subsystens | NTRODUCTI ON

class contains additional requirements and interpretations only for
functionality, not for assurances or docunmentation. So, subsystens with this
rating will adhere to the D2 assurance and docunentation requirenments and

i nterpretations.

Li ke the classes within the TCSEC, the DI, D2 and D3 cl asses are ordered
hierarchically. Subsystens being evaluated for the D class nust neet the
requirements and interpretations for the DI class. Subsystens being eval uated
for the D2 class nust neet the requirenents and interpretations for the D
class plus the additional requirements and interpretations for the D2 cl ass.
Subsyst ens being evaluated for the D3 class nust neet the additiona
requirements and interpretations associated with the functionality at D3.

Al t hough the subsystemrequirenments and interpretations are derived
directly fromthe TCSEC, subsystens are not considered to be conpl ete conputer
security solutions. There is no general algorithmto derive a systemrating
froman arbitrary collection of conputer security subsystens. Any collection
of individually eval uated subsystens nust be evaluated as a whole to determ ne
the rating of the resulting system The ratings of the individual subsystens
in a conplete systemare not a factor in the rating of that system

1.4.2 Integration Requirenents

Because all of the TCSEC requirenments for a given rating class were
intended to be inplenented in a conplete conputer security system many of the
security features are dependent upon each other for support within the system
This poses a certain degree of difficulty with extracting only the rel evant
requirenments fromthe TCSEC for a given feature. Further, this poses a
fundanental problem for subsystens because there is an explicit dependency
bet ween security features that restricts the "independent” incorporation of
subsystens into the system's environnment. The problem has been handled in
this Interpretation by discussing the integration requirenents for each type
of subsystem The requirenents for integration are discussed for each type of
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subsystemin a sub-section entitled, "Role Wthin Conplete Security System"
Furthernore, explicit requirenents for integration are stated in the
interpretations at appropriate points. The devel oper nust show, and the
evaluation shall validate, that the subsystem can be integrated into a system
to fulfill its designated role.

Most all conputer security subsystens will rely on other security-rel evant
functions in the enviroment where they are inplemented. Audit subsystens,
for exanple, depend on an identification and authentication function to
provi de the unique user identities that are necessary for individua
accountability. Also, it is inportant to realize that sone of these functions

may be dependent on each other in a cyclic fashion (e.g., |&A depends on DAC
and DAC depends on | &) . In these

5
Comput er Security Subsystens | NTRODUCTI ON

cases, the cyclic dependenci es should be renoved either by conplete
integration of the functions or by nodularizing the functions in a way that
allows |inear dependencies. TlI~is latter nmethod is ternmed "sandw ching" and
it requires the splitting of one function and surroundng the ot her dependent
function with the two functions resulting fromthe split. For exanple, in the
case of DAC and | &A cyclic dependencies, one mght split & into two parts so
that there is a system|&A, a DAC subsystem and a DAC nodule containing its
own | &A functionality.

Wth the exception of object reuse, all functions inplenmented by subsystens
wi || be dependent on other functions as shown in Table 1.2. The functions
upon whi ch any subsystemis dependent will be referred to as that subsystenis
requi red supporting functions. These required supporting functions nust be
present in the subsystem s environment for the effective integration of the
subsyst em

TABLE 1. 2. Required Supporting Functions

SUBSYSTEM FUNCTI ON REQUI RED SUPPORTI NG FUNCTI ONS
Di scretionary Access Control I &A
Audi t
(bj ect Reuse None
Identification & Authentication Audi t
DAC2
Audi t | &A
DAC2

Subsystens that are not self-sufficient in providing required supporting
functions nmust, at a mnimum provide an interface to their required

http://www.fas.org/irp/nsa/rainbow/tg009.htm (9 of 35) [11/23/2008 5:22:30 PM]



Computer Security Subsystem Interpretation of the TCSEC

supporting functions. The

1 The audit supporting functions are required at D2.
2 Audit and/or authentication data nmust be protected through domain isolation
or DAC.

Conput er Security Subsystens | NTRODUCTI ON

evaluation teamw ||l performtests to show whether the interface to the

requi red supporting functions is reliable and works properly. The robustness
of the required supporting functions on the other side of the interface wll
not be tested, as the scope of the subsystem evaluation is bounded by the

i nterface.

A nore integrated solution is for subsystens to be self- su~cient in
providing all of their required supporting functions. Such subsystens w.ill
be eval uated and assigned a separate rating for each function they provide.
Unlike the previous solution, where only an interface is provided, each
requi red supporting function is performed by the subsystem and nust be a part
of the subsystem eval uation

1.4.3 WARNI NG

An overan systemrating, such as that provided by the TCSEC, cannot be
inferred fromthe application of one or nore separatel y-rated subsystens.
Mechani sns, interfaces, and the extent of required supporting functions for
each subsystem may differ substantiany and nmay introduce significant
vulnerabilities that are not present in systens where security features are
designed with fun know edge of interfaces and host system support. Therefore,
i ncorporation of an eval uated subsysteminto any system environnment does not
aut omati cany confer any rating to the resulting system

y
Conmput er Security Subsystens FEATURE REQUI REMENTS
2. FEATURE REQUI REMENTS
2.1 DI SCRETI ONARY ACCESS CONTROL (DAC) SUBSYSTEMS
2.1.1 G obal Description of Subsystem Features
2.1.1.1 Purpose

Thi s subsystem provi des user-specified, controlled sharing of resources.
This control is established fromsecurity policies which define, given
identified subjects and objects, the set of rules that are used by the system

to determ ne whether a given subject is authorized to gain access to a
speci fic object.
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DAC features include the neans for restricting access to objects; the neans
for instantiating authorizations for objects; and the nmechanisns for
distribution, review, and revocation of access privileges, especially during
obj ect creation and del etion.

2.1.1.2 Role Wthin Conplete Security System

The requirenent is to give individual users the ability to restrict access
to objects created or controlled by them Thus, given identified subjects and
obj ects, DAC includes the set of rules (group-oriented and/or
i ndi vidually-oriented) used by the subsystemto ensure that only specified
users or groups of users may obtain access to data (e.g., based on a need-to-
know) .

A DAC subsystem controls access to resowes. As such, it shall be
integrable with the operating systemof the protected system and shall nediate
all accesses to the protected resources. To fully protect itself and the
resources it controls, the DAC subsystem nust be interfaced to the protected
systemin such a way that it is tanperproof and al ways invoked.

DAC subsystens use the identifiers of both subjects and DAC-controll ed
objects as a basis for access control decisions. Thus, they nust be supplied
with the identifiers in a reliable manner. The DAC subsystem nmay supply
subject identification for itself or it may rely on an | &\ nechanismin the
protected systemor in another subsystem It is also essential that DAC
subsystens be inplenented in an environment where the objects it protects are
wel | defined and uniquely identified.

At the DAC/ D2 class, the DAC subsystem nust interface with an auditing
nmechani sm This auditing nmechani sm can be included within the DAC subsystem
or it may reside el sewhere in the subsystem s environnent.

8

Conput er Security Subsystens FEATURE REQUI REMENTS
2.1.2 Eval uation of DAC Subsystens

Subsystens which are designed to inplenent discretionary access controls to
assist a host in controlling the sharing of a collection of objects nust
comply with all of the TCSEC requirenents as outlined bel ow for features,
assurances and docunentation. Conpliance with these requirenents will assure
that the subsystem can enforce a specifically defined group-oriented and/or
i ndi vidual l y-oriented discretionary access control policy.

As a part of the evaluation, the subsystem vendor shall set up the
subsystemin a typical functional configuration for security testing. This
will show that the subsysteminterfaces correctly with the protected systemto
meet all of the feature requirenents in this section and ali of the assurance
and docunmentation requirenments in Sections 3 and 4. It will also show that
t he subsystem can be integrated into a | arger system environnent.
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The interpretations for applying the feature requirenents to DAC subsystens
are explained in the subsequent interpretations sections. The application of
t he assurances requirenents and docunentation requirenents is explained in
Sections 3 and 4, respectively.

2.1.3 Feature Requirenents For DAC Subsystens

2.1.3.1 DAC DI

- TCSEC Quot e:

"Cl: New. The TCB shall define and control access between nanmed users and naned

objects (e.g., files and prograns) in the ADP system The enforcenent

mechani sm (e.g., self/group/public controls, access control lists) shall allow

users to special and control sharing of those objects by naned indinduals or

defi ned groups or both."

- Interpretation:

In the TCSEC quote, "TCB" is interpreted to nean "DAC subsystent

2.1.3.1.1 Ildentified users and objects ~.
DAC subsystens nust use sone nechanismto determ ne whether users are

aut hori zed for each access attenpted. At DAC/ D, this nechani sm nust control

access by groups of users. The nechanisns that can neet this requirenent
i ncl ude,

Comput er Security Subsystens FEATURE REQUI REMENTS

but are not limted to: access control |ists, capabilities, descriptors, user
profiles, and protection bits. The DAC nmechani smuses the identification of
subj ects and objects to performaccess control decisions. This inplies that
t he DAC subsystem nust interface with or provide sone | & nechanism The
eval uation shall show that user identities are available to DAC

2.1.3.1.2 User-specified object sharing

The DAC subsystem nmust provide the capability for users to specify how

ot her users or groups nmay access the objects they control. This requires that
the user have a neans to specify the set of authorizations (e.g., access
control list) of all users or groups permtted to access an object and/or the

set of all objects accessible to a user or group (e.g., capabilities).
2.1.3.1.3 Medi ation

The checking of the specified authorizations of a user prior to granting
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access to an object is the essential function of DAC which nust be provided.
Medi ation either allows or disallows the access.

2.1.3.2 DAC/ D2
- TCSEC Quot e:

"C2: Change: The enforcenent mechanism (e.g. self/group/public controls,
access control lists) shall allow users to specify and control sharing of

t hose objects by named individuals, or defined groups of individuals, or by
bot h, and shan provide controls to limt propagation of access rights."”

"C2: Add: The discretionary access control nechanmsm shan, either by explicit
user action or by default, provide that objects are protected from

unaut hori zed access. These access controls s~I| be capable of including or
excl udi ng access to the granularity of a single wer. Access perm ssion to an
obj ect by users not already possessing access pernlission shan only be

assi gned by authorized users."

- Interpretation:

The following interpretations, in addition to the interpretations for the
DAC/ DI O ass, shall be satisfied at the DAC/ D2 C ass.

10
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2.1.3.2.1 Single-user access granularity

The DAC/ D2 cl ass requires ndividual access controls; therefore, the
granul arity of user identification nmust enable the capabili~ to discern an
i ndi vidual user. That is, access control based upon group identi~ alone is
insufflcient. To conply with the requirenent, the DAC subsystem nust either
provi de uni que user identities through its own | &A nmechanismor Merface with
an | &A nechani smthat provides uni que user identities. The DAC subsystem nust
be able to interface to an auditing nmechani smthat records data about access
nmedi ati on events. The evaluation shall show that audit data is created and is
avail able to the auditing nechani sm

2.1.3.2.2 Authorized user-speci ned object sharing

The ability to propagate access rights to objects nust be lirnited to
aut hori zed users. This additional feature is incorporated to limt access
rights propagation. This distribution of privileges enconpasses granting,
review ng, and revoking of access. The ability to grant the right to grant
propagati on of access will itself be Iimted to authorized users.

2.1.3.2.3 Default protection

The DAC mechani sm nmust deny all users access to objects when no explicit
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action has been taken by the authorized user to allow access.

2.1.3.3 DAC/ D3

- TCSEC Quot e:

"B3: Change: The enforcenent nechanism (e.g., access control lists) shal

all ow users to specify and control sharing of those objects, and shall provide
controls to Iimt propagation of access rights. These access controls shal
be capabl e of specifying, for each naned object, a list of named individuals
and a list of groups of naned individuals with their respective nodes of
access to that object.”

"Add: Furtherrnore, for each such named object, it shall be possible to
specify a list of nanmed individuals and a |ist of groups of named individuals
for which no access to the object is to be given.”

- Interpretation:

The following interpretation, in addition to the interpretations and
requi rements for

11
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the DAC/ D2 cl ass, shall be satisfied for the DACI D3 cl ass.

2.1.3.3.1 Access control lists for each object

The DAC subsystem shan anow users to specify the list of individuals or
groups of individuals who can access each object. The |list shan additionally
speci fy the node(s) of access that is anowed each user or group. This inplies
that access control |ists associated with each object is the only acceptable
mechani smto satisfy the DAC/ D3 requirenent.
2.1.4 Assurance Requirenents for DAC Subsystens

DAC subsystens nust conply with an of the assurance requirenments for their
given class as indicated below. The interpretations for these assurance
requirements are contained in Section 3.
Subsystens at the DAC/ D class nmust conply wth:
- System Architecture (D)
- Systemintegrity (D)
- Security Testing (D)
Subsystens at the DAC/ D2 and DAC/ D3 cl asses nust conply wth:

- System Architecture (D2)
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- Systemintegrity (D2)
- Security Testing (D2)

2.1.5 Docunentation Requirenents for DAC Subsystens
DAC subsystens must neet the docunentation requirenents |isted bel ow for
their target rating class. The interpretations for these docunentation
requirenments are contained in Section 4.
Subsystens at the DAC/D class nmust conply with:
- Security Features User's Quide (D)
- Trusted Facility Manual (D)
- Test Docunentation (D)
- Desi ~ Docunentation (D)

12
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Subsystens at the DAC/ D2 and DAC/ D3 cl asses nust conply wth:

- Security Features User's Cuide (D2)

- Trusted Facility Manual (D2)

- Test Docunentation (D2)
- Design Docunentation (D2)

13
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2.2 OBJECT REUSE SUBSYSTEMS

2.2.1 @ obal Description of Subsystem Features

2.2.1.1 Purpose

bj ect reuse subsystens clear storage objects to prevent subjects from
scavengi ng data from storage objects which have been previously used.

2.2.1.2 Role Wthin the Conplete Security System

bj ect reuse can be used to prevent information scavengi ng by erasing
i nformation residue contained in previously used storage objects that have
been rel eased by the storage nanagenent system (bject reuse subsystens are
nost effective in environments where sone security policy is inplenented on
t he system
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To prevent scavenging of information from previously used storage objects,
obj ect reuse subsystens nust be fully integrable with the operating system of
the protected system The object reuse subsystem nust performits function
for all reusable storage objects on the protected system (i.e., min nenory,
di sk storage, tape storage, I/O buffers, etc.).

(bj ect reuse subsystens nust be interfaced with the protected systemin
such a way that they are tanperproof and al ways invoked.

2.2.2 Evaluation of Object Reuse Subsystens

Subsyst ens whi ch i npl enent object reuse nust conply with all of the TCSEC
requirements as outlined below for features, assurances, and docunentation.
Compliance with these requirenments will show that the subsystem can enforce
obj ect reuse adequately to receive an OR/D2 rating for object reuse.

As a part of the evaluation, the subsystem vendor shall set up the
subsystemin a typical functional connguration for security testing. This

wi Il show that the subsysteminterfaces correctly with the protected systemto
neet all of the feature requirenents in this section and all of the assurance
and docunentation requirenments in Sections 3 and 4. It will also show that

t he subsystem can be integrated into a | arger system environnent.

The interpretations for applying the feature requirenents of object reuse
subsystens are explained in the subsequent interpretations section. The
application of the assurance requirenents |isted belowis explained in
Sections 3 and 4,

14
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respectively.
2.2.3 Feature Requirenents for Object Reuse Subsystens
2.2.3.1 O/ D2
- TCSEC Quot e:
"C2: New. all authorizations to the information contained within a storage
obj ect shall be revoked prior to initial assignnent, allocation or
reallocation to a subject fromthe TCB's pool of unused storage objects. No
i nformation, including encrypted representations of information, produced by a
prior subject's actions is to be available to any subject that obtains access
to an object that has been rel eased back to the system™
- Interpretation:

In the TCSEC quote, "TCB" is interpreted to nean "protected systent

O herwi se, this requirenment applies as stated. The object reuse subsystem
shall performits function for all storage objects on the protected system

http://www.fas.org/irp/nsa/rainbow/tg009.htm (16 of 35) [11/23/2008 5:22:31 PM]



Computer Security Subsystem Interpretation of the TCSEC

that are accessible to users.
- Rational e/ D scussi on

bj ect reuse subsystens nust assure that no previously used storage objects
(e.g., nmessage buffers, page franes, disk sectors, nagnetic tape, nenory
registers, etc.) can be used to scavenge residual information. Information
remai ning in previously used storage objects can be destroyed by overwiting
it with neaningless or unintelligible bit patterns. An alternative way of
approaching the problemis to deny read access to previously used storage
objects until the user who has just acquired them has overwitten themwth
his own data.

(bj ect reuse subsystens do not equate to systens used to elimnate nagnetic

remmance.
15
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2.2.4 Assurance Requirenments for Cbject Reuse Subsystens

bj ect reuse subsystens nust conply with all of the assurance requirenents
shown below for the D2 class. The interpretations for these assurance
requirements for Cbject Reuse subsystens are contained in Section 3.
- System Architecture (D2)
- Systemlintegrity (D2)
- Security Testing (D2)
2.2.5 Docunentation Requirements for bject Reuse Subsystens

hj ect reuse subsystens nust neet the docunentation requirenents shown
bel ow for the D2 class. The interpretations for these docunentation
requirenments are contained in Section 4.
- Security Features User's Quide (D2)
- Trusted Facility Manual (D2)
- Test Docunentation (D2) ;
- Design Docunentation (D2)

16
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2. 3 | DENTI CATI ON & AUTHENTI CATI ON (| &) SUBSYSTEMs

2.3.1 G obal Description of Subsystem Features
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2.3.1.1 Purpose

Thi s subsystem provides the authenticated identification of a user seeking
to gain access to any resources under the control of the protected system

2.3.1.2 Role Wthin Conplete Security System

The | &A subsystem provi des an aut henticated user identification needed to
provi de accountability for and control access to the protected system The
granularity of user identification is determ ned by the requirements in this
interpretation. The granularity increases fromgroup identification at |&A/ D
to individual identification at |&A D2.

The requirenent is to be able to accurately authenticate the clained
identity of a user. The |&A subsystem nust determ ne whether a user is
aut hori zed to use the protected system For all authorized users, the | &A
subsyst em comuni cates the identity of the user to the protected system This
identity can then be used by the protected system or other subsystens to
provi de accountability for use of the system and access controls to protected
objects on the system To be effective and to protect the authentication data
it uses, the | &A subsystem nust be tanperproof and al ways i nvoked.

At 1&A/D2, it is inmportant that all uses of the | &A subsystem be recorded in
an audit trail. The auditing of these actions nmay be performed entirely by
the auditing nmechanismon the | & subsystem or through an interface with an
audi ting nechanismin the protected system or another subsystem

2.3.2 Evaluation of |&A Subsystens

Subsystens which are designed to inplenent |&A nust conply with all of the
TCSEC requirenents outlined below for features, assurances, and docunentati on
Compliance with these requirenments will assure that the subsystem can enforce,
either wholly or in part, a specific |I&A policy.

As a part of the evaluation, the subsystem vendor shall set up the subsystem
in a typical functional configuration for security testing. This will show
that the subsysteminterfaces correctly with the protected systemto neet al
of the feature requirenents

17
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in this section and all of the assurance and docunentation requirenents in
Sections 3 and 4. It will also show that the subsystem can be integrated into
a |l arger system environnment.

The interetations for applying the feature requirenments to | &A subsystens
are explained in the subsequent interpretations sections. The application of
t he assurance requirenents and docunentation requirenents listed in the next
section is explained in Sections 3 and 4, respectively.
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2.3.3 Feature Requirenent for |&A Subsystens
2.3.3.1 1&A/' D
- TCSEC Quot e:

"Cl: New. The TCB shall require users to identify thenselves to it before
begi nning to performany other actions that the TCB is expected to nediate.
Furthernore, the - TCB shall use a protected nmechanism (e.g., passwords) to
authenticate the user's identity. The TCB shall protect authentication data
so that it cannot be accessed by any unauthorized user."

- Interpretation:

The | &A subsystem shall require users to identify thenselves to it before
beginning to perforrn any other actions that the systemis expected to
medi ate. Furthernore, the | & subsystem shall use a protected mechani sm
(e.g., passwords) to authenticate the user's identity. The |I&A subsystem
shal | protect authentication data so that it cannot be accessed by any
unaut hori zed user.

The | &A subsystem shall, at a mninum identify and authenticate system
users. At I&V D, users need not be individually identified

- Rational e/ D scussi on

Identification and Authentication nmust be based on at |east a two-step
process, which is derived froma conbinati on of sonething the user possesses
(e.g., smart card, magnetic stripe card), sonme physical attribute about the
user (e.g., fingerprint, voiceprint), sonmething the user knows (e.g.,
password, passphrase). The clainmed identification of a user nust be
authenticated by an explicit action of the user. It is not acceptable for one
step to be used as both identification and authentication. The clainmed
identity can be public. The neasure used for authentication nust be resistant

18
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to forging, guessing, and fabricating.

The | &A subsystem nust interface to the protected systemin such a way that
it can reliably pass authenticated user identities to the protected system
The eval uation shall show that authenticated user identities can be passed to
the protected system
2.3.3.2 1&A/ D2

- TCSEC Quote: -

"C2: Add: The TCB shan be able to enforce individual accountability by
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providing the capability to uniqueb identify each individual ADP system user.
The TCB shall also ; provide the capabnty of associa~ ~is identity ~nth an
audi t abl e actiol ~ taken by ; that indindual."

- Interpretation ~

The followng interpretations, in addition to those interpretations for
| &V D, shall be satisfied at the |1 & A/ D2 C ass.

In the TCSEC quote, "TCB" is interpreted to nean "I &A subsystem" The | &A
subsystem shal|l pass to the protected systema unique identifier for each
i ndi vi dual .

The | &A subsystem shall be able to uniquely identify each individual user.
This includes the ability to identify individual nmenbers within an
aut hori zed user group and the ability to identify specific systemusers such
as operators, systemadmnistrators, etc.

The | &A subsystem shall provide for the audit |ogging of security-relevant
| &A events. For 1&A, the origin of the request (e.g., termnal ID etc.), the
date and time of the event, user ID (to the extent recorded), type of
event, and the success or failure of the event shall be recorded. The |I&A
subsystem may neet this requirement either through its own auditing
nmechani sm or by providing an interface for passing the necessary data to
anot her auditing nechanism

- Rational e/ D scussion:

The intent of this requirenment is for the | &A subsystemto supply a unique
identity for each user to the protected system The subsystem supplies a
uni que user identity which may or nay not be used by an auditing

mechani sm This auditing support is : required to maintain consistency with
the C2 | evel of trust as defined by the TCSEC

19
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2.3.4 Assurance Requirenents for |&A Subsystens
| &A subsystens nust conply with all of the assurance requirenents |isted
below for their given class. The interpretations for these assurance
requirements to | &A subsystens are contained in Section 3.
Subsystens at the 1&\ D class shall conply wth:
- System Architecture (D)

- SystemiIntegrity (D)
-Security Testing (D)
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Subsystens at the | & D2 cl ass shall conply wth:

- System Architecture (D2)
- SystemlIntegrity (D2)
- Security Testing(D2)

2.3.5 Docunentation Requirenments for |&A Subsystens

| &A subsystens nust neet the docunentation requirenents |isted bel ow for
their target rating class. The interpretations for these docunentation
requirements are contained in Section 4.

Subsystens at the 1&\ D class shall conply wth:
- Security Features User's Quide (D)

- Trusted Facility Manual (D)

- Test Docunentation (D)

- Design Docunentation (D)

Subsystens at the | &V D2 class shall conply wth:
- Security Features User's Quide (D2)
- Trusted Facility Manual (D2)

- Test Docunentation (D2)
- Design Docunentation (D2)

20
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2.4 AUDI T SUBSYSTEMS
2.4.1 G obal Description of Subsystem Features
2.4.1.1 Purpose

Accountability is partly achieved through auditing. That is, data from
security- relevant events is captured and passed to the audit mechanismto be
recorded for use in detecting possible security breaches and providing a trace
to the party responsible.
2.4.1.2 Role Wthin Conplete Security System

The requirenent is to be able to record security-relevant events in a

manner that will allow detection and/or after-the-fact investigations to trace
security violations to the responsible party.
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An auditing subsystem nust be capable of recording all security-relevant
actions -i - that take place throughout the conputer system To acconplish
this goal, it nmust integrate itself into the nechanisns that nedi ate access
and performuser identification and authentication, and capture data about the
events they control. Additionally, an audit subsystem nust be interfaced with
the protected systemin such a way that it is tanperproof and al ways invoked.

The auditing subsystem nust be provided all of the necessary data
associated with actions as specified in Section 2.4.3. The necessary data
i ncl udes the unique identity of the user that is responsible for each action.
This inplies that an auditing subsystem nust be augnented by an identification
and aut hentication nmechanismeither within the subsystemitself or el sewhere
on the system

2.4.2 Evaluation of Auditing Subsystens

Subsystens which are designed to i nplenent audit data collection and
control functions for a host nmust conply with all of the TCSEC requirenments as
outlined bel ow for features, assurances and docunentatioi. Conpliance with
these features will assure that the subsystem through its integration, can
detect or generate the relevant audit data or can record all relevant audit
data passed to it by the host or other subsystens.

As a part of the evaluation, the subsystem vendor shall set up the
subsystemin a typical functional configuration for security testing. This
wi Il show that the subsysteminterfaces correctly with the protected systemto
neet all of the feature requirenents

21

Comput er Security Subsystens FEATURE REQUI REMENTS

in this section and all of the assurance and docunentation requirenments in
Sections 3 and 4. It wll also show that the subsystem can be integrated
into a larger system environrnent.

The interpretations for applying the feature requirenents to auditing
subsystens are explained in the subsequent interpretations sections. The
application of the assurance requirenents and docunentation requirenents is
explained in Sections 3 and 4, respectively.

2.4.3 Feature Requirenents For Auditing Subsystens

2.4.3.1 AUD D2
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- TCSEC Quot e:

"C2: New. The TCB shan be able to create, maintain, and protect from

nodi fication or unauthorized access or destruction an audit trail of accesses
to the objects it protects. The audit data shan be protected by the TCB so
that read access to it is limted to those who are authorized for audit data.
The TCB shall be able to record the follow ng types of events: use of
identification and authenticati on nechani sns introduction of objects into a
user's address space (e.qg., file open, program~. initiation), deletion of
obj ects, actions taken by conputer operators and system adm ni strators and/ or
system security officers, and other security relevant events. For each
recorded event, the audit record shall identify: date and tine of the event, ~
user, type of event, and success or failure of the event. For

i dentincation/authentication events the origin of request (e.g., term nal ID)
shan be - included in the audit record. For events that introduce an object
into a user's address space and for object deletion events the audit record
shal |l include the nane of the object. rne ADP system adm nistrator shall be
able to selectively audit the actions of any one or nore users based on

i ndividual identity."

- Interpretations:

The follow ng subsections provide interpretations of the TCSEC requirenents
whi ch shall be satisfied by auditing subsystens at AUD/ D2.
2.4.3.1.1 Creation and managenent of audit trail

The auditing subsystem shall create and nanage the audit trail of

security-relevant " events in the system |If the other portions of the system
are unable to capture data

22
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about such events, the auditiug subsystem shaU coutain the necessary
interfaces into the systemto performthis function. Alternatively, the
audi ting subsystem mi ght sinply accept and store data about events if the
ot her portions of the system are capable of creating such data and passing
t hem on.

- Rational e/ D scussi on
To neet this requirenment, it is sufficient that the audit subsystem
provides a set of calls which permit the systemto supply the needed data as

paraneters that the audit subsystemputs into a data structure and routes to
audit storage (or transmits securely to an audit | ogger).
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2.4.3.1.2 Protection of audit data

It shall be denonstrated that the audit data is protected from unauthori zed
nodi fication. This protection will be provided either by the subsystemitself
or by its integration with the protected system

- Rational e/ D scussi on

The auditing subsystem m ght store the audit data in a dedi cated data
storage area that cannot be accessed by any subject on the system except the
auditing subsystemitself and the system security officer (or system
adm ni strator through the auditing subsystem O, if the protected system
has adequate access control facilities, the audit data m ght be stored on the
protected system using its access control mechanisns for protection

2.4.3.1.3 Access control to audit

The audit mechanism auditing paraneters, and the audit data storage nedi a
shal |l be protected to ensure access is allowed only to authorized individuals.
I ndi vi dual s who are authorized to access the audit data shall be able to
gain access only through the auditing subsystem

- Rational e/ D scussion:

This interpretati on assunes that discretionary access controls or physica
controls will be in place to keep unauthorized individuals from gai ni ng access
to the audit data.
2.4.3.1.4 Specific types of events

Data about all security relevant events nust be recorded. The other
portions of the systemshall be able to pass data concerning these events to
the auditing

23
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subsystem or the auditing subsystem shall have the necessary code integrated
into the other portions of the systemto pass the data to the collection
poi nt .
2.4.3.1.5 Specific infolnmation per event
Al'l of the specific information enunerated in the TCSEC quote shall be
captured for each recorded event. O particular concern, is the recording of

the user identity with each recorded event.

- Rati onal e/ Di scussi on
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This inplies that the audit subsystem nust be able to acquire user
identities froman | & A nechani sm which may be provided on the audit subsystem
itself, on the protected system or in a separate |&A subsystem \Wichever is
the case, the evaluation shall show that the audit subsystem has a working
interface to an | &\ nechani sm

2.4.3.1.6 Ability to selectively audit individuals

The auditing subsystem shall have the ability to perform sel ection of audit
data based on individual users.

- Rational e/ D scussi on:

This requirenent can be satisfied by pre-selection of the information to be
recorded in the audit |log (selective |ogging) and/or by post-selection of
information to be extracted fromthe audit |og (sel ective reduction). The
reduction of the audit |og nust be able to show all of the security-rel evant
actions perforned by any specified individual. The intent of selective
l ogging is to reduce the volune of audit data to be recorded by only recording
audit data for those specific individuals that the systcmsecurity officer (or
system adm ni strator) specifies. The intent of selective reduction is to
reduce the large volunme of audit data into a collection of intelligible
i nformati on which can be nore efficiently used by the system adm ni strator

2.4.3.2 AUD D3
- TCSEC Quot e:

"B3: Add: The TCB shal ~ contain a nechanismthat is able to nonitor the
occurrence or accunul ation of security auditable events that may indicate an
i mm nent violation of security policy. This nechanismshall be able to

i mediately notify the security adm nistrator when threshol ds are exceeded
and, if the occurrence or accunul ation

24
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of these securib relevant events continues, the systemshall take the |east
di sruptive action to termnate the event."

- Interpretation: The following interpretation, in addition to the
interpretation and requirenment for AUD/ D2, shall be satisfied for the AUD/ D3
cl ass.

2.4.3.2.1 Real -tine alarns
The auditing subsystem shall provide the capability for the security
adm ni strator to set thresholds for certain auditable events. Furthernore,

when the threshol ds are exceeded, the audit subsystem shall immediately
notify the security adm nistrator of an inmnent security violation.
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2.4.4 Assurance Requirenments for Auditing Subsystens

Audi t subsystens, whether being evaluated at AUD/ D2 or AUD/ D3, nust conply
with the assurance requirenents listed below for the D2 class. The
interpretations for these assurance requirenents are contained in Section 3.

- System Architecture (D2)
- Systemintegrity (D2)
- Security Testing (D2)

2.4.5 Docunentation Requirenments for Auditing Subsystens

Audit subsystens, whether being evaluated at AUD/ D2 or AUD/ D3, must neet
t he docunentation requirenments listed below for the D2 class. The
interpretations for these docunentation requirenents are contained in Section
4.

- Security Features User's Guide (D2)
- Trusted Facility Manual (D2)

- Test Docunentation (D2)

- Design Docunentation (D2)
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3. ASSURANCE REQUI REMENTS

Rat ed subsystens nust provide correct and accurate operations. Assurance
must be provided that correct inplenentation and operation of the subsystenis
function exist throughout the subsystemis life cycle. The objective in
appl ying these assurance requirenents is to devel op confidence that the
subsyst em has been inplenented correctly and that it is protected from
tanpering and circunmention

The requirenment is that the subsystem nmust contain hardware/software
mechani sns that can be i ndependently eval uated through a conbi nati on of
i nspection and testing to provide sufficient assurance that the subsystem
features enforce or support the functions for which the subsystemis intended.
To receive a rating, a subsystem nust neet the assurance requirenents at the
same level of trust as it has | net the requirenents for functionality. The
assurances nmust be applied to the different types of subsystens as descri bed
in the previous sections.

3.1 SUBSYSTEM ARCHI TECTURE
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Subsystem architecture evaluation is designed to provide operationa
assurances with regard to the design and inplenentation of the protection
mechani sns of the subsystemand its interfaces to the host/host TCB.

3.1.1 Arch: D1

- TCSEC Quot e:
"Cl: New. The TCB shall maintain a domain for its own execution that protects
it fromexternal interference or tanpering (e.g., by nodification of its code
or data structures). Resources controned by the TCB nay be a defined subset
of the subjects and objects in the ADP system"
- Interpretation:

This requirenent applies to all subsystens evaluated at all classes,

regardl ess of the function(s) they perform There are two specific elenents
of this requirenent: Execution Domain Protection and Defined Subsets.

3.1.1.1 Execution Domain Protection
Protecti on of the subsysten s nmechani smand data from externa

interference or tanpering nust be provided. The code and data of the
subsystem may be protected' through physical protection (e.g., by the
subsysten s dedi cat ed hardware base) or by
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| ogical isolation (e.g., using the protected systeni s donmain nmechani sm.
- Rational e and Di scussi on:

The subsystem may be contained entirely on its own hardware base which nust
protect the operational elenents of the mechanisns. Alternatively, all or a
portion of the subsystem may be inplenented on the hardware of the host, in
whi ch case the host systenmis architecture nust protect this portion from
external interference or tanpering.

3.1.1. 2 Defined Subsets

| &A subsystens, when used for the systems | & define the subset of
subj ects under the control of the systenis TCB

DAC subsystens may protect a subset of the total collection of objects on
the protected system

3.1.2 Arch: D2
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- TCSEC Quot es:
"C2: Add: The TCB shall isolate the resources to be protected so that they
are subject to the access control and auditing requirenents.”
- Interpretation:
In the TCSEC quote, "TCB" is interpreted to mean "subsysteni.

This requirenent applies to all subsystens evaluated at the D2 class or the
D3 class. The following interpretations explain how this requirenment applies
to specific functions perforned by subsystens.

- Interpretation for DAC Subsystens:

Al'l naned objects which are in the defined subset of protected objects
shall be isolated such that the DAC subsystem nedi ates all access to those
obj ect s.

- Interpretation for Auditing Subsystens:
The systemis architecture shall ensure that the auditing nechani sm cannot

be bypassed by any subjects accessing those objects under the system s
contr ol

27
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-Interpretation for Cbject Reuse Subsystens

The notion of subsetting objects is not applicable to object reuse
subsystens. (bject reuse subsystens shall performtheir function for al
storage objects on the protected systemthat are accessible to users.

- Interpretation for |I&A Subsystens:

This requirenment applies to | & subsystens. Authentication data shall be
protected from unaut hori zed access. Access to the authentication data shal
al so be recorded in the audit trail.

3.2 SUBSYSTEM | NTEGRI TY

Subsystemintegrity evaluation is designed to provide operational assurances
with regard to the correct operation of the protection nmechani sns of the
subsystem and its interfaces to the protected system

3.2.1 Integity: D1

- TCSEC Quot e
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"Cl: New. Hardware and/or software features shan be provided that can be used
to periodi cany ~aUdate the correct operation of the on site hardware and
firmvare el ements of the TCB."

- Interpretation:
In the TCSEC quote, "TCB" is interpreted to mean "subsysteni.

This requirement applies to an subsystens eval uated at any cl ass,
regardl ess of the functions they perform

- Rational e/ D scussi on

The capability nust exist to validate the correct operation of all hardware
and firrnware el enments of the systemregardl ess of whether they reside within
t he subsystem the protected system or other interfacing subsystens. |If the
hardware and/or firmvare el enments of the protected systemor other interfacing
subsystens play an integral role in the protection and/ or correct operation of
t he subsystem then they nmust conply with this requirenment as though they were
part of the subsystem

28
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3.2.2 Integrity: D2

There are no additional requirenments for SystemlIntegrity at D2.
3.3 SECURI TY TESTI NG

Testing, as part of the evaluation, is designed to provide life cycle
assurances with regard to the integrity of the subsystem Further, testing
provi des additional assurances regarding the correct operation of the
protection mechani sns of the subsystem and the subsystemis interfaces to the
protected system These nechanisns and their interfaces to the protected
system are terned the Subsystem s Security- Relevant Portion (SRP).

3.3.1 Test: D

- TCSEC Quot e:

"Cl: New. The securib nechanisnms of the ADP system shan be tested and found to
work as clainmed in the system docunentation. Testing shan be done to assure
that there are no ob~ious ways for an unauthorized wer to bypass or otherw se

defeat the security protection nmechanisns of the TCB. (See the Security
Testing Guidelines.) "
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- Interpretation

This requirenent applies to all subsystens eval uated at any cl ass,
regardl ess of the function(s) they perform |In the TCSEC quote, "TCB" is
interpreted to mean subsystem

The subsystemis SRP shall be tested and found to work as clained in the
subsystem s docunentation. The addition of a subsystemto a protected system
shal |l not cause obvious flaws to the resulting system

Test results shall show that there are no obvious ways for an unauthorized
user to bypass or otherw se defeat the subsystems SRP

- Rational /D scussi on:

Security testing is a very inportant part of subsystemevaluations. It is
essential that the subsystem be denonstrated to operate securely.

29
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3.3.2 Test: D2

- TCSEC Quot e:

"C2: Add: Testing shan also include a search for obvious flaws that woul d anow
nol ati on of resource isolation, or that would permt unauthorized access to
the audit or authentication data."

- Interpretation:

This requirenment applies to the testing of the SRP of any subsystem
eval uated at the D2 class or the D3 cl ass.

- Rational e/ D scussi on

The requirenent as witten in the TCSEC quote is directly applicable. This
requirement is to ensure that subsystens at D2 cannot be circunvented or
tanmpered with.

30
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4. DOCUMENTATI ON REQUI REMENTS

Docunent ati on shan produce evidence that the subsystem can and does provide
specified security features. The evaluation will focus on the conpl et eness of
this evidence through inspection of docunentation structure and content and
t hrough a mappi ng of the docunentation to the subsystem s inplenentation and
its operation.

4.1 SECURI TY FEATURES USER S GUI DE

4.1.1 SFUG DI

- TCSEC Quot e:

"Cl: New. A single summaly, chapter, or manual in user docunentation shall
descri be the protection nechani sns provided by the TCB, guidelines on their
use, and how they interact with one another."

- Interpretation:

Al'l subsystens shall neet this requirenent in that they shall describe the
protecti on nechani sns provided by the subsystem

- Rational e/ Di scussi on:

It is recognized that sonme subsystens may be partially or conpletely
transparent to the general user. In such cases, this requirenment can be net
by docunenting the functions the subsystem perforns so users will be aware of
what the subsystem does. O her subsystens which have a very |limted user
interface may not need to be acconpanied by nore than a pocketsize card
avail able to every user. In short, the docunmentation required to neet this
requi rement need not be el aborate, but nust be clear and conprehenslve.

4.1.2 SFUG D2

-Interpretation:

There are no additional requirenents at the D2 cl ass.
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4.2 TRUSTED FACI LI TY MANUAL
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4.2.1 TFM DI

- TCSEC Quote

"Cl: New. A manual addressed to the ADP system adnm strator shan present

cauti ons about functions and prvileges that should be controlled when running
a secure facility."

- Interpretation:

This requirement applies to all subsystens in that the manual shall present
cautions about functions and privil eges provided by the subsystem Further,
this manual shall present specific and precise direction for effectively
integrating the subsysteminto the overall system
4.2.2 TFM D2
- TCSEC Quot e:

"C2: Add: The procedures for exam ning and maintaM ng the audit files as well
as the detailed audit record structure for each type of audit event shall be
gi ven. "

- Interpretation:

This requirenent applies directly to all auditing subsystens and to other
subsystens that nmaintain their own audit data concerning events that happen
under their control. For subsystens that create audit data and pass it to an
external auditing collection and nmai ntenance facility, the audit record
structure shall be docunented; however, the procedures for exam nation and

mai nt enance of audit files may be left to the external auditing facility.
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4.3 TEST DOCUMENTATI ON
4.3.1 TD: DI
- TCSEC Quot e:
"Cl: New. The system devel oper shall provide to the evaluators a docunent that
describes the test plan, test procedures that show how t he securi b nechani sns
were tested, and results of the security mechani sns' functional testing."
- Interpretation:

The docunent shall explain the exact configuration used for security
testing. Al mechani sns supplying the required supporting functions shall be

identified. Al interfaces between the subsystem being tested, the protected
system and ot her subsystens shall be descri bed.
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4.3.2 TD: D2

-Interpretation
There are no additional requirenents at the D2 cl ass.
4.4 DESI GN DOCUMENTATI ON
4. 4,1 DD: D
- TCSEC Quot e:
"Cl: New Docunentation shall be avail able that provides a description of the
manuf acturer's phil osophy of protection and an expl anation of how this
phil osophy is translated into the TCB. |If the TCB is conmposed of distinct
nodul es, the interfaces between these nodul es shall be described. "
- Interpretation:
This requirenent applies directly to all subsystens. Specifically, the

desi gn docunentation shall state what types of threats the subsystemis
desi gned to protect

33

Comput er Security Subsystens DOCUVMENTATI ON REQUI REMVENI ~

agai nst (e.g., casual browsing, determ ned attacks, accidents). This
docunent ati on shan show how the protection philosophy is translated into the
subsystenm s SRP. Design docunentation shan al so specify how the subsystemis
to interact with the protected system and other subsystens to provide a

conpl ete conputer security system |If the SRP is nodul arized, the interfaces
bet ween t hese nodul es shall be descri bed.

4.4.2 DD: D2

There are no additional requirenents for Design Docunentation at the D2 cl ass.
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5- GLOSSARY

Accreditation - The offlcial authorization that is granted to an ADP system
to process sensitive information in its operational environnent, based upon
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conmpr ehensi ve security evaluation of the system s hardware, firmware, and
software . security design, configuration and inplenentation of the other
system procedural, adm nistrative, physical, TEMPEST, personnel, and

conr nuni cati ons controls.

Audit - The procedure of capturing, storing, maintaining, and managi ng data
concerning security-relevant events that occur on a conputer system The data
recorded are intended for use in detecting security violations and tracing
thosc violations to the responsi bl e individual.

Audit trail - A set of records that collectively provide docunentary
evi dence of processing users to aid in tracing fromoriginal transactions
forward to related records and reports, and/or backwards fromrecords and
reports to their conponent source transactions.

Aut henticate - To establish the validity of a clained identity.

Aut hori zation - Perm ssion which establishes right to access informtion.

Certification evaluation - The technical evaluation of a systenm s security
features, nmade as part of and in support of the approval/accreditation
process, that establishes " the extent to which a particular conputer systenis
design and inplenentation neet a set of specified security requirenents.

Comput er security subsystem - Hardware, firmvare and/ or software which are
added to a conputer systemto enhance the security of the overall system
Group user - A user of a computer system whose systemidentification is the

nane of a defined group of users on that system

I ndi vi dual user - A user of a computer system whose systemidentification
is unique, in that no other user on that system has that sanme identification

Nanmed object - An object which is directly mani pul able at the TCB
interface. Thc object must have nmeaning to nore than one process.

Product evaluation - Thc technical evaluation of a product's security
features to determ ne the level of trust that can be placed in that product
as defined by thc NCSC
35
Conputer Security Subsystens GLOSSARY
evaluation criteria for that type of product (e.g., operating system database

managenent system conputer network, conputer security subsystem). Product
eval uations do not consider the application of the product in the eval uation
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Protected system - The system being protected. In the context of conputer
security subsystens, a stand-al one conputer systemor a conmputer network to
whi ch a subsystemis attached to pronde sone conputer security function

Security Relevant Portion (SRP) - The protection-critical mechani smof the
subsystem the subsystem s interface(s) to the protected system and
interfaces to the nmechani sns providing required supporting functions. For
nost cases, the SRP enconpasses the entire subsystem

Subsystem - See "conputer security subsystem™

System - The conbination of the protected systemand the conputer security
subsyst em

*U. S. GOVERNMENT PRI NTI NG OFFI CE: 1989-225-703
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