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FOREVORD

The National Conputer Security Center (NCSC) has established an aggresive
programto study and inplenent conputer security technology and to
encourage the w despread availability to trusted conputer operations. To
provide insight into the Trusted Conputer Systens Evaluation Criteria
(TCSEC) and to assure that each feature of the TCSEC will be discussed in
detail and provide the proper interpretation with specific guidance, the
NCSC has established a Technical Guideline Program This Technical

Gui deline Program and the cooperative business rel ationship being forged
with the conputer and tel econmunication industries, will result in the
fulfillment of our country's conputer security requirenent. W are
determ ned to neet the challenge of identifying trusted conputer

gui delines suitable for use in processing all types and classifications of
i nformation.
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A Guide to Understanding Trusted Facility Management

"A GQuide to Understanding Trusted Facility Managenent" is the latest in
the series of technical guidelines that are being published by the
Nat i onal Conputer Security Center. This technical guideline has been
witten to help the conmputer security manufacturers, system eval uators,
accreditors, as well as end users understand what procedures, nethods, and
processes are required for trusted facility nmanagenent at B2 through Al

cl asses ofthe TCSEC.

As the Director, National Conputer Security Center, | invite your
reconmendations for revision to this technical guideline. W plan to
review this docunent periodically or when the need ari ses.

Patrick R Gall agher Jr. 15 August 1989
Director
Nati onal Computer Security Center
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PREFACE

This guideline contains information derived fromthe requirenents of the
TCSEC prefaced by the word "shall", and recommrendati ons derived from good
practices prefaced by the word "shoul d' when conducting trusted facility
managenent. The recomendations in this docunent are al so not to be
construed as supplenentary requirenents to the TCSEC. The TCSEC is the
only netric against which systens are to be eval uated.

Thr oughout this guideline there will be exanples, illustrations, or
citations of adm nistrative roles and operations that have been used in
trusted facility managenent. The use of these exanples, illustrations,

and citations does not nmean that they contain the only acceptable
procedures, nethods, or processes. The selection of these exanples is
based solely on their availability in the conmputer security literature.
Exanmpl es in this docunent are not to be construed as the only
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i npl enmentations that will satisfy the TCSEC requirenents or intended to
singl e out any particular operating systemto highlight weaknesses and
shortfalls, but nmerely to provide clarification. The exanples are
suggestions of appropriate inplenentations.
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1. | NTRODUCTI ON

The principal goal of the National Conputer Security Center is to
encourage the wi despread availability of trusted conputer systens. In
support of that goal a nmetric was created, the DoD Trusted Conputer System
Evaluation Criteria (TCSEC), agai nst which conputer systens could be

eval uated for security. The TCSEC was originally published on 15 August
1983 as CSC- STD-001-83. In Decenber 1985 the DoD adopted it, with a few
changes, as a DoD Standard, DoD 5200.28-STD. DoD Directive 5200. 28,
"Security Requirenments for Automated Information Systens (AlSs)", has
been witten, anong other reasons, to require the Depart*nment of Defense
Trusted Conputer System Evaluation Criteria be used throughout the DoD.
The TCSEC is the standard used for evaluating the effectiveness of
security controls built into AISs. The TCSEC is divided into four
divisions: D, C B, and A, ordered in a hierarchical manner with the

hi ghest division (A) being reserved for systens providing the best

avail abl e I evel of assurance. Wthin divisions C, B, and A there are
subdi vi si ons known as cl asses, which are also ordered in a hierarchica
manner to represent different |evels of security.

1.1. PURPCSE

An i nportant assurance requirenent of the TCSEC, which appears in
all classes fromB2 to Al, is trusted facility managenent. This refers to
the adm nistrative procedures, roles, functions (e.g., conmands, prograns,
interfaces), privileges and databases that are used for secure system
configuration, admnistration and operation

The objective of trusted facility nanagenent is to support
security and accountability policies throughout a systemis operation. To
acconplish this goal, two key requirenents are the separati on between
Adm ni strator and Operator functions, in class B2, and between
security-rel evant and nonsecurity-rel evant functions of System
Admi nistrators, in class B3. This separation of adm nistrative and
operator functions, and security-relevant and nonsecurity-rel evant
functions of System Administrators, also applies to class Al. These
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separations help ensure that security-adverse effects of human error
m sdeed, and systemfailure do not affect admnistrative functions and
dat a.

The purpose of "A Guide to Understanding Trusted Facility
Managenent” is to provide guidance to manufacturers on how to incorporate
functions of trusted facility managenent into their systens; to system
eval uators and accreditors on how to eval uate the design and
i npl ementation of trusted facility nmanagenent functions; and to end users
on how to use these functions effectively, e.g., on how to avoid conmon
pitfalls of system managenent.

1.2. SCOPE

The guidelines for trusted facility managenent presented herein
refer to the separation of adm nistrative functions, interfaces, and
procedures of an inportant assurance requirenment of classes B2 through Al
of the TCSEC. This guideline is intended to present the issues involved
in the design of trusted facility managenent.

This guideline contains five.additional sections. Section 2
contains a brief overview of the inherent vulnerabilities of
adm nistrative roles. Section 3 presents TCSEC requirenents that affect
the design and inplenentation of trusted facility managenent functions,
and i ncludes recomendati ons correspondi ng to each eval uati on cl ass.
Section 4 reviews the major requirenents of trusted facility managenent as
stated in the TCSEC. Section 5 presents the separation between
Adm ni strator's and Operator's functions and the possible partitioning of
the security-relevant functions of the Adm nistrator and Operator into
separate roles, functions and databases. Section 6 discusses the inpact
of the other TCSEC requirenents on trusted facility managenment, i ncluding
desi gn and nodeling alternatives for trusted facility nanagenent.

Not addressed herein are personnel security measures, physica
security of the automated informati on system equipnent, and ot her
adm ni strative neasures external to the AIS. The evaluation of these
measures i s beyond the scope of TCSEC-based eval uations [12, p.87]. These
gui del i nes apply to conputer systens, processing environnments, and
products built or nodified with the intention of satisfying the TCSEC
requirenments. Note that this docunent contains suggestions and
reconmendati ons derived from TCSEC obj ectives but which are not required
by the TCSEC. Additional recomendations are nmade, which are derived from
the stated objectives of the TCSEC.

1.3. CONTROL OBJECTI VES
Trusted facility managenent is one of the areas of operationa
assurance. As such, the trusted facility nmanagenent is an aspect of the
obj ective, "assurance." The assurance objective provided in the TCSEC i s:
"Systens that are used to process classified or other

sensitive information nust be designed to guarantee correct and accurate
interpretation of the security policy and nust not distort the intent of
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that policy. Assurance nmust be provided that correct inplenentation and
operation of the policy exists throughout the systenmis |ife cycle."

This objective affects trusted facility nanagenent in two
i mportant ways. First, admnistrative roles of the systemare the key
conponents that help to ensure the enforcenent of the system security
policy, and thus, their function nmust support the intent of that policy.
Second, the adm nistrative roles nmust satisfy the life-cycle assurance
requi rements of correct inplenentation and operation

2. SECURITY ADM NI STRATI ON - THE PROBLEM

Weaknesses of trusted facility managenent are role specific and comopn to
all adm nistrative roles. Careful exam nation of both conmon

adm ni strative roles and rol e-specific weaknesses is inportant for both
system desi gners and admi ni strators because exposure to sonme of these
weaknesses can be reduced or elimnated by specific designs or by

adm ni strative procedure external to the systemin use. The distinction
between the two types of weaknesses is also useful for the strengthening
of nmechani sms and procedures supporting different roles selectively.

The weaknesses di scussed bel ow are generic in the sense that they are not
specific to any particular systemor design. Careful analysis should be
perfornmed in designing and inplenmenting specific systens to identify
specific additional weaknesses and their required counterneasures.

Desi gn, inplenentation, and use of auto*mated tools for anal yzing specific
system weaknesses are useful, but still a research subject [1].

Three types of weaknesses affect all admnistrative roles to various
degr ees:

(1) unauthorized nodification of hardware and software
system configuration Unauthorized changes of system configuration, including
bot h hardware and software changes, can take place during all phases of a
systemlife-cycle.

(2) penetration of a specific admnistrative role.
Penetration of adm nistrative roles by non-adm nistrative users, or by
unaut hori zed admini strative users, is usually nmade possible by flawed, or
weak, mechanisns for identification and authentication, TCB protection, or
rol e separation.

(3) m suse of adm nistrative authority. This can
arise fromcareless or deliberate m suse of adm nistrative authority.
M suse of authority can cause both TCB and user security violations, and
therefore can |l ead to extensive danage.

3. TCSEC REQUI REMENTS FOR TRUSTED FACI LI TY MANAGEMENT
In the TCSEC, n requirenents for Trusted Facility Managenent are for

security classes B2 through Al. C asses Cl1 through Bl have no Trusted
Facility Managenent requirenents.
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3.1. REQUI REMENTS FOR SECURI TY CLASS B2
3.1.1. Security Policy
No Additional Requirements.
3.1.2. Accountability
Al'l identification and authentication requirenents of
class B2, including trusted path, shall apply to the adm nistrative users

i ndi vidual ly.

All actions of adm nistrative users shall be auditable in
accordance with the B2 audit requirenents.

3.1.3. Operational Assurance
3.1.3.1. System Architecture
The TCB progranms and data structures

i mpl erenting administrative functions:

* nmust satisfy the nodularity requirenments of
cl ass B2;

* nust satisfy the |east privilege principle;

* must use logically distinct storage objects
W th separate attributes (e.g., files, segnents).

The interfaces of the adm nistrative rol es

i mpl enented by the TCB nust be conpletely defined, and all the el enents of

the TCB i nplenenting the adm nistrative roles nust be identified.

3.1.3.2. Trusted Facility Managenent

The TCB shal |l support separate Operator and
Adm ni strator functions. The Admnistrator's functions include those of:

* the Security Adm nistrator
* System Progranmrer
* the Auditor

* the Account Adm nistrator
(whenever this role is defined to be security-relevant).

These functions nust be separated fromthose of the Secure Operator.
Wiile the Administrator's functions nmay be conbined into one function, we
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reconmend t hey be separated as described in section 5. The remai ni ng
functions include only the nonsecurity-rel evant functions.

3.1.4. Life-Cycle Assurance
3.1.4.1. Security Testing

Al'l security testing requirements of class B2
apply to the TCB functions and interfaces inplenenting adnmi nistrative
roles as stated.

3.1.4.2. Design Specification and
Verification

Recommendat i on

-Descriptive Top-Level
Speci fications (DTLSs) of the TCB functions and interfaces inplenenting
adm ni strative roles nust be maintained that conpletely and accurately
descri be these functions and interfaces in ternms of exceptions, error
nessages, and effects.

-A formal security and
integrity nodel of trusted facility managenent shoul d be used to define the
separation of administrative roles, functions, privileges and dat abases.

3.1.4.3. Configura*tion Manage* nent
Al'l configuration managenment requirenents of
class B2 apply to the TCB functions and interfaces inplenenting admnistrative
rol es as stated.
3.1.5. Docunentation

3.1.5.1. Trusted Facility Manual

A manual shall be avail able that provides the
fol | owi ng:

* be addressed to the ADP
system adm ni strator shall present cautions about functions and privil eges
t hat should be controlled when running a secure facility.

* give procedures exam ning
and maintaining the audit files.

* give the detailed audit
record structure for each type of audit event.

* describe the operator and
adm ni strator functions related to security, to include changing the security
characteristics of a user

* provide guidelines on the
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consi stent and effective use of the protection features of the system

* explain how the protection
features of the systeminteract.

* show how to securely
generate a new TCB

* provide guidelines on
facility procedures, warinings, and privileges that need to be controlled in
order to operate the facility in a secure nmanner.

* identify the TCB nodul es
that contain the reference validation nechani sm

* describe the procedures
for secure generation of a new TCB from source after nodification of any
nodul es in the TCB

3.1.5.2. Test Docunentation
Al'l test docunentation requirenents of class B2,
except those for covert channel testing, apply to the TCB functions and
interfaces inplenenting adm nistrative roles as stated.

3.1.5.3. Design Docu*nenta*tion

Docunent ati on shall be avail abl e that provides a
description of:

* I nterfaces between the TCB nodul es
i mpl enenting functions of the adm nistrative roles;

* Specific TCB protection mechani sns used for
t he separation of adm nistrative roles;

* Descriptions of the TCB nodul es
i npl ementing functions and interfaces of the adm nistrative roles;

* How the | east privilege principle is
supported by the functions and interfaces of the TCB inpl enenting
adm ni strative rol es;

* How t he actions of the adm nistrative
roles are audited.

Reconmmendat i on
-A formal description of the security and integrity policy nodel
used to define the separation of adm nistrative roles should be avail abl e

and proven to be sufficient to enforce the clainmed separation.
3.2. REQUI REMENTS FOR SECURI TY CLASS B3
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Al'l the requirenents of Class B2 are included at this level. The
additional class B3 requirenments are |listed bel ow.

3.2.1. Security Policy
No Additional Requirements.
3.2.2. Accountability

The trusted-path requirenments of class B3 apply to
adm ni strative users.

The additional audit requirenents of class B3 apply to the
adm ni strative users.

3.2.3. Oper ati onal Assurance
3.2.3.1. System Architecture
The additional TCB structuring requirenents of
class B3 (i.e., significant use of abstraction, information hiding, and
| ayering) apply to the functions and interfaces of the TCB i npl enenti ng
adm ni strative roles.
3.2.3.2. Trusted Facility Managenent
The security-rel evant adm nistrative functions
(i.e., those of the Security Adm nistrator, System Programrer, Auditor and
the Secure Qperator's roles defined above) nust be separated fromthe
nonsecurity-rel evant adm ni strative functions.
The security-rel evant adm nistrative functions
must be limted to those that are essential to performng the security

roles effectively.

Al'l actions of security personnel (Secure
Adm ni strator and Secure Operator) nust be audited.

Recommendat i ons:

- The functions of security adm nistration and
personnel shoul d di stingui sh anong

* System
Programmer, Security Adm nistrator, Auditor, and Secure Operator

* their privileges
* their databases.

- Different |levels of trust should be
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established for the following roles in accordance with the power and
vul nerability of each role:

* System Progranmer (rmaintenance and
di agnosti cs node);

* Security Adm nistrator;
* Audi t or;

* Secure Operator

* Account Admi ni strator;
* Oper at or .

(Note: The distinction between the System
Adm ni strators, Operators, and System Security Oficers is explicitly nmade
in the audit requirenents of the TCSEC [11, p. 16]. These roles
correspond to the Account Adm nistrator, Secure/Normal Operator, and
Security Adm nistrator/Auditor roles above. Also note that these
di stinctions do not require the separation of security-relevant and
nonsecurity-rel evant functions as they are nade in the audit -- not
trusted facility managenent -- requirenent area).

3.2.3.3. Trusted Recovery
The trusted recovery requirenment of class B3
applies to the functions and interfaces of the TCB inpl enenting
adm ni strative roles.
3.2.4. Life-Cycle Assurance
3.2.4.1. Security Testing
Al'l additional security testing requirenments of
class B3 apply to the functions and interfaces of the TCB i npl enenting

adm ni strative rol es.

3.2.4.2. Design Specification and
Verification

Recommendat i on
- The additional design
speci fication and verification requirenments of class B3 should be applied to
the functions and interfaces of the TCB i npl ementing adm nistrative rol es.
3.2.4.3. Configuration Managenent

No Additional Requirenents.

3.2.5. Docunent ati on
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3.2.5.1. Trusted Facility Manual
The additional requirenents shall include
procedures to ensure that the systemis initially started in a secure
state and procedures to resune secure systemoperation after any lapse in
system operati on
3.2.5.2. Test Documentation
No Additional Requirenents.
3.2.5.3. Design Docu*nenta*tion
No Additional Requirenents.
3.3. REQUI REMENTS OF SECURI TY CLASS Al
Al'l requirenents of the security class B3 are included here. The
only additional requirenents are in the following "Life-Cycle Assurance"

areas:

3.3.1. Additional Life-Cycle Assurance Requirenents

3.3.1.1. Configuration Managenent
Al'l additional configuration managenent
requirenments of class Al apply to the TCB functions and interfaces
i npl ementing adm nistrative roles.
3.3.1.2. Trusted Distribu*tion
Al'l trusted distribution requirenents of class
Al apply to the TCB functions and interfaces inplenenting adm nistrative
rol es.
4.  SATI SFYI NG THE TCSEC REQUI REMENTS

The principal requirenents of trusted facility nmanagenent are:

* the separation of Operator and Adm nistrator
functi ons;

* the logical (or physical) separation of the
dat abase information corresponding to those functions; and

* the inplenmentation of |east privilege such

that functions have only the m ni mum necessary privileges to the databases.

4.1. SEPARATI ON OF ADM NI STRATOR AND OPERATOR FUNCTI ONS
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The separation of Adm nistrator and Operator functions is a
requi rement of TCSEC cl ass B2, which states:

"The TCB shall support separate Operator and Adm ni strator
functions.”

The primary purpose behind the separation of the Operator and
Admi nistrator functions is to limt the potential damage that untrusted,
or errant, code can inflict on the information the TCB uses to enforce the
security policy. Any code executed with Qperator or Adm nistrator
privileges has the ability to change the TCB data structures, thus
affecting the enforcenent of policy. Through the application of the
principal of |least privilege and the separation of Operator and
Adm ni strator functions so that they are prevented from executing
untrusted code, the TCB data structures can be protected. The principle
of least privilege requires that each subject be granted the nost
restrictive set of privileges needed for the specific task. 1In the case
of the operator and adm nistrator functions, the privileges need to be
established at a low |l evel of granularity so that the proceses that
i npl emrent those functions do not have unnecessary privileges. This |ow
| evel of granularity provides several inportant protections:

* limts the effects of errors on the part of
t he admi ni strat or

* limts the effects of incorrect code which
i npl emrents the admnistrator functions;

* provides sone protection agai nst malicious
adm ni strators, in that danage that can be done is strictly contained to the
provil eges defined for that role. Sone additional protection is afforded by
the auditing of administrator actions. (This argunent can be extended to
mal i ci ous code which is inserted in the adm nistrator functions.)

The TCSEC recogni zes the need to separate the operator and
adm nstrator functions fromthe normal user abilities to execute code.
There are several ways to inplenment such separation. One way is to
enforce those restrictions on the Adm nistrator and Operator functions.
They can only execute trusted code that has been shown to preserve the TCB
data structures properly. This requires that the people who performthose
functions al so have a separate account that allows themto be a nornma
user. That separate account woul d not have any Operator or Adm nistrator
capabilities. \Whatever approach to separation is selected, it nust be
shown to restrict the Operator or Adm nistrators from executing untrusted
code.

The separation of Operator and Adm nistrator functions, nanely
bet ween t he commands, prograns, and interfaces inplenenting those
functions, is inportant because these functions are used with different
privileges, on different systemdata. Should these functions not be
separated, QOperators could use commands that include Adm nistrators
privileges and databases. This would nmean that all Operators woul d need
to be trusted to the sane degree as that needed for Administrators. It
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woul d al so nean that the principles of |least privilege and separa*tion of
privilege, which are two of the nost inportant security principles (see
reference [18] for a further explanation of these principles), are

vi ol at ed, overexposing the systemto error, failure, and m sdeed.
Furthernore, |ack of functional separation would fail to confine the
effects of any function penetration, |leaving the entire systemin a

vul nerabl e state.

In addition to the separation of Adm nistrator and QOperat or
functions, trusted facility nmanagenent should al so separate interna
syst em dat abases which the Operator and Adm ni strator mani pul ate. Checks
and bal ances are necessary to avoid trusting too many all-powerf ul
Adm ni strators. The identification of the security-relevant, interna
syst em dat abases and the correl ati on between each function and the
correspondi ng dat abase shall be carefully perfornmed and docunented. The
separation of Operator's and Administrator's functions shall also lead to
t he separation of accessible objects and of access privileges to shared
dat abases. This is an essential design requirenent for the enforcenent of
the least privilege principle within the TCB because it hel ps identify and
el i m nate unnecessary Operator access to admi nistrator data. For exanple,
the Administrator has full access to system databases that need not be
fully accessible to the Operator; i.e., the Adm nistrator has Read/ Wite
privileges to sone (shared) databases, such as the system security
profile, for which the Operator only needs Read privileges. Thus, the
Wite privilege of the Operator to these databases woul d be elim nated.
Al so, because these databases are separate, consistency checks nay be
derived fromthe security-rel evant dat abases of the Adm nistrator and
applied to the security-relevant functions of the Operator. This would
i ncrease the robustness of the admnistrative functions of the system and,
inmplicitly, its useful ness.

Figure 1 illustrates both the separation of function and of
privil eges/ databases for class B2. Note, although the functions of the
Operator and Administrator are conpletely separated, the Adm nistrator's
privileges include those of the Operator in the sense that the
Adm ni strator can always get access to all Operator functions, databases,
and privileges. For exanple, an Adm nistrator can always log in as an
Operator and perform Operator functions. In contrast, the Operator cannot
get access to functions, databases, and privileges that are exclusively
the Adm nistrator's. Note, this hierarchical relationship of roles is a
functional hierarchy. The systemcould provide a "flat" set of roles,
functions and privileges, and the hierarchy coul d be nanaged
adm ni stratively.
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4.1.1. Security-Relevant Functions of the System
Adm ni strat or

The security-relevant functions of the System
Adm ni strator include those that:

* Define and change the user security
characteristics and those of the systemsecurity data (e.g., user identifier
user's group identifiers, user/group maxi mum security level; and the
maxi muni m ni mum security | evel of the systemdata, the nmaxi mum m ni mum
security level of each file systemn

* Define and change the systenis security
characteristics (e.g., security level limts of multilevel channels, 1/0
processors, conmunication |lines, and devices; all possible |evel changes of
single |l evel devices).

* Perform system programm ng functions; (e.g.,
trusted system configuration in accordance with the configuration managenent
policy, systemdistribution, systeminstallation, TCB code mai ntenance t hat
may affect system configuration, distribution and installation).

* Performaudit functions (e.g., determ ne what
events should be audited, manage the audit trail, analyze the audit trail
produce audit reports).

4.1.2. Security-Relevant Functions of the Operator

The security-rel evant functions of the Operator include
t hose that:

* Enabl e and di sabl e peri pheral
devi ces, make changes to the device security characteristics within the limts
defined by the Adm nistrator (e.g., the Operator sets the |level of a
singl e-1evel device within the range defined by the Adm nistrator).

* Control the mounting of file systens
and | oad | abel ed di sk packs and tape reels on appropriate drives.

* Recover user files foll ow ng system
crashes.

* Handl e printed output.

* Perform mai nt enance operations on
user dat abases and routi ne nmai ntenance of TCB dat abases.

* Boot up and shut down the system

4.2. SEPARATI ON OF SECURI TY AND NONSECURI TY- RELEVANT FUNCTI ONS
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The second requirenent of the trusted facility managenent is to
identify, audit, and separate the security-relevant functions of the
Adm ni strator fromthe nonsecurity-relevant functions. The purpose of
this requirement is to prevent an Operator or Adm nistrator from executing
untrusted code using their special privileges that would enabl e that code
to corrupt the policy enforcenent data or mechanisns. This requirenent is
introduced in class B3, and is stated in the TCSEC as foll ows:

"The functions perfornmed in the role of a
Security Adm nistrator shall be identified. The AI'S admi nistrative personnel
shall only be able to perform Security Adm nistrator functions after taking a
distinct auditable action to assune the Security Adm nistrator role on the
Al'S. Nonsecurity functions that can be perfornmed in the Security
Adm ni strator role shall be limted strictly to those essential to perform ng
the security role effectively.”

Both the Adm nistrator and the Operator roles include
security-relevant functions. Security-relevant functions include all
adm ni strative functions that are used to inplenent the security and
accountability policies supported by a system Nonsecurity-rel evant
functions are those that cannot affect the inplenentation of security and
accountability policies supported by a system The separation of
security-rel evant and nonsecurity-relevant functions is inportant because
nonsecurity-rel evant functions need to be trusted to a degree | ower than
that of the security-relevant ones. A higher degree of trust inplies that
the operational and |ife-cycle assurance tasks are nore extensive than
t hose necessary for functions of a |lower |evel of trust. Although sone
nonsecurity-relevant functions of the Adm nistrator may be functionally a
part of the TCB in class B2, flaws in these functions should lead only to
potential denial-of-service instances, but not to security or integrity
violations. |In class B3, essentially where the nonsecurity-rel evant
functions of the Adm nistrator shall be renoved fromthe TCB. The TCSEC
does permt the inclusion of nonsecurity relevant functions that are
essential to performng the security role. Wile the separation of
adm ni strative functions is not required below class B2, the benefits and
protection it provides shoul d be seriously considered.

Figure 2 illustrates both the separation of function and of
privil eges/ dat abases for classes B2 and B3. Note, although the functions
of the Operator and Security Adm nistrator (i.e., the nonsecurity-relevant
role of the Administrator) are conpletely separated

http://www.fas.org/irp/nsa/rainbow/tg015.htm (18 of 45) [11/23/2008 5:26:10 PM]



A Guide to Understanding Trusted Facility Management

(Alternative adm nistrative procedures for systens that do not
support any separation of roles have been suggested [5]. These procedures
may be useful for systems in TCSEC cl asses Cl through Bl.)

4.3. | MPACT OF OTHER TCSEC REQUI REMENTS ON TRUSTED FACI LI TY
MANAGENMENT

The third inmportant requirenent of trusted facility managenent is
the integration of functions and prograns that inplenent adm nistrative
roles within the TCB in such a way that the security policy,
accountabi lity, assurance, and docunentation requirenents of specific
TCSEC cl asses are satisfied. For exanple, in a B3 or above system the
desi gn of each function supporting a specific role nust ensure that the
programs executing that function operate with the fewest privileges
necessary and that they are designed to satisfy the abstraction,
information hiding, and |l ayering requirenents. Furthernore, in a class B3
or above system the nonsecurity-relevant functions of Admi nistrators
shall be renmoved fromthe TCB because "significant system engi neering
shall be directed towards mnimzing the conplexity of the TCB and
excluding fromthe TCB nodul es that are not protection critical” [11].
Some work environments require the systemto support nultiple work shifts.

Such a systemdesign, allowing nultiple individuals to belong to the sane
role, shall ensure that these individuals are not forced to share a role
password, such that accountability on an individual basis is |ost.

Most docunentation requirenents of the TCSEC apply to trusted
facility managenent as stated in each evaluation class. However, sone
requi rements such as those that state the need for a Security Features
Users' @uide (SFUG and for covert channel analysis are obviously not
applicable. The SFUGis relevant for all users, whereas the Trusted
Facility Manual and Managenent are relevant only for admnistrative users.

Al so, since nost adm nistrative users have nmultilevel access to system
and user data, they nust be trusted to naintain the secrecy and
classification of the data. Thus, administrative users nust be cleared to
t he highest level of data classification. Furthernore, all code
i mpl enenting functions of adm nistrative roles should be scrutinized to
ensure, to the largest extent possible, that it does not contain any
Trojan horses or trap doors. Additional requirenents inposed by the TCSEC
oftrusted facility managenent are discussed in the section entitled,
"TCSEC Requirenments For Trusted Facility Managenent."

5. SEPARATI ON OF OPERATOR' S AND ADM NI STRATOR S RCLES

An inportant aspect of trusted facility nmanagenent is that of
partitioning the security-relevant duties of the Adm nistrators and
Qperators into separate roles. For exanple, this partitioning could
di stinguish the security-relevant roles of Security Adm nistrator, System
Programrer, and Auditor -- in addition to the non-security-relevant role
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of Accounts Admi nistrator; and al so could distinguish between the
security-relevant functions of the Operator (the Secure Operator role) and
the nonsecurity-relevant ones (the Operator role). Al though this further
partitioning of the Adm nistrator's duties is not required by the TCSEC,

it Is suggested:

(1) by the need to differentiate between the
skills required by different security-relevant functions of the
Adm ni strator and Operat or,

(2) by the need to divide the power (e.g.,
privileges) of the all-enconmpassing Admi nistrator duty into multiple roles
that incorporate different |levels of trust,

(3) by the need to avoid entrusting all
security-relevant functions to a single role or individual. 1In this
partitioning of the Adm nistrator's duties, the Security Adm nistrator
role retains the functions of defining and changing the users' and the
system security profiles.

The System Programrer's functions differ fromthose of the
Security Adm nistrator, Auditor, Account Adm nistrator and Operators. The
System Programrer's functions, privileges, and dat abases include those of
the other roles, as the System Programmer is the nost privil eged
adm ni strative user defined in any system |In contrast with the other
roles, sone of the System Programrer's actions may not be auditable. This
is the case because sone of the System Progranmer's actions take place
before the Auditor's prograns and dat abases are configured and | oaded.
Furthernore, the System Programmer's mai ntenance activities may refer to
t he mai ntenance/repair of the TCB, including the other roles' interfaces
(e.g., commands, prograns), databases, and privileges. Wenever possible,
t he System Programrer functions should be relegated to system mai nt enance
nmode only and nonitored by adm nistrative procedure. Wenever possible,
work on TCB code shoul d be done on a devel opnental systemrather than on a
systemin current use. The devel opnental system nay be a physically
separate systemor a systemfrom which user data, and in particul ar
classified data, have been renoved (e.g., by changing di sk packs or
overwiting nmenory) prior to performng TCB mai ntenance. Note that any
nodi fication of the TCB code, even by authorized users in the System
Programrer role, may invalidate the systemis rating. The above neasures
all ow the design of a system whose node of operation does not include an
al | -powerful role.

The Auditor's functions, databases, and access privileges differ
significantly fromthose of the other admnistrative roles (e.g., Security
Adm ni strator, Account Adm nistrator, Operators). The separation of the
Auditor's functions, databases, and access privileges fromthose of the
Security Adm nistrator, Account Adm nistrator, and Operators is an
i nportant application of the separation of privilege and |east privilege
principles. Should such separation not be perforned, and should the
Security Adm nistrator be allowed to undertake Auditor functions or
vice-versa, the entire security function would beconme the responsibility
of a single, unaccountable individual or role in normal node of system
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operation. For exanple, a Security Adm nistrator may take actions that
represent msuse of authority and then use Auditor functions to erase any
evidence of his actions. Although this is obviously undesirable, the
TCSEC does not require the separation of Security Adm nistrator and

Audi tor functions (and neither does it require the separation between
Secure Operator and Operator functions).

Figure 3 illustrates both the fine-grained separation of roles and

of databases/privileges. The relationships between the different roles
defi ned here are explained in Section 5.8.

The design of each adm nistrative role should include explicitly the set

of commands, privileges, and databases specific to that role. In
contrast, the assignnment of individuals to the roles is best left to the
managenent of the installations famliar with the skill, interests, and

trust that can be assigned to the individuals. Furthernore, this guide
does not distinguish between the role of the System Programmer of a
specific installation and that assigned to a manufacturer's programmer.
Such di stinctions depend on the operational environnent and adm nistrative

procedures enforced in that environment. 1In small system environments the
two rol es becone indistinguishable, whereas in |arge system environnents
the two roles are different. 1In sonme environnments, the System Progranmer

has the right to exam ne, nodify, reconpile, and rebuild the TCB, whereas
in others the System Progranmmer can only install a given object code
version of it. For exanple, it is not unconmon that System Progranmers at
a given installation site add device drivers to a TCB for new nultil evel
devi ces supported in the systens, and then rebuild the TCB. Wenever the
System Programmer is allowed to nodify, reconpile, and rebuild the TCB
strict configuration nmanagenent procedures should be foll owed at the
installation site and evidence be gathered to denonstrate to the
Accreditor that the systemrating is maintained properly. Again, it
shoul d be noted that any nodification to the eval uated TCB code or
configuration may invalidate the system s rating.

The distinction between various Qperator's and Administrator's functions
are established by:

(1) who perforns the system configuration
di stribution, installation and nmai ntenance,

(2) who defines the user and the system security
characteristics,

(3) who perforns systens operations such as
routi ne mai ntenance and response to user requests. This section

http://www.fas.org/irp/nsa/rainbow/tg015.htm (21 of 45) [11/23/2008 5:26:10 PM]



A Guide to Understanding Trusted Facility Management

reconmends a nore structured separation of roles that provides nore
ef fecti ve managenent of the conputer resources and accountability for
t hose personnel.

5.1. FUNCTIONS OF THE SECURI TY ADM NI STRATOR

The security-relevant functions of the Security Adm nistrator can
operate at nore than one security |evel, and invoke processes or prograns
that operate with some systemprivileges. Thus, these functions nust be
trusted to a high degree. These functions include identification and
aut hentication functions, mandatory access control functions, and
di scretionary access control functions.

1. The identifica*tion and authentica*tion functions of the
Security Adm nistrator may incl ude:

The setting of the paraneters of the | ogin/out mechani sm
such as:

* timeout period (maxi mum amount of tine the systemwaits
for the next command or for the conpletion of the current command);

* maxi mum login time (maxi num amount of tine the user may
remain logged in to a system;

* limt of successive, unsuccessful tries tolog in froma
specific terminal before Adm nistrators are notifi ed,;

* limt of successive, unsuccessful tries tolog in to an
account, regardless of the term nal |ocation, before Adm nistrators are
notified;

* term nal |ockout establishnment and resetting;
* multiple (simultaneous) login attributes;

* whet her a specific user's login needs to trigger an
adm nistrative warning (to the Adm nistrator or to the Qperator's consol e).

The setting of the authentication paraneters; the Security
Adm ni strator functions may include those that carry out the follow ng
deci si ons:

* if the authentication nmechanismis password-based, the
Security Adm nistrator determ nes the password characteristics (whether the
user's password choice is user-generated or systemgenerated, the setting of
the m ni rum and maxi nrum password age, the password conpl exity paraneters,
etc.);

* if the mechani smis dial ogue-based, the Adm nistrator
installs the dial ogue prograns on a per-user basis;
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* the Adm nistrator defines and nmanages the distribution
of special passwords for the trusted processes that are started by passwords
(i.e., the TCB repair and mai nt enance processes, such as security-I|abe
repair, etc.).

[ Note: The above
deci sions are nmade when the systemis installed for a particular organizati on,
and the system Security Adm nistrator carries out the installation decisions
made by that organi zation.]
The definition of user account and registration profile;
this definition may include:

* user identifier (this should be unique for the lifetinme
of the system); initial user password; change of user password,;

* user's full name, address, and affiliation;

* user's group identifiers (these should al so be unique
for the lifetime of the system;

* user's default group.

The definition of group accounts and
registration profile; this definition may include:

* user group id (this should be unique for the systenis
lifetine);

* group title, group adm nistrator identifier, name and
addr ess;

* group di sk quot a;
* group statistics.

[Note: In sone
environnents, the user and the group identifiers of registered users may not
be disclosed to other users. Note also that, whenever the TCB does not
automatically create unique identifiers for users and for groups, the system
Security Adm nistrator does not reuse user/group nanmes until he is certain
that nane conflicts do not occur. ]

2. The mandatory access control functions of the Security
Admi ni strator may include the foll ow ng:

Definition and mai ntenance of the security |abel map; this
i ncl udes functions such as the nmappi ng between internal representations and
human-r eadabl e representati ons of security |ables.

Setting of the security-level limts and the default

security levels for: the system the users, the user groups, the system
devices, and the file systens.
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Label i ng of inported unl abel ed data, and unl abel ed nedi a
such as di sk packs.

Recl assification of objects; this includes:
* obj ect upgrade or downgrade;
* | abel overrides on user output;

* restoration of damaged | abels (whenever this function is
not provided by the System Programer role).

3. The discretionary access control functions of the Security
Adm ni strator may include the foll ow ng:

Initialization of the discretionary access privileges for
group adm nistrators to group directories and group devices; al so,
initialization of storage quotas for user groups.

Definition and nmai nt enance of group nenbershi p (whenever
speci al group administrators are not supported).

[ Note: Since any change in group
nmenbership affects all discretionary access control decisions nade by
i ndi vi dual users, such changes should not take place w thout prior
consultation with the users who may be affected by this decision.]

Setting of discretionary privileges on file systens.

Changes of object ownership in systens that support the
notion of ownership; also, changes of discretionary privileges on objects
whose privileges are accidentally deleted by the object's creators or owners.

Di scretionary distribution, review, and revocation of
privileges on behal f of object creators/owners in systens that do not allow
i ndi vidual users to distribute, review, and revoke privileges directly (i.e.,
where the control of object sharing is centralized [9]).

4. Additional functions of the Security Adm nistrator are |isted
bel ow. Specifically, the Security Adm nistrator nmay:

Per f orm consi stency checks to verify that:

* the database of user and system security profiles
satisfies the systemsecurity requirenments and is in a consistent state;

* the TCB is installed properly (e.g., displays and checks
installation tables);

* the TCB does not contain extraneous prograns (e.qg.
prograns that are privileged but are not part of the TCB configuration).

Determ ne that the current systemconfiguration is within
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the constraints established by configurati on managenent and the System
Programrer. This includes the verification of:

* device and term nal registration;

* maxi mum st orage si ze;

*

file (device) systemnane table and file (device) nount
t abl es;

* device and term nal connection dat abase.

Cut off user/group accounts (whenever the Account
Adm ni strator is not defined as a separate role).

Del et e user/ group accounts.

D spl ay and update constants of various systemtabl es.
Initiate and anal yze the systemintegrity tests.
Supervi se the mai nt enance procedures (hardware, etc.).
Respond to real -tinme al arm nessages (B3 and higher).
Destruction of errant processes.

Definition of the site identifier, logo, and the site
aut hentication protocols within a network.

Set up and access the foll ow ng four
types of databases:

* The dat abase of the user and system
security profiles;

*

The security |abel nap;
* The file system hierarchy;

* The system configuration database
[this includes the current hardware configuration and the security-1|evel
limts of the various devices, term nal connections, the file-system nane and
mount dat abase, etc.].

Al the nodifications to these databases are performed by the
Security Adm nistrator using the commands of a trusted database editor and
the systenis trusted path. Although the trusted path nmechanismis not
required for these nodifications in class B2 systens, the trusted editor
commands are part of the administrative interface commands that nust be
supported by all trusted systens. Al actions of the Security
Admi nistrators are audited.
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5.2. FUNCTIONS OF THE SECURE OPERATOR

The security-relevant functions of the Operator role can operate
across nore than one security |evel and sonetinmes invoke processes that
require systemprivileges. Thus, these functions require a high degree of
trust. An Operator who executes security-rel evant operations is called
the Secure Op*er*a*tor. These functions of the Secure QOperator may
i nclude the follow ng:

1. Booting and shutting down the system setting the systenis
cl ocks; also, setting the security |evel of individual system devices within
the range of levels allowed by the Security Adm nistrator's database.

[ Note: Shutting down the systemrequires that the
Qperator ensure that appropriate physical and adm nistrative security
features be in place to protect the information while the systemis not
runni ng. For exanple, shutting down for maintenance m ght require that
the date be renmpved and the system cl eared.]

2. Locating damaged user files and volunmes. The "sal vager" process
identifies damaged | abels (e.g., | abels inconsistent with those of containing
directories and files) and deletes all access to the correspondi ng objects
until repair is finished by the System Progranmer and Security Adm nistrator.

3. Perform ng routine mai ntenance of TCB dat abases.

The Operator perforns the follow ng routine maintenance
operati ons:

* audit file backup (whenever this is not
included in the Auditor's role);

* security-level changes for sonme devices (these
are within the limts set by the system Security Adm nistrator);

* user database backup
* security-map backup;
* TCB tabl es backup

It nmust be noted that the OQperator should not have the privilege
to nodify file contents for file backup.

4. Performng on-line termnal and device tests (including
aut hentication tests).

5. Respondi ng to user's requests.

The Operator should be able to respond to the
foll owi ng user requests:

* mount/unnmount physically (externally) | abeled
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renovabl e nedia (e.g., tape reels and di sk packs);

* inport/export other physically (externally)
| abel ed data into/fromthe system

It nmust be noted that all Operator's actions nust be auditable.
Mounti ng unl abel ed storage devices is not recommended. The TCB needs the
Label information in order to correct access control decisions. |f the
Operator is not provided the |label, the systemw ||l not be able to enforce
the policy correctly.

5.3. FUNCTIONS OF THE ACCOUNT ADM NI STRATCOR

The security-relevant functions of the Adm nistrator role nay not
need the special privileges to operate properly, but in nost installations
they will be trusted processes However, all output generated by the
Account Admi nistrator will be marked with the highest security |evel
O herwi se, | eakage of classified informati on nmay take place (e.g., encoded
in the user bills). The nonsecurity-relevant role of the Security
Adm nistrator is called the Account Adm nistrator

The (nonsecurity-relevant) functions of the Account Adm ni strator
are listed below. Specifically, the Account Adm nistrator

1. Installs and maintains accounting files.
2. Turns system accounting on and off.

3. Runs accounting tools and produces
accounting reports/bills.

4. Enabl es and di sabl es accounts at users'
requests (whenever this function is not provided by the Security
Adm ni strator); however, the Account Adm nistrator does not have the privilege
to define or change the users' security profiles.

5. Establishes the billing rates, prices and
policies.

6. On a regular basis, collects system
statistics such as:

* system availability;

* system configuration

* di sk/ CPU nenory statistics.
7. Publishes revenue/ cost reports.

5.4. FUNCTIONS OF THE AUDI TOR
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The Auditor role invokes processes that operate with system
privileges. Thus, all functions of the Auditor require a high degree of
trust. These functions include those that enable the audit selectivity
mechani sm (e.g., audit-event setup and change), the nanagenent of audit
trails, the setting of the covert-channel delays and random zation
vari abl es, audit data conpression and postprocessing analysis [7]. Data
generated by the Auditor nust be classified at the System Hi gh | evel since
they may contain information generated at all security levels defined in
the system SystemH gh is defined as the security |abel that dom nates
all other security labels in the system In a sense, it is the highest
possible label. It would be beneficial, and possibly necessary, to create
the System Hi gh level such that it is hierarchically higher than all the
data |l evel s used in the system This approach has the benefit that the
mandat ory access controls provide additional protections for the audit
data since only the Auditor would have authorization for this |evel.

1. The Auditor functions that define the events recorded in the
audit log (or trail) may include:

Functions that turn on and off events that should be recorded in
the audit trail to ensure the consistency of subsequent events sel ected by
the Auditor. These events ensure that the postprocessing tools function
properly. For exanple, in systens where object-uni que nanes are
represented by file system pat hnanes, any change to the working directory
relative to which pathnanes are interpreted, should be audited. (An
obj ect-uni que nane is the unique nane that identifies and distinguishes a
particul ar object fromall other objects in a system In a hierarchica
file system the object-unique nane includes the associated directory
names so users can use the sane nane for objects in different
directories). Oherwise, audit analysis tools that read audit events
recorded after a directory change cannot identify objects unanbi guously.
For simlar reasons, all events that record process creation or
destruction and identification or authentication actions should be
sel ected whenever the audit is on.

Functions that display all security-relevant events which can be
audi t ed.

(The determ nation of the security-relevant events in a systemis
done at design tine, and is based on the interpretation of the chosen
security policy and accountability nodels in the system Any event, such
as those provided by a user invocation of a TCB or trusted process call,
is security-relevant if it causes a state transition or if it denies a
state transition in the nodel's interpretation. For exanple, the
i ntroduction of an object in an address space of a process is
security-relevant in a systemdesigned to support the Bell-LaPadul a node
because it causes a state transition in the interpretation of the
current-access-set conponent of that nodel's interpretation [2].
Simlarly, distribution and revocation of access privileges cause a state
transition because they nodify the access-matri x conponent of the nodel
whereas a change in security level of an object/subject causes a state
transition because it nodifies the security-function conponent of the
nodel. Qther state transitions, which should also be audited, may nodify
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mul ti pl e conponents of a systemstate; e.g., the creation/destruction of
objects that nodify both the object hierarchy and the access matrix.

Addi tional security-relevant events may be derived fromthe interpretation
of the trusted facility nmanagenent nodel whenever such a nodel is not
included in the security policy nodel. Also, additional security-relevant
events may be derived fromthe covert-channel handling requirenents of the
TCSEC) .

Functions that turn on or off audit events selectively on a
per-user, per-process, per-security-level or per-object basis are al so
i ncl uded here. These events may be signal ed by the processors, TCB, or
trusted processes. Selection of auditor-determ ned subsets of these
events shoul d al so be possible.

Functions that turn on or off events representing accunul ati ons of
ot her auditable events (e.g., nultiple successive unsuccessful |ogins) and
alarms are al so included here.

2. Auditor functions that help rmanage the audit files may include:

Creation and destruction of audit |ogs and postprocessi ng audit
files.

Change of audit-log size and of warning points. The warning
poi nts may be expressed as a specific nunber, or percentage, of bytes
available in the audit |1 og. Wen these warning points are crossed by the
event recordi ng nmechanism an auditor warning may be given by the system
If the audit |og beconmes full and the audit nechanismis on, then the
system may stop and delay further activity until the Auditor takes
corrective action [7].

Functions used to enpty full audit files.

Functions that format and conpress events in the audit |og and
postprocessing audit files. The formatting functions may convert binary
audit data into text format, and conbine partial event records into the
required record format. The storing of formatted postprocessing files may
require the use of conpression techniques to inprove storage utilization.

Functions that display the audit | og and postprocessing audit
files in various formats.

Consi st ency checki ng functions which operate on the entire auditor
dat abase for use after system crashes.

3. Functions that set the delays or the random zation val ues for
covert channel handling should also be included in the Auditor's role.
The reason for this is that the covert channel handling guideline of the
TCSEC correl ates the covert-channel audit requirement with specific
covert-channel bandw dth val ues and, therefore, with delay val ues and
random zati on ranges. For exanpl e, dependi ng upon the val ues set for the
audit del ays, specific channels may, or may not, need to be audited.
Thus, the specification of the delay val ues and random zati on ranges
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becones the duty of the Auditor. These functions may i ncl ude:

The setting of the default and current val ues of the delays for
singl e covert channels or for groups of covert channels.

The setting of the default and current values of the random zation
ranges for covert channels arising fromthe dynam c allocation or
deal | ocation of indices in TCB tables.

4. Functions that performthe postprocessing of the audit data are
necessary for any audit |og analysis and, therefore, should be included in any
trusted system Al though sonme of these functions are independent of the
required audit analysis, such as the functions that retrieve various fields of
the audit |ogs, nost of these functions are specific to the postprocessing
anal ysis required by specific applications.

In sunmary, the functions of the Auditor role may set up, access
and nodify the foll ow ng types of databases:

* audit log files containing full or partial
records of audit events in binary or text formats;

* audit event file containing the definition of
all auditable events in the system

* sel ected-event file containing the definitions
of all events selected on a per-user, per-process, per-security-I|evel
per - obj ect basi s;

* formatted or conpressed audit files containing
the input to the postprocessing phase;

* audit report files.

Access to the audit databases may be performed only by individuals
who can assune the Auditor role, using the commands defined for that role.
Use of Auditor commands nust be audited. For class B3 and above systens,
the use of Auditor commands nust be through the trusted path nmechani sm

5.5. FUNCTIONS OF THE OPERATOR

The security-relevant functions of the Operator role do not need
all the systemprivileges to operate properly. However, the Operator
shoul d be able to change the authorization of his processes between System
Low and System Hi gh because he may need to operate at different security
|l evels. SystemLowis the security |abel that is dom nated by all other
security labels in the system In a sense, it is the |owest possible
| abel .

The (security-relevant) functions of the Operator are defined
bel ow. Specifically, the Operator:

http://www.fas.org/irp/nsa/rainbow/tg015.htm (30 of 45) [11/23/2008 5:26:10 PM]



A Guide to Understanding Trusted Facility Management

1. Perforns user volunme backup. This includes:
* conpl ete vol une dunps;

* conplete volune retrievals.
2. Perfornms system performance netering.

3. Responds to various other user requests
(request for the installation of user-level software packages, etc.).

4. Adjusts resource quotas for user-visible
resources.

5.6. FUNCTIONS OF THE SYSTEM PROGRAMVER

The functions of the System Programer role are the nost
security-sensitive functions of the system They may affect the TCB
configuration, distribution and mai ntenance. These functions are not
necessarily audited and, thus, any error, om ssion, or malicious act,
which affects the security of the entire system may renmai n undet ect ed.
(However, sonme formof auditing, possibly off-line, is still necessary in
some environnments. Miltiple Systens Progranmers checki ng each others
actions may al so be required in sone environnments for the execution of the
System Programmer functions. Furthernore, a two-person rule may be
instituted or built into the login procedure requiring that a System
Programrer may not |l og in successfully unless another System Programmer is
al so logging in). Thus, the System Programer functions should have the
hi ghest degree of trust in the system The System Progranmer functions
may include the foll ow ng:

1. Trusted systemdistribution; for exanple,
this includes the generation and handling of the site's system nmaster copy.

2. Setting of system configuration paraneters
(as specified by the site's configuration managenent policy); for exanple,
this includes:

* generic system configuration,;

* initialization of the TCB data
structures (before any security profiles or audit characteristics are
defined);

* | oading of the TCB.

3. Nonroutine TCB nmi ntenance; for exanpl e,
this includes:

* anal ysis of dunps;

* installation of "patches" to the TCB
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code and data (for this the Operator should be able to reconpile TCB code from
nodi fi ed source code and should use a trusted | oader to rel oad the systen)

* trusted recovery actions after
system crashes; for exanple the Operator perforns consistency checks on the
file systemstructure, on individual TCB files, directories and tables,
repai rs damaged | abel s;

* repairs damaged security | abels
whenever this function is not provided by the Security Administrator role
(danaged | abels identified by Secure Operators or Users).

The dat abases of the System Progranmer i ncl ude:

*all TCB files (e.g., TCB code, security-nap,
auditor files);

* all TCB tables (e.g., interrupt vectors, trap
tabl es, gates).

5.7. OIHER ROLES

QG her admnistrative roles can be defined in a secure system For
exanple, in certain environnents the role of the Analyst can be defi ned.
An Anal yst may be an otherw se unprivileged user who is trusted to | abe
i mported data fromvarious systeminputs, to create new files and | abe
them as he sees fit. The Analyst cannot |abel any data file with a
security level higher than his maxi mumclearance. Al the Analyst's
actions are audited as are those of a normal user.

When a systemis tied into a network, additional roles may be
necessary to ensure consi stency and accuracy of the network policy
enforcenent. Such roles could involve additional security-rel evant
dat abases.

5.8. RELATI ONSH P AMONG ADM NI STRATI VE ROLES

The fine-grained separation of adm nistrative roles defined above
permts the establishment of a hierarchical relationship anong
adm ni strative roles based on a notion of "role dom nance" (not to be
confused with the notion of dom nance anong security or integrity |levels).
This notion signifies the ability of an adm nistrative user in a certain
role to change the attributes of objects and security profiles of users in
other roles and, if necessary, to log in and take actions in that role.

bj ect attributes include:

* access privil eges;

* gjze;
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* security and integrity levels; and
* owner shi p.
Profile attributes include:
* user and group identifiers;
* passwords;
* group nenbership; and
* time restrictions on user activity.

The above notion of role dom nance can be useful because it
provi des both a neasure of necessary trust (based on skills, on checking
adm ni strative users' background and interests, etc.) that should be
invested in a role and a neasure of vulnerability associated with that
role. The nost privileged role is that of the System Programer. It
dom nates all other roles in the systemand, consequently, it exhibits the
hi ghest degree of vulnerability. The Auditor role should be strictly
separated fromall other remaining roles defined in the system because it
mai ntai ns sensitive information describing the behavior of all users,
including the adm nistrative ones. The Security Adm nistrator dom nates
the Secure Qperator, Account Adm nistrator, Analyst, and user roles;
however, the dom nated roles are separated fromeach other. It nust be
noted that users in the sanme role do not dominate each other. Al though
they share nost functions, privileges, and dat abases of the common role,
their security profiles are disjoint to allow individual accountability.
Thi s hel ps distinguish the activities of individual users in the sane
role. Figure 4 illustrates the relationship anong the adm nistrative
rol es defined above. The systemcould provide a "flat" set of roles,
functions and privileges, and the role relationships that could be nanaged
adm nistratively. |Inplenentations of hierarchical relationships anong
adm ni strative roles can benefit fromthe use of mandatory security and,
especially, integrity nodels. Mandatory integrity nodels, such as the
Bi ba nodel [4] and the C ark-WIson nodel [8], could be used to guide the
desi gn of the above-nentioned roles and hierarchical relationships, as
di scussed bel ow.

6. | MPACT OF OTHER TCSEC REQUI REMENTS ON TRUSTED FACI LI TY MANAGEMENT

The maj or areas of the TCSEC requirenents (security policy,
accountability, assurance and docunentation) inpact on trusted facility
managenent. The design and inplenentation of the functions of various
adm ni strative roles nmay use sone of the security nechani sns and policies
of the underlying systemto inplenment sone of their special protection
requirements or may choose to inplenent new protection nmechani snms and
policies. For exanple, the inplenentors of Security Adm nistrator
functions may use the discretionary access control nechanisnms or nay
choose to inplenent to protect the Security Adm nistrator databases from
other adm nistrative users and fromnormal users. This section exam nes
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the relationship of other TCSEC requirements to trusted facility
managenent .

6.1. SECURITY POLICY

To support the system s security policies, the functions of
trusted facility managenent nust control access to, and sharing of,
adm ni strative data. Trusted processes inplenenting the security
functions of the Adm nistrator's and Operator's role share files of the
adm ni strative database in a variety of ways. Sone files are private to
each role and are never shared with other roles, with other users of the
same role, or with nonadm nistrative trusted processes. For exanple, the
security label map file is private to the Security Adm nistrator role, the
audit log and the postprocessing audit files are private to the Auditor
role, and the accounting files are private to the Account Adm nistrator
role. Al such files are shared anong all users of the sane role. O her
files, such as those containing the user and group registration, nay be
shared between processes of different roles. These files may be read and
witten by Security Adm nistrator processes, and are read by Auditor
Secure Operator and Account Adm nistrator processes. Account
Adm ni strators and Operators may perform special tasks, such as the
coll ection of user and systemstatistics and performance netering, for
whi ch they would create and maintain private files (those not shared with
others in the sane role). Furthernore, other files are shared between
processes of an adm nistrative role and nonadm ni strative trusted
processes. For exanple, the user password file is read and witten by the
Security Adm nistrator role, read by the "login" trusted process, and read
and witten by the "change-password" trusted process, which can be invoked
by any user.

To control access to adm nistrative data and to inplenment the
above-nenti oned sharing rel ati onshi ps anong processes of the
adm ni strative roles, the design and inplenentation of trusted facility
managenent may, or may not, rely on discretionary and mandatory access
controls of the underlying system |If they do, sonme processes
i npl ementing role functions, which need to read and wite files at all
security levels (e.g., Accounting, Auditor, and Secure Operator
processes), would need to bypass the nandatory access controls at | east
occasionally. Some other processes will operate at the highest level in
the system (e.g., accounting and audit processes) and maintain data files
at this level (e.g., audit |og and postprocessing files, accounting files).

Whenever the sharing rel ationshi ps anong prograns and processes of
the adm nistrative roles cannot be supported by existing nmechani sns, new
nmechani sns have to be introduced. For exanple, the association of
specific progranms inplenmenting admnistrative functions with roles nmay
require the inplenmentation of restricted command processors, of restricted
groups that cannot be nodified by the Security Adm nistrator, or of other
nore conplex integrity mechanisns (di scussed below). 1In all such cases,

t he design and inplenentation of trusted facility managenent functions
shoul d fol |l ow existing guidelines (see exanple,[9]).

6.2. ACCOUNTABI LI TY
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The accountability requirenents of the TCSEC i npose several
constraints on the inplenentation of trusted facility managenent, in
addition to the separation of roles. First, the identification and
aut hentication of all adm nistrative users nmust be unanbi guous, and nust
be done on an individual basis, not on a per-role basis. For exanple, if
all users of a role share the sane password, accountability will be | ost
since any user can take the identity of other users of the sane role and
conmt acts of intrusion attributable to those users.

Second, the trusted-path mechani smfor classes B3 and above nust
ensure that the adm nistrative users are connected to the comuands or
processes that belong to their role, and that no other users or processes
can interpose thenselves into the path connecting any conbi nati on of the
adm ni strative users, their commands, and their processes. This can be
acconpl i shed by providing adm ni strative consol es recogni zed and separ at ed
by the TCB hardware or software fromthe rest of the termnals, or by the
design of a full (i.e., B3-Al) trusted-path nechani sm

Third, use of all adm nistrative functions, other than those used
by System Progranmmers in maintenance node, nust be audited. This inplies
that trusted progranms and processes inplenenting these commands shoul d be
able to request the witing of audit records during the execution of those
commands. |In all areas of accountability, the design and inplenentation
of trusted facility managenent functions should follow existing guidelines
(see exanple, [7]).

6. 3. ASSURANCE

The assurance requirenents of the TCSEC have a significant inpact
on trusted facility nmanagenent both in the operational and in the
life-cycle areas. These requirenents affect both the design and the
i npl ementation of the trusted facility nmanagenent functions.

6.3.1. Operational Assurance

The only relevant areas of operational assurance are the
system architecture and the trusted recovery areas. The covert channel
analysis area is not relevant here because (1) all users in
security-relevant adm nistrative roles have been screened for this
position of trust and are therefore expected not to disclose information
i n an unaut horized way, and (2) all code inplenmenting adm nistrative
functions is reviewed to ensure, to the |argest possible extent, that no
Trojan horses are present. The systemintegrity requirenents of the TCSEC
are also irrelevant here as they deal only with the test of proper
har dware and firnmnare operation.

The system architecture requirenents inpose major
constraints on the design of trusted facility managenent. Because all the
security-relevant and accountability functions of the admi nistrative roles
are part of a systemis TCB, all requirenents of TCB interface definition
apply to the admnistrative interfaces. Simlarly, all requirenents of
internal TCB structuring, such as those of nodularity, abstraction,
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information hiding, and |l ayering apply to the design and inplenentation
code of the prograns and processes of trusted facility nmanagenent.

Careful analysis and docunentation of this design and inplenentation area,
as well as careful scrutiny by evaluators, is expected in this area.

The application of the |east privilege principle to the
design of trusted processes is also required of the admnistrative
processes of the TCB. Several specific design requirenments should be
observed here. First, the protection of the adm nistrative databases
shoul d be perforned at the granularity of individual files (or segnments)
and individual privileges. (The termfile is used here in a generic sense
to represent a logically small structure such that the structure does not
include information unrelated to the specific function). Second, prograns
and processes of the admnistrative roles should have access only to the
TCB and user files, and to the privileged TCB calls, that are necessary
for inplenenting those roles, but to no other files or calls. Severa
design alternatives are available in this area. For exanple, certain
files should be associated only with certain processes. Privileged TCB
calls, which can be represented by ring-gate descriptors [15,19],
domai n-entry capabilities [13], or per-process privilege vectors
corresponding to specific calls [16,14], should be associated with
processes only on an "as needed" basis. These associations can be
controll ed by careful application of nondiscretionary |abels and
aut hori zations at systemconfiguration or installation tine.

The only specific requirenent of trusted recovery inposed
on the design and inplenmentation of trusted facility nanagenent is that
t he consistency of the administrative databases be maintai ned after system
crashes. This requirenent can be satisfied by ensuring that

* these databases are stored
on nonvol atile storage that survives system crashes;

* that updates to such
storage are atom c ;

* that at | east one of the
adm nistrative roles is equi pped with commands for checking the consistency of
the admnistrative file contents. Note that this could be a fully autonmated
mechani sm not requiring adm nistrator interaction.

6.3.2. Life-Cycle Assurance

Most |ife-cycle assurance requirenents apply to the
processes and interfaces of trusted facility managenent as stated. For
exanpl e, security testing, configuration managenent, and trusted
distribution requirenments of the TCB apply to trusted facility nmanagenent
to the degree of rigor comensurate with the chosen eval uation cl ass.
This is the case because the TCB code and interfaces include the
security-rel evant code and interfaces of trusted facility managenent.

In contrast, only some of the requirenents of the design
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specification and verification area apply to the trusted facility
managenent directly. For exanple, the need for accurate DILSs for the TCB
interfaces applies as stated. However, the requirenents for a form
nmodel , for an interpretation of this nodel in the DILSs of the trusted
facility managenent part of the TCB, and for a convincing argunment that
the DTLSs are consistent with the nodel are not directly applicable here.
The reason for this is that no generally acceptable formal nodel of the
trusted facility managenent area exists to date. Should a generally
acceptabl e formal nodel becone available, then all requirenents of the
design specification and verification area would apply to trusted facility
managenent directly.

6.4. DOCUMENTATI ON

The docunentation requirenents of the TCSEC rel evant to the
trusted facility managenent area are the trusted facility manua
requirements in section 3, the test docunentation requirenents, and some
of the design docunentation [8]. In the design docunentation area, only
the requirenents referring to the DILSs, TCB internal structuring, and
enforcenent of the least privilege principle are relevant.

GLOSSARY

Access
A specific type of interaction between a subject and an
object that results in the flow of information fromone to the other

Account Admi ni strat or
An administrative role or user assigned to maintain
accounting files, tools, user accounts, and system statistics.

Adm ni strative User
A user assigned to supervise all or a portion of an Al S

Adm ni strat or
See Adm nistrative User.

Approval / Accredi tation

The official authorization that is granted to an AISto
process sensitive information in its operational environment, based upon
conpr ehensi ve security evaluation of the system s hardware, firmvare, and
software security design, configuration, and inplenentation and of the
ot her system procedural, adm nistrative, physical, TEMPEST, personnel, and
communi cati ons security controls.

Audi t
To conduct the independent review and exam nation of
systemrecords and activities.

Audit Event Sel ection
Sel ection, by authorized personnel, of the auditable
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events that are to be recorded on the audit trail.

Audit Mechani sm
The processes used to collect, review, and/or exam ne
system activities.

Audi t Post processi ng
Processi ng, under the control of authorized personnel, of
specified events that had been recorded on the audit trail.

Audit Trail

A chronol ogi cal record of systemactivities that is
sufficient to enable the reconstruction, review ng, and exam nation of the
sequence of environnments and activities surrounding or |eading to an
operation, a procedure, or an event in a transaction fromits inception to
final results.

Audi t abl e Event

Any event that can be selected for inclusion in the audit
trail. These events should include, in addition to security-rel evant
events, actions taken to recover the systemafter failure and any events
that m ght prove to be security-relevant at a later tine.

Audi t or

An aut horized individual, or role, with adm nistrative
duties, which include selecting the events to be audited on the system
setting up the audit paraneters which enable the recording of those
events, and analyzing the trail of audit events.

Aut henti cate

(1) To verify the identity of a user, device, or other
entity in a conputer system often as a prerequisite to allow ng access to
resources in a system

(2) To verify the integrity of data that have been stored,
transmtted, or otherw se exposed to possible unauthorized nodification

Aut henti cat ed User
A user who has accessed an AIS with a valid identifier and
aut henti cati on conbi nati on.

Aut o*mat ed I nforma*tion System (AlS)

An assenbly of conputer hardware, software and/or firmare
configured to collect, create, communi cate, conmpute, dissem nate, process,
store, and/or control data or information.

Bandw dt h

A characteristic of a comunication channel that is the
anmount of information that can be passed through it in a given anount of
time, usually expressed in bits per second.

Cat egory
A restrictive |label that has been applied to classified or
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uncl assified data as a nmeans of increasing the protection of the data and
further restricting access to the data.

Channel
An information transfer path within a system My al so
refer to the nechani sm by which the path is effected.

Covert Channel

A comuni cati on channel that allows a process to transfer
information in a manner that violates the systemis security policy. See
al so: Covert Storage Channel, Covert Tim ng Channel.

Covert Storage Channel

A covert channel that involves the direct or indirect
writing of a storage |ocation by one process and the direct or indirect
readi ng of the storage | ocation by another process. Covert storage
channels typically involve a finite resource (e.g., sectors on a disk)
that is shared by two subjects at different security |evels.

Covert Ti m ng Channel

A covert channel in which one process signals infornmation
to another by nodulating its own use of systemresources (e.g., CPU tine)
in such a way that this manipul ation affects the real response tine
observed by the second process.

Dat a
Information with a specific physical representation.

Data Integrity
The property that data neet an a priori expectation of
quality.

Descriptive Top-Level Specification (DTLS)

A top-level specification that is witten in a natura
| anguage (e.g., English), an informal program design notation, or a
conbi nati on of the two.

Di scretionary Access Control

A nmeans of restricting access to objects based on the
identity and need-to-know of the user, process and/or groups to which they
bel ong. The controls are discretionary in the sense that a subject with a
certain access pernission is capable of passing that perm ssion (perhaps
indirectly) on to any other subject.

Formal Security Policy Mdel

A mat hematically precise statenent of a security policy.
To be adequately precise, such a nodel nust represent the initial state of
a system the way in which the system progresses fromone state to
another, and a definition of a "secure" state of the system To be
acceptable as a basis for a TCB, the nodel nust be supported by a fornmnal
proof that if the initial state of the systemsatisfies the definition of
a "secure" state and if all assunptions required by the nodel hold, then
all future states of the systemw || be secure. Sone formal nodeling
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techni ques include: state transition nodels, tenporal |ogic nodels,
denot ati onal semantics nodels, and al gebraic specification nodels.

Formal Top-Level Specification (FTLS)

A Top-Level Specification that is witten in a fornal
mat hemat i cal | anguage to all ow theorens showi ng the correspondence of the
system specification to its formal requirenents to be hypothesized and
formally proven.

Functional Testing

The segnent of security testing in which the advertised
features of a systemare tested, under operational conditions, for correct
oper ati on.

Least Privilege

The principle that requires that each subject be granted
the nost restrictive set of privileges needed for the performance of
aut hori zed tasks. The application of this principle limts the damge
that can result from accident, error, or unauthorized use.

Mandat ory Access Control

A neans of restricting access to objects based on the
sensitivity (as represented by a label) of the information contained in
the objects and the formal authorization (i.e., clearance) of subjects to
access information of such sensitivity.

Mul til evel Device

A device that is used in a manner that permts it to
process data simultaneously of two or nore security |levels wthout risk of
conprom se. To acconplish this, sensitivity |abels are normally stored on
t he sanme physical nmediumand in the sane form (i.e., machine-readable or
human-r eadabl e) as the data being processed.

Multil evel Secure

A class of systemcontaining information with different
sensitivities that sinultaneously permts access by users with different
security clearances and needs-to-know, but prevents users from obtaining
access to information for which they [ ack authorization

bj ect

A passive entity that contains or receives information.
Access to an object potentially inplies access to the information it
contains. Exanples of objects are: records, blocks, pages, segnents,
files, directories, directory trees, and prograns, as well as bits, bytes,
words, fields, processors, video displays, keyboards, clocks, printers,
net wor kK nodes, etc.

(bj ect - Uni que Nanes

The uni que nane that identifies and distinguishes a
particul ar object fromall other objects in a system In a hierarchica
file system the object-unique nane includes the associated directory
nanes so users can use the sane nane for objects in different directories.
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Oper at or
An administrative role or user assigned to performroutine
mai nt enance operations of the AIS and to respond to routine user requests.

CQut put
I nformation that has been exported by a TCB

Passwor d
A protected/ private character string that is used to
authenticate an identity.

Process

A programin execution. It is conpletely characterized by
a single current execution point (represented by the machine state) and
addr ess space.

Read
A fundanental operation that results only in the flow of
information froman object to a subject.

Read Access (Read Privil ege)
Perm ssion to read information

Secure Operator

An adm nistrative role (or user) assigned to performthose
aspects of the Operator role that can affect the security relevant data
used by the TCB to enforce its policy (e.g., notifying the TCB of the
security label of a newy nmount ed tape).

Security Adm nistrator

An administrative role (or user) responsible for the
security of an Automated | nformation System and having the authority to
enforce the security safeguards on all others who have access to the
Aut omat ed I nformati on System (with the possible exception of the Auditor).
Al so called System Ad*m n*i s*tra*tor

Security Label Map

A map defining the correspondence between the binary and
ASCI| formats of security levels (e.g., between binary format of security
| evel s and sensitivity | abels).

Security Leve

The conbi nation of a hierarchical classification and a set
of nonhi erarchical categories that represents the sensitivity of
i nformati on.

Security Policy
The set of laws, rules, and practices that regul ate how an
organi zati on manages, protects, and distributes sensitive informtion.

Security Policy Mde

A formal presentation of the security policy enforced by
the system It nmust identify the set of rules and practices that regul ate
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how a system nmanages, protects, and distributes sensitive information

Security-Rel evant Event

Any event that attenpts to change the security state of
the system (e.g., change discretionary access controls, change the
security level of the subject, change user password, etc.). Also, any
event that attenpts to violate the security policy of the system(e.qg.,
too many attenpts to login, attenpts to violate the mandatory access
control limts of a device, attenpts to downgrade a file, etc.).

Security Testing

A process used to determ ne that the security features of
a systemare inplenented as designed. This includes hands-on functional
testing, penetration testing, and verification.

Sensitive Information

Information that, as determ ned by a conpetent authority,
nmust be protected because its unauthorized disclosure, alteration, |oss,
or destruction will at |east cause perceivabl e danage to soneone or
sonet hi ng.

Sensitivity Label

A piece of information that represents the security |eve
of an object and that describes the sensitivity (e.g., classification) of
the data in the object. Sensitivity |abels are used by the TCB as the
basis for nmandatory access control decisions.

Separation of Privilege

The separation of functions, nanely between the commands,
prograns, and interfaces inplenenting those functions, such that malicious
or erroneous code in one function is prevented fromaffecting the code or
data of another function.

Spoofi ng
An attenpt to gain access to a system by posing as an
aut hori zed user. Also called masquerad*ing or m m ck*ing.

Subj ect

An active entity, generally in the formof a person,
process, or device that causes information to fl ow anong objects or
changes the systemstate. Technically, a process/domain pair.

Subj ect Security Level

A subject's security level is equal to the security |eve
of the objects to which it has both Read and Wite access. A subject's
security | evel nust always be domi nated by the clearance of its associated
user.

Syst em Admi ni strat or
See Security Adm nistrator.

System Hi gh
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The security | abel that domi nates all other security
| abels in the system 1In a sense, it is the highest possible |abel.

System Low
The | owest security |level supported by a systemat a
particular time or in a particular environnent.

Syst em Pr ogr anmer

An administrative role (or user) responsible for trusted
system di stribution, configuration, installation, and nonroutine
mai nt enance.

Top- Level Specification (TLS)

A nonprocedural description of system behavior at the nost
abstract level; typically, a functional specification that omts al
i npl ement ati on details.

Trap Door

A hidden software or hardware nechani smthat can be
triggered to permt system protection nechanisnms to be circunvented. It
is activated in sone innocent-appearing manner; e.g., a special "randont
key sequence at a termnal. Software devel opers often introduce trap

doors in their code to enable themto reenter the system and perform
certain functions. Synonynous with back door.

Troj an Horse

A conputer programw th an apparently or actually usefu
function that contains additional (hidden) functions that surreptitiously
exploit the legitimte authorizations of the invoking process to the
detrinment of security or integrity.

Trusted Conputer System

A systemthat enploys sufficient hardware and software
assurance neasures to allowits use for processing sinultaneously a range
of sensitive or classified information.

Trust ed Conputing Base (TCB)

The totality of protection nechanisnms within a conmputer
system -- including hardware, firmvare, and software -- the conbi nation of
which is responsible for enforcing a security policy. A TCB consists of
one or nore conponents that together enforce a unified security policy
over a product or system The ability of a TCB to enforce correctly a
unified security policy depends solely on the nmechanisns within the TCB
and on the correct input by system adm nistrative personnel of paraneters
(e.g., a user's clearance level) related to the security policy.

Trusted Path

A nmechani sm by which a person at a term nal can
comuni cate directly with the Trusted Conputing Base. This mechani sm can
only be activated by the person or the Trusted Conputing Base and cannot
be imtated by untrusted software.

User
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Person or process accessing an AlS either by direct
connections (i.e., via termnals), or indirect connections (i.e., prepare
i nput data or receive output that is not reviewed for content or
classification by a responsible individual).

Verification

The process of conparing two | evels of system
speci fication for proper correspondence (e.g., security policy nodel with
top-1evel specification, top-level specification with source code, or
source code with object code). This process nmay or may not be autonated.

Vi rus
A sel f-propagating Trojan horse, conposed of a m ssion
conponent, a trigger conponent, and a self-propagati ng conponent.

Vul nerability

A weakness in system security procedures, system design,
i npl ementation, internal controls, etc., that could be exploited to
viol ate system security policy.

Wite
A fundanental operation that results only in the flow of
information froma subject to an object.

Wite Access (Wite Privilege)
Perm ssion to wite an object.
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