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FOREWORD

The National Conputer Security Center is issuing A GQuide to

Under st andi ng | nformati on

System Security Oficer Responsibilities for Automated Infornmation Systens as
part of the

"Rai nbow Series" of docunents our Technical Cuidelines Program produces. In
t he Rai nbow

Series, we discuss in detail the features of the Departnent of Defense
Trusted Conmputer System

Evaluation Criteria (DOD 5200.28-STD) and provi de gui dance for neeting

each requirenment. The

Nat i onal Conputer Security Center, through its Trusted Product Eval uation
Program eval uates the

security features of commercially-produced conputer systens. Toget her,

t hese prograns ensure

that organi zati ons are capable of protecting their inportant data with
trusted conputer systens.

A CGuide to Understanding Information System Security O ficer Responsibilities for
Aut omat ed I nformati on Systens hel ps Information System Security O ficers

(1 SSCs) under st and

their responsibilities for inplenenting and maintaining security in a system
The system may be a

renote site linked to a network, a stand-al one automated informati on system

or workstations

interconnected via a |ocal area network. This guideline also discusses the roles
and responsibilities

of other individuals who are responsible for security and their relationship to
the 1SSO, as defined

in various conmponent regulations and standards.
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1. | NTRODUCTI ON

This guideline identifies systemsecurity responsibilities for Information
System Security

Oficers (1SSCs). It applies to conputer security aspects of autonated

i nformation systens (Al Ss)

within the Departnent of Defense (DOD) and its contractor facilities that
process classified and

sensitive unclassified informati on. Conputer security (COVWPUSEC) includes
controls that protect

an Al S agai nst denial of service and protects the AISs and data from

unaut hori zed (i nadvertent or

intentional) disclosure, nodification, and destruction. COVMPUSEC i ncl udes

the totality of

security safeguards needed to provide an acceptable protection |level for an Al S
and for data

handl ed by an AIS. [1] DOD Directive (DODD) 5200.28 defines an AIS as "an
assenbly of

conput er hardware, software, and/or firmwvare configured to coll ect,

create, conmunicate,

conput e, dissem nate, process, store, and/or control data or information." [2]
This guideline is

consi stent with established DOD regul ati ons and standards, as di scussed in
the follow ng sections.

Al t hough this guideline enphasizes conputer security, it is inmportant to ensure
t hat the other

aspects of information systens security, as described below, are in place

and operational :

Physi cal security includes controlling access to facilities that
contain classified and
sensitive unclassified information. Physical security also addresses the
protection of the
structures that contain the conputer equipnent.

: Personnel security includes the procedures to ensure that access
to classified and sensitive

unclassified information is granted only after a determ nati on has been nade about a
person's trustworthiness and only if a valid need-to-know exists.

Need-t o-know i s the necessity for access to, know edge of, or possession of specific
information required to performofficial tasks or services. The custodian, not the
prospective recipient(s), of the classified or sensitive unclassified

i nformati on determ nes

t he need-t o- know.
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Admi nistrative security addresses the nanagenent constraints
and suppl enental controls
needed to provide an acceptable | evel of protection for data. These constraints and
procedures suppl enment the security procedures inplenented in the conputer
and network
syst ens.

Conmruni cations security (COVSEC) defines neasures that are taken to deny
unaut hori zed persons information derived fromtel ecommuni cations of the U S
Gover nment concerning national security and to ensure the authenticity of such
tel ecommuni cations. [1]

Em ssions security is the protection resulting fromall neasures taken
to deny unaut hori zed
persons information of value which mght be derived fromintercept and anal ysis of
conprom sing enmanations from crypto-equi pnent, AlSs, and tel ecomruni cations
syst ens.

Al'l these security areas are vital to the operation of a secure system
Thi s gui deline focuses
on conputer security, with discussions of the other security topics, as applicable.

1.1 SECURI TY REGULATI ONS, POLI CI ES, AND STANDARDS

This section provides an overview of regulations, policies, and criteria
t hat address security
requirenents.

1.1.1 FEDERAL REGULATI ONS
Nati onal mandates require the protection of sensitive information, as |isted bel ow

: Title 18, U S. Code 1905, makes it unlawful for any office or enployee

of the U S.

Governnment to disclose information of an official nature except as provided by |aw,
i ncl udi ng data processed by conputer systens.

O fice of Managenent and Budget (OvVB) Circular No. A-1 30
est abl i shes requirenments
for Federal agencies to protect sensitive data.

Public Law 100- 235, The Conputer Security Act of 1987, creates a neans

for establishing

m ni mum accept abl e security practices for systens processing sensitive informtion
Executive Order 12356 prescribes a uniformsystem for

cl assi fying, declassifying, and

saf equardi ng national security information.

1.1.2 DEPARTMENT OF DEFENSE SECURI TY PQOLI CY

DODD 5200. 28, Security Requirenents for Automated Information Systens (AISs), is the
overal |l conmputer security policy docunment for the DOD. The docunent
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identifies mandatory and

m ni mum Al S security requirenments. Each agency may issue its own

suppl enentary instructions.

For DOD agencies, these instructions fall within the scope of the DOD gui delines
and add nore

specificity. Additional requirements nmay be necessary for sel ected systens, based
on risk

assessnents.

Addi ti onal security docunments are:

Departnent of Defense 5220.22-M Industrial Security Manual for Safeguarding
Cl assified I nformation.

Defense Intelligence Agency Manual (D AM) 50-4, Security of
Compart ment ed Conput er

Operations (U).

Director of Central Intelligence Directive (DCID) 1/16, Security Policy
for Uniform
Protection of Intelligence Processed in Automated |Information Systens and
Net wor ks (U).

The Supplenment to DCID 1/16, Security Manual for Uniform Protection
of Intelligence
Processed in Automated Information Systens and Networks (U).

: National Security Agency/Central Security Service (NSA/CSS) Mnual 130-
1, The NSA/
CSS Operational Conputer Security Manual

Air Force Regul ation (AFR) 205-16, Conputer Security Policy.
Arny Regul ation (AR) 380-19, Security: Information Systens Security.

: Chi ef of Naval Operations Instruction (OPNAVINST) 5239. 1A Automatic Data
Processing Security Program

1.1.3 SECURI TY STANDARDS

The National Conputer Security Center (NCSC) is responsible for establishing and
mai nt ai ni ng techni cal standards and criteria for the evaluation of trusted
conputer systens. As part

of this responsibility, the NCSC has devel oped the Trusted Conputer

System Eval uation Criteria

(TCSEC), also known as the "Orange Book" after the color of its cover, which
defines technica

security criteria for evaluating general purpose AlSs. [3] In 1985, the TCSEC
becane a DOD

standard (DOD 5200.28-STD) and is mandatory for use by all DOD conponents. The
TCSEC r at es

conmput er systens based on an evaluation of their security features and
assurances. The Trusted
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Network Interpretation (TNI) interprets the TCSEC for networks and provides
gui dance for

sel ecting and specifying other security services (e.g., comrunications
integrity, denial of service,

and transm ssion security). [4]

1.2 PURPOSE

The primary purpose of this guideline is to provide guidance to | SSCs, who

are responsi bl e

for inplenmenting and maintaining security in a system The system may be a
renote site linked to

a network, a stand-alone AI'S, or workstations interconnected via a |ocal

area networ k. Throughout

this guideline, the term"site" will be used to refer to the AI'S configuration
that is the responsibility

of the ISSO. The |1 SSO may be one or nore individuals who have the responsibility
to ensure the

security of an AlI'S excluding, for exanple, guards, physical security personnel,
| aw enf or cenment

officials, and disaster recovery officials. This guideline also discusses the
roles and responsibilities

of other individuals who are responsible for security and their relationship to
the 1 SSO as defined

in various DOD conmponent regulations and standards.

This guideline provides general information and does not include requirenents
for specific

agenci es, branches, or commands. Therefore, the information included in

this docunent shoul d be

consi dered as a baseline with nore detail ed security guidelines provided by
each agency, branch,

or command.

Finally, it is assuned that individuals who will be using this docunment have
sonme background

in security. This guideline presents sone terns and definitions to provide a
comon framewor k

for the information it presents; however, it does not provide a conplete tutoria
on security.

1.3 STRUCTURE OF THE DOCUMENT

Section 2 of this docunent identifies the operational environment. Section

3 presents the role

and responsibilities of the | SSO and the environnment in which the |ISSO
perforns these tasks.

Section 4 discusses the role and responsibilities of security personnel within
an organi zation and

the position of the 1SSO A bibliography and a reference |ist of

security regul ations, standards, and

gui del i nes that provide additional information on system security are

i ncluded follow ng section 4.
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An acronym |list and a gl ossary of conputer security ternms are included at the end
of this docunent.

2. OPERATI ONAL ENVI RONMVENT

The 1 SSO perforns security tasks for a site that may support several different user
communities. Therefore, the | SSO nust understand the operational characteristics

of the site.

Docunentation on the site configuration should be avail able and shoul d, at

a mninmm contain the

fol |l owi ng:

Overall mssion of the site.
Overal |l floor |ayout.

Har dware configuration at the site, identifying all the devices and
t he connecti ons between
devi ces and | ocation, nunber, and connections of renote term nals and peripherals.

Software at the site, including operating systens, database
managenent systens, and
maj or subsystens and applications.

Type of information processed at the site (e.g., classified,
sensitive unclassified, and
intelligence).

User organi zation and security cl earances.

: Operating node of the site (e.g., system high, dedicated, and
multil evel secure).

- I nterconnections to other systens/networks of users, e.g., the
Automatic Digital Network
(Aut odi n) .

Security personnel and associ ated responsibilities.

Thi s docunentation may be prepared jointly by the operations managenent and
t he | SSO.

The follow ng subsections provide additional information on the type of

i nformati on processed and

the operating node of the site.

2.1 TYPE OF | NFORVATI ON PROCESSED
The information that is stored, processed, or distributed at the site wll
be included in one of

the followi ng classification | evels that designates the sensitivity of the data.

2.1.1 UNCLASSI FI ED
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Uncl assified information is any information that need not be safeguarded

agai nst di scl osure,

but nust be safeguarded agai nst tanpering, destruction, or |oss due to record
val ue, utility,

repl acenent cost or susceptibility to fraud, waste, or abuse. [2] Life-critica
and ot her types of

critical process control data that are unclassified also nust be protected.

2.1.2 SENSI TlI VE UNCLASSI FI ED

The | oss, m suse, or unauthorized access to, or nodification of this

i nformati on m ght

adversely affect U S. national interest, the conduct of DOD prograns, or the
privacy of DOD

personnel. [2] Exanples include financial, proprietary, and m ssion-sensitive data.

2.1.3 CONFI DENTI AL

The unaut hori zed di sclosure of this information or material could reasonably
be expected to
cause damage to the national security. [5]

2.1.4 SECRET

The unaut hori zed di sclosure of this information or material could reasonably
be expected to
cause serious danage to the national security. [5]

2.1.5 TOP SECRET

The unaut hori zed di sclosure of this information or material could reasonably
be expected to
cause exceptionally grave damage to the national security. [5]

2.2 SECURI TY MODE OF OPERATI ON

The Desi gnated Approving Authority (DAA) accredits an AIS to operate in a
specific security

node. The security node selected reflects whether or not all users have

t he necessary cl earance,

formal access approval, and need-to-know for all information contained in the AlS.

Formal access approval is the docunmented approval by a data owner to all ow access
to a

particul ar category of information. [2] The nodes are defined bel ow with
the distinctions noted in

italics for enphasis. The definitions are based on DODD 5200. 28, except

for conpartnent ed

security node, which is based on DCID 1/16. Note that some terns that appear
i n Conput er

Security Requirenents - CGuidance for Applying the Departnent of Defense
Trusted Computer

System Evaluation Criteria in Specific Environnments, CSC-STD 003-85, are no

http://www.fas.org/irp/nsa/rainbow/tg027.htm (9 of 61) [11/23/2008 5:36:42 PM]



A Guide to Understanding Information System Security Officer Responsibilities for Automated Information Systems

| onger defined in

DODD 5200.28. (Limted access node and conpartnented node fall under the headi ng of
partitioned node. Controlled node conmes under the heading of nmultileve

security node. In

DODD 5200. 28, partitioned node is used in place of conpartnented node.) In

addi tion, other

nodes of operation may be stipulated by the organi zati on or agency that includes
the site.

2.2.1 DEDI CATED SECURI TY MODE

An Al'S operates in dedicated security node when each user with direct or

i ndi rect individual

access to the AIS, its peripherals, renote termnals, or renote hosts has

t he cl earance or

aut hori zati on, docunented formal access approval, if required, and need-to-know
for all

i nformati on handled by the AIS. [2] An AlS operating in dedicated node does

not require any

addi tional technical capability to control access to information. Wen in

t he dedi cated security

node, the systemis specifically and exclusively dedicated to and controlled for
t he processing of

one particular type or classification of information, either for full-tinme
operation or for a specified

period of tinme. [6]

2.2.2 SYSTEM HI GH SECURI TY MODE

System hi gh security node is a node of operation wherein all users having access
to the AIS

possess a security clearance or authorization as well as docunented formnal
access approval, but

not necessarily a need-to-know, for all data handled by the AIS. [2] An

Al S operating in system

hi gh security node nust have the technical capability to control access

to informati on based on a

user's need-to-know. Need-to-know may be specified using access control |ists
(ACLs) or non-

hi erarchi cal schenes for categorizing information

2.2.3 PARTI TI ONED SECURI TY MODE

In partitioned security node, all users have the clearance but not

necessarily formal access

approval and need-to-know for all information contained in the system This
means that sonme users

may not have need-to-know and formal access approval for all data processed by
the AIS. [2]

An Al'S operating in partitioned node nust have the technical capability to

control access to
i nformati on based on need-to-know and the sensitivity level of the data in
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t he system
2.2.4  COVPARTMENTED SECURI TY MODE

DCI D 1/ 16 defines conpartnented security node wherein each user has a

valid cl earance for

the nost restricted intelligence informati on processed in the AIS. Each user
al so has formal access

approval , a valid need-to-know, and a signed nondi scl osure agreenent for
that intelligence

information to which the user is to have access. [7]

2.2.5 MULTI LEVEL SECURI TY MODE

Mul til evel security (M.S) node is a node of operation wherein not all users have
a cl earance

or formal access approval for all data handled by the AIS. This node of
operation can

accommodat e the concurrent processing and storage of (a) two or nore |levels

of classified data, or

(b) one or nore levels of classified data with unclassified data dependi ng upon
the constraints

pl aced on the systemby the DAA. [2] An AIS operating in nmultilevel node mnust
have the technica

capability to control access to information based on need-to-know, fornma

access approval, and

sensitivity level of the data in the system (Note: Controlled node is

not separately defined in

DODD 5200.28. It is included in nmultilevel node.)

3. | SSO AREAS OF RESPONSI BI LI TY

Wthin an organi zation, the | SSO may be one or nore individuals who have
the responsibility

to ensure the security of an AIS. "ISSO'" does not necessarily refer to the
specific functions of a

single individual. Also, additional responsibilities my be defined by the
| SSO s specific

organi zation. The administration of system security can be centralized

or decentralized dependi ng

upon the needs of the organization. Where multiple data center |ocations
are involved, the

decentral i zed approach may be nore appropriate. However, one focal point
shoul d coordinate all

information security policy. Also, the responsibility for information security
rests with al

menbers of the organi zation and not just the security personnel

The |1 SSO supports two di fferent organizations: the user organization and

t he techni cal

organi zation. The user organization is primarily concerned wi th providing
operations and the

techni cal organi zation focuses on protecting data. It is recommended that the
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| SSO not report to

operational elenments of the AI5 that nust abide by the security requirenments of
t he applicabl e

directives, policies, etc. The objective is to provide a degree of independence
for the 1SSO The

| SSO shall report to a high level authority who is not the operationa

manager. Al so, the rank or

grade of the ISSO shall be commensurate with the assigned responsibilities.

3.1 | SSO TECHNI CAL QUALI FI CATI ONS

The DAA, or a designee, ensures an |ISSO is named for each AI'S. This individual
and the

| SSO s managenent shoul d ensure that the | SSO receives applicable training to
carry out the

duties. The |1SSO position requires a solid technical background, good
managenent skills, and the

ability to deal well with people at all levels fromtop managenent to

i ndi vidual users. At a

m ni num the |1 SSO shoul d have the follow ng qualifications:

Two years of experience in a conputer related field.

One year of experience in conputer security, or mandatory attendance at
a conputer
security training course

Fam liarization with the operating systemof the Al S.

A technical degree is desirable in conputer science, mathematics,
el ectrical engineering,
or arelated field.

3.2 OVERVI EW OF | SSO RESPONSI BI LI TI ES

The 1SSO acts for the Conmponent Information System Security Manager (Cl SSM
to ensure

conmpliance with AI'S security procedures at the assigned site or installation
DODD 5200. 28

summari zes the duties of the |1SSO as foll ows:

Ensure that the AIS is operated, used, maintained, and di sposed of
in accordance with
internal security policies and practices.
Ensure the AIS is accredited if it processes classified information.
Enforce security policies and safeguards on all personnel having access
to the AIS for
whi ch the 1 SSO has responsibility.

Ensure that users and system support personnel have the required
security cl earances,
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aut hori zati on and need-to-know, have been indoctrinated; and are famli ar
with internal
security practices before access to the AIS is granted.

: Ensure that audit trails are reviewed periodically, (e.g., weekly or
daily). Also, that audit
records are archived for future reference, if required.

Initiate protective or corrective neasures if a security problem
i s discovered.

- Report security incidents in accordance with DOD 5200.1 -R and to the
DAA when an Al S
i's conprom sed.

Report the security status of the AI'S, as required by the DAA

Eval uate known vul nerabilities to ascertain if additional safeguards
are needed.

Maintain a plan for site security inprovenents and progress towards
nmeeting the
accreditation.

3.3 | SSO SECURI TY RESPONSI BI LI TI ES

Command- specific duties of the |1SSO have been wel |l -defined in many

regul ations, directives,

and documents, e.g., AFR 205-16, AR 380-19, and OPNAVI NST 5239. 1A. Thi s gui deline
provi des a nore general discussion of |1SSO responsibilities, which may be

tailored to a particular

environnment. The remai nder of section 3 details |SSO responsibilities. Sonme of these
responsibilities are necessary to support the security duties as sunmari zed

above. The material is

not presented in a specific order

3.4 SECURI TY REGULATI ONS AND PCLI ClI ES

The 1 SSO shall be aware of the directives, regulations, policies, and

gui del i nes that address

the protection of classified information, as well as sensitive

uncl assified i nformati on. The overall

security docunents are discussed in section 1. Also, each conmand and agency
may have

addi tional requirenents that provide nore detail ed gui dance on protecting
sensitive information

It may be necessary for the ISSO to prepare, or have prepared, a list of
the applicable directives,

regul ations, etc., if one is not avail able.

Security Docunentation. The |SSO participates in the devel opnent or revision of site-

specific security safeguards and | ocal operating procedures that are based on
t he above regul ati ons.
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The objective is to include the |1SSO during the devel opment and witing rather
than only at the

i npl ement ati on phase. The overall site security docunent is the security plan

It contains the

security procedures, instructions, operating plans, and gui dance for each Al S at
the site.

The 1 SSO al so provides input to other security docunments, for exanple,
security incident

reports, equi pnent/software inventories, operating instructions,
technical vulnerabilities reports,

and contingency plans.

Two docunents that the | SSO should be famliar with, required for products
W th security
features at the Cl | evel or above, are discussed bel ow

The Trusted Facility Manual (TFM details security functions and
privileges. It is designed
to support AIS adm nistrators (e.g., the 1SSO the database adm nistrator,
and conputer
operations personnel). It addresses the configuration, admnistration, and
operation of the
AlS. It provides guidelines for the consistent and effective use of the
protection features of
the system (Additional information is provided in the TCSEC. )

The Security Features User's Quide (SFUG assists the users of the AlS.
It describes how
to use the protection features of the AIS correctly to protect the
information stored on the
system The SFUG di scusses the features in the AIS that are available to users,
as well as
the responsibilities for systemsecurity that apply to users.

3.5 M SSI ON NEEDS

The 1 SSO shal |l understand the organi zation's m ssion needs, that is, the goals
and obj ectives

of the organization and the resources required to acconplish these

goal s. Requirenents are

speci fied by analyzing the organi zation's current capabilities, avail able
resources, facilities, funds,

and technol ogy base, and by determ ning whether they are sufficient to fulfill
the mssion. If not,

t he m ssion needs shoul d be evaluated and prioritized and a plan devel oped

to address these needs.

Because security requirenents should be included in the m ssion needs and
current assets

assessnent, it is inportant for the ISSO to becone involved in the

m ssion definition process.

3.6 PHYSI CAL SECURI TY REQUI REMENTS
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In general, physical security addresses facility access and the protection of

t he structures and

conponents that contain the AIS and network equi pnment. Physical security

al so addresses

contingency plans and the mai ntenance and destruction of storage nedia

and equi pnent. These

physi cal safeguards nust meet the mninmumrequirenents established for the

hi ghest classification

of data stored at the site. The ISSO in coordination with site security personne
is responsible for

ensuring that physical safeguards are in place. Facility access and mai nt enance
are further

di scussed in section 3.10. Contingency planning and decl assification are

di scussed in sections

3.6.1 and 3.6. 2.

3.6.1 CONTI NGENCY PLANS

The I nformation System Security Manager (1SSM is responsible for the

formul ation, testing,

and revision of site contingency plans because of the manager's accountability
for ensuring

continuity of operations. The contingency plans docunment emergency response, backup
operations, and post-disaster recovery procedures. Wiile the | SSM has

overal |l responsibility for

the plans, the I SSO provides technical contributions concerning the overal
security plans to ensure

the availability of critical resources and to facilitate systemavailability in
an emnergency situation.

It is also inportant that all responsibilities under the plan are

adequat el y docunent ed,

communi cat ed, and tested.

3.6.2 DECLASSI FI CATI ON AND DOANGRADI NG OF DATA AND EQUI PMENT

Decl assification is a procedure and an adnministrative action to renove the security
classification of the subject nedia. Downgrading is a procedure and

an admnistrative action to

| oner the security classification of the subject nedia. The procedural aspect
of declassification is

t he actual purging of the nedia and renoval of any |abels denoting
classification, possibly

replacing themw th | abels denoting that the storage nedia is unclassified.
The procedural aspect

of downgrading is the actual purging of the nmedia and renoval of any |abels
denoting the previous

classification, replacing themw th | abels denoting the new classification.
The admi nistrative

aspect is realized through the subm ssion to the appropriate authority of a
deci si on nmenorandum

to declassify or downgrade the storage nedia.
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The | SSO nust ensure that:

Pur gi ng, decl assification, and downgradi ng procedures are devel oped
and i npl enent ed.

Procedures are followed for purging, declassifying, downgrading,
and destroyi ng storage
medi a.

Procedures are followed for marking, handling, and disposing of
the computer, its
peri pheral s, and renovabl e and nonrenovabl e storage nedi a.

Any special software needed to overwite the site-unique storage nedia
i s devel oped or
acqui red.

Any speci al hardware, such as degaussers, is avail able.
3.7 ADM NI STRATI VE SECURI TY PROCEDURES

Adm ni strative security includes the preparation, distribution, and nai ntenance
of pl ans,

i nstructions, guidelines, and operating procedures regarding security of AISs. It
is the

responsibility of the 1SSO to assist in the devel opnent of

adm ni strative procedures, if required,

and to conduct periodic reviews to ensure conpliance.

3.7.1 PERSONNEL SECURI TY

One conponent of admi nistrative security is personnel security. In general, it
is the
responsibility of the ISSO to:

Ensure that all personnel and, when required, specified
mai nt enance personnel who install
operate, maintain, or use the system hold the proper security clearances and access
aut hori zati ons.

- Ensure that all systemusers, including nmaintenance personnel, are
educated by their
respective security officer in applicable security requirenents and responsibilities.

Mai ntain a record of valid security cl earances, physica
access authorizations, and Al S
access authorizations for personnel using the conputer facility.
: Ensure that mai ntenance contractors who work on the system are supervi sed
by an
aut hori zed know edgeabl e person.

3.7.2 SECURI TY | NCI DENTS REPORTI NG
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A security incident occurs whenever information is conprom sed, when there is a
ri sk of

conprom se of information, when recurring or successful attenpts to

obtai n unaut hori zed access

to a systemare detected, or where msuse of the systemis suspected.

The 1 SSO creates a reporting nmechanism as part of the security incident
reporting procedure,

for users to keep the ISSO infornmed of security-relevant activity that they
observe on the system

This reporting nechani smshall not use the AIS to report security-relevant
activity about the AlS.

The nmechanism at a mninmum includes the foll ow ng:
Descri ption of incident.
I dentification of the individual reporting the security incident.
| dentification of the | oss, potential |oss, access attenpt, or nisuse.
I dentification of the perpetrator (if possible).
Notification of appropriate security and nanagenent personnel and
civil authorities, if
required.

Reest abl i shnment of protection, if needed.

Restart of operations, if the system had been taken down to facilitate
t he investigation.

The 1 SSO perforns the following in support of this task:

Prepares procedures for nonitoring and reacting to system security
war ni ng nessages and
reports.

Devel ops, reviews, revises, and submts for approval to the DAA
and techni cal supervisor,
procedures for reporting, investigating, and resolving security incidents at
the site.

| medi ately reports security incidents through the appropriate security
and managenent
channels (e.g., |1SSM and Program Manager). The |SSO subm ts an anal ysis of
the security
incident to the appropriate authority for corrective and disciplinary actions.

Perforns an initial evaluation of security problens, and, if

necessary, tenporarily denies
access to affected systens. The | SSO ensures that Terminal Area Security O ficers
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(TASCs) eval uate, report, and docunent security problens and vul nerabilities
at their
respective renote term nal areas.

Partially or conpletely suspends operations if any incident is detected
that affects security
of operations. This would include any systemfailure. (Note: this may be
unrealistic if the
systemperfornms a critical operational mssion. Alternative procedures my
be required in
this situation. The DAA must weigh the risk of a security incident against
t he potenti al
damage in shutting down the system)

Ensures that all cases of actual or suspected conprom se of
cl assified passwords are
i nvesti gat ed.

Ensures that occurrences within the systemthat nmay affect the integrity
and security of the
data being processed are investigated. If the systemnmalfunctions, it is
i nportant to account
for the data.

Assists the investigating officials in analyzing actual or
suspect ed conpronm ses of
classified information.

3.7.3 TERM NATI ON PROCEDURES

The 1SSO is responsible for performng the follow ng tasks whenever any
user's access is

term nated. Pronpt action is required, particularly if the term nation or
know edge of the pending

term nation m ght provoke a user to retaliate.

Renpbves the user fromall access lists, both nanual and aut omat ed.

Renmoves the individual's account fromall systens, including the
user's password.

Ensures that the individual has turned in all keys, tokens, or cards
that allow access to the
Al S.

: Ensures that conbi nations of any conbination | ocks, associated with the
AlS and its
physi cal space, that the individual accessed are changed.

Ensures that all remaining personnel using systenms processing

classified data change their
passwords to prevent unauthorized access.
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3.8 SECURI TY TRAI NI NG

Because personnel are an integral part of the security protection surroundi ng
an Al'S, they

must understand the vulnerabilities, threats, and risks inherent with AI'S
usage. Therefore,

conmputer security shall be included in briefings given to all new personnel.
To reinforce this initial

training and to i ntroduce new concepts, periodic training and security

awar eness prograns shoul d

be conducted. The |1SSO shall continue training to keep current in security
products and

procedures. The ISSO is responsible for ensuring that:

Al'l personnel (including nmanagenent) have conputer security
awar eness training and
have read applicable sections of the AIS security plan. This includes training
in security
procedures and the use of security products.

Al'l users are educated regardi ng password nmanagenent (e.g.
generating uni que
passwor ds, keepi ng passwords adequately protected, not sharing passwords, changing
passwords on a regul ar basis, and generating different passwords for each system
accessed).

Users understand the inportance of nonitoring their successfu
and unsuccessful logins, if
possible. If these do not correspond to the user's actual usage, the user
shoul d know t he
proper procedures for reporting the discrepancy.
The 1 SSO can keep users infornmed about security in many different ways.

Some appr oaches
foll ow

Periodically display nessages on the AIS when the user logs on to the system
Devel op and distribute security awareness posters to foster interest.
Di ssem nate new security information about the system and issue
rem nder notices about
protection procedures.
| ssue nmenobs to notify users of changes.
Provi de "hands-on" denonstrations of AlS security features and procedures.
3.9 SECURI TY CONFI GURATI ON MANAGEMENT
Configurati on managenent controls changes to system software, firmare,

har dwar e, and
docunent ati on throughout the life of the AIS. This includes the design,
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devel opnent, testing,

di stribution, and operation of nodifications and enhancenents to the

exi sting system The |SSO or

ot her designated individual aware of the security issues shall be included in
t he configuration

managenent process to ensure that inplenented changes do not conprom se security.
It is

particularly inportant for the 1SSO to review and nonitor proposed changes to
the trusted

conputing base (TCB) as defined in the security architecture. Appropriate
tests shoul d be

conducted to show that the TCB functions properly after changes are nade to
it. Configuration

managenent tasks that are the responsibility of the I SSO are as foll ows:

Mai ntain an inventory of security-relevant hardware and security-
rel evant software and
their | ocations.

Mai nt ai n docunentation detailing the AIS hardware, firmware, and
sof tware configuration
and all security features that protect it.

Eval uate the effect on security of proposed centrally devel oped
and distributed and site-
uni que nodifications to software and applications. Submt comrents to appropriate
per sonnel .

I dentify and anal yze system mal function. Prepare security incident reports.

Assi st in the devel opnent of system devel opnent notifications and
syst em change
proposal s.

Moni t or DAA- approved site procedures for controlling changes to the
current system

Ensure that any system connectivity is in response to a valid
oper ational requirenent.

Ensure that continuing tests of the site security features are
perfornmed, and maintain
docunent ati on of the results.

Coordi nate AS security changes with the 1SSM Review all site
confi guration changes and
syst em conponent changes or nodifications to ensure that site security is not
conpromn sed.

Revi ew physical inventory reports of security-relevant Al'S equi pnent.

Har dware and Software Installation and M ntenance. The | SSO ensures that the
desi gn and devel opnent of new Systens or the nmaintenance or replacenent of existing
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systens includes security features that will support certification and
accreditation or

reaccreditation. In support of this effort, infornmal reviews with the

site certifiers can help

identify potential problens, thus enabling potential security risks to be
identified early.

Before installing any new systemrel ease, the site shall conplete sufficient
testing to verify

that the system neets the docunented and approved security specifications and
does not

viol ate existing security policy. The ISSO shall, at a m ninum observe the
testing of new

rel eases. Specific |1SSO tasks are:

Ensure that all security-relevant devel opnent and planning activities
are revi ewed and
approved.

Participate in the acquisition planning process for proposed acquisitions
to ensure that the
site security policy has been considered. This applies to both the acquisition
of new
systens or the upgrade of existing systens.

Ensure that security features are in place (by testing) to
prevent applications prograns from
bypassi ng security features or from accessing sensitive areas of the system

Devel op procedures to prevent the installation of software from
unaut hori zed or
guesti onabl e sources.

Ensure that system support personnel know how to install and
mai ntain security features.

3.10 ACCESS CONTROL

Access is considered fromdifferent perspectives: physical access to the
facility and system

(facility access), logical access to the system (identification and

aut hentication), and |ogical access

to the systenis files and other objects (data access). Each of these is
di scussed separately bel ow.

3.10.1 FAC LITY ACCESS

Procedures shall be devel oped for controlling access to the site and the
site's resources. In

accordance with applicable security policy, system access shall be denied to
any user, custoner, or

vi sitor who has not been granted specific authorization. CGeneral guidance for
the 1SSO fol | ows:
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Establ i sh procedures to ensure that only personnel who have a need-to-
know have access
to classified or sensitive but unclassified information.

Establ i sh procedures to ensure that only personnel who have the
proper cl earances and
formal access approval are all owed physical access to any system
containing classified
information. All individuals who have routine access to the system should
be properly
cl eared and have a valid operational requirenent for access.

Deny access to any user, customer, or visitor who is unauthorized
or suspected of violating
security procedures.

Ensure all visitors are signed-in and escorted, if necessary. Visitors
shal | be under visua
observation by an authorized person

Keep records of maintenance performed at the site.

Establ i sh and i npl enent procedures to control AI'S equi pment comng into
and goi ng out
of the site, including, for exanple, test devices, cable, and system di sks.

Devel op and maintain a facility security plan that contains at
| east architectural draw ngs
and buil ding plans, floor plans, and inventories.

: Ensure that mai ntenance contractors who work on the system are supervi sed
by an
aut hori zed know edgeabl e person.

3.10.2 | DENTI FI CATI ON AND AUTHENTI CATI ON (1 &A)

The identification conmponent of an | &A system consists of a set of unique
user identifiers.

Aut henti cation involves verifying the identity of a user. If a user's
identifier does not remain

uni que, a subsequent user may gain the access rights of a previous user on
the system GCeneral

gui dance to the 1SSO foll ows:

Ensure that the databases required to support the |I&A function
are accessible only by the
| SSO.

otain a list of all identifications (IDs) preset at the factory. Change
or delete all user IDs
and passwords that conme with vendor software to prevent unauthorized access. Default
passwords shall be checked and changed, as necessary, at systeminstallation and
nodi fication, when the 1SSO first assunmes responsibility of the system and
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after any
mai nt enance to the system

Devel op and adm ni ster a password managenent system that includes
t he generation of
syst em passwords and devel opnent of procedures for addressing password | oss or
conproni se

Ensure that only authorized persons execute systemutility prograns
and routines that
bypass security checks or controls.

Maintain a site user list that contains the nane, user |D, access |evel,
and whet her the user
is to have operator or adm nistrative privileges.

3.10.3 DATA ACCESS

The focus of data access procedures is to prevent disclosure of information
t o unaut hori zed
i ndi vidual s. General guidance for the |SSO foll ows:

- Ensure that the site-specific discretionary access control (DAC) policy
i s defined and

i npl emented. The policy should define the standards and regul ations that the

| SSO nust

i npl emrent to ensure that data is disclosed only to authorized individuals.

Control access to all functions that can affect the security or integrity
of the system Access
of this type shall be kept to the absol ute m ni nrum nunber of personnel.

Ensure that any required access control software subsystens or
ot her security subsystens
are installed and operated in a nmanner that supports the security policy of the Al S

3.11 RI SK' MANAGEMVENT

Ri sk managenent identifies, measures, and mninmzes the effect of uncertain
events on

system resources. Ri sk managenent determ nes the value of the data, what
protection already

exi sts, and how nuch nore protection the system needs. The process includes
ri sk anal ysis, cost

benefit anal ysis, safeguard selection and inplenentation, appropriate
security tests, and systens

review. Ri sk managenent is an ongoing process that will reaffirmthe validity
of previous anal ysis.

The |1 SSO supports the risk managenent process by performng the follow ng tasks:

Assi st in the devel opnent of the risk managenent plan.

Performa risk assessnent and anal ysis by analyzing threats to the site
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and vul nerabilities

of the site in relationship to the sensitivity of the information on the
system Docunent the

results and prepare appropriate counterneasures. (This is expanded bel ow. )

Ensure a contingency plan is in place for continuity of operations in
an energency situation
and that the devel oped plans are exerci sed.

Ensure that approved counterneasures are inplenented.

Periodically review the risk assessnent for new threats due to a
changed configuration or
changes in the operational environnment and revi ew contingency plans to ensure
t hat they
are still applicable.

Ensure that security tests, risk analysis, TEMPEST tests, and
ot her inspections are
conducted as required. Maintain a file of working papers concerning security
tests, risk
anal ysis, and other facets of the risk nmanagenent program

Maintain a file of all site security-rel ated waivers.

The |1 SSO docunents and reports conputer security technical vulnerabilities

detected in AlSs,

in accordance with DOD Instruction 5215.2. The report includes information

regardi ng technical

solutions or adm nistrative procedures inplenented to reduce the risk. Each
| SSO admi ni sters the

techni cal vulnerability reporting program and:

Reports identified technical vulnerabilities. As a further way of
sharing i nformati on about
vul nerabilities, maintains contact wwth other system security officers and
wi th other users
of the sanme type of system

Assunes responsibility for recommendi ng any necessary and feasi ble action
to reduce
ri sks presented by the vul nerabilities.
Devel ops | ocal procedures for reporting and docunenting
technical vulnerabilities, and
ensures that all users and operators receive training for carrying-out
t he procedures.
Ensures that vulnerability information is properly classified and protected.

3.12 AUDI TS

The 1 SSO has the primary responsibility to conduct security audits for
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operational systens as

wel | as for systens under devel opnent. Mbnitoring of variances in

security procedures is also

inportant and is best controlled by the 1 SSO As part of variance nonitoring,
the 1SSO revi ews any

relevant audit trail data fromthe system Finally, the |ISSO provides

seni or managenent with

reports on the effectiveness of security policy, with identification of
weaknesses and

reconmendati ons for inprovenents.

3.12.1 AUDI T TRAILS

The audit trail provides a record of systemsecurity-related activity and al |l ows
the 1SSO to

nmonitor activities on the system To be an effective security tool, the audit
trail should be able to

moni tor, for exanple, successful and unsuccessful access attenpts, file
accesses, type of

transaction, and password changes. |If nmanual audits are necessary, the |SSO
shal | docunent

random checks made to verify that users are recording system usage. Audit
trail files nust be

protected to prevent unauthorized changes or destruction.

3.12.2 AUDI TI NG RESPONSI BI LI TI ES

Appropriate audit trail data shall be reviewed by the | SSO Besides the system
audit trail,

network audit reports can provide detailed information on network traffic

and provi de sunmary

accounting informati on on each user I D, account, or process. The responsibilities
of the I SSO

foll ow

Revi ew specifications for inclusion of audit trail reduction tools that
will assist in audit trail
anal ysi s.

Sel ect security events to be audited. Ensure that the audit trail
is reviewed and have the
capability to audit every access to controlled systemresources (e.g.
very sensitive files).
Archive audit data.

Devel op and i nplenent audit and review procedures to ensure that al
Al S functions are
i npl emented in accordance with applicable policies and progranms. Existing
policies and
prograns usually establish the m ni nrum anount of material that shall be audited.

Conduct audits and nmi ntain docunentation on the results.
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Supervi se review of security audit paraneters. Devel op, review,
revise, submt for
approval , and inplenment procedures for nonitoring and reacting to security warning
nmessages and reports.

Conduct random checks to verify conpliance with the security procedures and
requirenments of the site.

Gat her information fromaudit trails to create profiles of system
users. Cbserve user
patterns such as the termnal usually used, files accessed, normal hours of
access, and
perm ssions usually requested, to deternm ne which actions are unusual and shall be
i nvesti gat ed.

Revi ew user access reports generated by the audit trail, in conpliance
with policies and
practi ces.

Review audit trail reports for anomalies:

- Look for mnultiple unsuccessful |ogon attenpts. This could be an

i ndi cation of an

i nexperienced user, a user who has recently changed passwords and forgotten the new
one, or an attenpted intrusion.

- Look for an attenpt by a user, who is already |l ogged in at a term nal

to log in again

to the sane systemfroma second termnal. This could be caused by an inadvertent
failure to log out, an intentional |logon to both termnals, or an

attenpted intrusion

- Be alert to individuals logging in after normal hours. This may nean
t he user has a
deadline to neet and is working overtinme or that an intruder is attenpting access.

- Look for high nunbers of unsuccessful file accesses. This could be
pronpted by the
user' failure to renenber file nanes or by an attenpted intrusion

- Look for unexpl ained changes in systemactivity.
- Look for covert channel activity.
3.13 CERTI FI CATI ON AND ACCREDI TATI ON

Certification is the technical evaluation of an AIS' s security features,

i ncl udi ng non-Al'S

security features (e.g., admnistrative procedures and physical safeguards),

agai nst a specified set

of security requirenents. The objective is to determ ne how well the AI'S design and
i npl enmentation nmeet this pre-defined set of security requirenents. Certification

is performed as
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part of the accreditation process. Accreditation is the forml managenent
deci sion made by the

DAA to inplenment an AIS or network in a specific operational environment at
an acceptabl e | evel

of risk. The certification package specifies the follow ng in support

of accreditation:

Security node.

Set of administrative, environnental, and technical security safeguards.
Oper ati onal environnent.

| nt erconnections to other AI'S or networKks.

Vul nerabilities as well as procedural and physical safeguards.

The 1SSO is frequently responsible for the following list of tasks in
preparation for
accreditation of a particular AlS:

Assist in preparing the accreditation material required by the DAA
Assi st in the evaluation of the accreditation package.
Assist in the site surveys.

- Prepare a statement to the DAA about the certification report. The
report should include a

description of the systemand its mssion; the results fromthe testing,
docunent reviews,

and hardware and software reviews; renmining systemvulnerabilities; and
any additional

controls or environnmental requirements that may be necessary.

Ensure that the site maintains the systemsecurity baseline through audits.

Notify the DAA or the DAA's representative of all configuration changes
t hat may change
the site's security baseline.

4. SECURI TY PERSONNEL ROLES

Al t hough this guideline focuses on the role and responsibility of the 1SSQO it
is inportant to

under stand how the |1SSO position relates to other positions that have sone
security responsibility

Wi thin an organi zation. This section outlines these other positions with
security responsibilities.

DOD regul ations define security roles and responsibilities for personnel

responsi ble for AI'S
security. Overall roles and responsibilities are simlar across DOD, but
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are assigned different titles
in each servicel/agency. Table 1 sumarizes the titles and positions across the
DOD conponents.

One of the roles not addressed in Table 1 or 2 is that of the Program Manager
(PM. Wile

this is not specifically a security function, the PMnust be aware of the
Al'S security requirenents.

The PM shoul d establish a conputer security working group (CSW5 consisting
of individuals

fromthe program office, users, procurenent specialists, consultants, |oca
computer security

organi zations, and the devel opers. During the acquisition process, this group
shal |l review and

eval uate security-related docunents and i ssues such as specifications, security
test plans and

procedures, and risk managenent plans and procedures. The follow ng sections
list responsibilities

for each of the identified security roles. Depending on the size,

geogr aphi cal distribution, and

complexity of the site, the role of the I SSM (I nformati on System Security
Manager )/ NSM

(Network Security Manager) may be filled by the same individual (s) as the | SSO
NSO ( Net wor k

Security O ficer).

Table 1

Service and Agency Security Personnel Titles

Level

Air Forcel
Arnyl

Navy1l

DI A
System W de
MAJCOWR, 3
MCSSM
MACOWR

| SSPM

COVNAVCOMTEL COVR

http://www.fas.org/irp/nsa/rainbow/tg027.htm (28 of 61) [11/23/2008 5:36:42 PM]



A Guide to Understanding Information System Security Officer Responsibilities for Automated Information Systems

MDI C or SI Q2

AlS Site

BCSSM

CFMV4

CSSO

TASO

| SSM

| SSO

TASO

ADPSO

ADPSSQO | SSO

M5O

TASO

| SSO

Network Site

NM

NSM

NSO

NSO

NSO
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NSO

1. Not SCI (Sensitive Conpartnented Information), SIOP-ESI (Single
I nt egrat ed Operational Plan-Extrenely
Sensitive Information)

2. DAA
3. There many be multiple MAJCOVs at a base, each with one or nore AIS sites
4, There is only one BCSSO per base to which all CFMs provide information

ADPSO  ADP Security Oficer

ADPSSO ADP System Security Oficer

BCSSM  Base Communi cati ons- Conputer Systens Security Manager

BCSSO Base Conmuni cati ons- Conmputer Systens Security Oficer

CFM Conputer Facility Manager

COWNAVCOMTELCOM Conmander, Naval Conputer and Tel ecommuni cati ons Comrand
CSSM Communi cat i ons- Conput er System Security Manager

CSSO Conputer System Security Oficer

DAA Desi gnat ed Approvi ng Aut hority/ Designated Accreditation Authority
| SSM I nformati on System Security Manager
| SSO I nformati on System Security Oficer

| SSPM Information System Security Program Manager
MACOM  Maj or Arny Comrand

MAJCOM WMaj or Command (Air Force)

MCSSM  MAJCOM CSSM

MDI C Mlitary Department Intelligence Oficer

M5O Media Sanitation Oficer
NM Net wor k Manager

NSM Net wor k Security Manager
NSO Net wor k Security Oficer
SIO Senior Intelligence Oficer
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SSM System Security Manager
TASO Term nal Area Security Oficer

Table 2 presents a uniformset of security roles and titles that will be
used t hroughout this guideline.

Tabl e 2

Uni form Security Personnel Titles

LEVEL

STAFF POsI TI ON
System W de
(Not SCI, SIOP-ESI)
DAA

Cl SSM

AlS Site

| SSM

| SSO

TASO

Network Site
NSM

NSO

Cl SSM  Conponent Information System Security Manager

DAA Desi gnat ed Approving Authority

| SSM I nformati on System Security Manager
| SSO I nformation System Security Oficer
NSM Net wor k Security Manager

NSO Net wor k Security O ficer
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SCl Sensitive Conpartnmented |Information

S| OP- ESI Single Integrated Qperational Plan Extrenely Sensitive
I nf ormati on

TASO Term nal Area Security Oficer
4.1 DESI GNATED APPROVI NG AUTHORI TY ( DAA)

The DAA grants final approval to operate an AIS or network in a specified
security node. [2]

Before accrediting a site, the DAA reviews the accreditation docunentation
and confirms that the

residual risk is within acceptable limts. The DAA al so verifies that each
Al'S conplies with the

Al S security requirenments, as reported by the |1SSGCs. Specific

security responsibilities are as

foll ows:

Establ i sh, adm ni ster, and coordinate security for systens that
agency, service, or
command personnel or contractors operate. Assist the PMin defining systemsecurity
requi rements for acquisitions.

Appoint the individuals who will directly report to the DAA

Approve the classification level that is required for applications that
are inplenented in a
network environment. Al so, approve additional security services that are
necessary (e.g.,
encryption and non-repudiation) to interconnect to external systens.

Revi ew the accreditation plan and sign the accreditation statenent for
t he network and each
Al'S and define the criticality and sensitivity |levels of each Al S

Revi ew t he docunentation to ensure that each Al'S supports the
security requirenents as
defined in the AIS and network security prograns.

4.2 COVPONENT | NFORVATI ON SYSTEM SECURI TY MANAGER ( CI SSM

The CISSMis the focal point for policy and guidance in Al'S and network

security matters

and reports to and supports the DAA. The Cl SSM adni ni sters both the AI'S and
network security

prograns within the conponent (defined as the Ofice of the Secretary of

Defense, the mlitary

departnments and the mlitary services within those departnents, the Joint Chiefs
of Staff, the Joint

Staff, the Unified and Specified Commands, the Defense agencies, the DOD

field activities, and
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ot her such offices, agencies, activities, and commands as may be established by
| aw, by the

President, or by the Secretary of Defense that process data on Al Ss).

[2] Additionally, the Cl SSM

is responsi ble for subconponents such as the MAJCOM MACOM or COVNAVCOMTELCOM
which are identified in Table 1. The CISSM therefore, may be responsible

for multiple AlSs.

Security responsibilities should include:

Devel op and admi nister AlI'S and network security prograns that
i npl ement policy and
regul ations and are consistent with the accreditation plan. The network
pr ogram shal
define intrasystem and i ntersystem connectivity.
Establish a risk nmanagenent programfor the entire AIS life cycle.
Thi s includes addressing
net wor k-w de security and probl ens associated with interconnecting to
ext ernal systens.
Identify the DAA for each unclassified systemand each cl assified system
I dentify each systemin the certification and accreditation plan or in
the system security
pl an.
Advi se the DAA about the use of specific security nechani sns.
Provi de periodic briefings to the conponent managenent and to the DAA
: Report security vulnerabilities, maintain a record of security-
rel ated incidents, and report
serious and unresolved violations to the DAA
Adm ni ster a security and training awareness program
Over see mmi ntenance of accreditation docunentation
Provide for overall key distribution and encrypti on nanagenent.
Enforce, through policy, conpliance with conponent conputer security program
4.3 | NFORVATI ON SYSTEM SECURI TY MANAGER (| SSM
The 1SSM reports to the Cl SSM and i npl ements the overall security program
approved by
the DAA. The | SSM focuses on Al S security. There may be nultiple | SSMs. The
| SSM shoul d not
participate in the day-to-day operation of the AlS.

Specific security responsibilities are:

Ensure that the AS security programrequirenents are net, including
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defining the security

node, specific security requirenments, protocols, and standards. Devel op
applicable AI'S

security procedures.

- | npl ement the risk managenment program defined by the CISSM Verify that
the risk

assessnment is perforned and that threats and vulnerabilities are revi ewed

to eval uate risks

properly.

Verify that appropriate security tests are conducted and that the
results are docunented.

Revi ew t he accreditation plan and the reaccreditation activities, devel op
a schedule for the
reaccreditation tasks, and initiate recertification and reaccreditation tasks
under the
direction of the DAA

Assist in site configuration nmanagenment by review ng proposed system
changes and
review ng i nplemented system nodifications for adverse security inpact.

Ensure that AlS security is included in all the contingency plans.

Provide the DAA with the certification package to show that the
Al'S satisfies the security
specifications for the data it processes, stores, or transmts. Docunent
and mai ntain the
evi dence contained in the certification package.

: Monitor Al S personnel security procedures to ensure that they are
bei ng fol |l owed;
coordinate and nonitor initial and follow up security training for AS personnel

Maintain a current AlS security plan.
4.4 NETWORK SECURI TY MANAGER ( NSM

The NSMis responsible for the overall security operation of the network and is
t he focal point

for policy, guidance, and assistance in network security matters. In addition,
t he NSM ensures t hat

the network conmplies with the requirenments for interconnecting to externa
systens. The NSM re-

ports to the CI SSM and shall not participate in the day-to-day operation of

t he network. The tasks

of the NSM are conparable to those of the | SSM The security responsibilities
are listed in the

sanme order as those for the ISSM for ease of conparison, with differences
indicated by italics:
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Ensure that an NSO is appointed for each network.

Ensure that the AIS security programrequirenents are net,
i ncl udi ng defining the security
node, specific security requirenments, protocols, and standards. Devel op applicable
network security procedures.

- | mpl enment the risk nmanagenent program defined by the CISSM Verify that
the risk

assessnment is perforned and that threats and vulnerabilities are revi ewed

to evaluate risks

properly.

Verify that appropriate security tests are conducted and that the
results are docunented.

Revi ew the accreditation plan and the reaccreditation activities, devel op
a schedule for the
reaccreditation tasks, and initiate recertification and reaccreditation tasks
under the
direction of the DAA

Assist in site configuration managenent by review ng proposed system
changes and
review ng inplenmented system nodifications for adverse system i npact.

Ensure that network security is included in all the contingency plans.

Provide the DAA with the certification package to show that the
network satisfies the
security specifications for the data it processes, stores, or transmts.
Docunent and
mai ntai n the evidence contained in the certification package.

Provide the DAA with witten certification that the satisfies the
security specifications for
the data it processes, stores, or transmts. Ensure that the docunentation
to support the
certification is devel oped and mai nt ai ned.

- Moni tor inplementation of AI'S personnel security procedures to ensure
that they are being
foll owed; coordinate and nonitor initial and follow up security training for
Al' S personnel

Maintain a current AI'S security plan

Manage routing control for security within the network (specify |inks
or subnetworks that
are considered to be trusted based on specific criteria).

4.5 | NFORVATI ON SYSTEM SECURI TY OFFI CER (I SSO)
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The 1SSO acts for the CISSMto ensure conpliance with AI'S security procedures at the
operational site or installation. Depending on the size and conplexity of the

Al'S, the |1SSO al so

may function as the |1SSM and NSO The duties of the | SSO are detailed in section 3.

4.6 NETWORK SECURI TY OFFI CER ( NSO)

The NSO i npl enents the network security program and acts as the point of contact
for all

network security matters. The responsibilities of the NSO are simlar to those
of the ISSO wth the

NSO concentrating on network security and the |1SSO concentrating on Al'S
security. The security

responsibilities of the NSO are:

otain witten approval fromthe DAA to process classified or
sensitive unclassified
i nformati on on the network.

Mai ntain the security processing specifications for the network.

Ensure that standard security procedures and nmeasures that support
the security of the
entire network are devel oped and i npl enented. Conduct periodic reviews to ensure
conpliance with network security procedures.

: Ensure that network security is included in all the contingency plans
and that the
conti ngency plans are tested.

Mai ntain the site-specific portion of the accreditati on docunentation

Ensure that physical neasures to protect the facility are in effect and
t hat nmeasures to
protect m ssion-essential, sensitive data processing activities are
i npl ement ed. Maintain
Iiaison with organi zations that are responsi ble for physical security, e.
g., mlitary police,
fire control officials, base power plant officials, and energency services.

Revi ew networ k configuration changes and network conputer changes
or nodifications to
ensure that network security is not degraded (including interfaces to
separately accredited
Al Ss). Ensure that network conponents (i.e., hardware, software, and firmvare) are
i ncluded in the configuration managenent program

Sel ect security events that are to be audited or renotely
col l ected; establish procedures for
collecting the audit information; and review audit reports.

Verify security clearances and access approval for personnel using
t he net work.

http://www.fas.org/irp/nsa/rainbow/tg027.htm (36 of 61) [11/23/2008 5:36:42 PM]



A Guide to Understanding Information System Security Officer Responsibilities for Automated Information Systems

Coordinate and nonitor initial and periodic security training for
net wor k personnel. Verify
that all users receive network security training before being granted access to
t he network.

Provi de users with plans, instructions, guidance, and standard
operati ng procedures
regardi ng network operations. Conduct periodic reviews to ensure conpliance.

: Verify that personnel security procedures applicable to the operation of
t he conputer
facility are foll owed.

Report physical, personnel, and AI'S security violations to the NSM
Report systemfailures
that could |l ead to unauthorized disclosure.

Revi ew reported security problens and i nformthe NSM of
security difficulties. Ensure
that TASGs eval uate, docunent, and report security problens and vul nerabilities
at their
respective sites.

: Recommend partial or conplete suspension of operations if any incident
is detected that
may affect security of the operation

Monitor the systemrecovery processes to assure that security features
are correctly
restored.

Mai ntai n gui delines that ensure that the physical, admnistrative,
and personnel security
procedures are foll owed.

4.7 TERM NAL AREA SECURI TY OFFI CER ( TASO)

The TASO reports to the 1SSO and is responsible for security procedures in

an assi gned

renote term nal area. System access fromthe TASO s assigned renote termnals
will not be

al l owed wi thout authorization fromthe cognizant security officer. The TASO has
the foll ow ng

security responsibilities:

Ensure that there are witten instructions specifying security
requi rements and operationa
procedures for each term nal area.

Ensure access to a termnal is only to users with the need-to-

know, clearance, and access
approval for data that may be accessed fromthat term nal
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Performan initial evaluation of security problens in the assigned
term nal area(s) and
notify the I SSO of all security violations and any practices that may
conprom se system
security.

Verify that the physical security controls are in place and operati onal
for exanple,
physically protecting the network interfaces (hardware connections).

Coll ect and review selected renote facility audit records, docunent
any reported problens,
and forward themto the | SSO

Participate in security training and awar eness.

Ensure that the equi pnent custodian has all the conmponent seri al
nunbers witten down
and stored in a secure place.

4.8 SECURI TY RESPONSI BI LI TIES OF OTHER SI TE PERSONNEL

Because the overall security of a site is subject to the cooperation of
everyone involved in the

system the discussion of roles and responsibilities would not be conplete
wi t hout nentioning the

system admi ni strator, the conputer facility personnel, the data adm nistrator
t he mai nt enance

personnel, and the users. Everyone is responsible for know ng the

security procedures and

nmechani sns that are in effect for a particular system for follow ng al
procedures applicable to

security, and for reporting potential security incidents. In addition,
specific responsibilities for

other individuals are |isted bel ow.

The data adm nistrator and classifier shall:

: Coordinate with the ISSO on information security requirenments and with

t he NSO for

network security requirenents.

: Establish or confirmthe overall security classification of the

appl i cabl e resources and

establish restrictions or special conditions for the use of the data.
Periodically review the data to verify that the security classification

is correct. Recomrend

downgradi ng data, if applicable.

Aut hori ze individual or group access to specific resources.
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Participate in the devel opnment of a formal need-to-know policy.
The users shall:
Use the systemonly for authorized purposes and in accordance with
security procedures
and gui del i nes.
Mai nt ai n i ndi vi dual accountability (e.g., do not share passwords).
Protect classified and other sensitive material.
4.9 ASSI GNVENT OF SECURI TY RESPONSI BI LI TI ES
Table 3 presents a sanple chart for identifying the roles and responsibilities
of the various
i ndi vi dual s who have security tasks. The primary goal is to identify all the
tasks and ensure that at
| east one individual is assigned to perform each task.
Table 3
Function Matri x
Functi on
DAA
Cl SSM

| SSM

| SSO

NSO

TASO

Overall Security
PR

I M

I M

I M

I M

M
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I M
Accreditation Process
PR
I M
I M
I M
I N
I N

Recertification and
Reaccreditation

PR

I M

I M

I M

I N

I'N

Al'S Security Program
PR

I M

I M

I M

I M

Net wor k Security Program
PR

I M

I M

M
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Net wor k Access
PR

PR

VE

DO, VE

SecurityThreats/
Vul nerabilities

PR
DO
DO
DO
IN, DO
DO IN
DO

Security Regul ati ons and
Pol i ci es

I M
I M
I M
I M
I M
I M
M
Security Docunentation
VE
DO

DO
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Ri sk Managenment Program

PR
I M
I M
IM IN
IM IN

Security Training and
Awar eness Program

PR
VE
VE
| M VE
I M VE
| M

Security Viol ations

3 38 8 8 8 8

Security Configuration
Managenent

VE
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M
M
M
M

Al'S Security Procedures

PR
IM VE
IM VE
IM VE

Conti ngency Pl ans

PR, VE
PR, VE
IM IN
IM IN
M

Net wor k Security
Pr ocedur es

PR
I M VE
Audi t
PR
PR
PR, DO

Access Control

M

M

VE
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Physi cal Security
VE
VE
VE

Decl assi fi cati on and

Downgr adi ng

VE

PR: has primary responsibility

I M i npl ements enforces task or program

DO prepares docunentation and submits to appropriate authority, if applicable
VE: verifies conpliance or performance of activities

I N: assists in the preparation of reports, plans, procedures, etc.

Bl BLI OGRAPHY

Thi s bi bliography includes docunents that may be useful to the |ISSO |Included
are directives,

regul ations, manuals, circulars, etc. Cted references are also included. This
[ist is not intended to

be comprehensive; that is, additional readings nay apply to a

particul ar organi zati on and system

and the 1SSO should identify all the relevant security docunents.

Conmputer Security Act of 1987, Public Law 100-235, 101 STAT. 1724, 8 January 1988.

Def ense Intelligence Agency, Physical Security Standards for Construction

of Sensitive

Compartnented Information Facilities, Defense Intelligence Agency (D A) Manual 50-3,
February 1990.

Defense Intelligence Agency, Security of Conpartnented Conputer Operations (U)
DI A Manua
50- 4, CONFI DENTI AL, 1980.

Def ense Intelligence Agency, Security Requirenments for Automatic Data
Processi ng (ADP)
Systens, DI A Regul ation 50-23, 14 March 1979.

Def ense Intelligence Agency, Sensitive Conpartnented |Information
Contractor Adm nistrative
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Security, DA Manual 50-5, FOR OFFICIAL USE ONLY (FOQUO), Vol. 1,10 May 1983.

Departnent of the Air Force, Conputer Security Policy, AF Regul ation 205-16,
FOUO, 28 April
1989.

Departnment of the Arny, Security: Information Systens Security, Arny Regul ation
No. 380-19, 4
Sept enber 1990.

Depart nment of Defense, Automated Data Processing Security Manual - Techni ques and
Procedures for Inplenenting, Deactivating, Testing, and Eval uating, Departnent of
Def ense (DOD) 5200.28-M 1 January 1973 with change pages in June 1979 (now under
revision).

Depart nent of Defense, Conmunications Security (COVSEC) (U), Department of Defense
Directive (DODD) C-5200.5, CONFIDENTIAL, 21 April 1990.

Departnent of Defense Conputer Security Center, Conputer Security Requirenents
- CQui dance

for Applying the Departnent of Defense Trusted Computer System Eval uation
Criteriain

Speci fic Environnments, CSC STD-003-85, 25 June 1985.

Departnment of Defense Conputer Security Center, Password Managenent Cui deline,
CSC- STD-
002-85, 12 April 1985.

Departnment of Defense Conputer Security Center, Technical Rationale Behind CSC
STD- 003- 85:

Comput er Security Requirenments - Quidance for Applying the Departnent of Defense
Trusted Conmputer System Evaluation Criteria in Specific Environnents, CSC STD
004- 85,

25 June 1985.

Departnent of Defense, Conputer Security Technical Vulnerability Reporting Program
(CSTVRP), DOD Instruction 5215.2,2 Septenber 1986.

Departnent of Defense, Control of Conprom sing Emanations (U, DODD S-

5200. 19, SECRET,

23 February 1990.

Departnent of Defense, DOD Information Security Program DODD 5200.1, 7Junel982.
Departnent of Defense, DOD Personnel Security Program DODD 5200.2, 20 Decenber 1979.
Departnent of Defense, Industrial Security Manual for Safeguarding

Cl assified Information,

DOD 5220.22-M 3 January 1991.

Department of Defense, Industrial Security Program DODD 5220.22, 1 Novenber 1986.

Departnent of Defense, Industrial Security Regul ation, DOD Regul ati on 5220. 22-
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R, Decenber
1985.

Departnment of Defense, Information Security Program Regul ati on, DCD
Regul ati on 5200. 1- R,
June 1986.

Departnent of Defense, Information Security Program Regul ati on, DOD 5200.1 -R/
AFR 205-1,
April 1987.

Departnent of Defense, Security Requirenents for Automated |Information
Systens (Al Ss), DODD
5200. 28,21 March 1988.

Departnent of Defense, Trusted Conputer System Evaluation Criteria, DOD 5200.28-STD,
" Decenber 1985.

Departnent of the Navy, Departnment of the Navy Automatic Data Processing
Security Program

Chi ef of Naval Operations Instruction (OPNAVI NST) 5239. 1A with change 1,3 August
1982.

Departnent of the Navy, Department of the Navy Automated | nformation Systens
(AI'S) Security
Program SECNAVI NST 5239. 2, 15 Novenber 1989.

Departnent of the Navy Sensitive Conpartmented Information (SO )/
I ntelligence, Autonmated
Informati on System (AI'S) Security Program NAVI NTCOM NST 5239. 3,23 July 1990.

Director of Central Intelligence, Security Manual for the Uniform Protection
of Intelligence

Processed in Automated Information Systens and Networks (U), Supplenent to
Di rector of

Central Intelligence Directive (DCID) 1/16 (U, SECRET, 19 July 1988.

Director of Central Intelligence, Security Policy for Uniform Protection

of Intelligence Processed

in Automated I nformation Systens and Networks (U), Director of Central Intelligence
Directive (DA D) 1/16, SECRET, 19 July 1988.

Executive Order, National Security Information, Executive Order 12356, 2 April 1982.

Ferdman, Mauro and Harriet G Coldman and John A Gunter, "Proposed Managenent
Pl an for

Conputer Security Certification of Air Force Systens," MR 1 0774, The M TRE
Cor poration, Bedford, MA Novenber 1989.

Headquarters Departnent of the Air Force, Information Systens: |nformation

Systens Security,
AFR 700-10, 15 March 1985.
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Joint Chiefs of Staff, Safeguarding the Single Integrated Operational Plan

(StoP) (U),
Menor andum MICS 75-87, SECRET, 20 May 1987.

Joint Chiefs of Staff, Security Policy for the WAMCCS | nterconputer Network,
JCS Pub. 6-03.7,
April 1988.

Nati onal Computer Security Center (NCSC), Computer Viruses: Prevention,
Det ecti on, and
Treatnment, Cl -Technical Report-001,12 March 1990.

Nati onal Conmputer Security Center (NCSC), G ossary of Conputer Security Terns,
NCSC- TG
004, 21 COctober 1988.

Nati onal Conputer Security Center, A Guide to Understandi ng Data Remanence
i n Aut ormat ed
Informati on Systens, NCSC- TG 025, Septenber 1991

Nati onal Conmputer Security Center, A Guide to Understanding Trusted
Facility Managenent,
NCSC- TG 01 5, 18 Cctober 1989.

Nat i onal Conputer Security Center, Trusted Network Interpretation
Envi ronment s Gui del i ne,
NCSC- TG 01 1, 1 August 1990.

Nat i onal Conputer Security Center, Trusted Network Interpretation of the
Trusted Computer
System Eval uation Criteria, NCSC TG 005, July 1987.

National Institute of Standards and Technol ogy, United States Departnent
of Comnrer ce,

Comput er Data Aut hentication, Federal Information Processing System
Publ i cation (FIP5

PUB) 113,30 May 1985.

National Institute of Standards and Technol ogy, United States Departnent
of Commrerce, d ossary
for Conputer Systenms Security, FIPS PUB 39, February 1976.

National Institute of Standards and Technol ogy, United States Departnent
of Commrer ce,
Gui deline for Automatic Data Processing Ri sk Analysis, FIPS PUB 65, August 1979.

National Institute of Standards and Technol ogy, United States Departnent

of Comnrer ce,

Gui del i ne for Conputer Security Certification and Accreditation, FIPS PUB 102, 27
Sept enber 1983.

National Institute of Standards and Technol ogy, United States Departnent
of Conmer ce,
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Gui del i nes for ADP (Automatic Data Processing) Contingency Planning, FIPS PUB 87, 27
March 1981.

National Institute of Standards and Technol ogy, United States Departnent
of Comnrer ce,
Guidelines for Security of Conputer Applications, FIPS PUB 73, 30 June 1980.

National Institute of Standards and Technol ogy, United States Departnent
of Comnrer ce,

Overvi ew of Conputer Security Certification and Accreditation, Special
Publ i cati on (SPEC

PUB) 500- 109, April 1984.

Nati onal Institute of Standards and Technol ogy, United States Departnent
of Commerce, Security
of Personal Conputer Systens: A Managenent Guide, SPEC PUB 500-120, January 1985.

National Institute of Standards and Technol ogy, United States Departnent

of Comnrer ce,

Technol ogy Assessnent: Methods for Measuring the Level of Conputer Security, SPEC
PUB 500- 133, Cctober 1985.

Nati onal Security Agency/ Central Security Service (NSA/ CSS), The NSA/ CSS Qperati onal
Comput er Security Manual, NSA/CSS Manual 130-1, FOUO | 7Cctober 1990.

Nati onal Security Agency/Central Security Service, Security for

Aut omat ed | nformation Systens

and Networ ks, NSA-CSS Directive 10-27, 4 January 1990.

Nati onal Security Agency, Information System Security Products and

Servi ces Catal ogue,

gquarterly updates. The catal ogue contains the follow ng:

Crypt ographi ¢ Products List

Endorsed Data Encryption Standard (DES) Products List

Protected Services List

Eval uated Products Li st

U S. Government Preferred Products List

Degausser Products Li st

Nati onal Tel econmuni cations and I nformation Systens Security Comm ttee, Advisory
Menmor andum on OFfice Automation Security QGuideline, National Tel ecomrunications and
I nformati on Systens Security Advisory Menorandum ( NTI SSAM) COVPUSECN -87, 16
January 1987.

Nat i onal Tel econmuni cations and I nformation Systens Security Commttee, TEMPEST

Count erneasures for Facilities (U), National Tel econmunications and Information
Systens Security Instruction (NTISSI) 7000, SECRET, |7 Cctober 1988.
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O fice of Managenent and Budget (OWVB), Internal Control Systens, OVB Circul ar No.
A-123,
1983.

O fice of Managenent and Budget, Managenent of Federal |nformation Resources, OVB
Crcular No. A-1 30, Decenber 1985.

O fice of the President, National Policy for the Security of National

Security Tel ecomruni cati on

and Information Systens (U), National Security Directive (NSD) 42, CONFIDENTIAL, 5
July 1990.

O fice of the President, National Policy on Tel econmunications and
Aut omat ed | nf ormati on
Systens Security, National Security Decision Directive (NSDD) 145, 17 Septenber 1984.

O fice of the Secretary of Defense, Automated |Information System

Security, Menorandum for the

Menbers of the MIlitary Departnments, Chairman of the Joint Chiefs of Staff, Under
Secretaries of Defense, General Counsel, Inspector General, Assistants to

the Secretary of

Def ense, and Directors of the Defense Agencies, 1985.
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Processed in Automated Information Systens and Networks (U), DC D 1/16,
July 1988.

ACRONYMS
ADP Aut omati ¢ Data Processing
ADPSO ADP Security O ficer

ADPSSO ADP System Security O ficer

AFR Air Force Regul ation
AS Aut omat ed I nformation System
AR Arny Regul ati on

BCSSM Base Communi cati ons- Conput er Systens Security Manager
BCSSO Base Conmuni cati ons- Conmputer Systens Security Oficer
CFM Conmput er Facility Manager

CI SSM  Conponent Information System Security Manager

COVWNAVCOMTELCOM Commander, Naval Conputer and Tel econmuni cati ons Conmand

COMPUSEC Conput er Security

COVSEC Conmmuni cations Security

COrS Commer ci al - O f - The- Shel f

CSSM Conmruni cat i ons- Conmput er System Security Manager

CSSO Conmput er System Security O ficer

CSTVRP Conputer Security Technical Vulnerability Reporting Program
CSWG Comput er Security Working G oup

DAA Desi gnat ed Approvi ng Authority/

Desi gnat ed Accreditation Authority

DAC Di scretionary Access Control

DCl D Director of Central Intelligence Directive
DES Dat a Encryption Standard

D A Def ense Intelligence Agency
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DI AM Def ense Intelligence Agency Manual
DOD Depart nment of Defense

DCODD Departnent of Defense Directive

EO Executive Order

EPL Eval uat ed Products Li st

FI PS PUB Federal Information Processing System Publication
FO A Freedom of Information Act

I &A I dentification and Authentication

| SSM | nformati on System Security Manager

| SSO I nformati on System Security Oficer

| SSPM Information System Security Program Manager
MAC Mandat ory Access Contr ol

MACOM  Maj or Arny Conmand

MAJCOM WMaj or Command (Air Force)

MCSSM  MAJCOM CSSM

MDI C Mlitary Departnment Intelligence Oficer

M.S Mul til evel Security

M5O Media Sanitation Oficer

N Not Cl assified but Sensitive

NACSI Nat i onal Communi cations Security Instruction

NCSC Nati onal Computer Security Center

NM Net wor k Manager
NSA Nati onal Security Agency
NSD National Security Directive

NSDD Nati onal Security Decision Directive
NSM Net wor k Security Manager

NSO Net wor k Security O ficer
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NSTI SSAM Nati onal Security Tel ecomuni cations and Informati on Systens
Security Advisory Menorandum

NSTI SSD Nati onal Security Tel ecommuni cati ons and | nformation Systens
Security Directive

NSTI SSI Nati onal Security Tel ecommuni cati ons and | nformation Systens
Security Instruction

NSTI SSP Nati onal Security Tel ecommuni cati ons and | nformation Systens
Security Policy

NTCB Net wor k Trusted Conputing Base

NTI SSAM Nat i onal Tel econmuni cations and I nformation Systens Security
Advi sory Menor andum

NTI SSD Nati onal Tel econmuni cations and I nformation Systens Security
Directive

NTI SSI  National Tel econmuni cations and Information Systens Security
I nstruction

NTI SSP National Tel econmuni cations and Information Systens Security
Pol i cy

ovB O fice of Managenent and Budget

OPNAVI NST Chi ef of Naval Operations Instruction
PM Program Manager

Ri Ri sk | ndex

SAPI Speci al Access Program for Intelligence

SCl Sensitive Conpartnented I nformation

SFUG Security Features User's Quide

SIO Senior Intelligence Oficer

SI OP- ESI Single Integrated Operational Plan-Extrenely Sensitive Information
SPEC PUB Speci al Publication

SPM Security Program Manager

SSM System Security Manager

TASO Termi nal Area Security O ficer
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TCB Trusted Conputi ng Base

TCSEC  Trusted Conputer System Evaluation Criteria

TEMPEST (Not an acronymn

TFM Trusted Facility Manua

TN Trusted Network Interpretation

TNIEG Trusted Network Interpretation Environnents Cuideline
WWCCS Worldwide Mlitary Command and Control System
GLOSSARY

After each definition, the source is |isted.

Access. A specific type of interaction between a subject (i.e., person, process,
or input device) and

an object (i.e., an Al S resource such as a record, file, program or output
device) that results in the

flow of information fromone to the other. Al so, the ability and opportunity

to obtain know edge

of classified, sensitive unclassified, or unclassified information. (DODD 5200. 28)

Accountability. The property that enables activities on an AIS to be traced
to individuals who may
then be held responsible for their actions. (DODD 5200.28; AFR 205-16)

Accreditation. A formal declaration by the DAA that the AIS is approved to
operate in a particul ar

security node using a prescribed set of safeguards. Accreditation is the

of ficial managenent

aut hori zation for operation of an AIS and is based on the certification process
as well as other

managenent consi derations. (DODD 5200. 28)

Adm ni strative Security. The management constraints and suppl enenta
controls established to

provi de an acceptable | evel of protection for data. Synonynous wth
procedural security. (NCSC

TG 004- 88)

Audit Trail. A chronol ogical record of systemactivities that is sufficient
to enable the

reconstruction, review ng, and exam nation of the sequence of environnents
and activities

surroundi ng or leading to an operation, a procedure, or an event in a
transaction fromits inception

to final results. (DODD 5200.28; FIPS PUB 39)

Aut henticate. To establish the validity of a clainmed identity. (DOD 5200.28- STD;

http://www.fas.org/irp/nsa/rainbow/tg027.htm (53 of 61) [11/23/2008 5:36:42 PM]



A Guide to Understanding Information System Security Officer Responsibilities for Automated Information Systems

JCS PUB 6-
03.7)

Aut hori zation. Granting the right of access to a user, a program or a
process. (FI PS PUB 39)

Aut omated I nformation System (Al'S). An assenbly of conputer hardware, firmware, and
software configured to collect, create, comunicate, conpute, dissem nate,

process, store, and/or

control data or information. (DODD 5200.28; DO D 1/16)

Certification. The technical evaluation, nade as part of and in support of

t he accreditation process,

that establishes the extent to which a particular conputer system or network
desi gn and

i npl ementation neet a pre-specified set of security requirenents. (AR 380-19;
DODD 5200. 28)

Classified Information. Information or material that is (a) owned by, produced
for or by, or under

the control of the U S. Governnent; and (b) determ ned under Executive O der
12356, or prior

order, DOD 5200.1 -R, to require protection agai nst unauthorized disclosure; and
(c) so designated.

(DODD 5200. 28)

Cl osed Security Environnment. An environment that includes those systens in
whi ch both of the
foll owi ng conditions hold true:

a. Application devel opers (including maintainers) have sufficient

cl earances and

aut hori zations to provide an acceptable presunption that they have not

i ntroduced nal i cious

logic. Sufficient clearance is defined as follows: where the maxi mum
classification of data to

be processed is Confidential or below developers are cleared and authorized to
t he sane | evel

as the nost sensitive data; where the maxi mum cl assification of data to be
processed i s Secret

or above, devel opers have at |east a Secret clearance.

b. Configuration control provides sufficient assurance that applications

are protected

agai nst the introduction of malicious logic prior to and during operation of system
applications. (CSC STD-003-85; CSC- STD 004-85)

Commruni cations Security (COVSEC). The protection that insures the authenticity of

t el ecommuni cati ons and which results fromthe application of neasures taken to deny
unaut hori zed persons information of value which m ght be derived from

the acquisition of

t el ecommuni cati ons. (FI PS PUB 39)
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Conmpartnmented Mode. An AIS is operating in conpartnented node when each user
with direct

or indirect access to the AIS, its peripherals, renote termnals, or renote
hosts, has all of the

fol | owi ng:

a. A valid personnel clearance for the nost restricted information processed
in the A S

b. Formal access approval for, and has signed nondi scl osure agreenments for that

information to which he/she is to have access.

C. A valid need-to-know for that information to which he-she is to have
access. (NCSC TG
004- 88)

Conprom sing Emanations. Unintentional data related or intelligence-bearing
signals which, if

i ntercepted and anal yzed, disclose the classified information transm ssion

recei ved, handl ed or

ot herwi se processed by any information processing equi pnent. (AR 380-19; NCSC TG
004- 88;

AFR 205- 16)

Controll ed Mode. The node of operation that is a type of nmultilevel security node
in which a

nore limted anount of trust is placed in the hardware/software base of the
system wth resultant

restrictions on the classification |levels and cl earance | evels that may

be supported. (CSC STD

003- 85)

Count er neasure. Any action, device, procedure, technique or other neasure
t hat reduces the
vulnerability of or threat to a system (NCSC- TG 004-88)

Covert Channel. A commrunications channel that allows a process to
transfer information in a
manner that violates the systems security policy. (DOD 5200.28-STD;, AFR 205-16)

Data. A representation of facts, concepts, information, or instructions suitable
for comuni cati on,
interpretation or processing by humans or by an AI'S. (DODD 5200. 28)

Data Owner. The authority, individual, or organization who has

original responsibility for the data

by statute, executive order, or directive. (DODD 5200. 28)

Decl assification. An adm nistrative decision or procedure to renove or reduce
the security

classification of the subject nedia. (NCSC TG 004-88)

Dedi cated Security Mde. A node of operation wherein all users have the clearance or
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aut hori zati on, docunented formal access approval, if required, and the need-to-
know for all data

handl ed by the AIS. If the AIS processes special access information, all

users require formal access

approval . In the dedicated node, an AIS may handle a single classification |evel
and/ or category

of information or a range of classification | evels and/or categories. (DCODD 5200.28)

Degauss. To apply a variable, alternating current (AC) field for the purpose

of demagneti zi ng

magneti c recordi ng nedia, usually tapes. The process invol ves increasing the

AC field gradually

fromzero to sone maxi mum val ue and back to zero, which | eaves a very | ow residue
of magnetic

i nduction on the nedia. (FIPS PUB 39)

Deni al of Service. Action or actions that result in the inability of an AI'S or
any essential part to

performits designated m ssion, either by |oss or degradation of

operational capability. (DODD

5200. 28)

Desi gnat ed Approving Authority (DAA). The official who has the authority to
deci de on

accepting the security safeguards prescribed for an AIS or the official who may
be responsi ble for

i ssuing an accreditation statenment that records the decision to accept

t hose saf eguards. The DAA

must be at an organi zational |evel such that he or she has authority to eval uate
the overall m ssion

requirements of the AIS and to provide definitive directions to Al'S devel opers
or owners relative

to the risk in the security posture of the AIS. (DODD 5200. 28)

Em ssion Security. The protection resulting fromall nmeasures taken to

deny unaut hori zed persons

i nformati on of value that m ght be derived fromintercept and froman anal ysis
of conprom sing

emanati ons from systens. (NCSC TG 004)

Eval uated Products List (EPL). A docunented inventory of equipnents,

har dwar e, software,

and/or firmwvare that have been eval uated agai nst the evaluation criteria found
in DOD 5200. 28-

STD. (DODD 5200. 28)

Formal Access Approval. Docunented approval by a data owner to allow access to
a particul ar
category of information. (DODD 5200. 28)

Identification. The process that enables, generally by the use of unique

machi ne- readabl e nanes,
recognition of users or resources as identical to those previously described to
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an Al'S. (DOD
5200. 28-M

I nformati on System Security Oficer (1SSO. A person responsible to the DAA
for ensuring that

security is provided for and inplenented throughout the life cycle of an AI'S
fromthe begi nning

of the concept devel opnent phase through its design, devel opnent,

operation, maintenance, and

secure disposal. (DODD 5200. 28)

Informati on Systens Security (I NFOSEC). A conposite of means to protect
t el ecommuni cati ons systens and automated i nformati on systens, and the

i nformation they

process. (AR 380-19)

I sol ation. The contai nment of users and resources in an AIS in such a way that
users and processes

are separate fromone another as well as fromthe protection controls of

t he operating system (FIPS

PUB 39)

Least Privilege. This principle requires that each subject in a system be
granted the nost

restrictive set of privileges (or |owest clearance) needed for the performance
of authorized tasks.

The application of this principle limts the damage that can result from

acci dent, error, or

unaut hori zed use. (DOD 5200. 28- STD)

Multil evel Secure. A class of systemcontaining information with

different sensitivities that

si mul taneously permts access by users with different security clearances and
need-t o- know, but

prevents users from obtaining access to information for which they

| ack aut horization. (DOD

5200. 28- 5TD)

Multil evel Secure Mbde. A node of operation that allows two or nore
classification | evel s of

information to be processed sinmultaneously within the sanme system when not al
users have a

cl earance, authorization, or formal access approval for all information handl ed
by the AIS. (DODD
5200. 28)

Need- To- Know. The necessity for access to, know edge of, or possession of
specific information
required to carry out official duties. (NCSC- TG 004-88)

Net wor k. A network is conposed of a conmuni cati ons nedi um and al

conmponents attached to
t hat nedi um whose responsibility is the transference of information. Such
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conponent s nmay

i nclude Al Ss, packet swi tches, teleconmunications controllers, key
di stribution centers, and

techni cal control devices. (DODD 5200.28)

Net wor k Trusted Conmputing Base (NTCB). The totality of protection nmechani snms
within a

network systemi ncludi ng hardware, firmvare, and software-the conbination of
which is

responsi ble for enforcing a security policy. The NTCB is the network
generalization of the trusted

computi ng base (TCB). (NCSC-TG 01 1)

Open Security Environnment. An environnment that includes those systens in which
one of the
foll owi ng conditions holds true:

a. Application devel opers (including naintainers) do not have sufficient

cl earance or

aut hori zation to provide an acceptabl e presunption that they have not

i ntroduced nmali ci ous

| ogic. (See Closed Security Environnment for an explanation of sufficient clearance.)

b. Configuration control does not provide sufficient assurance that applications
are protected

agai nst the introduction of malicious logic prior to and during the operation

of system

appl i cations. (NCSC- TG 004-88)

Orange Book. Common nane for Departmnent of Defense Trusted Conputer
System Eval uati on
Criteria, DOD 5200.28- STD

Partitioned Mode. A node of operation in which all persons have the clearance,
but not

necessarily the need-to-know and formal access approval, for all data handl ed by
the AIS. This

node enconpasses conpartnented node as defined by DCID 1/16. (DODD 5200. 28)

Password. A private character string that is used to authenticate an identity.
(DOD 5200. 28- STD)

Peri ods Processing. A security node of operation and/or nmaxi num classification
of data handl ed

is established for an interval of tinme, then changed for the follow ng interva
of tinme. The period

extends fromthe tine when the systemis securely initialized to the tinme when
the systemis purged

of all sensitive data handl ed during the processing period. (DODD 5200. 28)

Per sonnel Security. The procedures established to insure that all personnel who

have access to
any sensitive information have the required authorities as well as all
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appropriate cl earances. (FlPS
PUB 39)

Physi cal Security. (1) The use of |ocks, guards, badges, and simlar

adm ni strative neasures to

control access to the conputer and rel ated equi prent. (2) The neasures required
for the protection

of the structures housing the conputer, related equi pnent and their contents
from danage by

accident, fire, and environnmental hazards. (FI PS PUB 39)

Procedural Security. Synonym for adm nistrative security.

Ri sk. A conbination of the |ikelihood that a threat will occur, the |ikelihood
that a threat
occurrence will result in an adverse inpact, and the severity of the

resul ting adverse inpact.
Reduci ng either the threat or the vulnerability reduces the risk. (DODD 5200.28)

Ri sk Anal ysis. An analysis of system assets and vulnerabilities to establish
an expected | oss from
certain events based on estimated probabilities of occurrence. (DODD 5200. 28)

Ri sk Managenment. The total process of identifying, measuring, and

m nim zing uncertain events

affecting Al S resources. It includes risk analysis, cost benefit analysis,
saf eguard sel ection

security test and evaluation, safeguard inplenentation, and systens review
(DODD 5200. 28)

Security Features. The security-rel evant functions, mechanisns, and
characteristics of Al'S

hardware and software (e.g., identification, authentication, audit trail, and
access control). (DODD
5200. 28)

Security Mdde. A node of operation in which the DAA accredits an AlIS to
operate. Inherent with

each of the four security nodes (dedicated, system high, nultilevel,

and partitioned) are

restrictions on the user clearance |evels, formal access requirenents, need-to-
know requi renents,

and the range of sensitive information pernmitted on the AlS. (DODD 5200. 28)

Security Policy. The set of |laws, rules, and practices that regul ate how
an organi zati on nanages,
protects, and distributes sensitive information. (DOD 5200.28-STD)

Security Safeguards. The protective neasures and controls that are prescribed
to neet the security

requirenments specified for an AIS. These safeguards may include, but are

not necessarily limted

to, hardware and software security features; operation procedures;
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accountability procedures;

access and distribution controls; managenent constraints; personnel security;
and physi cal

structures, areas, and devices. (NCSC TG 004-88)

Sensitive Conpartnmented Information (SCl). Cassified information about or
derived from

intelligence sources, nethods, or analytical processes that is required to
be handl ed excl usively

within formal access control systens established by the Director,

Central Intelligence. (DODD

5200. 28)

Sensitive Unclassified Information. Any information the |oss, m suse,

or unaut hori zed access to,

or nodification of which, mght adversely affect U S. national interest, the
conduct of DOD

prograns, or the privacy of DOD personnel (e.g., FO A exenpt information

and i nformation

whose distribution is limted by DOD Directive 5230.24). (DODD 5200. 28)

Speci al Access Program Any program i nposi ng need-to-know or access controls
beyond t hose

normal |y required for access to Confidential, Secret, or Top Secret
information. Such a program

includes, but is not limted to, special clearance of investigative

requi renments, special designation

of officials authorized to determ ne need-to-know, or special lists of
persons determ ned to have a

need-t o- know. (DODD 5200. 28)

System Hi gh Security Mdde. A node of operation wherein all users having access
to the AIS

possess a security clearance or authorization, but not necessarily a need-to-
know, for all data

handled by the AIS. If the AIS processes special access information, all users
nmust have formal

access approval. (DODD 5200.28; AFR 205-16)

Technical Vulnerability. A hardware, firmwnare, comruni cation, or software flaw
that | eaves a

comput er processing systemopen for potential exploitation, either externally

or internally, thereby

resulting in risk for the owner, user, or manager of the system (NCSC TG 004-88;
AR 380-19)

TEMPEST. The study and control of spurious electronic signals emtted from
Al S equi pnent .
(DOD 5200. 28- STD)

Threat. Any circunstance or event with the potential to cause harmto a system

in the form of
destruction, disclosure, nodification of data, and/or denial of service. (NCSC
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TG 004- 88)

Trusted Conputing Base (TCB). The totality of protection nmechanisns within

a conputer

system - including hardware, firmvare, and software - the conbi nati on of which
is responsible for

enforcing a security policy. A TCB consists of one or nore conponents that

t oget her enforce a

unified security policy over a product or system The ability of a TCB to
correctly enforce a

security policy depends solely on the nmechanisns within the TCB and on the
correct input by

system adm ni strative personnel of paranmeters (e.g., a user s clearance) related
to the security

policy. (NCSC TG 004-88; AFR 205-16)

Trusted Products. Products eval uated and approved for inclusion on the
Eval uated Products Li st
(EPL). (DODD 5200. 28)

Users. People or processes accessing an Al'S either by direct connections (i.e.,
via termnals) or

i ndirect connections (i.e., prepare input data or receive output that is

not reviewed for content or

classification by a responsible individual). (DODD 5200.28; AFR 205-16; AR 380-19)

Vul nerability. A weakness that may be exploited by a threat agent to cause harm
to the AIS. The

totality of susceptibilities to specific attack and the opportunity available to
a hostile entity to

nmount that attack. (NCSC TG 004-88)

Q U S. GOVERNMENT PRI NTI NG OFF/ GEI 993-718-426161075
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