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FOREWORD

The National Conputer Security Center is publishing Introduction to
Certification and

Accreditation as part of the "Rai nbow Series" of docunments our Technica

Gui del i nes Program

produces. This docunment initiates a subseries on certification and
accreditation (C&A\) guidance,

and provides an introduction to C&A including an introductory discussion of
some basic concepts

related to C&A, and sets the baseline for future docunents on the sane subject.
It is not intended

as a conprehensive tutorial or manual on the broad topic of information
systens security. It should

be viewed, instead, as guidance in neeting requirenments for certification
and accreditation of

automat ed i nformati on systens.

The conbi nation of the information age, technol ogy, and national policy,

has irrevocably

pushed us into an Information Systens Security age. The explosion in the uses of
t el ecommuni cati on devices and automated informati on systens has resulted in

a correspondi ng

expl osion in opportunities for unauthorized exploitation of valuable

i nformati on. The technol ogy

necessary to performthis exploitation is available not only to our

foreign adversaries but also to

crimnal elenents.

As the Director of the National Conmputer Security Center, | invite your

suggestions for
revising this docunent. W plan to review and revise this docunent as the
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need arises. Please
address all proposals for revision through appropriate channels to:

Nat i onal Conputer Security Center

9800 Savage Road

Ft. George G Meade, MD 20755-6000

Attention: Chief, Standards, Criteria, and Guidelines Division

January 1994

Patrick R @Gallagher, Jr.
Director

Nati onal Computer Security Center
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ABSTRACT

Thi s docunent, which provides an introduction to certification and
accreditation (C&A) concepts,

provides an introductory discussion of some basic concepts related to C&A and
sets the baseline

for further docunments. Its objectives are the following: (1) to provide an
overview of C&A, its

function and place within the risk managenent process; (2) to clarify the
critical roles the

Desi gnat ed Approving Authority (DAA) and other key security officials mnust
assune t hroughout

the C&A process; (3) to identify sonme of the current security policies,
enphasi zi ng sone key

policy issue areas; and (4) to define C&A-related terns. The details of the
actual C&A process are

not included in this document, but will be provided in a foll owon docunent(s).

Suggested Keywords: certification, accreditation, Designated Approving
Aut hority (DAA),

| NFOSEC, security policy
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In recent years, there has been a shift in perspective of information
systens security (I NFOSEC)

fromviewing it as a nunber of independent, |oosely coupled disciplines to a
nor e cohesi ve,

i nt erdependent collection of security solutions. The current environnent

of declining resources

and the rapid advances in technol ogy have denmanded changes in assessing the
security posture of

systens and inplenenting an | NFOSEC syst ens engi neeri ng process. These changes are
necessary to reduce fragnentation and to ensure and nmaintain consi stency

and conpatibility

anong all aspects of the security of a system In addition, the dynamc

t hreat environnent

necessitates a nore efficient, integrated view of | NFOSEC di sciplines.

In considering the overall security of a system two essential concepts are (1)
that the (security)

goals of the systembe clearly stated and (2) that an anal ysis be made of

the ability of the system

to (a) satisfy the original goals and (b) continue to provide the attributes
and security required in

t he evol ving environment. The Departnent of Defense (DoD) and ot her federal
agenci es have

formalized these concepts. DoD policy states that any automated i nformation
system (Al'S) that

processes cl assified, sensitive unclassified, or unclassified infornmation
nmust undergo a technica

anal ysi s and managenent approval before it is allowed to operate [1]. The
techni cal anal ysis

establi shes the extent to which the system neets a set of specified

security requirenents for its

m ssion and operational environnent. The nanagenent approval is the

formal acceptance of

responsibility for operating at a given level of risk. The technical analysis
and managenent

approval processes are called certification and accreditation (C&A),
respectively. These concepts,

however, are quite general and can be applied with different levels of formality
and within different

organi zati onal structures.

One of the nost inportant tasks required to provide an integrated, cost-
effective information

systens security program is to develop uniformcertification and

accredi tation gui dance. The use

of AISs within all aspects of operations, the dynam c organi zati on of systens,
and the exchange of

i nformati on anong systens point to the need for uniform gui dance when certifying
and accrediting

systens. The National Security Agency (NSA), in support of its mssion to
provi de gui delines on

the acquisition, certification, accreditation, and operation of systens, plans
to publish a series of
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docunments focusing on these issues. This introductory docunment discusses the
basi ¢ concept of

C&A of systens in an effort to provide inprovenents in the secure

devel opnent, operation, and

mai nt enance of systens.

1.2 Scope

Thi s docunent provides an overview to sone basic concepts and policies of

C&A. I ndividual s

serving as system accreditors, systemcertifiers, program managers

(PMs), devel opers, system

i ntegrators, system engineers, security officers, evaluators, and System users
will benefit fromthis

docunent by gai ning a basic understanding of C&A. People in each of the many
roles involved in

C&A wi Il have a different focus and enphasis on related activities. Therefore, it
is inportant that

everyone involved has a basic understanding of the high-Ilevel process and

uses comon

term nol ogy. This docunment provides a basic overview of C&A, but it is not

a replacenent for

revi ewi ng and understandi ng the specific national, federal, departnent, and
servi ce/ agency

policies and guidelines in the actual performance of C&A

The concepts of C&A presented in this docunent apply to all types of

systens: existing and

proposed systens, stand-al one systens, personal conputers (PCs), m croconputers,
m ni conputers, mainfranes, |arge central processing facilities,

net wor ks, distributed systens,

enbedded systens, workstations, telecomrunications systens, systens conposed of both
eval uat ed and uneval uat ed conponents, other security conponents, and

systens conposed of

previously accredited systens (particularly when sone of these accredited
systens have not been

certified or have been certified against differing criteria). Quidance on
appl yi ng the high-1evel

C&A process to particular types of systens, as well as associated activities,
will be provided in

subsequent docunents in this series.

1.3 Pur pose

The purpose of this C&A concepts docunent is to discuss the high-level C&A
process, authority

for C&A, C&A policy, and C&A term nol ogy. This docunent sets the baseline for
a series of

docunments and has the foll ow ng objectives:

Di scuss the high-level C&A process and its relationship to risk

managenent and
| NFOSEC di sci pli nes.
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Clarify the critical roles the DAA and key security officials nust
assune throughout the
C&A process.

I dentify several current security policies, enphasizing areas that
are anbi guous or not
addressed in current policy.

Defi ne basic C&A terns.
1.4 Eval uati on Versus Certification

Evaluation is a termused in many different ways causing nuch confusion in
the security

community. Sonetinmes it is used in the general English sense neaning judgnment
or determ nation

of worth or quality. Based on conmon usage of the termin the security
communi ty, one can

di sti ngui sh between two types of evaluations: (1) evaluations that exclude

t he environnent, and

(2) evaluations that include the environment. This second type of

eval uati on, meani ng an

eval uation conducted to assess a systens security attributes with respect to
a specific operational

requirement(s), is what this series of docunents refers to as

certification. Evaluations that exclude

t he environnment are anal ysis against a standard or criteria. There are a nunber
of exanples of this

type of eval uation:

: Conmerci al off-the-shelf (COIS) products eval uated agai nst the
Trust ed Conputer

System Evaluation Criteria (TCSEC) (Orange Book) [2] or the Canadi an or European
Criteria

Conpart nment ed Mbde Workstations (CMAN eval uat ed agai nst the Conpartnented
Mode Workstation Evaluation Criteria, Version 1 (CMWEC) [3] and the TCSEC

Conmuni cati ons products with enbedded communi cations security (COMSEC)
conmponent s eval uat ed agai nst the FSRS (NSA Specification for General Functiona
Security Requirenents for a Tel ecomruni cati ons System (FSRS) [4])

- Products eval uated agai nst the TEMPEST criteria (DoD Directive (DoDD)
C-5200. 19

[5])

Products that have been eval uated against the FSRS and that satisfactorily neet
t he m ni mum

requirements (and are successfully considered for NSA approval) are generally
said to be endorsed

products. Products eval uated against the TCSEC are often referred to as

eval uat ed products. Wile
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current usage of these terns varies widely, in this docunment, the term

evaluation will refer to a

security analysis of a conponent against a given set of standards or

criteria without regard to the

environnment, while certification refers to a security analysis of a system agai nst
a given set of

security requirenments in a given environnent.

SECTI ON 2
OVERVI EW OF C&A

Certification and accreditation constitute a set of procedures and judgnents
leading to a

determ nation of the suitability of the systemin question to operate in

the targeted operationa

envi ronnent .

Accreditation is the official nanagenent authorization to operate a system
The accreditation

normal |y grants approval for the systemto operate (a) in a particular
security node, (b) with a

prescribed set of counterneasures (adm nistrative, physical, personnel,

COVSEC, em ssions, and

conputer security (COMPUSEC) controls), (c) against a defined threat and with stated
vul nerabilities and counternmeasures, (d) within a given operational concept
and environnment, (e)

with stated interconnections to other systens, (f) at an acceptable |evel of
risk for which the

accrediting authority has formally assunmed responsibility, and (g) for a

speci fied period of tine.

The Desi gnated Approving Authority(s) (DAA) formally accepts security
responsibility for the

operation of the systemand officially declares that the specified system

wi || adequately protect

agai nst conprom se, destruction, or unauthorized nodification under

stated paraneters of the

accreditation. The accreditation decision affixes security responsibility with
t he DAA and shows

t hat due care has been taken for security in accordance with the applicable policies.

An accreditation decision is in effect after the issuance of a fornmal,

dat ed statenment of accreditation

signed by the DAA, and remains in effect for the specified period of tine
(varies according to

applicable policies). A systemprocessing classified or sensitive

uncl assified i nformati on shoul d be

accredited prior to operation or testing with live data unless a witten waiver
is granted by the

DAA. In sone cases (e.g., when dealing with new technol ogy, during a
transition phase, or when

additional tinme is needed for nore rigorous testing), the DAA may grant an
interimapproval to
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operate for a specified period of tine. At the end of the specified tinme period,
t he DAA nust make
the final accreditation decision

Certification is conducted in support of the accreditation process. It is

t he conprehensive anal ysis

of both the technical and nontechnical security features and ot her safeguards of
a systemto

establish the extent to which a particular systemneets the security
requirements for its mssion and

operational environnent. A conplete systemcertification nmust consider
factors dealing with the

systemin its unique environnent, such as its proposed security node of
operation, specific users,

applications, data sensitivity, systemconfiguration, site/facility |ocation,
and i nterconnections

with other systems. Certification should be done by personnel who are
technically conpetent to

assess the systens ability to neet the security requirenents according to
an acceptabl e

net hodol ogy. The resulting docunentation of the certification activities is
provided to the DAA to

support the accreditation decision. Many security activities support
certification, such as risk

anal ysis, security test and evaluation, and various types of evaluations.

Ideal ly, certification and accreditation procedures enconpass the entire life
cycle of the system

Ideally, the DAA is involved fromthe inception of the systemto ensure that
the accreditation goals

are clearly defined. A successful certification effort inplies that system
security attributes were

nmeasured and tested against the threats of the intended operational

scenari os. Additionally,

certification and accreditation are seen as continuing and dynam c processes;
the security state of

the system needs to be tracked and assessed through changes to the system and
its operationa

envi ronnent. Li kew se, the managenent decision to accept the changi ng system
for continued

operation is an ongoi ng decision process. The follow ng sections provide

a description of risk

managenent, the high-1evel C&A process, and recertification/reaccreditation.

2.1 Ri sk Managenment and C&A

Ri sk management is the total process of identifying, neasuring, and

m nimzing uncertain events

affecting resources [1]. A fundanental aspect of risk managenent is

the identification of the

security posture (i.e., threats and vulnerabilities) of the system and stating
the characteristics of

t he operational environment froma security perspective. The primary objective
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of risk

managenent is to identify specific areas where safeguards are needed

agai nst deliberate or

i nadvertent unauthorized disclosure, nodification of information, denial of

servi ce, and

unaut hori zed use. Counterneasures can then be applied in those areas to elimnate
or adequately

reduce the identified risk. The results of this activity provide

critical information to nmaking an

accredi tation decision.

Ri sk management may include risk analysis, cost-benefit analysis,

count erneasure sel ection

security test and evaluation (ST&E), counterneasure inplenentation

penetration testing, and

systens review. For DoD organizations, enclosure 3 to DoDD 5200. 28 nandates a ri sk
managenment program for each AIS to determ ne how nuch protection is required,

how nuch

exi sts, and the nbst econom cal way of providing the needed protection.

O her federal departnents

and agenci es have simlar policy docunents that should be referenced for guidance.

Ri sk anal ysis mnimzes risk by specifying security neasures comensurate with
the relative

val ues of the resources to be protected, the vulnerabilities of those resources,
and the identified

threats against them Risk analysis should be applied iteratively during the
systemlife cycle. Wen

applied to systemdesign, a risk analysis aids in counterneasure specification.
When applied during

the inplenentation phase or to an operational system it can verify

the effectiveness of existing

counterneasures and identify areas in which additional neasures are needed

to achi eve the desired

| evel of security. There are nunerous risk anal ysis mnethodol ogi es and sone

aut omat ed tool s

avai |l abl e to support them

Managenent conmitnent to a conprehensive risk nanagenent program nust be defined
as early

as possible in the programlife cycle. In scheduling risk managenment activities
and desi gnating

resources, careful consideration should be given to C&A goals and

m | estones. Associ ated risks

can then be assessed and corrective action considered for risks that

are unaccept abl e.

2.2 C&A Hi gh-Level Process
The C&A process is a nethod for ensuring that an appropriate conbi nation of
security measures

are inplenented to counter relevant threats and vulnerabilities. This high-
| evel process consists
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of several iterative, interdependent phases and steps illustrated in Figure 2. 1.
The scope and

specific activities of each step depend upon the system being certified

and accredited (see section

2.2.2).

Step 1 of the C&A process focuses on identifying and assessing the specific
security-rel evant

aspects (i.e., tailoring factors) of a system It involves gathering and
devel opi ng rel evant

docunentation (e.g., policy inplenentation guidance, security regulations/
manual s, previous

certification reports, product evaluation reports, COTS manual s,

desi gn docunentation, design

nmodi fi cation, and security-related waivers). This identification provides
t he foundation for

subsequent phases, and is critical to determ ning the appropriate C&A
tailoring guidance to be used

t hroughout the C&A process. Aspects to be considered include:

M ssion criticality
Functi onal requirenents
System security boundary
Security policies
Security concept of operations (CONOPS)
System conponents and their characteristics
External interfaces and connection requirenments
Security node of operation or overall risk index
System and data ownership
Threat information
I dentification of the DAA(S)
Step 2 involves C&A planning. Since security should have been considered with system
conception, planning for C&A is a natural extension of systemsecurity
pl anning. That is, the
schedul e (m | estones) and resources (e.g., personnel, equipnent, and
training) required to
conpl ete the C&A process are identified. C&A planning information is
i ncorporated into and
mai nt ai ned in program docunentation. This information is also used to estimate

t he C&A budget.
Aspects to be considered in this step include:
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Reusability of previous evidence
Li fe-cycl e phase

System m | estones (tinme constraints)

Figure 2.1. High-Level C&A Process

Step 3 involves analyzing the security aspects of the systemas a whole (i.e.
how wel | security is

enpl oyed t hroughout the system). During this phase, the certification team
becones nore famliar

with the security requirenents and the security aspects of individua

syst em conponent s.

Speci alized training on the specific system may be necessary dependi ng upon
the scope of this

phase as well as the experience of the certification team C&A activities

i ncl ude det erm ning

whet her system security measures adequately satisfy applicable requirenents.
To acconplish this

obj ective, security neasures of the various disciplines are assessed and
tested coll ectively.

Additionally, systemvulnerabilities and residual risks are identified.

Step 4 invol ves docunenting/coordinating the results and recomrendati ons of
previ ous phases to

prepare the certification package and accreditati on package. The
certification package is the

consol idation of all the certification activity results. It will be used
as supporting docunentation
for the accreditation decision, and will al so support

recertification/reaccreditation activities. The
conpi |l ati on of the supporting docunentation should be done consistently and
cost-effectively. The
types of docunentation generally included as part of the certification
package i ncl ude:

Syst em need/ m ssi on overvi ew

Security policy

Security concept of operation or security plan

System architectural description and configuration
: Reports of eval uated products froma recogni zed governnent eval uation (e.
g., NSA
product eval uation, the Defense Intelligence Agency (DI A)/NSA conpartnmented node

wor kstation (CMAN eval uati on)

Statenents from ot her responsi bl e agencies indicating that
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personnel, physi cal
COVMSEC, or other security requirenments have been net (e.g., Defense Message System
(DMS) conponent approval process (CAP) functional testing)

Ri sks and | NFOSEC count erneasures (e.g., risk analysis report)

Test plans, test procedures, and test results fromsecurity tests
conduct ed (including
penetration testing)

Anal ytic results

Confi guration Managenent pl an
Previ ous C&A information
Cont i ngency pl an

The accreditati on package presents the DAA with a recomendation for

an accreditation deci sion,

a statenent of residual risk, and supporting docunentation which could be a
subset of the

certification package. It nmay be in the formof a technical docunent,
technical letter, or annotated

briefing. The information generally included as part of the accreditation
package includes as a

m ni mum

Executive summary of m ssion overview, architectural description, and system
configuration, including interconnections

Menor andum of Agreenents ( MOA)

Wai vers signed by the DAA that specific security requirenents do not need
to be nmet or
are net by other neans (e.g., procedures)

Resi dual risk statenent, including rationale for why residual risks
shoul d be accepted/
rej ected

Recommendati on for accreditati on decision

Step 5 is optional and involves the DAA(s) or his/her representative(s) conducting
asite

accreditation survey to ensure the security requirenents neet the requirenents

for the system

Final testing can be conducted at this tine to ensure the DAA(s) are satisfied
that the residual risk

identified nmeets an acceptable |evel of risk to support its purpose. The
activities include:

Assess systeminformation (this is the certification package review)

http://www.fas.org/irp/nsa/rainbow/tg029.htm (13 of 80) [11/23/2008 5:51:56 PM]



Introduction to Certification and Accreditation

Conduct site accreditation survey

Step 6 involves the DAA naking the accreditation decision. This decision is based
on many

factors, such as global threats, systemneed/criticality, certification results
and recommendati ons,

residual risks, the availability or cost of alternative counterneasures, and
factors that transcend

security such as program and schedul e risks, and even political consequences.

The DAA has a

range of options in making the accreditation decision, including the follow ng:

Ful | accreditation approval for its originally intended
oper ational environnent, including
a recertification/reaccreditation tineline

Accreditation for operation outside of the originally intended
envi ronnent (e.g., change
in mssion, crisis situation, nore restrictive operations)

: Interim (tenporary) accreditation approval, identifying the steps to
be conpleted prior to

full granting of accreditation and any additional controls (e.g., procedural

or physi cal

controls, limting the nunber of users) that nust be in place to conpensate for any
i ncreased risk

Accredi tation di sapproval, including recomendations and tinelines
for correcting
speci fi ed deficiencies

Step 7 involves nmaintaining the system accreditation throughout the system
life cycle.

Accreditation mai ntenance involves ensuring that the system continues to
operate within the stated

paraneters of the accreditation. For exanple, that the stated procedures
and controls of the system

stay in place and are used, that the environment does not change outside of
the stated paraneters,

that other types of users are not added to the system (e.g., users with

| ower clearances), that no

addi tional external connections are made to the systens or that additiona
security requirenents

are not inposed on the system Any substantial changes to the stated paraneters
of the

accreditation may require that the systembe recertified or reaccredited. It
is inportant to note that

recertification and reaccreditation activities may differ fromthose perforned
in support of a

previ ous accreditation decision. For exanple, the system security node of
operati on may change

fromsystemhigh to conpartnmented node, requiring nore stringent security
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nmeasures and an in-

dept h anal ysis of these neasures. Applicable security policies/regulations, C&A
t eam nenbers,

and/ or DAA(s) nay al so change. Section 2.3 provides nore information on events
that affect

system security that mght require a systemto be recertified or reaccredited.

2.2.1 Certification and Associ ated Security Disciplines

Certification activities and the associ ated results/recommendati ons are perforned
in support of the

accreditation decision. Certification is a nmethod for ensuring that an
appropriate conbi nati on of

system security neasures are correctly inplenmented to counter relevant threats
and vul nerabilities.

That is, the certification effort nust assess the effectiveness

and i nterdependenci es of security

measures, as well as possible interferences or conflicts anong them These
nmeasures are typically

based on the system security policy and operational requirenents. It nust

be enphasi zed that in

order to provide a realistic and effective analysis of the security posture of
a system all appropriate

security disciplines (an | NFOSEC perspective) nust be included in the scope of
the certification.

For exanple, while a system nay have very strong controls in one area (e.

g., COWUSEC), weak

controls in another area (e.g., |ax procedures) may undernine the systens
overall security posture.

The security disciplines to be considered include:

COVPUSEC
COVBEC
Techni cal security (TECHSEC) (e.g. em ssion security, TEMPEST, tanpering)
Physi cal security
Per sonnel security
Adm ni strative security
: QO hers as appropriate (e.g., operations security (OPSEC)
el ectronic security, signals
security, transm ssion security (TRANSEC), cryptosecurity)
The concept and definitions (see appendi x A) of sonme of these disciplines
wer e devel oped at a tinme
when security was viewed nore as independent, |oosely coupled disciplines,
wi t hout an | NFOSEC

perspective to tie many of these various concerns together. In addition
t he boundari es between the
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di sciplines are unclear. Some disciplines are considered subsets of another;

ot hers are equival ent

ternms, but used by different communities of interest. Wile independent anal yses
of the security

nmeasures within a discipline nay be done as part of the certification, the key
is that the results of

t hese anal yses nust be viewed together, not individually, to assess the

overall security posture of

t he system

Figure 2.2 illustrates one possible interrelationship of the security

di sci plines. The placenent of

t he disciplines shows one possible overlap anong the boundaries, and provides
a categorization of

the disciplines into three general areas: comunications related, AlS rel ated,
or manual /

information rel ated. Depending on the particular systemor environnent,

ot her relationships are

possi bl e. The remai nder of this section presents a high-Ievel overview of
sone representative

security neasures that may be appropriate for a given systemfor the first
six disciplines |isted

above. The other disciplines will not be expanded in this section

COVWPUSEC neasures may play an inportant role in nediating systemrisk. Certification
activities include assessing the pervasiveness of these neasures. For instance,

the certification

effort will determ ne whether the neasures provide sufficient protection and

whet her they

adequately enforce system security policies and requirenents. How well

t hese nmeasures work in

conjunction with or conpl enent non- COMPUSEC neasures nust al so be consi dered.

When conputer equi pnent (e.g., workstation, hosts, and peripherals)

is interconnected (e.g., via a

| ocal area network (LAN) or wide area network (WAN)), certification
activities include assessing

the protection, control, and adequacy of COMVSEC neasures. In this
context, interconnection

means the operational exchange of information anbng systens or within a system
via data

comuni cations or networks. Certification will assess whether appropriate
COVSEC policies and

procedures are applied and approved equi pnent is used to counter threats
and vul nerabilities of

net wor k conponents (e.g., packet sw tches, gateways, bridges,

repeaters, transm ssion nedia).

Certification activities may include determ ning whether processing facilities
or equi prent
conply with the appropriate national policy on conprom sing emanati ons.

For exanple, as part of certification, TEMPEST tests may be conduct ed,
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equi pnent installation or

physi cal control space inspected, and encrypted/clear text (also known as Red/
Bl ack) separation

procedures reviewed. The sel ection and eval uati on of TEMPEST count er neasures
are based on

several factors such as data sensitivity |evel, amount of sensitive data,

equi prent used, and facility

| ocati on.

A conbi nation of physical security neasures is needed to protect nost
systens. Consequently,

certification activities often include inspecting the systemin its
operati onal environnment/

configuration to determ ne the adequacy of physical security neasures. For
Sonme environnents, a

techni cal surveillance counterneasures (TSCM survey may be conducted to
identify exploitable

techni cal and physical security vulnerabilities.

Figure 2.2. INFOSEC Security Discipline Interrelationship

Personnel security neasures are al so considered as part of system

certification. Certification

activities nmust ensure that personnel are appropriately cleared and/ or approved
for access to the

system or portions thereof. Additionally, a determ nation of whether

personnel security neasures

are commensurate with the overall risk index or system security node of operation
(e.g., dedicated,

system hi gh, conpartnented, or multilevel) nust be nade.

Admi nistrative security procedures are used in conjunction with or in lieu
of aut onmated neasures.

Certification activities include inspecting relevant docunentation (e.g.,
Trusted Facility Manual

and Standard Operating Procedures) to determ ne the adequacy of

adm ni strative controls and

ensuring that the procedures are followed. Additionally, certification
activities will verify that

security personnel (e.g., information system security officers) have been
appoi nted and that these

i ndi vi dual s thoroughly understand their responsibilities for ensuring
conmpliance with system

security policies and procedures.

2.2.2 Factors That Influence the Certification Process
A nunber of factors may influence the determ nation of the C&A activities to
be perfornmed and

the appropriate level of effort for those activities. Wile the high-Ievel
C&A process provides a
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uni form framework for perform ng C&A, nore specific guidance is needed in order
to apply the

process to a given systemin a specific environnent or situation. This

section briefly outlines sone

of the inmportant factors that are key to tailoring the C&A process for a

speci fic environnent.

The security requirements that apply to a systemare interpretations of
generic requirenments in the

context of the systeml s m ssion, operational concept, and threat environnent.
C&A activities nust

be tailored to address the system s specific security requirenents. For exanple,
the C&A activities

associated wwth a network whose mssion is to deliver fixed format nessages
bet ween t he systens

that use that network's services with assurances of nessage integrity and
delivery within a set tine

will be different fromthose associated with a | ocal -area network used by

a collection of individua

users for office automation.

The conplexity of a systeminvolves both the architectural conplexity of

the information system

(i.e., the variety of conponents and functions) and the operational conplexity
of the total system

(including user activities that performthe mssion). Cearly, the depth

of technical analysis and

testing required for a |local area network with workstations, file servers,

and gateways to wi de area

networks is far greater than that needed for a stand-al one PC. The |evel

of operational conplexity

will be primarily reflected in the evaluation of non-technical safeguards and in
the risk anal ysis.

The risk environment in which the systemoperates (or is intended to

operate) includes not only the

sensitivity of the data the system handl es and the cl earances/ aut hori zati ons

of system users and

external interfaces, but also the systemcriticality and the nature and | evel of
the threats against it.

C&A activities should be tailored to the I evel of potential risk associated with
t he system For

exanple, relatively little technical analysis may be required for a system

t hat handl es routine

information and is not mssion critical (e.g., office automation systen).

The scope of C&A activities should depend on whether the systemincorporates
(a) previously

eval uat ed products or (b) products or subsystens used in a systemthat has

al ready been certified

and accredited. The effort should be able to nake use of C&A work done by

ot her organi zati ons.

In addition, if inadequate attention has been paid to C&A up to sone point in
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a systems life cycle,
the C&A activities after that point will have to be tailored to conpensate for
prior inadequaci es.

2.3 Recertificati on and Reaccreditation

Various recertification and reaccreditation cycles are currently
prescribed. Typically these range

between three and five years. For exanple, current DoD policy states that a
system shal |l be

reaccredited every three years, regardl ess of change [1]. On the other
hand, Director of Centra

Intelligence (DCl) policy requires a five year reaccreditation cycle [6].
During this tinme, periodic

reviews of the system should be conducted to ensure that no changes in the
system have occurred

that mi ght necessitate reaccreditation before the three or five-year cycle.

Anot her reason for reaccrediting (and recertifying) a systemis that najor
changes have been nade

to sone aspect of the systemthat inpacts security. The level of effort, in
this case, for

recertification and reaccreditation will depend on the certification factors
(such as those descri bed

in section 2.2.2) as well as the possible inpact of the changes nade. In
this situation, the

recertification activities should concentrate on those aspects of the system
t hat have changed since

the original certification. The results of previous certification activities
rel ated to unchanged parts

of the systemw Il likely be able to be reused with no (or only mnor) changes.
The following is a
partial |ist of events affecting systemsecurity that m ght require a systemto

be recertified and
reaccredited:

A change in criticality and/or sensitivity |evel that causes a change in the
count er neasures required

A change in the security policy (e.g., access control policy)
A change in the threat or systemrisk
A change in the activity that requires a different security node of operation

: Addi tions or a change to the operating systemor to software
providing Security features

Additions or a change to the hardware that requires a change in the
approved security
count er neasur es

A breach of security, a breach of systemintegrity, or an unusua
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situation that appears to
invalidate the accreditation by revealing a flaw in security design

A significant change to the physical structure of the facility or to
t he operating procedures

A significant change to the configuration of the system(e.g., a
wor kstation is connected
to the systemoutside of the approved configuration)

: For networks, the inclusion of an additional (separately accredited)
systen(s) or the

nodi fication/replacenent of a subscribing systemthat affects the security of
that system

Results of an audit or external analysis

For systens with multiple accreditors, recertification and

reaccreditation requirenments and

responsibilities should be identified in the MOA. For exanple, if a

jointly accredited systemis

governed by the requirenents of both DoDD 5200.28 [1] and DCl Directive (DClD)
1/16 [6], the

DAAs, as part of their agreenments docunmented in the MOA, should resol ve the
conflict in

accreditation cycl es.

SECTI ON 3
PRI MARY C&A RCLES

This section identifies the DAA and the certification agent as primarily
responsi ble for the C&A

of systems. The certification agent provides direct support to the DAA in making
t he accreditation

deci si on. DoD conponent regul ati ons define various security roles

and responsibilities, and while

the titles may vary, the responsibilities are simlar.

In addition to the DAA and certification agent, the followng roles are
identified in this guideline

as being key to the successful accreditation of sonme systens: Program Manager
(PM, product

vendors, systens integrator, systens engi neers, and applications devel oper. Not
all roles will be

necessary for the C&A of all types of systens. The size, conplexity, and status
(e.g., new

acqui sition, upgrade, existing system) will determ ne the need for these

addi tional roles. For

exanmpl e, accrediting a stand-alone PC will probably not require any effort
fromthese additiona

roles. The follow ng sections discuss the DAA, the certification agent/
certification team and other
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roles in terns of their responsibilities in the C&A process. Appendi x B
provi des gui dance on
identifying the appropriate DAA for a given system

3.1 DAA

By accrediting a system the DAA formally assunes the responsibility for

t he operation of the

systemwi thin a specified environment. The DAA nust have the authority to

al l ocate resources to

achi eve an acceptable | evel of security and to renmedy security deficiencies.
The accreditation

deci sion shows that due care has been taken to bal ance security

requi renments, mssion, and

resources against a defined risk. Mdre or |less stringent security measures
than those stated in

appl i cabl e policies may be established by the DAA if deened appropriate.
The accreditation

decision also is a recognition by the DAA that an acceptable |evel of risk has
been attai ned and that

t he DAA accepts the operation of this system under the stated paraneters of
t he accreditation.

The DAA may del egate the authority to accredit systens; however, specific
servi ce/ agency

regul ati ons need to be reviewed for guidance in this area. For exanple,
Arny Regul ation (AR)

380-19 [7] policy states that for critically sensitive Arny systens (i.e.,
systems that process any

Top Secret data) operating in the dedicated, systemhigh, or partitioned
nodes, Maj or Command

(MACOM commanders may further delegate, in witing, accreditation authority
to general

of ficers or Senior

Executive Service personnel wthin their commands. Factors to consider
bef ore del egating

accreditation authority are the resources available to the DAA and his or
her supporting staff for

realistically assessing the security posture of the system both in
techni cal expertise and cl earance

for or accessibility to the appropriate threat data.

The DAA will probably not be involved in day-to-day nonitoring of the
certification activities and

i n maki ng many of the routine decisions regarding the system Normally, the

DAA appoints a

representative(s) to act as a security focal point and to assist in making
routine decisions, attending

neeti ngs, and providing coordination. Wiile the DAA retains final responsibility
to accredit the

system many of the acconpanying duties will be delegated to this representative
(s). The DAA
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representative(s) will actively coordinate with the certification agent (and PM
if applicable) to

ensure that all security requirenents are net and that all activities in support
of accreditation are

conpl eted in accordance with procedures. Al najor decisions made during the
systemlife cycle

in support of the accreditation decision should be formally docunented

and coordinated with the

DAA.

Sonme environnents may require nultiple DAAs to accredit the system

These environnents can

generally be divided into two types: (1) those systens requiring joint
accreditation and (2) those

systens conposed of the interconnection of separately accredited systens. A
wor ki ng group,

conposed of individuals representing each of the accrediting organizations, nay
be necessary to

resolve accreditation issues. The representative(s) for each of the DAAs
responsi ble for the system

accreditation are likely participants in this working group. The primary function
of this group

woul d be to ensure that all organi zations involved understand the conditions
and mej or agreenents

affecting the system accreditation, and that these conditions and agreenents
are docunmented in an

MOA. The definition of the security requirenents and the assignnment of
security responsibility

anong the invol ved organi zati ons are exanples of the types of decisions to
be docunented. The

foll owi ng sections provide additional information on identifying the DAA in
t hese two types of

syst ens.

3.1.1 Joint Accreditors

Sonme types of systens that will be accredited as a single system m ght
require nultiple accreditors.
Exanpl es include the foll ow ng:

A systemthat processes different types of information (e.g.
cryptologic, Sensitive
Conmpartnented Information (SCl), or Single Integrated Operational Plan-Extrenely
Sensitive Information (SIOP-ESI))

A system used by nultiple data owners who process the sane type
of information

A system supporting multiple organizations (where the DAAs from
each organi zation
wi Il be responsible for collectively accrediting the system

A system connected to a backbone network (where the system (e.g.

http://www.fas.org/irp/nsa/rainbow/tg029.htm (22 of 80) [11/23/2008 5:51:56 PM]



Introduction to Certification and Accreditation

host systen)
accreditor and the network accreditor jointly accredit the systemas a whol e)

Joint accreditation occurs when different conmponents of the overall system
come under the

jurisdiction of different DAAs, and the responsible DAAs collectively accredit
the system

Systens that have joint accreditors require additional planning and coordi nation
to ensure that all

parties invol ved have a common understanding of their responsibilities in the
C&A process, the

ri sks involved, and the security posture of the system Wen a systemis to

be jointly accredited,

the roles and responsibilities of the DAA(s), certification agents, and ot her
key security roles of al

partici pating organi zati ons nmust be clearly defined and docunented. An MOA shoul d
be used to

identify security responsibilities and to docunent all agreenents nade. In

addi tion, the

requirements for the systemand the criteria used to accredit the system shoul d
be clearly

docunment ed. C&A ni |l estones shoul d be coordinated with the DAA(s) and

their representatives,

and documented in C&A pl anni ng docunents.

3.1.2 Mul tiple Accreditors

When separately accredited systens nanaged by different DAAs are

i nt erconnected, negotiation

nmust occur anong the DAAs to address the interconnection requirenents of each
system i nvol ved.

MOAs are requi red when systens interconnect, for exanple, within their

own sponsoring agency/

service, with another agency, or with government contractors. An MOA docunents
the results of

the negotiations, form ng an agreenent signed by the participating DAAs. Each
DAA nust ,

therefore, carefully exam ne the additional potential risks inposed on the system
by connecting to

ot her systens. Additional certification activities nmay be required to determ ne
the security posture

of the overall systens before the separately accredited systens may

be i nterconnected.

In some cases, the agreenment for interconnection is anong peer organi zations.
In this situation, the

MOA will formalize the agreenent anong the DAAs on the division of
responsibilities and the

criteria used to accredit each system The MOA should include, at a m ni num
the foll ow ng

i nformation:

http://www.fas.org/irp/nsa/rainbow/tg029.htm (23 of 80) [11/23/2008 5:51:56 PM]



Introduction to Certification and Accreditation

Classification range of data maintained on or transmtted between systens

Cl earance |l evel (s) of the users

I ntended use of the system

| dentification of the authority to resolve conflicts anong the DAAs

Count ermeasures to be inplenented prior to interconnection

Statenments of accreditation of each interconnected system

Procedures for notification of changes in the system

Procedures for notification of proper parties in case of security violations
Accreditation criteria

Recertification/reaccreditation requirenents and responsibilities

In other cases, when identifying the DAA(s) for a given system consideration
must be given to

i nterconnections separately accredited nultiuser telecomrunications

net wor ks. Speci al

consi deration nust be given to additional risks when connecting to networks
because of the

potential exposure of data in the systemto the |larger community of network
users. The DAA(S)

must consider the security posture of each network conmponent, in addition to
their individua

systens, before accepting the risk of connecting to other systens. In addition,
t he accreditor(s) of

t hese networks may require C&A docunentation fromthe subscriber system
before al |l ow ng

i nt erconnecti on.

3.2 Certification Agent/Certification Team

The certification agent is the individual (s) responsible for making a
techni cal judgment of the

systens conpliance with stated requirenents and to identify and assess the
ri sks associated with

operating the system In addition, the certification agent has the

responsi bility for coordinating the

various activities of the certification process and nerging all the pieces of
the final accreditation

package that will be presented to the DAA. Al though the fundanental role of
the certification agent

does not differ anong certification efforts, the activities and | evel of
effort required may vary (see

section 2.2.2).

Some characteristics, such as technical expertise, inpartiality (i.e., unfair
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bi as toward achieving a

particular result), and objectivity (i.e., mninmmsubjective judgnent or
opi ni on) are inportant

consi derations when selecting the appropriate certification agent. In
general, certification activities

shoul d be perforned by conpetent technical personnel in cooperation wth but
as i ndependent of

t he system devel oper and the PM as possi bl e.

The certification teamis the collection of individuals and/or

organi zati ons involved in sonme aspect

of the certification process. Gven the increasing conplexity of many Al Ss and
the wi de variety of

security disciplines that nust be assessed during certification, nost
organi zati ons do not have

adequate or appropriate in-house resources to perform many of the
required certification activities

(e.g., product evaluations, testing). To perform sone of these activities,
the certification agent nmay

rely on the resources of other organizations that have the specialized
skills necessary (e.g.

TEMPEST) .

3.3 O her Security Roles

Al though the PMis not typically responsible for performng daily

security activities, the PMis

responsi bl e for seeing that they are inplemented. The PM has the responsibility
for the overall

procurenent, devel opnent, and possibly operation of the system and nust
coordinate all security-

rel evant portions of the programw th the DAA and the certification agent. The
PM provi des the

resources, coordinates the scheduling of security mlestones, and

determ nes priorities. The PM

shoul d not be (or should not be above) the DAA, as this may pl ace

security subordinate to the

prograns cost, schedul e, and perfornmance inperatives.

Depending on the type of systemand the type of program (e.g., devel opnent
effort, COTS

acqui sition, systemupgrade), other roles will be involved in the overal
security of the system

fromrequirenents definition through operati ons and mai nt enance. System

i ntegrators, systens

engi neers, security engineers, application devel opers, product vendors,

t he i ndependent

verification and validation (lIV&V) assessors, and others may be responsible
for addressing

security concerns during system devel opnent, including activities such as specifying
requirenments, testing, review ng docunentation, devel opi ng procedures,
conducting installations,

and perform ng conponent eval uati ons.
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For sone systens (e.g., a large acquisition, a conplex distributed system,
an information system

security working group (I SSW5 may be necessary to direct security activities
and identify/resol ve

security-rel ated issues throughout the system devel opnent life cycle and
operation of the system

The |1 SSWG may i ncl ude the DAAs representative, whose role is to identify,
address, and

coordi nate security accreditation issues with the DAA. The | SSWG normal |y
manages and

perforns security-related activities that include identifying and
interpreting security regul ations

and standards, preparing and/or review ng security portions of the Request
for Proposal (RFP),

over seei ng maj or acquisition strategy decisions, and nanagi ng C&A i ssues.
Ideally, the technica

security representatives fromor consultants to the appropriate
participating service or agency

organi zations should be involved in these activities. These participants serve
as security

consultants to the PMthroughout the entire acquisition life cycle.

SECTION 4
SECURI TY PQOLI CY
4.1 Current Security Policy

Security policy exists at different |evels of abstraction. Federal- and
national -l evel policy is stated

in public | aws, Executive Orders (EGCs), National Security Directives

(NSDs), National Security

Tel ecommuni cations and Information Systens Security (NSTISS) issuances,

Federal Information

Processing Standard Publications (FIPS PUBS), Ofice of Managenent and Budget (OVB)
circulars, and other resources. DoD-level policy includes DoD

directives, regulations, and

standards that inplenment the National -level policy and set additional
requirenments. Simlarly,

servi ce and agency policies further interpret the DoD and national -1 evel
policies, as appropriate,

and may al so i npose additional requirenments. Together with m ssion specific security
requirenments, the collection of these policies can be used to produce a
system security policy. A

system security policy conprises a conprehensive presentation of the system
derived from

national /federal |evel policy, local policy, and m ssion specific

security requirenents. The security

policy for a systemshould be well defined at the beginning of the systemlife
cycle and nust be

consi dered throughout each phase. Figure 4.1 illustrates the partial hierarchy
of policies and
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gui dance. The national and federal policies apply to both civil and

def ense agenci es; however,

i ndi vidual civil agency policies are not listed in this docunent. Defense
policies are listed, in part,

in Appendi x C

Current security policy does not reflect the evol ving perspective of system
security as an

i nt erdependent, cohesive collection of security disciplines. At the DoD

and conponent | evels,

separate policies exist for each discipline (or set of related disciplines),
adding to the proliferation

of policy. As a result, the policies applicable to a given systemare sonetines
not well coordinated

or consistent. The follow ng sections briefly highlight the key national- and
DoD-| evel security

policy.
4.1.1 Nati onal Security Policy

Nati onal Policy for the Security of National Security Tel econmunications

and I nformation

Systens provides initial objectives, policies, and an organi zational structure
to guide the conduct

of activities directed toward saf eguardi ng systens that process or

comruni cate national security

information [8]. It is intended to assure full participation and cooperation
anong the various

exi sting centers of technical expertise throughout the executive branch. It
assigns the Director,

NSA, as the National Manager for NSTISS, responsible to the Secretary of Defense
as Executive

Agent for carrying out assigned responsibilities. Anong the

assigned responsibilities is to act as

t he governnment focal point for cryptography, telecomunications systens
security, and

i nformati on systens security.

Figure 4.1 Information Security Policy and CGui dance

EO 12356, National Security Information, prescribes a uniformsystem

for classifying,

decl assi fyi ng, and safeguardi ng national security information [9]. Although

t he public should be

informed of the activities of its governnment, the interests of the United States
and its citizens

require that certain information concerning the national defense and

foreign relations be protected

agai nst unaut hori zed di sclosure. Information may not be classified under this
EO unless its

di scl osure reasonably coul d be expected to cause danage to the national security.
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EO 12333, United States Intelligence Activities, directs the DCl, as

one responsibility, to ensure

the establishnment by the Intelligence Conmunity (1C) of conmmon security and
access standards

for managi ng and handling foreign intelligence systens, informtion, and
products. [10]

OMB Circular No. A-1 30, Managenent of Federal |nformation Resources,
establ i shes policy for

t he managenent of federal information resources [11]. The terminformation resources
managenent neans the pl anni ng, budgeting, organizing, directing, training,
and control associated

wi th governnment information. The term enconpasses both information itself and
the rel ated

resources, such as personnel, equipnent, funds, and technol ogy. The

policies established in this

circular apply to the information activities of all agencies of the executive
branch of the federa

governnment. Information classified for national security purposes should al so
be handl ed in

accordance with the appropriate national security directives.

FI PS PUB 102, Cuideline for Conputer Security Certification and Accreditation,
a national -1 evel

docunent, provides guidance to managers and technical staff in establishing

and carrying out a

program for C&A of sensitive conmputer applications [12]. It identifies and
descri bes the steps

involved in performng C&A, the inportant issues in managing a C&A program and
t he princi pal

functional roles needed within an organization to carry out such a program The
FI PS PUB 102

gui dance applies to all federal agencies and departnents.

The Conputer Security Act of 1987, also known as Public Law 100-235, creates a
nmeans for

establ i shing m ni mum acceptabl e security practices for inproving the security
and privacy of

sensitive unclassified information in federal conputer systens [13]. This

| aw assi gns

responsibility to the National Institute of Standards and Technol ogy (N ST)
for devel opi ng

standards and gui delines for federal conputer systens processing unclassified
data. However, the

War ner Amendnent (section 2315 of title 10, United States Code) exenpts

Al Ss processing

sensitive unclassified information if the function, service, or use of the
system (1) invol ves

intelligence activities, (2) involves cryptologic activities related to
national security, (3) involves

the command and control of mlitary forces, (4) involves equipnment that is

an integral part of a
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weapon or weapon system or (5) is critical to the direct fulfillment of mlitary
or intelligence

m ssions. The |law al so requires establishnent of security plans by all operators
of federal computer

systens that contain sensitive informtion.

4.1.2 DoD/ DCI Security Policy

DoDD 5200. 28, Security Requirenments for Automated Information Systens (AlSs),

t he hi gh-1evel

security policy, sets the security requirenents for AlSs within the DoD [1].
The directive assigns

responsibility to the heads of DoD conponents to assign official(s) as the

DAA responsi bl e for

accrediting each Al'S under his or her jurisdiction and for ensuring conpliance
with the AI'S

security requirenents. The DAA is responsible to review and approve

security safeguards of Al Ss

and i ssue accreditation statenments for each Al'S under the DAAs jurisdiction based
on the

acceptability of the security safeguards for the AIS. Enclosure 3 of this
directive sets m ninmm

security requirenents that must be met through automated or manual nmeans in a
cost effective,

i ntegrated manner. Enclosure 4 of this directive describes a procedure

for determ ning the

m ni mum Al S conput er - based security requirenents based on the system security
node of

operation, user clearance levels, and classification of data in the A'S. Enclosure
5 recommends

using the Trusted Network Interpretation (TNI) of the Trusted Conputer

Syst em Eval uati on

Criteria in Specific Environnents for evaluating networks [14]. The TN

provi des gui dance for the

speci fication, devel opnent, evaluation, and acquisition of trusted networks.

| ssued under the authority of DoDD 5200.28 are DoD 5200. 28-M Aut onat ed

I nformati on System

Security Manual [15], and DoD 5200. 28- STD, Departnent of Defense Trusted
Conput er System

Evaluation Criteria [2]. DoD 5200.28-STD provides a set of criteria against
whi ch the security

features of a product may be evaluated. There is currently a joint NSA/ N ST
effort to produce the

Federal Criteria, as an eventual replacenment to DoD 5200. 28- STD

DCI D 1/ 16, Security Policy for UniformProtection of Intelligence Processed

i n Aut onat ed

Informati on Systens and Networks, and its supplenent apply to all |C agencies,
all other U.S.

Gover nnent departnents and agencies, and allied governnments processing U

S. intelligence

information [6]. The directive establishes the m ni num
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adm ni strative, environnmental, and

technical security requirenents for the all owed operating nodes of al
applicable AlISs (e.g., AlSs,

separately accredited networks and connected AlSs, and PCs). Additional
security neasures nay

be established by the accrediting authority. It also defines the accreditation
and reaccreditation

responsibilities and procedures applicable to Al Ss processing

intelligence informtion.

Al t hough DoDD 5200.28 and DCID 1/16 are the key security directives, they

primarily focus on

COVMPUSEC. The C&A process nust consider the spectrum of security neasures, including
adm ni strative, physical, environnmental, personnel, COMSEC, em ssions, and

techni cal security.

4.2 Policy Rel ated |Issues

As discussed in section 4.1, a nmultitude of security policy docunents exist.
This proliferation of

policy makes it difficult for the responsible security personnel to keep up

Wi th changes in policy

and to be aware of all the applicable policies for a given system The
probl em i ncreases when

different service/agency systens are interconnected; in those cases, the
policies relevant to all

i nvol ved conponents may then be applicable. On the other side, the rapid
advancenent of

technol ogy and the required stream ining and consolidation of efforts are forcing
a reexam nation

of current policy. This section highlights sonme of the C&A-rel ated i ssues that
this series of

docunents are attenpting to, at |east partially, address.

4.2.1 Rapi d Technol ogy Changes

Rapi dl y changi ng technol ogy has made it difficult for policy to keep up with
new security

chal | enges brought about by advances in capabilities and technol ogy. For
exanmpl e, current policy

provides little guidance for the range of systens that span |arge, centra
computer facilities to

stand-al one PCs or intelligent workstations often tied together over LANs

or connected via

compl ex networks. These systens have significant differences in functionality
and vul nerabilities,

and current policy provides little guidance to DAAs on determ ning an
acceptable | evel of risk

based on the technol ogy, environnental factors, and operationa

requi rements. | nproved gui dance

is needed on howto certify and accredit all types of systens: networks,

di stributed systens,

systens with integrated workstations, database nanagenent systens (DBMss),
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and multilevel

secure (M.S) systens. Differences anong conponent policies also cause
difficulties as nmany

individually certified and accredited systens frommultiple conponents are
being integrated into

a larger system

4.2.2 Pl anni ng for C&A

Determ ning a reasonable and realistic level of effort for certification

(and recertification) is key to

a successful accreditation. The analysis, evaluation, and testing requirenents
to support

certification may require substantial commtnents of resources that nust be

pl anned for early in

the systemlife cycle (for exanple: as part of the RFP). However, in sone cases,
for exanple an

envi ronnment needing a | ow assurance system the benefit of spending any
addi ti onal resources for

certification nmay be questionable. For exanple, in an acquisition of COIS
products (e.g., database

managenent system (DBMS)) (assuming the requirenents stated net the need),

a determ nation

nmust be nade regardi ng how nuch, if any, additional evaluation and testing

IS necessary outside

of the acceptance testing nornmally associated with the acquisition. In many
cases, the functionality

and security attributes of COIS products are well known and docunented, and
per haps only the

operating environment in which the COTS product will be used nust be eval uated.
As anot her

exanpl e, a reasonable and justifiable effort (both in tinme and dollars)

for certifying a dedicated or

system hi gh system operating in a secure environnment should be determ ned.

4.2.3 Certification Boundaries

Encrypti on has becone an increasingly common conponent in systens, and
better guidance is

needed for determ ning when COVSEC or COMPUSEC criteria are applicable in a
gi ven system

In some cases, the AIS will have to be exam ned by NSA (the responsible
authority for COVSEC)

to make i nformed COMSEC decisions. In other cases, an approved enbedded COVSBEC
component (e.g., an encryption chip on a board in a PC) may not require a
separ at e COVBEC

evaluation. In these cases, configuration managenent of the Al'S nust al so
consi der COVSEC.

Another area with little guidance avail able concerns the use of the results
of product/conmponent
eval uations (e.g., products on the Evaluated Products List (EPL), Preferred
Products List (PPL),
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Degausser Products List (DPL) [16]) or other evaluations (e.g., DMS
conmponent depl oynent

approval) as input to a systemcertification. In sone cases, those

eval uation results are used as

substitutes for systemcertification. For exanple, a conponent depl oynent
approval (as done by

Def ense Information Systens Agency (DI SA) as part of the DMS conmponent
approval process)

nerely certifies that the AIS (or conponent) properly inplenents the
nmessage- handl i ng

requirements. It does not supplant the need for overall systemcertification

As the nunber and conplexity of networks and distributed systens increase,

t he confusion over

areas of responsibility for the conponents of the system al so increases.

Various authorities wll

have responsibility for different conponents, such as the actua

communi cati ons conponents (e.d.

communi cations lines, switches, routers), host conputers, shared devices on

the network (e.g.

printers, servers), and the end-user termnals or workstations. During

the certification of these

conmpl ex systens, the boundaries of each of the conponents and the responsibility
for certification

of each area nust be clearly defined to ensure that the entire systemis covered
inthe effort, as well

as ensuring that the entire systemis viewed as a whol e.

4.2.4  Acceptable Level of Risk

Part of the accreditation decision is the acceptance of a given |evel of
ri sk against a defined threat.

In order to make an inforned decision, the DAA nust be aware of both the
definition of risk and

the identification of the specific threat as it applies to the system
bei ng consi dered for accreditation.

The DAA nust bal ance (1) the risk of disclosure, loss, or alteration of
information; (2) the

availability of the system based on the vulnerabilities identified by
the certification process; (3) the

threat that these vulnerabilities nmay be exploited in the specific environment
in which the system

is being used; and (4) the operational need and benefits.

In addition, there nmay be situations where the DAA nust bal ance the risk

agai nst operati onal

requi rements nmandating acceptance of higher risk, such as during a crisis
situation. Wile

operati onal needs can dramatically change during a crisis, the need for security
is even nore

critical during these tines. For exanple, in a crisis situation, perhaps

ti ghtened procedural and

physical controls and the renoval of connections to users in |ess secure areas
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coul d compensate for
the increased risk of connecting the systens.

APPENDI X A
TERM NCOLOGY

Key C&A terms are defined herein. Numerous national, DoD, and service/

agency policies were

consulted in defining these terns. Existing national or DoD-level definitions
were used, as

appropri ate. \Where necessary, discussion paragraphs are included to expand on
a definition in an

attenpt to clarify possible anbiguities in its interpretation.

Accredi tation

Formal declaration by a designated approving authority (DAA) that an AIS is
approved to
operate in a particular security node using a prescribed set of safeguards.

Not e: Accreditation is the formal declaration by a DAA that a systemis
approved to operate:

(a) in a particular security node; (b) with a prescribed set of counternmnmeasures
(e.qg.,

adm ni strative, physical, personnel, COVSEC, em ssions, and conputer

security controls); (c)

agai nst a defined threat and with stated vul nerabilities and counterneasures;
(d) within a given

operational concept and environment; (e) with stated interconnections to

ot her systens; (f) at

an acceptable level of risk for which the accrediting authority has formally assuned
responsibility; and (g) for a specified period of tine.

Accredi tation Package

A product of the certification effort and the main basis for the
accredi tation decision.

Not e: The accreditation package, at a mninum wll include a reconmendati on

for the

accreditation decision and a statenent of residual risk in operating the system
inits

environment. O her information included may vary dependi ng on the system and/ or
t he DAA.

Adm ni strative Security
The managenent constraints and suppl enmental controls established to
provi de protection for

a system Synonynous with Procedural Security.

Not e: Exanpl es i ncl ude operational procedures (e.g., howto shut down the
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system securely),

adm ni strative procedures (e.g., granting access to a conputer facility),
and accountability

(e.qg., audit procedures for the systemadmnistrator to follow).

Al'S Security

Measures and controls that ensure confidentiality, integrity, and availability
of the information
processed and stored by an Al S.

Assur ance

A neasure of confidence that the security features and architecture of an
Al S accurately
nmedi ate and enforce the security policy.

Not e: Assurance refers to a basis for believing that the objective and approach of
a security

mechani sm or service will be achieved. Assurance is generally based on factors
such as

anal ysi s involving theory, testing, software engineering, validation,

and verification. Life-

cycl e assurance requirenments provide a framework for secure system

design, inplenmentation

and mai ntenance. The | evel of assurance that a devel opnent team certifier,

or accreditor has

about a systemreflects the confidence that they have that the systemw | be
able to enforce its

security policy correctly during use and in the face of attacks. Assurance may
be provided

t hrough four neans: (1) the way the systemis designed and built, (2) analysis
of the system

description for conformance to requirenent and for vulnerabilities, (3) testing
the systemitself

to determne its operating characteristics, and (4) operational

experi ence. Assurance is also

provi ded through conpl ete docunentation of the design, analysis, and testing.

Audi t

An i ndependent review and exam nation of the records and activities to assess
t he adequacy of

system controls, to ensure conpliance with established policies and

oper ati onal procedures,

and to recomend necessary changes in controls, policies, or procedures.

Audit Trail
A chronol ogi cal record of systemactivities to enable the reconstruction,

and exam nati on of
t he sequence of events and/or changes in an event.
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Aut henti cati on

A security neasure designed to establish the validity of a transm ssion, nessage,
or originator,

or a neans of verifying an individual's eligibility to receive specific
categories of information

Aut henticity

The service that ensures that systemevents are initiated by and traceabl e
to authorized entities.
It is conposed of authentication and nonrepudi ati on.

Aut omat ed | nformati on System (AlS)

Any equi pnent or interconnected system or subsystens of equipnment that is used
in the

automatic acqui sition, storage, nmanipul ati on, managenent, novenent,

control, display,

swi tchi ng, interchange, transm ssion or reception of data, and includes
conputer software,

firmvare, and hardware.

Note: The term "AI'S" includes stand-al one systens, comuni cations systens,

and conput er

network systens of all sizes, whether digital, analog, or hybrid,

associ at ed peri pheral devices

and software; process control conputers; security conmponents; enbedded

conput er systens;

comuni cati ons switching conmputers; PCs; workstations; mcroconmputers; intelligent
term nals; word processors; office automation systens; application and

operati ng system

software; firmmare; and other AIS technol ogies, as may be devel oped.

Avail ability

The property of being accessible and usabl e upon demand by an authorized entity.
Basel i ne

A set of critical observations or data used for a conparison or control

Not e: Exanpl es include a baseline security policy, a baseline set of

security requirenments, and

a baseline system

Cat egory

A restrictive |label that has been applied to both classified and uncl assified
data, thereby

increasing the requirenent for protection of, and restricting the access to,
t he dat a.
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Not e: Exanpl es include SCI, proprietary information, and North Atlantic
Treaty Organi zation

information. Individuals are granted access to special categories of
information only after

bei ng granted formal access authorization.

Certification

The conprehensive anal ysis of the technical and nontechnical security features
and ot her

safeguards of a systemto establish the extent to which a particul ar system neets
a set of

specified security requirenents.

Note: Certification is done in support of the accreditation process and targets
a specific

environnent. Certification includes risk analysis, security testing,

and eval uations, as well as

other activities, as needed.

Certification Agent

The individual (s) responsible for nmaking a technical judgnment of the
system s conpliance

with stated requirenents, identifying and assessing the risks associ ated
wWith operating the

system coordinating the certification activities, and consolidating the
final certification and

accredi tation packages.

Certification and Accreditation Plan

A plan delineating objectives, responsibilities, schedule, technical nonitoring,
and ot her

activities in support of the C&A process.

Certification Package

A product of the certification effort docunenting the detailed results of
the certification

activities.

Note: The contents of this package will vary depending on the system

Classified Information

Nati onal security information that has been classified pursuant to Executive
O der 12356.

Conmuni cations Security (COVSEC)

Measures and controls taken to deny unauthorized persons information derived from
tel ecommuni cations and to ensure the authenticity of such comuni cati ons.
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Not e: COVBEC i ncl udes cryptosecurity, transm ssion security, em ssion security, and
physi cal security of COVSEC materials.

Conponent

Any of the constituent parts of a system

Note: A conponent may be a small element of a systemor the whole system It can
be physi cal

(e.g., circuit board), logical (e.g., software routine), or support personnel

Conput er

The hardware, software, and firmvare conponents of a systemthat are capable
of performng

cal cul ati ons, manipul ations, or storage of data. It usually consists of
arithnmetic, logical, and

control units, and may have input, output, and storage devices.

Comput er Security (COVPUSEC)

Measures and controls that ensure confidentiality, integrity, and availability

of the information

processed and stored by a conputer.

Confidentiality

Assurance that information is not disclosed to unauthorized entities or processes.
Confi gurati on Managenent

The managenent of features and assurances through control of changes made

to hardware,

software, firmnare, docunentation, test, test fixtures, and test docunentation of
a system

t hroughout the devel opnent and operational life of the system

Conti ngency Pl an

A plan maintained for energency response, backup operations, and post-

di saster recovery for

a system as part of its security program that will ensure the availability

of critical resources

and facilitate the continuity of operations in an energency situation.

Count er neasur e

Any action, device, procedure, technique, or other neasure that reduces a risk or a
vul nerability.

Covert Channel
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An uni nt ended and/ or unaut hori zed conmuni cations path that can be used to transfer
information in a manner that violates a system security policy.

Not e: Covert channels may be storage or timng channels. A covert storage
channel invol ves

the direct or indirect witing to a storage |ocation by one process and the
direct or indirect

readi ng of the storage | ocation by another process. A covert timng channel is
one in which one

process signals information to another process by nodulating its own use of
system resources

in such a way that this manipulation affects the real response tinme observed by
t he second

process.

Cryptosecurity

The conponent of COVBEC that results fromthe provision of technically sound
cryptosystens and their proper use.

Data Security

The protection of data from unauthorized (accidental or intentional)
nodi fi cation, destruction
or discl osure.

Desi gnat ed Approving Authority (DAA)

The official with the authority to formally assune responsibility for operating
a systemat an
acceptabl e | evel of risk.

Note: FIPS PUB 102 uses the term"Accrediting Oficial" for the DAA

[12]. "Accrediting

Authority" is another termused. The DAA nust have the authority to eval uate

t he overall

m ssion requirenments of the systemand to provide definitive directions to
system devel opers

or owners relative to the risk in the security posture of the system GCenerally,
the nore

sensitive the data processed by a system the nore senior the DAA. A DAA may

be responsible

for several systens, and each system may have a single or nmultiple DAAs. \Wen
there are

mul ti ple accreditors, the sharing of responsibilities nust be carefully defined
in an MOA

DoD Conponent
Refers to the Ofice of the Secretary of Defense (OSD), the MIlitary Departnents
and Services

wi thin those departnents, the Chairman of the Joint Chiefs of Staff and the
Joint Staff, the
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uni fied and specified commands, the defense agencies, and the DoD field activities.
El ectronic Security

Protection resulting fromall mneasures designed to deny unauthorized

persons information of

val ue that mght be derived fromthe interception and anal ysis of non-comruni cati ons
el ectromagneti c radi ati ons, such as RADAR

Em ssion Security

Protection resulting fromall measures taken to deny unauthori zed
persons information of

val ue that m ght be derived fromintercept and anal ysis of conprom sing
emanations from

crypt oequi pnent, AISs, and tel ecommuni cations systens.

Endor senment

NSA approval of a commercially devel oped tel ecomunications or Al'S
protection equi pnent
or system for safeguarding national security information.

Envi ronnment (System

The aggregate of procedures, conditions, and objects that affects the
devel opnent, operation
and mai nt enance of a system

Note: Environment is often used with qualifiers such as conputing
envi ronnment, application
environnent, or threat environnent, which limt the scope being considered.

Eval uati on

The technical analysis of a conponent's, product's, subsystenms, or

system s security that

est abl i shes whet her or not the component, product, subsystem or system neets
a specific set

of requirenents.

Excepti on

Wth respect to C&A, an exception indicates the inplenentation of one or
nore security

requirements is tenporarily postponed and that satisfactory substitutes for
the requirenents

may be used for a specified period of tinme. (see \Wiver)

Formal Access Approva

Docunent ed approval by a data owner to allow access to a particul ar category
of information.
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| mpl ement ati on

The phase of the system devel opnent process in which the detail ed specifications are
translated into actual system conponents.

I nformati on Security

The result of any system of policies and procedures for identifying,
controlling, and protecting,
from unaut hori zed di sclosure, information that requires protection.

I nformati on System

Any tel ecomruni cations and/ or conputer related equi pnment or interconnected system or
subsystens of equipnment that is used in the acquisition, storage,

mani pul ati on, managenent,

movenent, control, display, switching, interchange, transm ssion or reception

of voi ce and/or

data, and includes software, firmware, and hardware.

I nformati on Systens Security (1 NFOSEC)

The protection of information systens agai nst unauthorized access to or

nodi fication of

i nformati on, whether in storage, processing, or transit, and against the denia
of service to

aut hori zed users or the provision of service to unauthorized users, including
t hose neasures

necessary to detect, docunment, and counter such threats.

Note: The term"INFOSEC," as it applies to this concept of the totality of
security applied to

a system has evolved. This series of docunents will use the term

| NFOSEC- - | nf or mat i on

Systens Security--to reflect that concept of the totality of system security.

Information Systens Security Products and Services Catal ogue (I NFOSEC
Cat al ogue) (al so
referred to as the Products and Services Catal ogue) [ 16]

A cat al ogue issued by NSA that incorporates several security product and
services lists. It is

avai |l abl e through the Governnment Printing Ofice. Sone of the lists included in
t he catal ogue

are the follow ng

Degausser Products List (DPL) - a list of comrercially produced degaussers that
have been

eval uat ed agai nst specific requirenents for the erasure of classified data
from magneti c

medi a.

http://www.fas.org/irp/nsa/rainbow/tg029.htm (40 of 80) [11/23/2008 5:51:57 PM]



Introduction to Certification and Accreditation

Endorsed Cryptographic Products List - a list of products that provide electronic
crypt ographi c coding (encrypting) and decodi ng (decrypting), and which have been
endorsed for use for classified or sensitive unclassified U S. Governnent

or Gover nnent -

derived information during its transm ssion

Endorsed Tools List (ETL) - a list of those formal verification systens
reconmended by

t he National Conputer Security Center (NCSC) for use in developing highly trusted
systens.

Eval uated Products List (EPL) - a docunmented inventory of equipnent,

har dwar e, software,

and/or firmvare that have been eval uated against the evaluation criteria found
in DoD

5200. 28- STD.

Protected Network Services List - a list of the names and points of contact

for comerci al

carriers providing governnent-approved "protected services" for your comrunications.
The conpanies listed offer protection service (e.g., bulk trunk encryption)

rather than a

product .

NSA Endorsed Data Encryption Standard (DES) Products List - a list of cryptographic
products endorsed by NSA as neeting Federal Standard 1027 [17]. These DES products

have been endorsed for use in protecting U S. Government or U S. Governmnent-derived
uncl assified sensitive information during transm ssion. They may not be used

to secure

classified information.

O f-Line Systems - a description of a variety of off-line capabilities that NSA
can provide

to neet custoner requirements. Of-line refers to those cryptosystens for

whi ch encryption

and decryption are perforned separately fromthe transmtting and

recei ving functions.

Preferred Products List (PPL) - a list of teleconmunications and

i nformati on processing

equi pnent and systens that conformto the current national TEMPEST standard.
I ntegration

The synthesis of a systenmis conponents to formeither |arger conponents of

t he systemor the

systemitself.

Integrity

Data integrity is that attribute of data relating to the preservation of (a)

its neaning and
conmpl et eness, (b) the consistency of its representation(s), and (c)
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its correspondence to what
it represents.

Systemintegrity is that attribute of a systemwhen it perfornms its

i ntended function in an

uni npai red manner, free fromdeliberate or inadvertent unauthorized mani pul ation
of the

system

I nteri m Approval

The tenporary authorization granted by the DAA for a systemto process
information in its

operational environnent based on prelimnary results of a security evaluation of
the system

Note: Interimapproval allows the activity to neet its operational requirenents
for a given

period of tinme while further assessing and inproving its security posture. It

gi ves the DAA the

needed | atitude to approve operational inplenmentation of individual conponents of
a system

as they devel op. Final approval is mandatory before full inplenmentation

M ssi on

A specific task with which a person, or group of individuals, or organization
is entrusted to
perform

Mssion Criticality

The property that data, resources, and processes may have, which denotes that

t he i nportance

of that itemto the acconplishnent of the mssion is sufficient to be considered
an enabl i ng/

di sabling factor.

Mode of Operation (Security Mode)

Description of the conditions under which a system operates, based on
the sensitivity of data
processed and the clearance | evels and authorizations of the users.

Not e: The DAA accredits a systemto operate in a given node of operation

I nherent in each

of the five security nodes (dedicated, system high, conmpartnented, nmultilevel, and
partitioned) are restrictions on the user clearance |levels, formal

access requirenents, need-to-

know requi rements, and the range of sensitive information permtted on the

system Modes of

operation are part of a paradi gm based on confidentiality (information

di scl osure policy.) The
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applicability and/ or useful ness of these nbdes of operation to a system
whose princi pal
security objective was integrity or availability is unclear.

Compartnmented Mode: Security node of operation wherein each user with direct
or indirect access

to the system its peripherals, renote termnals, or renote hosts has all of
the foll ow ng:

a. Valid security clearance for the nost restricted i nformati on processed
in the system

b. Formal access approval and signed non-di scl osure agreenents for
that information to
which a user is to have access

C. Val i d need-to-know for information to which a user is to have access

Dedi cated Mbde: Security node of operation wherein each user, with direct
or indirect access to

the system its peripherals, renote terminals, or renote hosts, has all of
the foll ow ng:

a. Valid security clearance for all information within the system

b. Formal access approval and signed non-di scl osure agreenents for al

the information

stored and/or processed (including all conpartnments, subconpartnents, and/or specia
access prograns)

C. Val id need-to-know for all information contained within the system

Note: Wien in the dedicated security node, a systemis specifically and
excl usively dedicated to

and controlled for the processing of one particular type or classification
of information, either for

full-tinme operation or for a specified period of tine.

Mul tilevel Security: Concept of processing information with

different classifications and

categories that sinultaneously permts access by users with different
security clearances, but

prevents users from obtaining access to information for which they

| ack aut hori zati on.

Partitioned Security Mde: Security node of operation wherein all personnel have
t he cl earance,

but not necessarily formal access approval and need-to-know, for all

i nformati on handl ed by the

system

Note: This security node enconpasses the conpartnented node and applies to
non-intelligence
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DoD organi zati ons and DoD contractors.

System Hi gh Mbde: Security node of operation wherein each user, wth direct
or indirect access

to the system its peripherals, renote termnals, or renote hosts, has all of
t he foll ow ng:

a. Valid security clearance for all information within the system

b. Formal access approval and signed non-disclosure agreenents for all of

the information

stored and/or processed (including all compartnents, subconpartnents and/or specia
access prograns)

C. Val id need-to-know for sone of the infornmation contained within the system
Need- t 0- Know

Access to, or know edge or possession of, specific information required to carry
out official
duti es.

Net wor k

A communi cati ons nmedi um and all conponents attached to that medi um
whose responsibility

is the transference of information. Such conponents may include AlSs,
packet sw tches,

t el ecommuni cations controllers, key distribution centers, and technical
control devices.

Net wor k Security

Protection of networks and their services from unauthori zed
nodi fi cati on, destruction, or

di scl osure, and provision of assurance that the network perfornms its
critical functions correctly

and there are no harnful side-effects.

Not e: Network security includes providing for data integrity.

Non- Repudi ati on

Met hod by which the sender of data is provided with proof of delivery and

the recipient is

assured of the sender's identity, so that neither can |ater deny having
processed t he data.

Operations Security (OPSEC)

A process denying to potential adversaries information about capabilities and/

or intentions by
identifying, controlling, and protecting generally unclassified evidence of
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t he pl anni ng and
execution of sensitive activities.

Penetration Testing

Security testing in which the evaluators attenpt to circunvent the security
features of a system
based on their understandi ng of the system design and inpl enentation.

Not e: The eval uators nay be assunmed to use all system design and inplenentation
docunent ati on, which may include listings of system source code, nanuals,

and circuit

di agrans. The eval uators work under no constraints other than those applied

to ordinary users

or inplementors of untrusted portions of the conponent.

Per sonnel Security

The procedures established to ensure that all personnel who have access to sensitive
i nformati on have the required authority as well as appropriate clearances.

Physi cal Security

The application of physical barriers and control procedures as

count erneasures agai nst threats

to resources and sensitive information

Procedural Security

See Administrative Security.

Pr oduct

A package of software, firmmvare, and/or hardware providing functionality
desi gned for use or

incorporation within a nmultiplicity of systens.

QUADRANT

Short nane referring to technol ogy which provides tanper-resistant protection
to crypto-

equi prent .

Reaccreditation

The of ficial nmanagenent decision to continue operating a previously
accredited system

Not e: Reaccreditation occurs (1) periodically, regardless of system change (based
on policy

(e.g., DoDD 5200.28 requires a 3 year reaccreditation cycle)) or (2) if

maj or changes have been

made to sone aspect of the systemthat inpact security.
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Recertification

A reassessnent of the technical and nontechnical security features and
ot her safeguards of a
system made in support of the reaccreditation process.

Note: The level of effort for recertification will depend on the nature of
changes (if any) made

to the system and any potential changes in the risk of operating the system (e.
g., changes in the

threat environment may affect the residual risk).

Resi dual Ri sk

The portion of risk that remains after security neasures have been appli ed.

Ri sk

A conbination of the |ikelihood that a threat will occur, the likelihood that

a threat occurrence

will result in an adverse inpact, and the severity of the resulting adverse inpact.

Note: Risk is the loss potential that exists as the result of threat

and vulnerability pairs. It is a

conbi nation of the |ikelihood of an attack (froma threat source) and the
i kelihood that a threat

occurrence will result in an adverse inpact (e.g., denial of service), and
the severity of the

resulting adverse inpact. Reducing either the threat or the vulnerability
reduces the risk.

Ri sk Anal ysi s

Process of analyzing threats to and vulnerabilities of an information system
to determ ne the

risks (potential for |osses), and using the analysis as a basis for

i dentifying appropriate and

cost-effective nmeasures.

Not e: Ri sk analysis is a part of risk managenment, which is used to mnimze
ri sk by

speci fying security; measures conmensurate with the relative val ues of the
resources to be

protected, the vulnerabilities of those resources, and the identified

t hreats agai nst them The

met hod shoul d be applied iteratively during the systemlife cycle. Wen
applied during the

i npl enment ati on phase or to an operational system it can verify the effectiveness
of existing

counterneasures and identify areas in which additional neasures are needed

to achieve the

desired | evel of security. There are nunerous risk anal ysis nethodol ogi es and

http://www.fas.org/irp/nsa/rainbow/tg029.htm (46 of 80) [11/23/2008 5:51:57 PM]



Introduction to Certification and Accreditation

sone aut omat ed
tools available to support them

Ri sk Assessment
Synonynous with Ri sk Anal ysis.
Ri sk Management

The process concerned with the identification, measurenent, control,
and m nim zation of
security risk in information systens.

Not e: Ri sk managenent enconpasses the entire systemlife cycle and has a

di rect inpact on

systemcertification. It may include risk analysis, cost/benefit

anal ysi s, countermeasure

sel ection, security test and eval uation, counterneasure inplenentation, and
systens review.

Encl osure 3 of DoDD 5200.28 mandates a ri sk managenent program be in place for
each Al'S

to determ ne how nuch protection is required, how nuch exists, and the

nost econoni cal way

of providing the needed protection.

Security

Est abl i shnment and mai nt enance of protective neasures intended to ensure a state of
inviolability fromhostile acts and influences, design deficiencies,

system conponent fail ure/

mal function, or unintentional m suse.

Security Architecture

A detailed description of all aspects of the systemthat relate to security,
along with a set of

principles to guide the design. A security architecture describes how the system
is put together

to satisfy the security requirenents.

Note: A security architecture is basically an architectural overlay that

addresses security. It is

increasingly inportant in distributed systens, since there are many ways in

whi ch security

functions can be distributed and care is needed to ensure that they work together.

Security CONOPS
A high-1evel description of how the system operates and a general description of
the security

characteristics of the system such as user clearances, data sensitivity, and
data fl ows.

http://www.fas.org/irp/nsa/rainbow/tg029.htm (47 of 80) [11/23/2008 5:51:57 PM]



Introduction to Certification and Accreditation

Security Policy

The set of laws, rules, and practices that regul ate how sensitive or
critical information is
managed, protected, and distributed.

Note: A security policy may be witten at many different |evels of abstraction.
For example, a

corporate security policy is the set of laws, rules, and practices within a

user organi zation;

system security policy defines the rules and practices within a specific system
and techni cal

security policy regulates the use of hardware, software, and firmvare of a system
or product.

Security Requirenents

Types and | evels of protection necessary for equi pnent, data,
i nformation, applications, and
facilities to nmeet security policy.

Security Saf eguards

Protective nmeasures and controls that are prescribed to neet the
security requirenents
specified for a system

Not e: Saf eguards may include security features as well as nanagenent
constraints, personne
security, and security of physical structures, areas, and devi ces.

Security Test and Eval uati on (ST&E)

An exam nation and anal ysis of the safeguards required to protect a system as
t hey have been

applied in an operational environnment to determ ne the security posture of
that system

Security Testing

A process used to determine that a system protects data and mai ntains
functionality as

i nt ended.

Note: Security Testing may include hands-on functional testing, penetration
testing, and

verification.

Security Wirking G oup

A group, representing various organi zational entities, that neets to

di scuss security issues
t hroughout a systenmis life cycle.
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Note: Identification of security issues and suggested sol utions are outputs of
t he group.

Sensitive Infornation

I nformati on designated to require protection because its unauthorized
di scl osure, alteration,
| oss, or destruction could cause danage.

Note: It includes both classified and sensitive unclassified infornmation.
Sensitive Unclassified | nformati on

Any information, the |oss, msuse, or unauthorized access to or nodification
of which could

adversely affect the national interest or the conduct of federal prograns, or
the privacy to

whi ch individuals are entitled under 5 U S.C Section 552a (the Privacy Act)
[18], but that has

not been specifically authorized under criteria established by an Executive O der

or an Act of

Congress to be kept secret in the interest of national defense or foreign policy.

Note: Systens that are not national security systens, but contain

sensitive information, are to

be protected in accordance with the requirenents of the Conputer Security Act
of 1987

(Public Law 100-235) [13].

Sensitivity

The characteristic of a resource which inplies its value or inportance, and
may include its
vul nerability.

Not e: As an exanple, the DoD uses a set of hierarchically ordered sensitivity
| evels (i.e.,

Confidential, Secret, Top Secret) to indicate the sensitivity of data. In
addition, in many

environnents, |abels such as Procurenent Sensitive, |nvestigations,

Medi cal , Payroll, or

Project XYZ are used to refer to specific sets of information.

Signal s Security
Ceneric term enconpassi ng COMSEC and el ectronic security.

Subsyst em

A secondary or subordinate system usually capable of operating i ndependently of,

asynchronously with, a controlling system
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System

A col l ection of conponents that may include conputer hardware, firmnare,

sof tware, data,

procedures, environment, and people, so related as to behave as an interacting or
i nterdependent unit.

Note: A system has a particul ar purpose and operational environment. A system
may contain

one or nore conponents, subsystens, or products. The operational environnment my
enconpass the conputing facility or the site installation.

System Life Cycle

The duration of tinme that begins with the identification of a need to place a
systeminto

operation; continues through the system s design, devel opnent, inplenentation
and operation;

and ends with the system s di sposal .

System Security Pl an

A description of the risks, systemsecurity requirenents, and how the system
will neet the
security requirenents.

Systens Security Engi neering

The efforts that hel p achi eve maxi mum security and survivability of a system
during its life

cycle and interface with other programelenents to ensure security functions
are effectively

integrated into the total systens engineering effort.

Techni cal Security (TECHSEC)

Equi pnent, conponents, devices, and associ ated docunentati on or other nedia
that pertain to

cryptography, or to security of telecomrunications and Al Ss.

TEMPEST

A short nane referring to investigation, study, and control of
conprom si ng emanations from

t el ecommuni cati ons and Al S equi pnent.

Test bed

A systemrepresentation consisting partially of actual hardware and/or software
and partially
of conputer nodels or prototype hardware and/ or software.

Thr eat
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Capabilities, intentions, and attack nethods of adversaries to exploit
any circunstance or event
with the potential to cause harmto information or an information system

Transni ssion Security (TRANSEC)
The conponent of COVBEC that results fromthe application of nmeasures designed

to protect
transm ssions frominterception and exploitation by neans other than cryptanal ysis.

Tr ust
Confidence that an entity, to which trust is applied, wll performin a way
that will not

prejudice the security of the user of the systemof which that entity is a part.

Not e: Trust is always restricted to specific functions or ways of behavior (e.
g., "trusted to

connect Ato B properly”). Trust is neaningful only in the context of a
security policy; an

entity may be trusted in the context of one policy, but untrusted in the context
of anot her

policy.
Trust ed Conputer System

A systemthat enploys sufficient hardware, firmware, and software assurance
nmeasures to
exhibit correct behavior in terns of operations defined by its security policy.

Trusted Conputi ng Base (TCB)

Totality of protection nechanisnms within a conputer system including
har dware, firnmware

and software, the conbination of which is responsible for enforcing a
security policy.

Note: The ability of a TCB to enforce correctly a unified security policy depends
on the

correctness of the nmechanisnms within the TCB, the protection of those nmechani sns
to ensure

their correctness, and the correct input of paraneters related to the

security policy.

Type Accreditation

O ficial authorization by the DAA to enploy a systemin a specified environnent.
Not e: Type accreditation includes a statenent of residual risk, delineates

t he operating

environnment, and identifies specific use. It nmay be performed when nultiple
copies of a
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systemare to be fielded in simlar environnents.
Uncl assified Information

Any information that need not be saf eguarded agai nst disclosure, but nust
be saf eguarded

agai nst tanpering, destruction, or loss due to record value, utility,
repl acement cost, or

susceptibility to fraud, waste, or abuse.

User

Person or process accessing a systemby direct connections (e.g., via term nals)
or indirect
connecti ons.

Note: " “Indirect connections'' relates to persons who prepare input data or
recei ve output that
is not reviewed for content or classification by a responsible individual

Verification

The process of conparing two |evels of a system specification for

proper correspondence or

of proving that sonme property of a specification is correctly inplenented by
the system (e.g.,

security policy nodel with top-Ilevel specification, top-level specification
with source code, or

source code with object code).

Note: Verification nmay be formal or informal, or automated or not automated. Formal
verification is the process of using formal proofs (conplete mathematica

argunent) to

denonstrate the consistency between formal specification of a system and

formal security

policy nodel (design verification) or between formal specification and its

hi gh-1 evel program

i npl ementation (inplenmentation verification). Formal inplies using a

formal mathematica

| anguage.

Vul nerability

A weakness in an information systemor conponent (e.g., security

procedures, hardware

design, internal controls) that could be exploited.

Wai ver

Wth respect to C&A, a waiver inplies that s security requirenment has been set

asi de and need
not be inplenented at all (See Exception.)
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APPENDI X B
I dentifying The Appropriate DAA

The DAA for a given systemis determ ned based on several factors: the type
of information

processed (e.g., SCI, SIOP-ESI, collateral), the office of primary
responsibility (owner) of the

system and interconnections with separately accredited networks or systens.
For sone types of

information, a single accrediting authority exists (the data owner), regardl ess
of the system owner.

However, for other information, the accreditor is determned primarily by the
owner of the system

For exanple, in a system processing collateral information, the services/
agenci es may accredit the

system

In addition, the applicable security policies for a given system depend on
the accrediting authority.

A high-level mapping fromthe identified DAA for a systemto the applicable
security policies can

be made. When a system has a single DAA this mapping is sinple. The DAA

is generally aware

of the appropriate service/agency (and DoD-1evel) policies that govern the
system under his or her

jurisdiction. However, when nultiple DAAs are involved, this mappi ng of DAA
to applicable

policies can be nore conpl ex. When the DAAs are from ot her organi zations,

in particular from

ot her services/agencies, the responsible individuals cannot be expected to be
awar e- of the

governing policies fromother organizations. Systens that conme under

the responsibility of

mul tiple accreditors nmay be subject to the requirenments fromthe policies of
all participating

organi zati ons. These policies nmust be clearly identified and docunented (in the
MOA) early in the

C&A process.

Tables B-1 and B-2 identify the appropriate DAA and applicable policies for
t he services/

agenci es. Service/ agency policies should be consulted for details about authority
to del egate

accreditation responsibilities. Before connecting to a separately

accredi ted network, the DAA of

the systemrequesting connection nust consider the additional risks of
operation associated with

connection. In addition, the DAA of the network will need to consider the
security posture of the

system requesti ng connection before allowi ng a connection to be nmade. The
requesting systemwl |

have to conply with any additional security requirenents of the network
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system before
i nterconnecting. Table B-3 identifies the applicable policies, security node
of operation, and
DAA(s) for the follow ng separately accredited networks. Tables B-1, B-2, and B-
3 appear at the
end of this appendi x.
AUTODI N/ DV
Mlitary Network (M LNET)
Def ense Secure Network 1 (DSNET1)

: Def ense Secure Network 2 (DSNET2) or the Top Secret WAMCCS | nformation
Net wor k Conput er Syst em (W NCS)

: Def ense Secure Network 3 (DSNET3) or the Sensitive Conpartnented |Information
Net wor k ( SCI NET)

Def ense Informati on Systens Network (DI SN)

Integrated Tactical Strategic Data Network (1 TSDN)
Critical Intelligence Comruni cations (CRI TI COW) System
Special Intelligence Communication (SPI NTCOM Network
STU- 111 (Secure Tel ephone Unit-111)

Red Switch

Table B-1. Identification of Service DAAs and Applicable Policies

Type of
I nformati on
Pr ocessed

Appl i cabl e
Pol i cy(i es)

Navy DAA

Mari ne Cor ps
DAA

Arnmy DAA
Air Force DAA

Speci al
Intelligence
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(Al
classification
| evel s)

NSA/ CSS 10- 27
NSA/ CSS 90-5

NSA/ Cent r al
Security Service
(CSS)

NSA/ CSS
NSA/ CSS
NSA/ CSS

Sensitive
Conpart nent

| nformation
(sC) (Al
classification
| evel s)

DCI D 1/ 16

DCI D 1/ 19

DI AM 50-3

DI AM 50- 4

D A/ DS-SI M

DNI

D A/ DS-SI M

Di rector,
Intelligence Dv.
(CMC Code | NT)
Dl A/ DS- SI M
MACOM
Conmmander ,
Heads of DA

Staf f Agenci es
(dedi cat ed
node) ; HQDA
(DAM - Cl C- AS)
(O her Mbdes)
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DI A/ DS-SI M

HQ USAF/ | NS,
AFI S/ | ND
SIOP-ESI (Al
classification
| evel s)

MICS 75-87
JCS/ J36;

coordinate with
Chi ef of Naval
Qper ati ons
(CNO

JCS/ J36;
coordinate with
CNO

JCS/ J36;
coordinate with

HQDA ( DAM -
Cl C AS)

JCS/ J36;
coordinate with
HQ USAF/ XOX

Top Secret (Al
cl assification
| evel s)

DoD

Pol i ci es*,
Appropri ate
Servi ce
Polici es**

Conmander

CMC (Code CC)
MACOM
Commander ,
Heads of DA
Staff Agencies

MAJ COM
Conmander
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Secret/
Confidenti al
(A
classification
| evel s)

DoD

Pol i ci es*,
Appropri ate
Service
Polici es**

Conmmander

Commandi ng
Gener al

MACOM
Conmander ,
Heads of DA
Staff Agenci es,
Ceneral Oficer
Conmander s

MAJ COM
Conmander

Sensitive
Uncl assi fi ed

DoD Pol i ci es*,

Appropri ate
Servi ce
Pol i ci es**

Conmander

Director of Al'S
Activity

Post, installation,
or field

operation or staff
support activity
commanders or

equi val ent

MAJ COM
Conmander

* DoD policies include DoDD 5200. 28, 5200.28-STD, 5200.28-M and ot her
DoD policies for each
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security discipline, as listed in section 4.1.2.

** Appropriate servicel/agency policies include the primry service/
agency policy as listed in Appendix C

and ot her service/ agency or conmand-| evel policies, as appropriate, in the
ot her security disciplines.

Table B-2. Identification of O her Agency DAAs

Type of
i nformati on
Pr ocessed

Appl i cabl e
Pol i cy(i es)

DI A DAA

NSA DAA

DI SA DAA

JCS DAA

DLA DAA

DVA DAA

DNA DAA

O her

Agency

DAA

Speci al
Intelligence (A
cl assification
| evel s)

NSA/ CSS

10- 27

NSA/ CSS
90-5

NSA/
Centra
Security
Servi ce
(CS9)
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NSA/ CSS
NSA/ CSS
NSA/ CSS
NSA/ CSS
NSA/ CSS
NSA/ CSS
NSA/ CSS
Sensitive
Conpart nment ed
I nformati on
(sc) (Al
cl assification
| evel s)

DCI D 1/ 16
DCl S 1/19
DI AM 50- 3

DI AM 50- 4

D A/

DS-SI M

Dl A/

DS-SI M

Dl A/

DS- SIM

Dl A/

DS- SIM

D A/

DS-SI M

Dl A/

DS-SI M
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D A/
DS-SIM
D A/
DS-SI M

SIOP-ESI (Al
classification
| evel s)

MICS 75-
87

JCS/ J36;

coordi nat e
with DS-
SI M

JCS/ J36;
coordi nat e
with JO6

JCS/ J36
JCS/ J36

JCS/ J36;
coordi nate
with DLA-I

JCS/ J36;
coordi nat e
with HQ IS

JCS/ )36
JCS/ J36

Top Secret (Al
classification
| evel s)

DoD
Pol i ci es*

Appropri ate
Agency
Pol i ci es**

DI A/
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DS- SIM

NSA/ O fi ce
of
Oper at i onal
Conput er
Security

Di rector,
Dl SA

Di rector
Joint Staff
or Director
J6

Deputy

Di rector/
PLFA
Commander

HQDNA

Secret/
Confidential (Al
classification

| evel s)

DoD

Pol i ci es*,

Appropri ate
Agency
Polici es**

DI A/
DS-SI M

NSA/ O fi ce
of
Oper at i onal
Conput er
Security

Di rector,
Dl SA

Di rector
Joint Staff
or Director
J6
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Deputy

Di rector/
PLFA
Conmander

Appropriate
DAA

Sensitive
Uncl assifi ed

DoD

Pol i ci es*,

Appropriate
Agency

Pol i ci es**

DI A/
DS-SI M

NSA/ O fi ce
of
Oper at i onal
Conput er
Security

Di rector,
Dl SA

Di rector
Joint Staff
or Director
J6

Deputy

Di rector/
PLFA
Commander

Appropriate
DAA

* DoD policies include DoDD 5200. 28, 5200.28-STD, 5200.28-M and ot her
DoD policies for each
Security discipline, as listed in section 4.1.2.

** Appropriate service/ agency policies include the primry Service/
agency policy as listed in Appendix C

and ot her service/agency or command-|evel policies, as appropriate, in the
ot her security disciplines.

Table B-3. DAAs for Separately Accredited Networks
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Net wor k
Applicabl e Policies

Security Mde of
Operati on

DAA( §) ***
AUTODI N/ DVS
DCAC 370-195-3
Mul til evel

DI SA/ DA

DI A/ DS- SI M
JCS/ (DJS/ J6)

NSA/ O fice of
Qperational Security

DSN

System Hi gh
DI SA

M LNET

DoD Pol i ci es*
System Hi gh
DI SA/ DA
DSNET1

DoD Pol i ci es*
System Hi gh
DI SA/ DA
DSNET?2

DoD Pol i ci es*
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System Hi gh
JCS/ J6
DSNET3

DCI D 1/ 16**
System Hi gh
DI A/ DS-SIM
DI SN
System Hi gh
DI SA

| TSDN

Mul tiple System Hi gh
Net s

DI SA/ DI A/ NSA/ JCS
CRI TI COWM

NSA Poi licies
System Hi gh

NSA/ Of fice of
Operational Security

SPI NTCOM
DCI D 1/ 16**
System Hi gh
Dl A/ DS- SI M
STU 111

Mul tilevel
NSA

Red Switch
DCI D 1/ 16**

DoDD C-5030. 58
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System Hi gh
D A

* DoD policies include DoDD 5200.28, 5200.28-STD, 5200.28-M and ot her
DoD policies for each
security discipline, as listed in section 4.1.2.

** I ncl udes DCI policies for the other security disciplines as well.
* oKk For sone networks, the DAA(s) depends on the accreditation range of

the network. The applicable policy(ies) should be consulted for
additional information in this area.

APPENDI X C
DOD COVPONENT Al'S SECURI TY POLI Cl ES

The following list identifies selected DoD references in sone | NFOSEC

security disciplines. Each

servi ce/ agency has its own security regulations that inplement DoDD 5200. 28 and
t he ot her DoD

policies for each security discipline. The primary service/ agency security
policies are the

fol | owi ng:

DoD, 7 June 1982, Information Security Program DoDD 5200.1, and June
1986 with
Change No. 1, 27 June 1988, Information Security Program Regul ati on, DoD 5200.1-R
[19].

- DoD, COctober 1981, Conmunications Security (COVSEC) (U), DoDD C
5200.5, (This
docunment is classified.) 20].

DoD, February 1990, Control of Conprom sing Emanations (U), DoDD C 5200. 19,
(This docunent is classified.) [5].

- NSA/ Central Security Service (CSS), Decenmber 1990, TEMPEST Security Program
NSA/ CSS Regul ation 90-5 [21].

NTI SSC, Cctober 1988, TEMPEST Counterneasures for Facilities (U), NTISS
Instruction (NTISSI) 7000, (This docunent is classified.) [22].

DoD, July 1980, Security of Mlitary Installations and Resources,
DoDD 5200. 8 [ 23].

DoD, April 1984, Security of DoD Communications Facilities, DoDD
5210 73 [24].

DI A, Physical Security Standards for Construction of Sensitive Conpartnented
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Information Facilities (U, DI A Manual (DIAM 50-3, (For Oficial Use Only (FOUO) )
[ 25].

: DCl, Septenber 1987, U. S. Intelligence Conmmunity Physical Standards
for Sensitive
Conpartnented Information, DA D 1/12 [ 26].

DoD, Decenber 1979, DoD Personnel Security Program DoDD 5200.2 [27].

DA, April 1986, M nimum Personnel Security Standards and
Procedures Governi ng
Eligibility for Access to Sensitive Conmpartnented Information, DCI D 1/14 [28].

DoD, July 1983, DoD Operations Security Program DoDD 5205.2 [29].

: DoD, Septenber 1986, Conputer Security Technical Vulnerability
Reporting Program
DoD I nstruction 5215.2 [30].

DoD, July 1978, Defense Special Security Comruni cations System
Security Criteria
and Tel ecommuni cati ons Gui dance, DoD C-5030.58-M[31].

Def ense Commruni cati ons Agency (DCA), March 1987, DCS AUTODI N Category |1
Oper ati onal Acceptance Test, DCA Circular (DCAC) 370-D1 95-3 [32].

: DoD, Decenber 1985, Industrial Security Regulation, DoDD 5220.22-R [33], and
January 1991, Industrial Security Manual for Safeguarding O assified

I nformati on, DoD

5220.22-M [ 34] (issued under the authority of DoDD 5220.22, DoD Industrial Security
Program Decenber 1980).

: Departnment of the Air Force, 2 June 1992, The Air Force Conmputer Security
(COWUSEC) Program Air Force System Security Instruction (AFSSI) 5100.[ 35]

Departnment of the Air Force, May 1983, Control of D ssem nation
of Intelligence
I nformation, AFR 205-19 [ 36].

Departnment of the Navy, Novenber 1989, Departnent of the Navy Autonated
Information Systens (Al'S) Security Program Secretary of the Navy Instruction
( SECNAVI NST) 5239.2 [37] (under revision as of date of this docunent).

Department of the Navy, April 1985, Departnent of the Navy Aut omated Data
Processing Security Program Ofice of the Chief of Naval Operations Instruction
(OPNAVI NST) 5239. 1A [38].

Department of the Navy, July 1990, Departnent of the Navy SC/
I ntelligence, Autonated
Information Systens (Al'S) Security Program Naval Intelligence Command I nstruction
( NAVI NTCOM NST) 5239.3 [39].

Mari ne Corps, 1982, Marine Corps Automatic Data Processing Security
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Manual , Mari ne
Corps Order (MCO) Publication 5510.14, Change 1 [40].

: Department of the Arny, August 1990, Information Systens Security, AR380-
19 [7].

: Defense Intelligence Agency (DI A, 1980, Security of Conpartnented Conputer
Qperations (U, DA Manual (DIAM 50-4, (This docunent is classified.) [41].

DI A, March 1979, Security Requirenents for Automatic Data Processing (ADP)
Systens, DI A Regul ation 50-23 [42].

: NSA, January 1990, Security for Automated Information Systens and
Net wor ks (U),
NSA/ Central Security Service (NSA/CSS) Directive No. 10-27, (FOUO [43].

: NSA, 17 Cctober 1990, NSA/ CSS (Operational Conputer Security Manual, NSA/ CSS
Manual 130-1 [44].

: Joint Chiefs of Staff (JCS), April 1988, Security Policy for the
WAMCCS | nt er conput er

Net wor k, JCS Pub 6-03.7 (applies to all Wrldwide MIlitary Conmand and Control
Systens (WAWCCS) sites) [45].

JCS, May 87, Safeguarding the Single Integrated Operational Plan
(U), Menorandum
JCS (MICS) 75-87 (applies to all systens processing SIOP-ESI), (This docunent is
classified.) [46] (under revision as of date of this docunent).

- DCl, February 1987, Security Policy for Sensitive Conpartnented
I nformation, DCI D 1/
19 [47].

Def ense Informati on Systens Agency (DI SA), August 1991,
Security Requirenents for
Aut omated I nformation Systens (Al Ss), DCA Instruction 630-230-19 [48].

Def ense Mappi ng Agency (DMR), July 1990, Automated |Information
Systens Security
Requi renments, DMA Manual 5200.28 [49] (under revision as of date of this docunent).

Def ense Nucl ear Agency (DNA), 31 August 1989, Security Requirenents
for Autonmated
Informati on Systens (AlISs), DNA 5200.28D [50] (under revision as of date of this
docunent) .

Def ense Logi stics Agency (DLA), Cctober 1991, Security Requirenents
for Automated
Informati on and Tel ecommuni cati ons Systens, DLA Regul ati on (DLAR) 5200. 17 [51].
APPENDI X D

ACRONYNMS

http://www.fas.org/irp/nsa/rainbow/tg029.htm (67 of 80) [11/23/2008 5:51:57 PM]



Introduction to Certification and Accreditation

ADP Aut omati ¢ Data Processing

AF Air Force

AFR Air Force Regul ation

AFSSI Air Force System Security Instruction
Al S aut omat ed i nformati on system

AR Arny Regul ati on

AUTODI N Automatic Digital Network

C&A certification and accreditation
CAP conponent approval process

cve Conmmandant, Mari ne Corps

cwwv conpart nent ed node workstation

CMWEC CMWEvaluation Criteria
CNO Chi ef of Naval Operations
COMPUSEC conputer security
COVMSEC conmuni cations security
CONOPS concept of operation

COTS commerci al off-the-shelf

CRI TI COWM Critical Intelligence Conmunications
CSS Central Security Service (of NSA)

DA Departnment of the Arny

DAA Desi gnat ed Approving Authority

DBMVS dat abase nmanagenent system

DCA Def ense Commruni cati ons Agency (now DI SA)

DCAC DCA Circul ar
DCl Director of Central Intelligence

DCl D DCl Directive
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DES
D A
D AM
DI SA
DI SN
DLA

DLAR

DoD
DoDD

DPL
DSNET1
DSNET2
DSNET3
EO

EPL

ETL

FI PS PUB
FOUO
FSRS
HQDA
HQDNA
IC

I NFOSEC

Data Encryption Standard

Def ense Intelligence Agency

DI A Manual

Def ense Informati on Systens Agency
Def ense Information Systens Network
Def ense Logi stics Agency

DLA Regul ati on

Def ense Mappi ng Agency

Def ense Message System

Def ense Nucl ear Agency

Director of Naval Intelligence
Depart nent of Defense

DoD Directive

Degausser Products Li st

Def ense Secure Network 1

Def ense Secure Network 2

Def ense Secure Network 3

Executive Order

Eval uat ed Products Li st

Endor sed Tool s Li st

Federal Information Processing Standard Publication

For Oficial Use Only

Functional Security Requirenents for
Headquarters, Departnent of the Arny
Headquarters, Defense Nucl ear Agency
Intelligence Conmunity

i nformation systens security
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| SSWG Information System Security Wrking G oup

| TSDN I ntegrated Tactical Strategic Data Network

| V&V i ndependent verification and validation
JCS Joint Chiefs of Staff
LAN | ocal area network

MACOM  Maj or Command (Arny)

MAJCOM WMaj or Command (Air Force)

MCO Mari ne Corps O der

M LNET Mlitary Network

MICS Menmor andum  JCS

M.S mul til evel secure

MOA Menor andum of Agr eenent

NAVI NTCOM NST Naval Intelligence Conmand | nstruction

NCSC Nati onal Computer Security Center or National Conmmunications
Security Conmittee

NI ST National Institute of Standards and Technol ogy
NSA Nat i onal Security Agency
NSD Nati onal Security Directive

NSTI SS National Security Tel ecomruni cati ons and | nfornmation Systens
Security

NTI SS Nat i onal Tel ecommuni cations and I nformati ons Systens Security

NTI SSI  National Tel econmuni cations and | nformations Systens Security
I nstruction

ovB O fice of Managenent and Budget

OPNAVI NST Ofice of the Chief of Naval Operations Instruction
OPSEC  operations security

osb O fice of the Secretary of Defense

PC per sonal conputer
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PLFA Primary-Level Field Activity

PM Pr ogr am Manager

PPL Preferred Products List

RFP Request for Proposal

SCl Sensitive Conpartnented Information

SCI NET Sensitive Conpartmented I nformation Network

SECNAVI NST Secretary of the Navy Instruction
SI OP- ESI Single Integrated Operational Plan-Extrenely Sensitive Information
SPI NTCOM Special Intelligence Comuni cation

STU- 111 Secure Tel ephone Unit-11I
TCB Trust ed Conputing Base

TCSEC Trusted Conputer System Evaluation Criteria

TECH SEC techni cal security

TEMPEST Transi ent El ectromagnetic Pul se Emanati on Standard
TN Trusted Network Interpretation

TRANSEC transmi ssion security

TSCM t echni cal surveill ance count er neasures

U Uncl assi fi ed
u. s United States
USA United States Arny

USAF United States Air Force

USN United States Navy

VWAN wi de area network

WNCS  WAMCCS | nformation Network Conputer System
WAWCCS Worldwide MIlitary Conmand and Control System

APPENDI X E
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Li st of References

1. Departnment of Defense (DoD), 21 March 1988, Security Requirenents
for Autonated
Information Systens (Al Ss), DoD Directive 5200. 28.

2. DoD, Decenber 1985, Departnent of Defense Trusted Conputer System
Evaluation Criteria,
DoD 5200. 28- STD.

3. Defense Intelligence Agency (DI A), June 1991, Conpartnented Mbdde Wrkstation
Evaluation Criteria, Version 1 (CWAEC), document nunber DDS-2600-6243-91

4, NSA, 2 June 1991, NSA Specification for General Functiona
Security Requirenments for a
Tel ecommuni cati ons System (FSRS)(U). (This docunent is classified.)

5. DoD, February 1990, Control of Conprom sing Emanations (U), DoDD C
5200. 19, (This
docunment is classified.)

6. DCl, 19 July 1988, Security Policy for Uniform Protection of
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is classified.),
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classified).
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8. Ofice of the President, July 1990, National Policy for the Security
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9. Executive Order 12356, 2 April 1982, National Security Information
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Intelligence Activities.
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of Federal
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1983, Cuideline for
Conputer Security Certification and Accreditation, FIPS PUB 102.

13. Public Law 100- 235, 101 STAT. 1724, 8 January 1988, Conputer Security Act
of 1987.
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Network Interpretation of the
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Trusted Conmputer System Evaluation Criteria, NCSC TG 005, Version-1.
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5200. 28-M
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and June 1986, with
Change No. 1, 27 June 1988, Information Security Program Regul ati on, DoD 5200. 1-R

20. DoD, Cctober 1981, Conmunications Security (COVSEC) (U), DoDD C
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docunent is classified.).
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24. DoD, April 1984, Security of DoD Communications Facilities, DoDD 5210.73.
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26. DCl, Septenber 1987, U.S. Intelligence Community Physical Standards
for Sensitive

Conpartnented Information, DCID 1/12.

27. DoD, Decenber 1979, DoD Personnel Security Program DoDD 5200. 2.
28. DCl, April 1986, M nimum Personnel Security Standards and
Procedures Governi ng

Eligibility for Access to Sensitive Conpartnmented Information, DCID 1/1 4.
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32. DCA, March 1987, DCS AUTCDI N Category 111 Operational Acceptance Test,

DCAC 370-
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Intelligence, Autonated
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40. Mari ne Corps, 1982, Marine Corps Automatic Data Processing Security
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P5510. 14, Change 1.
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42. DIA, March 1979, Security Requirenents for Automatic Data Processing
(ADP) Systens,
DI A Regul ati on 50-23.
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48. Def ense Informati on Systens Agency (DI SA), August 1991,

Security Requirenents for
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Systens Security
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for Autonated

Informati on Systens (AlSs), DNA 5200.28D (under revision as of date of
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for Autonated

Informati on and Tel ecommuni cati ons Systens, DLA Regul ati on (DLAR) 5200. 17.
PUBLI CATI ON | NFORVATI ON

Singl e copies of this docunent may be obtained by contacting:

DI RECTOR

Nati onal Security Agency

ATTN: | NFOSEC Awar eness Di vi si on

Fort CGeorge G Meade, MD 20755-6000

(41 0) 766-8729
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For further assistance or information wite to:
ATTN: X8

Nati onal Security Agency

9800 Savage Road

Ft. George G Meade, MD 20755-6000
Pre-certification Phase
Certification Phase

Step 1

Assess System

Requi r ement s/ Assess

Tail oring Factors

Step 2

Pl an for C&A

Step 3
Perform System

Anal ysi s
Step 4

Report Fi ndi ngs/
Recommendat i ons
Accredi tati on Phase
Step 5

Conduct

Site Survey
Step 6

Make
Accredi tation
Deci si on

Post - Accredi tati on Phase
Step 7
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Mai nt ai n
Accreditation
| NFOSEC
Conmuni cati ons

Rel at ed
COVBEC

Cryptosecurity

Em ssi on Sec.

El ectronic Sec.
Transm ssi on Sec.
Techni cal Sec.

Al'S Rel ated

I nformati on Sec.
Adm ni stration Sec.
Personnel Sec.
Envi ronnment al Sec.
Physi cal Sec.
Operations Sec.

Manual / I nf ormati on
Rel at ed

COVPUSEC

Dat a Sec.

Executi ve Orders

Nat i onal Security

Agency

Publ i c Laws

OWVB Circul ars
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FI PS PUBS

Security for
Intelligence

Syst ens

Security for
Conpart nent ed

Syst ens

Techni cal Security
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