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FOREWORD

Thi s publication, Conputer Security Requirenents--CGui dance for Applying the
Department of Defense Trusted Conputer System Evaluation Criteria in Specific
Environnents, is being issued by the DoD Conputer Security Center (DoDCSC)
under the authority of and in accordance with DoD Directive 5215.1, "Conputer
Security Evaluation Center." It provides guidance for specifying conputer
security requirenents for the Departnent of Defense (DoD) by identifying the
m ni mum cl ass of systemrequired for a given risk index. Systemclasses are
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t hose defined by CSC-STD-001-83, Departnent of Defense Trusted Conputer System
Evaluation Criteria, 15 August 1983. Risk index is defined as the disparity
bet ween the m ni mum cl earance or authorization of systemusers and the maxi num
sensitivity of data processed by the system This guidance is intended to be
used in establishing mninmmconputer security requirenents for the processing
and/ or storage and retrieval of sensitive or classified information by the
Depart ment of Defense whenever autonmatic data processing systens are enpl oyed.
Poi nt of contact concerning this publication is the Ofice of Standards and
Products, Attention: Chief, Conmputer Security Standards.

25 June 1985

Robert L. Brotznman
Di rector
DoD Conmputer Security Center
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1. 0 | NTRODUCTI ON

Thi s docunent establishes conputer security requirenents for

the Departnent of Defense (DoD) by identifying the m ninum class of system
required for a given risk index. The classes are those defined by
CSC- STD- 001- 83, Departnent of Defense Trusted Conputer System Eval uation
Criteria (henceforth referred to as the Criteria). (1) A systemis risk index is
defined as the disparity between the m ni num cl earance or authori zation of
system users and the maxi num sensitivity of data processed by the system [1]

The recommendations in this docunent are those that the DoD Conputer Security
Center (DoDCSC) believes to be the m ninum adequate to provide an acceptabl e

| evel of security. These recommendations are made in part due to the fact
that there is no conprehensive policy in effect today which covers this area
of conmputer security. \Where current policy does exist, however, this docunent
shall not be taken to supersede or override that policy, nor shall it be taken
to provide exenption fromany policy covering areas of security not addressed
in this docunent.

Section 2 of this docunent provides definitions of terns used. Risk index
conputation is described in Section 3, while Section 4 presents the conputer
security requirenents.

[1] Since a clearance inplicitly enconpasses | ower clearance levels (e.g., a
Secret- cleared user has an inplicit Confidential clearance), the phrase

“m ni mum cl earance of the systemusers” is nore accurately stated as "nmaxi num
cl earance of the least cleared systemuser." For sinplicity, this docunent
uses the fornmer phrase.

2.0 DEFI NI TI ONS
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Appl i cation
Those portions of a system including portions of the operating system
that are not responsible for enforcing the system s security policy.
Cat egory
A grouping of classified or unclassified but sensitive information to
whi ch an additional restrictive |label is applied to signify that
personnel are granted access to the information only if they have
appropriate authorization (e.g., proprietary information (PROPIN),
information that is Not Rel easable to Foreign Nationals (NOFORN),
conpartnented information, information revealing sensitive intelligence
sources and nethods (WNINTEL)). C osed security environnent
An environnment in which both of the follow ng conditions hold true:

1. Application devel opers (including maintainers) have sufficient
cl earances and authorizations to provi de acceptabl e presunption that
t hey have not introduced nmalicious logic. Sufficient clearance is
defined as foll ows: where the maxi num cl assification of the data to
be processed is Confidential or |ess, developers are cleared and
aut hori zed to the sane | evel as the nost sensitive data; where the
maxi mum cl assification of the data to be processed is Secret or
above, devel opers have at | east a Secret clearance.

2. Configuration control provides sufficient assurance that
applications are protected against the introduction of malicious
logic prior to and during the operation of system applications.

Conpartnented security node

The node of operation which allows the systemto process two or nore
types of conpartnented information (information requiring a special
aut hori zati on) 6565 or any one type of conpartnented information with
ot her than conpartnented information. |In this node, all system users
need not be cleared for all types of conpartnented infornmation
processed, but nust be fully cleared for at |least. Top Secret
information for unescorted access to the conputer.

Configuration contro

Managenent of changes nmade to a systenis hardware, software,
firmvare, and docunentation throughout the devel opnment and
operational |life of the system
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Controll ed security node

The node of operation that is a type of nultilevel security node in
which a nore Iimted anount of trust is placed in the

har dwar e/ sof tware requi renent base of the system wth resultant
restrictions on the classification |l evels and cl earance | evel s that
may be supported.

Dedi cat ed security node

The node of operation in which the systemis specifically and
excl usively dedicated to and controlled for the processing of one
particular type or classification of information, either for
full-time operation or for a specified period of tine.

Envi r onment

The aggregate of external circunstances, conditions, and events that
affect the devel opnent, operation, and nmai ntenance of a system

Mal i ci ous | ogic

Har dware, software, or firmvare that is intentionally included in a
system for the purpose of causing |loss or harm (e.g., Trojan
hor ses) .

Mul til evel security node

The node of operation which allows two or nore classification

| evel s of information to be processed sinultaneously within the
sanme system when sone users are not cleared for all levels of

i nformation present.

Open security environment

An environment in which either of the followi ng conditions holds true:

1. Application devel opers (including maintainers) do not have sufficient
cl earance (or authorization) to provide an acceptabl e presunption that
t hey have not introduced nalicious logic. (See "C osed security
environnment” for definition of sufficient clearance.)

2. Configuration control does not provide sufficient assurance that
applications are protected against the introduction of malicious

logic prior to and during the operation of system applications.

Ri sk i ndex

http://www.windowsecurity.com/whitepapers/CSCSTD00385_Light_Yellow_book_.html?printversion (7 of 14) [11/27/2008 8:33:50 AM]



CSC-STD-003-85: Light Yellow book

Sensi

The disparity between the m ni num cl earance or authorization of system
users and the maxi num sensitivity (e.g., classification and categori es)
of data processed by a system

5

tive information

Information that, as determ ned by a conpetent authority, mnust be
prot ected because its unauthorized disclosure, alteration, |oss, or
destruction will at |east cause perceivabl e danage to sonmeone or
somnet hi ng.

System

An assenbly of conputer hardware, software, and firmmare configured for

t he purpose of classifying, sorting, calculating, conputing, sunmarizing,
transmtting and receiving, storing, and retrieving data wth a m ni num
of human intervention.

System hi gh security node

The node of operation in which system hardware/software is only trusted
to provi de need-to-know protection between users. In this node, the
entire system to include all conponents electrically and/or physically
connected, nust operate with security neasures comensurate with the

hi ghest classification and sensitivity of the information being processed
and/or stored. Al systemusers in this environnment nust possess

cl earances and aut horizations for all information contained in the
system Al system output nust be clearly marked wth the highest
classification and all system caveats, until the information has been
reviewed manual |y by an authorized individual to ensure appropriate
classifications and caveats have been affi xed.

System users

Those individuals with direct connections to the system and also those
i ndi vidual s wi thout direct connections who receive output or generate
input that is not reliably reviewed for classification by a responsible
i ndividual. The clearance of systemusers is used in the cal cul ati on of
ri sk i ndex.

For additional definitions, refer to the A ossary of TheCriteria. (1)
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3.0 RISK | NDEX COVPUTATI ON

The initial step in determ ning the m ninmum eval uation class required for a
systemis to determne the systenmis risk index. The risk index for a system
depends on the rating associated wth the systenis m ni mum user clearance
(Rmn) taken from Table 1 and the rating associated with the systeni s maxi num
data sensitivity (Rmax) taken from Table 2. The risk index is conputed as
fol | ows:

Case a. If Rmnis less than Rmax, then the risk index is determ ned by
subtracting Rmn from Rmax. [ 1]

Ri sk Index = Rmax - Rmn
Case b. If Rmn is greater than or equal to Rrax, then

I---1, if there are categories on the systemto which sone users
! are not authorized access
!
Ri sk | ndex =!
!
l--- 0, otherw se

[1] There is one anonal ous value that results because there are two "types" of
Top Secret clearance and only one "type" of Top Secret data. Wen the m ni num
user clearance is TS/ Bl and the maxi num data sensitivity is Top Secret w thout
categories, then the risk index is O (rather than the value 1- which would
result froma straight application of the fornula)
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8
TABLE 1
RATI NG SCALE FOR M NI MUM USER CLEARANCE [1].
RATI NG
(Rm n)
Uncl eared (V) 0
Not Cl eared but Authorized Access to Sensitive Unclassified 1
I nformation (N)
Confidential (O 2
Secr et 3
Top Secret (TS)/Current Background Investigation (BIl) 4
Top Secret (TS)/current Special Background Investigation (SBl) 5
One Category (10 6
Mul ti ple Categories (M) 7

[1] The follow ng clearances are as defined in DI'S Manual 20-1(2):
Confidential, Secret, Top Secret/Current Background |Investigation, Top
Secret/ Current Special Background Investigation.

TABLE 2

RATI NG SCALE FOR MAXI MUM DATA SENSI TI VI TY
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MAXI MUM DATA

SENSI TIVI TY
RATI NGS [ 2] RATI NG MAXI MUM DATA SENSI TIVITY WTH
W THOUT ( Rmax) CATEGORI ES [ 1]
CATEGCRI ES
( Rmax)
Uncl assi fi ed(U) 0 Not Applicable [ 3]
Not Cl assified but 1 N Wth One or More Categories 2
Sensitives [4]
Confidential (C 2 C Wth One or More Categories 3
Secret (S) 3 S Wth One or More Categories Wth No 4
More Than One Cat egory Cont ai ni ng
Secret Data
S Wth Two or More Categories Containing 5
Secret Data
Top Secret (TS) 5 [5] TS Wth One or More Categories Wth No 6

More Than One Cat egory Contai ni ng
Secret or Top Secret Data
TS Wth Two or More Categories 7
Cont ai ning Secret or Top Secret Data

[1] The only categories of concern are those for which sone users are not

aut hori zed access. Wen counting the nunber of categories, count all
categories regardless of the sensitivity |level associated with the data. |If a
category is associated with nore than one sensitivity level, it is only
counted at the highest |evel.

[2] Where the nunber of categories is |arge or where a highly sensitive
category is involved, a higher rating m ght be warrant ed.

[3] Since categories are sensitive and unclassified data is not, unclassified
data by definition cannot contain categories.

[4] Exanples of N data include financial, proprietary, privacy, and m ssion
sensitive data. In sonme situations (e.g., those involving extrenely |arge
financial suns or critical mssion sensitive data), a higher rating nmay be
warranted. The table prescribes m ninumratings.

[5] The rating increnent between the Secret and Top Secret data sensitivity
| evel s is greater than the increnent between other adjacent |levels. This
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di fference derives fromthe fact that the | oss of Top Secret data causes
exceptionally grave damage to the national security, whereas the |oss of
Secret data causes only serious danage.
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4.0 COVWPUTER SECURI TY REQUI REMENTS

Table 3 identifies the m ni num eval uati on cl ass appropriate for systens based
on the risk index conputed in Section 3. The classes identified are those
fromThe Criteria. (1) Arisk index of 0 enconpasses those systens operating in
ei ther system high or dedicated security node. Risk indices of 1 through 7
enconpass those systens operating in nultilevel, controlled, conpartnented, or
the Navy's limted access security node; that is, those systens in which not
all users are fully cleared or authorized access to all sensitive or
classified data bei ng processed and/or stored in the system |In situations
where the | ocal environnent indicates that additional risk factors are
present, a system of a higher evaluation class nay be required.

12
TABLE 3
COVPUTER SECURI TY REQUI REMENTS
M NI MUM M NI MUM

Rl SK | NDEX SECURI TY OPERATI NG MODE CRITERI A CLASS CRI TERI A CLASS

FOR OPEN FOR CLOSED

ENVI RONMVENTS [ 4] ENVI RONMENTS [ 4]
0 Dedi cat ed No Prescri bed No Prescri bed

M ni mum [ 1] M ni mum [ 1]

0 System Hi gh C2[ 2] C2[ 2]
1 Limted Access, Controlled, B1[ 3] B1[ 3]

Conpartnented, Multilevel
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2 Limted Access, Controlled, B2 B2
Conmpartmented, Multil evel

3 Controlled, Multilevel B3 B2
4 Mul til evel Al B3
5 Mul til evel * *
6 Mul til evel * *
7 Mul til evel * *

[1] Although there is no prescribed mninmumclass, the integrity and denial of
service requi renents of many systens warrant at |east class Cl protection.

[2] If the system processes sensitive or classified data, at |east a class C2
systemis required. |If the system does not process sensitive or classified
data, a class Cl systemis sufficient.

[3] Where a system processes classified or conpartnented data and sone users
do not have at |east a Confidential clearance, or when there are nore than two
types of conpartnented information being processed, at |east a class B2 system
i's required.

[4] The asterisk (*) indicates that conputer protection for environnents with
that risk index is considered to be beyond the state of current conputer

security technol ogy. Such environnments nust augnment technical protection with
physi cal, personnel, and/or adm nistrative security solutions.
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