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FOREWORD

Thi s publication, Technical Rationale Behind CSC STD 003-85: Conputer Security
Requi renment s- - Gui dance for Applying the Departnent of Defense Trusted Conputer
System Evaluation Criteria in Specific Environments, is being issued by the DoD
Conmput er Security Center (DoDCSC) under the authority of and in accordance wth
DoD Directive 5215.1, "Conputer Security Evaluation Center." This docunent
presents background di scussion and rationale for CSC STD 003-85, Conputer
Security Requirenents--Qii dance for Applying the Departnent of Defense Trusted
Conmput er System Evaluation Criteria in Specific Environnments. The conputer
security requirenments identify the m ninmum class of systemrequired for a given
ri sk i ndex. System cl asses are those defined by CSC STD 001-83, Departnent of
Def ense Trusted Conputer System Evaluation Criteria, 15 August 1983. Ri sk index
Is defined as the disparity between the m ni num cl earance or authorization of
system users and the maxi mum sensitivity of data processed by the system This
gui dance is intended to be used in establishing m ninum conputer security

requi renents for the processing an-or storage and retrieval of sensitive or
classified informati on by the Departnment of Defense whenever autonmatic data
processi ng systens are enpl oyed. Point of contact concerning this publication is
the Ofice of Standards and Products, Attention: Chief, Conputer Security

St andar ds.

25 June 1985
Robert L. Brotznan
Di rector
DoD Conputer Security Center
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1.0 | NTRODUCTI ON
The purpose of this technical report is to present background di scussi on and
rational e for Conputer Security Requirenents--Cuidance for Applying the DoD
Trusted Conputer System Evaluation Criteria in Specific Environnments(1)
(henceforth referred to as the Conputer Security Requirenments). The
requi rements were prepared in conpliance with responsibilities assigned to the
Departnment of Defense (DoD) Conmputer Security Center (DoDCSC) under DoD
Directive 5215.1, which tasks the DoDCSC to "establish and naintain technical
standards and criteria for the evaluation of trusted conputer systens."(2)

DoD conput er systens have stringent requirenments for security. In the past,

t hese requirenents have been satisfied primarily through physical, personnel,
and i nformation security safeguards.(3) Recent advances in technol ogy neke it
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possible to place increasing trust in the conputer systemitself, thereby

i ncreasing security effectiveness and efficiency. In turn, the need has arisen
for gui dance on how this new technol ogy should be used. There are two facets to
this required gui dance:

a. Establishment of a nmetric for categorizing systens according to the
security protection they provide.

b. ldentification of the m ninmum security protection required in
di fferent environnents.

The DoD Trusted Conputer System Evaluation Criteria (henceforth referred to
as the Criteria), developed by the DoDCSC, satisfy the first of these two
requi rements by categorizing conputer systens into hierarchical security

cl asses. (4) The Conputer Security Requirenments satisfy the second requirenent
by identifying the m nimum cl asses appropriate for systens in different risk
environnents. They are to be used by system managers in applying the Criteria
and thereby in selecting and specifying systens that have sufficient security
protection for specific operational environnments.

Section 2 of this docunent discusses the risk index. Section 3 presents a

di scussion of the Conputer Security Requirenents for open security
environnents. Section 4 presents a discussion of the Conputer Security

Requi renments for closed security environnments. A summary of the Criteriais
contained in Appendix A Appendix B contains a detail ed description of

cl earances and data sensitivities, and Appendi x C descri bes the environnental
types. A glossary provides definitions of many of the terns used in this
docunent .

1.1 Scope and Applicability

This section describes the scope and applicability for both this report and the
Conmputer Security Requirenents. The primary focus of both docunents is on the
techni cal aspects (e.g., hardware, software, configuration control) of conputer
security, although the two docunents al so address the rel ati onshi p between
conputer security and physical, personnel, and information security. Wile

2
comruni cati ons and emanations security are inportant elenments of system
security, they are outside the scope of the tw docunents.
Bot h docunents apply to DoD conputer systens that are entrusted with the
protection of information, regardl ess of whether or not that information is
classified, sensitive, national security-related, or any conbination thereof.

Furt hernore, both docunents can be applied throughout the DoD. (5,6,7,8,9)

The two docunents are concerned with protection against both disclosure and
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integrity violations. Integrity violations are of particular concern for
sensitive unclassified information (e.g., financial data) as well as for sone
classified applications (e.g., mssile guidance data).

The recomendations of both this report and the Conputer Security

Requi renments are stated in terns of classes fromthe Criteria. Enbodied in each
cl ass and therefore enconpassed within the scope of both docunents are two
types of requirenments: assurance and feature requirenents. Assurance

requi renments are those that contribute to confidence that the required features
are present and that the systemis functioning as intended. Exanples of
assurance requi renents include nodul ar design, penetration testing, form
verification, and trusted configuration nanagenent. Feature requirenents
enconpass capabilities such as | abeling, authentication, and auditing.

1.2 Security Operating Mdes

DoD conputer security policy identifies several security operating nodes, for
which the follow ng definitions are adapted: (10, 11, 12, 13)

a. Dedicated Security Mde--The node of operation in which the systemis
specifically and exclusively dedicated to and controlled for the
processi ng of one particular type or classification of information,
either for fulltinme operation or for a specified period of tine.

b. System Hi gh Security Mode--The node of operation in which system
har dwar e/ software is only trusted to provide need-to-know protection
between users. In this node, the entire system to include al
conmponents electrically and/or physically connected, nust operate with
security neasures commensurate with the highest classification and
sensitivity of the informati on being processed and/or stored. Al
systemusers in this environnment nust possess cl earances and
aut hori zations for all information contained in the system and al
system out put nust be clearly marked with the highest classification
and all system caveats, until the infornmation has been revi ewed
manual |y by an authorized individual to ensure appropriate
classifications and caveats have been affi xed.

c. Miltilevel Security Mde--The node of operation which allows two or
nore classification levels of information to be processed
si mul taneously within the same system when sone users are not cleared
for all levels of information present.
3

d. Controlled Mde--The node of operation that is a type of nmultilevel
security in which a nore limted anmount of trust is placed in the
har dwar e/ sof t ware base of the system wth resultant restrictions on
the classification |l evels and cl earance | evels that may be supported.
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e. Conpartnented Security Mde--The node of operation which all ows
the systemto process two or nore types of conpartnented informtion
(information requiring a special authorization) or any one type of
conpartnented information with other than conpartnented information
In this node, system access is secured to at |east the Top Secret (TS)
| evel, but all systemusers need not necessarily be formally
aut hori zed access to all types of conmpartnented information being
processed and/or stored in the system

In addition to these security operating nodes, Service policies may define

ot her nodes of operation. For exanple, Ofice of the Chief of Naval Operations
(OPNAV) Instruction 5239. | A defines Limted Access Mdde for those systens in
whi ch the m ninmum user clearance is uncleared and the maxi num data sensitivity
I's not classified but sensitive (6)

5

2.0 RI SK | NDEX

The eval uation class appropriate for a systemis dependent on the |evel of
security risk inherent to that system This inherent risk is referred to as
that systens risk index. Ri sk index is defined as follows:
The disparity between the m ni num cl earance or authorization of system
users and the maxi nrum sensitivity of data processed by a system

The Conputer Security Requirenents are based upon this risk index. Although
there are other factors that can influence security risk, such as m ssion
criticality, required denial of service protection, and threat severity, only
the risk index is used to determ ne the mninmumclass of trusted systens to be
enpl oyed, since it can be unifornmy applied in the determ nation of security
risk. The risk index for a system depends on the rating associated with the
systemis mi m num user clearance (Rmn) taken from Table 1 and the rating
associated with the system's naxi rum data sensitivity (Rmax) taken from Tabl e

2. The risk index is conputed as follows:

Case a. If Rmnis less than Rmax, then the risk index is determ ned by
subtracting Rmn from Rmax. 2
Ri sk I ndex Rmax R n

Case b. If Rmn is greater than or equal to Rmax, then
1, if there are categories on the systemto which sone users
are not authorized access;
Ri sk | ndex
O, otherwwse (i.e., if there are no categories on the system or
if all users are authorized access to all categories)

Exanpl e: For a systemw th a m ni num user clearance of Confidential and
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maxi num data sensititivy of Secret (w thout categories), Rmn 2 and
Rmax 3.

1 Since a clearance inplicitly enconpasses | ower clearance |levels (e.g., a
Secret- cleared user has an inplicit Confidential clearance), the phrase

“m ni mum cl earance...of systemusers” is nore accurately stated as "nmaxi mum

cl earance of the |east cleared systemuser." For sinplicity, this docunent uses
the fornmer phrase.

2 There is one anomal ous case in which this fornula gives an incorrect result
This is the case where the mninmum cl earance is Top Secret/Background

| nvestigation and the maxi num data sensitivity is Top Secret. According to

the fornula, this gives a risk index of |. In actuality, the risk index in this
case is zero. The anonmaly results because there are two "l evel s" of Top Secret
cl earance and only one | evel of Top Secret data.

6

TABLE 1

RATI NG SCALE FOR M NI MUM USER CLEARANCE1

M NI MUM USER CLEARANCE RATI NG
Uncl eared (U) 0
Not Cl eared but Authorized Access to Sensitive Uncl assified 1

I nformation (N)
Confidential (C
Secret (S)
Top Secret (TS)/Current Background I nvestigation (Bl)
Top Secret (TS)/Current Special Background Investigation (SBI)
One Category (10
Mul ti pl e Categories (M)

~NOoO oab~wWN
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1 See Appendix B for a detailed description of the terns |isted

7

TABLE 2

RATI NG SCALE FOR MAXI MUM DATA SENSI TIVITY

MAXI MUM DATA
SENSI TIVITY
RATI NGS 2 RATING  MAXI MUM DATA SENSITIVITY WTH
W THOUT ( Rmax) CATEGORI ES1
CATEGORI ES
( Rmax)
Uncl assified (U 0 Not Applicabl e3
Not Cl assified but 1 N Wth One or Mire Categories 2
Sensitives4
Confidential (C 2 C Wth One or More Categories 3
Secret (S) 3 S Wth One or More Categories Wth No 4
More Than One Category Contai ni ng
Secret Data

S Wth Two or More Categories Containing 5
Secret Data
Top Secret (TS) 55 TS Wth One or More Categories Wth No 6
More Than One Category Contai ni ng
Secret or Top Secret Data
TS Wth Two or Mre Categories 7
Cont ai ning Secret or Top Secret Data

1 The only categories of concern are those for which sone users are not

aut hori zed access to the category. Wen counting the nunber of categories,
count all categories regardless of the sensitivity |level associated with the
data. |If a category is associated with nore than one sensitivity level, it is
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only counted at the highest |evel.

2 Where the nunber of categories is large or where a highly sensitive category
I's involved, a higher rating mght be warranted.

3 Since categories inply sensitivity of data and unclassified data is not
sensitive, unclassified data by definition cannot contain categories.

4 N data includes financial, proprietary, privacy, and m ssion sensitive data.
Sonme situations (e.g., those involving extrenely |arge financial suns or
critical mssion sensitive data), may warrant a higher rating. The table
prescribes m nimumratings

5 The rating increnment between the Secret and Top Secret data sensitivity

| evel s is greater than the increnment between other adjacent levels. This
difference derives fromthe fact that the | oss of Top Secret data causes
exceptionally grave damage to the national security, whereas the |oss of Secret
data causes only serious danmage. (4)

TABLE 3
SECURI TY RI SK | NDEX MATRI X

Maxi num Data Sensitivity

U N C S TS 1C M
U 0 1 2 3 4 5 6
N 0 0 1 2 4 5 6
M ni mum C 0 0 0 1 3 4 5
Gl ear ance S 0 0 0 0 2 3 4
or
Aut hori zati on TS(BI) 0 0 0 0 0 2 3
of
Syst em Users TS(SBI) O 0 0 0 0 1
1C 0 0 0 0 0 0 1
MC 0 0 0 0 0 0 0

U = Uncl eared or Uncl assified

N = Not Cleared but Authorized Access to Sensitive Unclassified Infornation or
Not C assified but Sensitive

C = Confidenti al

S = Secret

TS = Top Secret
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TS(BI) = Top Secret (Background Investigation)

TS(SBI) = Top Secret (Special Background Investigation)
1C = One Category

MC = Multiple Categories

In situations where the | ocal environnent indicates that additional risk
factors are present, a larger risk index may be warranted. Table 2 and the
above di scussi on show how t he presence of nonhierarchical sensitivity
categories such as NOFORN (Not Rel easable to Foreign Nationals) and PROPI N
(Caution- Proprietary Information Involved) influences the ratings.(14)
Conpartnented information is al so enconpassed by the termsensitivity
categories as is information revealing sensitive intelligence sources and

nmet hods. A subcategory (and a subconpartnent) is considered to be i ndependent
fromthe category to which it is subsidiary.

Table 3 presents a matrix summari zing the risk' indices corresponding to the
various clearance/sensitivity pairings. For sinplicity no categories are
associ ated with the maxi num data sensitivity | evels bel ow Top Secret.

11

3.0 COMPUTER SECURI TY REQUI REMENTS FOR OPEN
SECURI TY ENVI RONMVENTS

This section discusses the application of the Conputer Security Requirenents to
systenms in open security environnents. An open security environnent is one in
whi ch system applications are not adequately protected against the insertion of
mal i ci ous | ogic. Appendix C describes malicious |ogic and the open security
environnment in nore detail

3.1 Recommended C asses

Table 4 presents the mnim mevaluation class identified in the Conputer
Security Requirenents for different risk indices in an open security
environment. Table 5 illustrates the inpact of the requirenments on individua

m ni mum cl ear ance/ maxi num data sensitivity pairings, where no categories are
associ ated with maxi rum data sensitivity bel ow Top Secret. The m ni num
evaluation class is determned by finding the matrix entry corresponding to the
m ni mum cl earance or authorization of systemusers and the nmaxi mum sensitivity
of data processed by the system

Exanpl e: If the mninmum cl earance of systemusers is Secret and the
maxi num sensitivity of data processed is Top Secret (wth no categories),
then the risk index is 2 and a class B2 systemis required.

The cl asses identified are m ni nrum val ues. Envi ronnent al characteri stics nust
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be exam ned to determ ne whether a higher class is warranted. Factors that
m ght argue for a higher evaluation class include the foll ow ng:

a. Hi gh volunme of information at the maxi num data sensitivity.
b. Large nunber of users with m ni num cl earance.
Both of these factors are often present in networks.

The gui dance enbodied in the Conputer Security Requirenents is best used during
systemrequirenents definition to determ ne which class of trusted systemis
requi red given the risk index envisioned for a specific environment. They are
al so of use in determ ning which choices are feasible given either the maxi num
sensitivity of data to be processed or m ninmum user clearance or authorization
requi renments. The Conputer Security Requirenents can al so be used in a security
evaluation to determ ne whet her system safeguards are sufficient.

3.2 Risk index and Qperational Mbdes

Situations with a risk index of zero enconpass systens operating in system hi gh
or dedi cated node. Systens operating in dedicated node--in which all users
have both the cl earance and the need-to-know for all information in the

system -do not need to rely on hardware and software protection neasures for
security.(10) Therefore, no mninumlevel of trust is prescribed. However,
because of the integrity and denial of service requirenents of many systens,
addi ti onal protective features nmay be warranted.

12

TABLE 4

COMPUTER SECURI TY REQUI REMENTS FOR OPEN SECURI TY
ENVI RONMVENTS

Rl SK | NDEX SECURI TY OPERATI NG M N MUM CRI TERI A
MODE CLASS1
0 Dedi cat ed No Prescri bed
M ni mnun®
0 Syst em Hi gh c23
1 Limted Access, Controlled, Bl14
Conpartnented, Miltilevel
2 Limted Access, Controlled, B2
Conmpartnented, Miltilevel
3 Controlled, Multilevel B3
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4 Mul til evel Al
5 Mul til evel *
6 Mul til evel *
7 Mul til evel *

1 The asterisk (*) indicates that conputer protection for environnments with
that risk index are considered to be beyond the state of current technol ogy.
Such environnments nust augnent technical protection with personnel or

adm ni strative security safeguards.

2 Although there is no prescribed mninmnum the integrity and denial of service
requi rements of many systens warrant at |east class Cl protection.

3 If the system processes sensitive or classified data, at |least a class C
systemis required. |If the system does not process sensitive or classified
data, a class Cl systemis sufficient.

4 \Where a system processes classified or conpartnmented data and sonme users do
not have at |east a Confidential clearance, or when there are nore than two
types of conmpartnented information being processed, at |east a class B2 system
IS required.
13
TABLE 5

SECURI TY | NDEX MATRI X FOR OPEN SECURI TY ENVI RONMENTS1

Maxi mum Data Sensitivity

U N C S TS 1C 1M

U Cl Bl B2 B3 * * *

M ni mum N C1 c2 B2 B2 Al * *

Cl earance or C C1 c2 c2 Bl B3 Al *

Aut hor -

i zation S C1 c2 c2 c2 B2 B3 Al

of System

Users TS(BlI) C1 c2 c2 c2 c2 B2 B3

TS(SBI) C1 2 2 2 2 Bl B2

1C C1 c2 c2 2 c2 c22 B13
MC C1 c2 c2 c2 c2 Cc22 Cc22
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1 Environnments for which either C1L or C2 is given are for systens that operate
in system high node. No minimum/level of trust is prescribed for systens that
operate in dedicated node. Categories are ignored in the matrix, except for
their inclusion at the TS | evel.

2 It is assunmed that all users are authorized access to all categories present
in the system |If some users are not authorized for all categories, then a
class Bl systemor higher is required.

3 Wiere there are nore than two categories, at |least a class B2 systemis
required.

U = Uncleared or Unclassified
N = Not Cl eared but Authorized Access to Sensitive Unclassified Information or
Not Cl assified but Sensitive
C = Confidenti al
S = Secret
TS = Top Secret
TS(BI) = Top Secret (Background Investigation)
TS(SBI) = Top Secret (Special Background |nvestigation)
1C = One Category
MC = Multiple Category
14

In system high node, all users have sufficent security clearances and category
aut hori zations for all data, but sone users do not have a need-to-know for al
information in the system (10) Systens that operate in system high node thus
are relied on to protect information fromusers who do not have the appropriate
need-t o- know. \Were classified or sensitive unclassified data is involved, no

|l ess than a class C2 systemis allowable due to the need for individua
accountability.

In accordance wth policy, individual accountability requires that individua
systemusers be uniquely identified and an autonmated audit trail kept of their
actions. Class C2 systens are the lowest in the hierarchy of trusted systens
to provide individual accountability and are therefore required where sensitive
or classified data is involved. The only case where no sensitive or classified
data is involved is the case in which the maxi num sensitivity of data is
unclassified. |In this case, hardware and software controls are still required
to allow users to protect project or private information and to keep ot her
users fromaccidentally reading or destroying their data. However, since there
Is no officially sensitive data invol ved, individual accountability is not
required and a class Cl systemsuffices. |In system high node sensitivity

| abel s are not required for naking access control decisions. |In this node
access is based on the need-to-know, which is based on perm ssions (e.g., group
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A has access to file A), not on sensitivity |labels. The type of access control
used to provi de need-to-know protection is called discretionary access control.
It is defined as a neans of restricting access to objects based on the identity
of subjects and/or groups to which the subjects belong. Al systens above

Di vision D provide discretionary access control mechani sns. These nechani sns
are nore finely grained in class C2 systens than in Cass Cl systens in that
they provide the capability of including or excluding access to the granularity
of a single user. Division C systens (ClL and C2) do not possess the capability
to provide trusted | abels on output. Therefore, output fromthese systens mnust
be | abel ed at the system high | evel and manually reviewed by a responsible

I ndi vidual to determ ne the correct sensitivity prior to rel ease beyond the
perimeter of the system high protections of the system (10)

Environments with a risk index of 1 or higher enconpass systens operating in
controll ed, conpartnented, and multil evel nbdes. These environnents require
mandat ory access control, which is the type of access control used to provide
protection based on sensitivity labels. It is defined as a neans of
restricting access to objects based on the sensitivity (as represented by a

| abel ) of the information contained in the objects and the formal clearance or
aut hori zati on of subjects to access information of such sensitivity. Division
B and A systens provide mandatory access control, and are therefore required
for all environnments with risk indices of 1 or greater

The need for internal |abeling has a basis in policy, in that DoD Regul ation
5200. 1-R requi res conputer systens that process sensitive or classified data to
provide internal classification markings.(3) OQher requirenents al so exist.

Exanpl e: The DCID entitled "Security Controls on the D ssem nation of

Intelligence Information"” requires that security control markings be
15

"associated (in full or abbreviated forn) with data stored or processed in
automati ¢ data processing systens."(14)
Sensitivity labeling is also required for sensitive unclassified data. (15, 16)

Exanpl e: Data protected by Freedom of Information (FO) Act exenptions
nmust be | abel ed as bei ng "exenpt from mandatory di scl osure under the FO

Act . " (15)
This exanple illustrates not only the need for | abeling but also the fact that
the purpose of FO Act exenptions is to provide access control protection for
sensitive data. In summary, it is a required adm nistrative security practice
that classified and unclassified sensitive information be | abel ed and
controll ed based on the labels. It follows that prudent conputer security

practice requires simlar |abeling and mandatory access control .

The m ni num cl ass reconmended for environnments requiring mandatory access

http://www.windowsecurity.com/whitepapers/CSCSTD00485_Yellow_book_.html?printversion (16 of 38) [11/27/2008 8:34:35 AM]



CSC-STD-004-85: Yellow book

control is class Bl, since class Bl systens are the |owest in the hierarchy of
trusted systens to provide nandatory access control.

Exanpl e  Were no categories are involved, systens with m ni num
cl earance/ maxi mum data sensitivity pairings of UN and CS have a risk
index of 1 and thus require at |east a class Bl system

Some systens that operate in system high node use mandatory access control for
added protection within the system high environnent, even though the controls
are not relied upon to properly | abel and protect data passing out of the
system hi gh environnent. There has al so been a recommendati on that mandatory
access controls (i.e., class Bl or higher systens) be used whenever data at two
or nore sensitivity levels is being processed, even if everyone is fully
cleared, in order to reduce the |ikelihood of mxing data fromfiles of higher
sensitivity with data of files of |ower sensitivity and rel easing the data at
the lower sensitivity.(17) These points reaffirmthe fact that the classes
identified in the requirements are m ni num val ues.

This report enphasizes that output froma systemoperating in system hi gh node
nmust be stanped with the sensitivity and category | abels of the nbst sensitive
data in the systemuntil the data is exam ned by a responsi bl e individual and
its true sensitivity level and category are determned. |If a systemcan only
be trusted for system high operation, its | abels cannot be assuned to
accurately reflect data sensitivity. The use of division B or A systens does
not necessarily solve this problem

Exanpl e: Take the case of a systemin an open security environnent that
processes data classified up to Secret and supports sone users who have
only Confidential clearances. According to the requirenents, such a
situation represents a risk index of 1 and thus requires a class Bl
system Sone of the reports produced by the system m ght be unclassified.
Nevert hel ess, such a report cannot be forwarded to uncl eared people until
the report is examned and its contents determ ned to be uncl assifi ed.
W thout the existence of such a review, the recipient beconmes an indirect
user and the risk index becones 3. A class Bl system no | onger provides
16

adequat e data protection. Therefore, even though the systemis trusted to
properly | abel and segregate Confidential and Secret data, it is not
simul taneously trusted to properly | abel and segregate uncl assified data.

Systenms with a risk index of 2 require nore trust than can be placed in a cl ass
Bl system \Were no categories are involved, class B2 systens are the m ni mum
requi red for mninmum cl earance/ maxi num data sensitivity pairings such as U C,
NS and S/ITS, all of which have a risk index of 2. Cass B2 systens have
several characteristics that justify this increased trust:

a. The Trusted Conmputing Base (TCB) is carefully structured into
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protection-critical and nonprotection-critical elenents. The TCB
interface is well defined, and the TCB design and inpl enmentation
enable it to be subjected to nore thorough testing and nore conplete
revi ew.

b. The TCB is based on a clearly defined and docunented formal security
policy nodel that requires the discretionary and mandatory access
control enforcement found in class Bl systens to be extended to al
subj ects and objects in the system That is, security rules are nore
rigorously defined and have a greater influence on system design.

c. Authentication nechanisns are strengthened, making it nore difficult
for a malicious user or malicious software to inproperly intervene in
the [ ogin process.

d. Stringent configuration managenent controls are inposed for life-cycle
assur ance.

e. Covert channels are addressed to defend against their exploitation by
mal i ci ous software. (18) A covert channel is a comuni cation channel
that violates the systenmls security policy.

Because of these and other characteristics, class B2 systens are relatively
resistant to penetration. A risk index of 3, however, requires greater
resistance to penetration. Cass B3 systens are highly resistant to
penetration and are the mnimumrequired for situations with a risk index of 3
such as those with m ni num cl earance/ maxi nrum data sensitivity pairings of US,
C/TS, SITSwith one category, and TS(BI)/ TS with nmultiple categori es.
Characteristics that distinguish class B3 fromclass B2 systens include the
fol | ow ng:

a. The TCB nust satisfy the reference nonitor requirenents that it
nedi ate all accesses of subjects to objects, be tanperproof, and be
smal | enough to be subjected to analysis and tests. Mich effort is
thus spent on mnimzing TCB conpl exity.

b. Enhancenents are nmade to system audit nechani sns and system
recovery procedures.

c. Security managenent functions are perfornmed by a security
adm ni strator rather than a system adm ni strator
17

Wi | e several new features have been added to class B3 systens, the ngjor

di stinction between class B2 and class B3 systens is the increased trust that
can be placed in the TCB of a class B3 system The nobst trustworthy systens
defined by the Criteria are class Al systens. Class Al systens can be used for
situations with a risk index of 4, such as the follow ng m ni nrum
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cl earance/ maxi num data sensitivity pairings: NTS, CTS wth one category, and
SIS TS with multiple categories. Cass A systens are functionally equivalent to
those in class B3 in that no additional architectural features or policy

requi rements are added. The distinguishing characteristic of systens in this
class is the analysis derived fromformal design specification and verification
techni ques and the resulting high degree of assurance that the TCB is correctly
i npl enented. I n addition, nore stringent configuration nmanagenent is required
and procedures are established for securely distributing the systemto sites.

The capability to support systens in open security environnents with a risk
I ndex of 5 or greater is considered to be beyond the state-of-the-art. For
exanpl e, technol ogy today does not provide adequate security protection for an
open environnment wth uncleared users and Top Secret data. Such environnents
must rely on physical, personnel, or information security solutions or on such
techni cal approaches as periods processing.

19

4.0 COVPUTER SECURI TY REQUI REMENTS FOR CLOSED
SECURI TY ENVI RONMVENTS

This section discusses the application of the Conputer Security Requirenents to
systens in closed security environnents. A closed security environnment is one
I n which system applications are adequately protected against the insertion of
mal i ci ous | ogic. Appendix C describes the closed security environment in nore
detail. The main threat to the TCB fromapplications in this environnment is
not malicious |logic, but logic containing unintentional errors that m ght be
exploited for malicious purposes. As systemaquality reaches class B2, the
threat fromlogic containing unintentional errors is substantially reduced.
This reduction permts the placenent of increased trust in class B2 systens due
to (1) the increased attention that B2 systens give to the interface between
the application prograns and the operating system (2) the formation of a nore
centralized TCB, and (3) the elimnation of penetration flaws. Nevertheless,
the eval uation class of Bl assigned for open security environnents cannot be
reduced to a class Cl or C2 in closed security environnents because of the
requi rement for nmandatory access controls.

Tabl e 6 presents the mnimum evaluation class identified in the Conputer
Security Requirenents for different risk indices in a closed security
environment. The principal difference between the requirenents for the open
and cl osed environnments is that in closed environnments class B2 systens are
trusted to provide sufficient protection for a greater risk index. As a
result, environments are supportable that were not supportable in open
situations (e.g., uncleared user on a system processing Top Secret data).
Table 7 illustrates the requirenents' inpact on individual mninum

cl earance/ maxi rum data sensitivity pairings.
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TABLE 6
COVPUTER SECURI TY REQUI REMENTS FOR CLOSED SECURI TY
ENVI RONVENTS
RI SK | NDEX SECURI TY OPERATI NG M Nl MUM CRI TERI A
MODE CLASS1
0 Dedi cat ed No Prescri bed
M ni num 2
0 System Hi gh C23
1 Limted Access, Controlled, B14
Conpartnented, Miltilevel
2 Limted Access, Controlled B2
Conpartnented, Miltilevel
3 Controlled, Multilevel B2
4 Multil evel B3
5 Multil evel Al
6 Mul til evel *
7 Multil evel *

1 The asterisk (*) indicates that conputer protection for environments with
that risk index are considered to be beyond the state of current technol ogy.
Such environnments nmust augnent technical protection with physical, personnel,
and/ or adm ni strative safeguards.

2 Although there is no prescribed mninum the integrity and denial of service
requi rements of many systens warrant at |east class Cl protection.

3 If the system processes sensitive or classified data, at |least a class
systemis required. |If the system does not process sensitive or classified
data, a class Cl systemis sufficient.

-Were a system processes classified or conpartnmented data and sone users do

not have at |east a Confidential clearance, at |least a class B2 systemis
required.
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TABLE 7
SECURI TY | NDEX MATRI X FOR CLOSED SECURI TY ENVI RONMENTS1

Maxi mum Data Sensitivity

U N C S TS 1C MC
U C1 Bl B2 B2 Al * *
M ni mum N C1 2 Bl B2 B3 Al *
Cl earance or C C1 c2 Cc2 Bl B2 B3 Al
Aut hor - S C1 2 2 2 B2 B2 B3
i zation TS(Bl) C1 2 2 c2 c2 B2 B2
of System TS(SBlI) Ci1 c2 c2 c2 c2 Bl B2
Users 1C C1 c2 c2 c2 c2 c22 B13
MC C1 2 2 c2 2 c22 c22

1 Environnments for which either C1L or C2 is given are for systens that operate
I n system high node. There is no prescribed mninumlevel of trust for systens
that operate in dedicated node. Categories are ignored in the matrix, except
for their inclusion at the TS | evel.

2 It is assunmed that all users are authorized access to all categories on the
system |f sone users are not authorized for all categories, then a class Bl
system or higher is required.

3 Wiere there are nore than two categories, at |least a class B2 systemis
required.

Uncl eared or Uncl assified

Not Cl eared but Authorized Access to Sensitive UnclassiFied Information or
t Classified but Sensitive

C = Confidenti al

S = Secret

TS = Top Secret

TS(BI) = Top Secret (Background Investigation)

TS (SBI) = Top Secret (Special Background Investigation)

1C = One Category

MC = Multiple Categories

U
N
No
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APPENDI X A
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SUWARY OF CRI TERI A The DoD Trusted Conputer System Eval uati on
Criteria(4) provides a basis for specifying security requirenents and a netric
Wi th which to evaluate the degree of trust that can be placed in a conputer
system These criteria are hierarchically ordered into a series of evaluation
cl asses where each cl ass enbodi es an increasing anount of trust. A summary of
each evaluation class is presented in this appendix. This sumary shoul d not
be used in place of the Criteria. The evaluation criteria are based on siXx
fundanmental security requirenents that deal with controlling access to
i nformation. These requirenents can be summari zed as fol |l ows:

a. Security policy--There nust be an explicit and well-defined security
policy enforced by the system

b. Marki ng--Access control |abels nust be associated with objects.
c. ldentification--Individual subjects nust be identified.

d. Accountability--Audit information nust be selectively kept and
protected so that actions affecting security can be traced to the
responsi bl e party.

e. Assurance--The conputer system nust contain hardware and software
mechani sns that can be eval uated i ndependently to provide sufficient
assurance that the systemenforces the security policy.

f. Continuous protection--The trusted nechani sns that enforce the
security policy nmust be protected continuously against tanpering and
unaut hori zed changes.

The evaluation criteria are divided into four divisions--D, C, B, and A;
divisions C, B, and A are further subdivided into classes. D vision D

represents mninmal protection, and class Al is the nost trustworthy and
desirable froma conputer security point of view

The follow ng overviews are excerpts fromthe Criteria:

Division DD Mnimal Protection. This division contains only one class. It is
reserved for those systens that have been evaluated but fail to neet the
requi rements for a higher evaluation class.

Division C. Discretionary Protection. Classes in this division provide for
di scretionary (need-to-know) protection and accountability of subjects and the
actions they initiate, through inclusion of audit capabilities.
24

Class Cl: Discretionary Security Protection. The TCB of class Cl systens
nom nal ly satisfies the discretionary security requirenments by providing
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separation of users and data. It incorporates sone formof, credible controls
capabl e of enforcing access limtations on an individual basis, i.e.,
ostensibly suitable for allow ng users to be able to protect project or private
I nformation and to keep other users fromaccidentally reading or destroying
their data. The class C | environnment is expected to be one of cooperating
users processing data at the sane |evel (s) of sensitivity.

Class C2: Controlled Access Protection. Systens in this class enforce a
nore finely grained discretionary access control than class Cl systens, naking
users individually accountable for their actions through |ogic procedures,
auditing of security-relevant events, and resources encapsul ation.

Division B: Mandatory Protection. The notion of a TCB that preserves the
integrity of sensitivity labels and uses themto enforce a set of mandatory
access control rules is a major requirenent in this division. Systens in this
division nust carry the sensitivity labels with major data structures in the
system The system devel oper al so provides the security policy nodel on which
the TCB i s based and furnishes a specification of the TCB. Evidence nust be
provided to denonstrate that the reference nonitor concept has been
I mpl ement ed.

Cl ass Bl: Labeled Security Protection. Class Bl systens require all the
features required for class C2. In addition, an informal statenent of the
security policy nodel, data |abeling, and nmandatory access control over naned
subj ects and objects nmust be present. The capability nust exist for accurately
| abel i ng exported information. Any flaws identified by testing nust be renoved.

Class B2: Structured Protection. 1In class B2 systens, the TCB is based on
a clearly defined and docunented formal security policy nodel that requires the
di scretionary and mandatory access control enforcenent found in Bl systens be
extended to all subjects and objects in the system In addition, covert
channel s are addressed. The TCB nust be carefully structured into
protection-critical and nonprotection-critical elenments. The TCB interface is
wel | defined and the TCB design and inplenentation enable it to be subjected to
nore thorough testing and nore conplete review. Authentication nechani sns are
strengt hened, trusted facility managenent is provided in the form of support
for systens adm nistrator and operator functions, and stringent configuration
management controls are inposed. The systemis relatively resistant to
penetration.

Class B3: Security Donmains. The class B3 TCB nust satisfy the reference
nonitor requirenents that it nediate all accesses of subjects to objects, be
t anper proof, and be small enough to be subjected to analysis and tests. To this
end, the TCB is structured to exclude code not essential to security policy
enforcenent, with significant software engineering during TCB design and
| npl enentation directed toward mnimzing its conplexity. A security
adm ni strator is supported, audit nechani sns are expanded to signal security-
rel evant events, and systemrecovery procedures are required. The systemis
highly resistant to penetration.
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Division A. Verified Protection. This division is characterized by the use
of formal security verification nethods to assure that the mandatory and
25

di scretionary security controls enployed in the systemcan effectively protect
the classified and other sensitive information stored or processed by the
system Extensive docunentation is required to denonstrate that the TCB neets
the security requirenents in all aspects of design, devel opnent, and

I npl enent ati on.

Class Al: Verified Design. Systens in class Al are functionally equival ent
to those in class B3 in that no additional architectural features or policy
requi rements have been added. The distinguishing feature of systens in this
class is the analysis derived fromformal design specification and verification
techni ques and the resulting high degree of assurance that the TCB is correctly
i npl enented. This assurance is devel opnental in nature starting with a fornal
nodel of security policy and a formal top-level specification (FTLS) of the
design. In keeping with the extensive design and devel opnent anal ysis of the
TCB required of systens in class Al, nore stringent configuration nmanagenent is
requi red and procedures are established for securely distributing the systemto
sites. A systemsecurity admnistrator is supported.

27

APPENDI X B

DETAI LED DESCRI PTI ON OF CLEARANCES AND DATA

SENSI TI VI TI ES
Thi s appendi x describes in detail the clearances and data sensitivities (e.g.,
classification) introduced in the body of the report.

B.1 Cl ear ances

This section defines increasing |evels of clearance or authorization of system
users. Systemusers include not only those users with direct connections to the
system but al so those users w thout direct connections who m ght receive output
or generate input that is not reliably reviewed for classification by a
responsi bl e

i ndi vi dual

a. Uncleared (U)--Personnel with no clearance or authorization.
Permtted access to any information for which there are no specified
controls, such as openly published information.

b. Unclassified Information (N)--Personnel who are authorized access to
sensitive unclassified (e.g., For Oficial Use Only (FOQUO) information,
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either by an explicit official authorization or by an inplicit
aut hori zation derived fromofficial assignnents or responsibilities.(15)

c. Confidential Cearance (C)--Requires U S. citizenship and typically
some limted records checking.(19) In sone cases, a National Agency
Check (NAC) is required (e.g., for U S. citizens enployed by coll eges or
uni versities). (20)

d. Secret Clearance (S)--Typically requires a NAC, which consists of
searching the Federal Bureau of Investigation fingerprint and
I nvestigative files and the Defense Central Index of Investigations.(19)
In sone cases, further investigation is required.

e. Top Secret C earance based on a current Background | nvestigation
(TS(BI'))--Requires an investigation that consists of a NAC, personal
contacts, record searches, and witten inquiries. A Bl typically
I ncl udes an investigation extendi ng back 5 years, often with a spot
check investigation extendi ng back 15 years. (19)

f. Top Secret C earance based on a current Special Background
I nvestigation (TS(SBI))--Requires an investigation that, in addition to
the investigation for a Bl, includes additional checks on the subject's
I mrediate famly (if foreign born) and spouse and nei ghbor hood
I nvestigations to verify each of the subject's fornmer residences in the
United States where he resided six nonths or nore. An SBI typically
I ncl udes an investigati on extendi ng back 15 years. (19)

28

g. One category (101 - In addition to a TS(SBI) clearance, witten
aut hori zation for access to one category of information is required.
Aut hori zations are the access rights granted to a user by a responsible
i ndi vidual (e.g., security officer).

h. Miltiple categories (MO)' - In addition to TS(SBI) clearance, witten
aut hori zation for access to nultiple categories of information is
required.

The extent of investigation required for a particular clearance varies based
both on the background of the individual under investigation and on derogatory
or questionable information disclosed during the investigation. Identical

cl earances are assuned to be equival ent, however, despite differences in the
anmount of investigation peforned.

I ndi vi dual s from non-DoD agenci es m ght be issued DoD clearances if the

cl earance obtained in their agency can be equated to a DoD cl earance. For
exanple, the "Q and "L" clearances granted by both the Departnent of Energy
and the Nucl ear Regul atory Conm ssion are consi dered acceptable for issuance of
a DoD industrial personnel security clearance.(20) The "Q' clearance is
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consi dered an authoritative basis for a DoD Top Secret clearance (based on a
Bl) and the "L" clearance is considered an authoritative basis for a DoD Secret
cl earance. (20)

Foreign individuals m ght be granted access to classified U S. infornation

al t hough they do not have a U S. clearance. Access to classified information
by foreign nationals, foreign governnents, international organi zations, and
immgrant aliens is addressed by National Disclosure Policy, DoD Directive
5230. 11, and DoD Regul ati on 5200.1-R (3, 21,22) The m ni num user cl earance
rating table applies in such cases if the foreign clearance can be equated to
one of the clearance or authorization levels in the table.

B.2 Data Sensitivities
Increasing levels of data sensitivity are defined as foll ows:

a. Unclassified (U--Data that is not sensitive or classified: publicly
rel easable information within a conputer system Note that such data
m ght still require discretionary access controls to protect it from
acci dental destruction.

b. Not Classified but Sensitive (N)--Unclassified but sensitive data. Mich
of this is FOUO data, which is that unclassified data that is exenpt
fromrel ease under the Freedom of Information Act.(15) This includes
data such as the follow ng:

|. Manuals for DoD investigators or auditors.
1 These are actually authorizations rather than clearance |evels, but they are

i ncl uded here to enphasi ze their inportance.
29

2. Exam nation questions and answers used in determ nation of the
qual i fication of candi dates for enploynent or pronotion.

3. Data that a statute specifically exenpts from di scl osure, such as
Pat ent Secrecy data. (23)

4. Data containing trade secrets or comrercial or financial
i nformati on.

5. Data containing internal advice or reconmendations that reflect
t he deci si on-maki ng process of an agency. (24)

6. Data in personnel, nedical, or other files that, if disclosed, would
result in an invasion of personal privacy. (25)
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7. Investigative records.

DoD Directive 5400.7 prohibits any material other than that cited

in FO Act exenptions from being considered or marked

FOUQ. (15) One other formof unclassified sensitive data is that
pertaining to unclassified technology with mlitary application.(16)
This refers primarily to docunents that are controll ed under the
Scientific and Technical Information Program or acquired under

t he Defense Techni cal Data Managenent Program (26,27) In

addition to specific requirenments for protection of particular forns
of unclassified sensitive data, there are two general mandates. The
first is Title 18, U S. Code 1905, which makes it unlawful for any
of fice or enployee of the U S. Governnent to disclose information

of an official nature except as provided by Iaw, including when such
information is in the formof data handl ed by conputer

systens. (28) Oficial data is data that is owned by, produced by or
for, or is under the control of the DoD. The second is Ofice of
Managenment and Budget (OVB) Circular A-71, Transnitta

Menor andum Nunber |, which establishes requirenents for

Federal agencies to protect sensitive data. (30)

Confidential (C)--Applied to information, the unauthorized disclosure of
whi ch reasonably coul d be expected to cause danage to the nationa
security. (3)

Secret (S)--Applied to information, the unauthorized disclosure of which
reasonably coul d be expected to cause serious damage to the national
security. (3)

Top Secret (TS)--Applied to information, the unauthorized discl osure of
whi ch reasonably coul d be expected to cause exceptionally grave
damage to the national security.(3)

30

f. One Category (1C)2--Applied to Top Secret Special Intelligence
information (e.g., Sensitive Conpartnented Information (SCl) or
operational information (e.g., Single Integrated Qperational
Pl an/ Extrenely Sensitive Information (SIOP/ESI)) that requires
special controls for restrictive handling.(3) Access to such
i nformation requires authorization by the office responsible for the
particul ar conpartnment. Conpartnents also exist at the C and 5 | evel s
(see the discussion bel ow).

g. Miltiple Categories (MJ)2--Applied to Top Secret Special Intelligence
or operational information that requires special controls for
restrictive handling. This sensitivity level differs fromthe 1C | evel
only in that there are nmultiple conpartnents involved. The nunber can
vary fromtwo to many, with correspondi ng increases in the risk
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i nvol ved.

Data sensitivity groupings are not limted to the hierarchical |evels discussed
In Section B.2. Nonhierarchical sensitivity categories such as NOFORN and
PROPI N are al so used. (14) Conpartnented information is also included under the
termsensitivity categories, as is information revealing sensitive intelligence
sources and nmethods. O her sources of sensitivity categories include (a) the
At om ¢ Energy Act of 1954, (b) procedures based on International Treaty

requi rements, and (c) prograns for the collection of foreign intelligence or
under the jurisdiction of the National Foreign Intelligence Advisory Board or

t he National Communications Security Subcomm ttee. (11, 32, 33, 34, 35) Such

nonhi erarchi cal sensitivity categories can occur at each hierarchical
sensitivity |evel.

2 These are actually categories rather than classification |l evels. They are
i ncl uded here to enphasi ze their inportance.
31

APPENDI X C

ENVI RONMENTAL TYPES The anpunt of conputer security required in a
system depends not only on the risk index (Section 2) but also on the nature of
the environnment. The two environnental types of systens defined in this
docunent are based on whether the applications that are processed by the TCB
are adequately protected against the insertion of malicious logic. A system
whose applications are not adequately protected is referred to as being in an
open environnent. |If the applications are adequately protected, the systemis
In a closed environnment. The presunption is that systens in open environnments
are nore likely to have malicious application than systens in closed
environnments. Mst systens are in open environnents.
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Before defining the two environnental categories in nore detail, it is
necessary to define several terns.

a. Environment. The aggregate of external circunstances, conditions,
and objects that affect the devel opnent, operation, and mai ntenance of
a system

b. Application. Those portions of a system including portions of the
operating system that are not responsible for enforcing the systens
security policy.

c. Malicious Logic. Hardware, software, or firmvare that is intentionally
i ncl uded for the purpose of causing |loss or harm(e.g., Trojan horses).

d. Configuration Control. Managenent of changes made to a system s
har dware, software, firmnvare, and docunentation throughout the
devel opnent and operational life of the system

C.1 Open Security Environnent

Based on these definitions, an open security environnment includes those systens
in which either of the follow ng conditions holds true:

a. Application devel opers (including maintainers) do not have sufficient
cl earance (or authorization) to provide an acceptabl e presunption that
t hey have not introduced malicious logic. Sufficient clearance is
defined as follows: where the maxi mnum cl assification of data to be
processed is Confidential or bel ow, devel opers are cleared and
authorized to the same |l evel as the nbst sensitive data; where the
maxi mum cl assification of data to be processed is Secret or above,
devel opers have at | east a Secret clearance.

b. Configuration control does not provide sufficient assurance that
applications are protected agai nst the introduction of malicious |ogic
prior to or during the operation of system applications.

32

Configuration control, by the broad definition above, enconpasses all factors
associ ated with the managenent of changes to a system For exanple, it

i ncludes the factor that the application's user interface m ght present a
sufficiently extensive set of user capabilities such that the user cannot be
prevented fromentering malicious logic through the interface itself.

In an open security environnment, the malicious application logic that is
assuned to be present can attack the TCB in two ways. First, it can attenpt to
thwart TCB controls and thereby "penetrate" the system Secondly, it can
exploit covert channels that mght exist in the TCB. This distinction is

i nportant in understanding the threat and how it is addressed by the features
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and assurances in the Criteri a.
C.2 O osed Security Environnent

A cl osed security environnent includes those systens in which both of the
follow ng conditions hold true:

a. Applications devel opers (including maintainers) have sufficient
cl earances and aut horizations to provide an acceptabl e presunption
t hat they have not introduced malicious |ogic.

b. Configuration control provides sufficient assurance that applications
are protected against the introduction of malicious logic prior to and
during the operation of system applications.

Cl earances are required for assurance agai nst malicious applications |ogic
because there are few other tools for assessing the security-rel evant behavi or
of application hardware and software. On the other hand, several assurance
requirenments fromthe Criteria help to provide confidence that the TCB does not
contain malicious logic. These assurance requirenents include extensive
functional testing, penetration testing, and correspondence nmappi ng between a
security nodel and the design. Application logic typically does not have such
stringent assurance requirenents. Indeed, typically it is not practical to
build all application software to the sanme standards of quality required for
security software.

The configuration control condition inplicitly includes the requirenent that
users be provided a sufficiently limted set of capabilities to pose an
acceptably low risk of entering malicious |ogic. Exanples of systens with such
restricted interfaces mght include those that offer no data sharing services
and permt the user only to execute predefined processes that run on his
behal f, such as nessage handl ers, transaction processors, and security
"filters" or "guards."

33

GLOSSARY
For additional definitions, refer to the Aossary in the DoD Trusted Conputer
System Eval uation Criteria. (4)

Appl i cation
Those portions of a system including portions of the operating system that
are not responsible for enforcing the security policy.

Cat egory
A grouping of classified or unclassified but sensitive information, to which
an additional restrictive label is applied (e.g., proprietary, conpartnented
i nformation).
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Classification
A determination that information requires, in the interest of national
security, a specific degree of protection against unauthorized disclosure
together with a designation signifying that such a determ nation has been
made. (Adapted from DoD Regul ati on 5200.1-R )(3) Data classification is
used along with categories in the calculation of risk index.

Cl osed Security Environnent
An environnment that includes those systens in which both of the foll ow ng
conditions hold true:

a. Application devel opers (including maintainers) have sufficient
cl earances and authorizations to provide an acceptabl e presunption
that they have not introduced nalicious |ogic. Sufficient clearance is
defined as follows: where the maxi num cl assification of data to be
processed is Confidential or below developers are cleared and
authorized to the same | evel as the nbst sensitive data; where the
maxi mum cl assification of data to be processed is Secret or above,
devel opers have at | east a Secret clearance.

b. Configuration control provides sufficient assurance that applications
are protected against the introduction of malicious logic prior to and
during operation of system applications.

Conpartnmented I nformation
Any information for which the responsible Ofice of Primary Interest (OPl)
requi res an individual needing access to that information to possess a
speci al aut hori zati on.

Configuration Control
Managenent of changes made to a system s hardware, software, firmnare,
and docunent ati on throughout the devel opnental and operational |ife of
the system

Covert Channel
A communi cations channel that allows a process to transfer information in
a manner that violates the systemis security policy.(4)
34

Di scretionary Access Contro
A nmeans of restricting access to objects based on the identity of subjects
and/ or groups to which they belong. The controls are discretionary in the
sense that a subject with a certain access perm ssion is capable of passing
that perm ssion (perhaps indirectly) on to any ot her subject.(4)

Envi r onnment
The aggregate of external circunstances, conditions, and objects that affect
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the devel opnent, operation, and nmai ntenance of a system (See Open
Security Environnent and C osed Security Environment.)

Label

Api ece of information that represents the security |evel of an object and
that describes the sensitivity of the information in the object.

Mal i ci ous Logic
Har dware, software, or firmvare that is intentionally included in a system
for the purpose of causing | oss or harm

Mandat ory Access Control
A neans of restricting access to objects based on the sensitivity (as
represented by a label) of the information contained in the objects and the

formal authorization (i.e., clearance) of subjects to access infornation of
such sensitivity. (4)

Need- To- Know
A determ nation made by the processor of sensitive information that a
prospective recipient, in the interest of national security, has a
requi rement for access to, know edge of, or possession of the sensitive

information in order to performofficial tasks or services. (Adapted from
DoD Regul ati on 5220. 22-R. ) (20)

Open Security Environnent

An environnent that includes those systens in which one of the foll ow ng
condi ti ons hol ds true:

a. Application devel opers (including nmaintainers) do not have sufficient
cl earance or authorization to provide an acceptabl e presunption that
t hey have not introduced nmalicious logic. (See the definition of C osed
Security Environnent for an explanation of sufficient clearance.)

b. Configuration control does not provide sufficient assurance that
applications are protected agai nst the introduction of malicious |ogic
prior to and during the operation of system applications.

Ri sk | ndex
The disparity between the m ni mum cl earance or authorization of system
users and the maxi num cl assification of data processed by the system

Sensitive Information
Information that, as determ ned by a conpetent authority, nust be
prot ected because its unauthorized disclosure, alteration, |oss, or
35

destruction will at |east cause perceivabl e danage to soneone or
sonet hi ng. (4)

http://www.windowsecurity.com/whitepapers/CSCSTD00485_Yellow_book_.html?printversion (32 of 38) [11/27/2008 8:34:35 AM]



CSC-STD-004-85: Yellow book

System
An assenbly of conputer hardware, software, and firmaare configured for
t he purpose of classifying, sorting, calculating, conmputing, sunmmari zing,
transmtting and receiving, storing and retrieving data wwth a m ni num of
human i nterventi on.

System Users
Users with direct connections to the system and al so those individuals
wi t hout direct connections who receive output or generate input that is

not reliably reviewed for classification by a responsible individual. The
cl earance of systemusers is used in the calculation of the risk index.
37
ACRONYMS
Al An evaluation class requiring a verified design
ADP Aut omat ed Dat a Processi ng
ADPS Aut omat ed Data Processing System
AFSC Air Force Systens Conmand
Bl An Eval uation class requiring | abel ed security protection
B2 An Eval uation class requiring structured protection
B3 An eval uation class requiring security domains
BI Background | nvestigation
C Confi denti al
Cl An eval uation class requiring discretionary access protection
c2 An eval uation class requiring controll ed access protection
C Conpartnented I nformation
CsC Comput er Security Center
COM NT  Conmruni cations Intelligence
DCl Director of Central Intelligence
DCl D Director of Central Intelligence Directive
DI AM Def ense Intelligence Agency Manual
DS Def ense I nvestigative Service
DoD Depart ment of Defense
DoDCSC  Departnent of Defense Conputer Security Center
ESD El ectronic Systens Division
FO Freedom of | nformation
FOUO For Oficial Use Only
FTLS Formal Top-Level Specification
| EEE Institute of Electrical and El ectronics Engi neers
L A personnel security clearance granted by the Departnent of Energy
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NAC
NATO
NOFORN
NSA

NSA/ CSS
NTI S

OPI
OPNAV
osD

PRO PI'N

Q

S

SBI

SClI

Sl OP

S| OP- ESI
SM

STD

TCB
TS

and the Nucl ear Regul atory Conm ssion
Mul tiple Conpartnents

Not Cl eared but Authorized Access to Sensitive Unclassified
Information or Not Classified but Sensitive

Nat i onal Agency Check

North Atlantic Treaty Organi zation

Not Rel easable to Foreign Nationals

Nati onal Security Agency

Nati onal Security Agency/Central Security Service

Nat i onal Technical Information Service

O fice of Managenent and Budget

Ofice of Primary |Interest

O fice of the Chief of Naval Operations
O fice of the Secretary of Defense

Caution--Proprietary Information |Invol ved
38

A personnel security clearance granted by the Departnent of Energy
and the Nucl ear Regul atory Conm ssi on

Secr et

Speci al Background I nvestigation

Sensitive Conpartnented I nformation

Single Integrated Operational Plan

Single Integrated Operational Plan--Extrenely Sensitive |Informtion
Staff Menorandum

St andar d

Trusted Conputing Base
Top Secret

Uncl eared or Uncl assified
Uni ted States

One Conpart nent
39
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