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FOREWORD

This publication, "A Guide to Understanding Audit in Trusted
Systens," is being issued by the National Conputer Security
Center (NCSC) under the authority of and in accordance with
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Departnment of Defense (DoD) Directive 5215.1. The guidelines
described in this docunent provide a set of good practices
related to the use of auditing in automatic data processing
systens enpl oyed for processing classified and ot her sensitive
i nformati on. Reconmendations for revision to this guideline are
encouraged and will be reviewed biannually by the National
Conputer Security Center through a formal review process.
Address all proposals for revision through appropriate channels

to:

Nat i onal Conputer Security Center
9800 Savage Road
Fort George G Meade, MD 20755-6000

Attention: Chief, Conputer Security Technical Guidelines

Patrick R @l l agher, Jr. 28 July 1987
Di rector
Nat i onal Conputer Security Center
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PREFACE

Thr oughout this guideline there will be recomrendati ons nmade t hat
are not included in the Trusted Conputer System Eval uation
Criteria (the Criteria) as requirenents. Any recomendati ons

that are not in the Criteria wll be prefaced by the word
"shoul d," whereas all requirenents wll be prefaced by the word
"shall." It is hoped that this will help to avoid any confusion
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1. | NTRODUCTI ON
1.1 H story of the National Conputer Security Center

The DoD Conputer Security Center (DoDCSC) was established in
January 1981 for the purpose of expanding on the work started by
the DoD Security Initiative. Accordingly, the Director, National
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Conputer Security Center, has the responsibility for establishing
and publishing standards and guidelines for all areas of conputer
security. In 1985, DoDCSC s nane was changed to the National
Conmputer Security Center to reflect its responsibility for
conput er security throughout the federal governnent.

1.2 Goal of the National Conputer Security Center

The main goal of the National Conputer Security Center is to
encourage the w despread availability of trusted conputer
systens. |In support of that goal a netric was created, the DoD
Trusted Conmputer System Evaluation Criteria (the Criteria),

agai nst whi ch conputer systens could be evaluated for security.
The Criteria was originally published on 15 August 1983 as CSC-
STD-001-83. I n Decenber 1985 the DoD adopted it, with a few
changes, as a DoD Standard, DoD 5200.28-STD. DoD Directive
5200. 28, "Security Requirenents for Autonmatic Data Processing
(ADP) Systens" has been witten to, anong other things, require
the Departnent of Defense Trusted Conputer System Eval uation
Criteria to be used throughout the DoD. The Criteria is the
standard used for evaluating the effectiveness of security
controls built into ADP systens. The Criteria is divided into
four divisions: D, C, B, and A ordered in a hierarchical nanner
wi th the highest division (A) being reserved for systens

provi ding the best available | evel of assurance. Wthin
divisions C and B there are a nunber of subdivisions known as

cl asses, which are also ordered in a hierarchical manner to
represent different |levels of security in these classes.

2. PURPOSE

For Criteria classes C2 through Al the Criteria requires that a
user's actions be open to scrutiny by neans of an audit. The
audit process of a secure systemis the process of recording,
exam ning, and reviewing any or all security-relevant activities
on the system This guideline is intended to discuss issues
i nvolved in inplenenting and eval uating an audit mechanism The
pur pose of this docunent is twofold. It provides guidance to
manuf acturers on how to design and i ncorporate an effective audit
mechanisminto their system and it provides gui dance to
i npl enentors on how to nmake effective use of the audit

1
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capabilities provided by trusted systens. This docunent contains
suggestions as to what information should be recorded on the
audit trail, how the audit shoul d be conducted, and what
protective neasures should be accorded to the audit resources.

Any exanples in this docunent are not to be construed as the only
i npl enentations that will satisfy the Criteria requirenment. The
exanpl es are nerely suggestions of appropriate inplenentations.
The recommendations in this docunent are also not to be construed
as supplenentary requirenents to the Criteria. The Criteriais
the only netric against which systens are to be eval uat ed.

This guideline is part of an on-going programto provide hel pful
gui dance on Criteria issues and the features they address.

3. SCOPE

An inportant security feature of Criteria classes C2 through Al
is the ability of the ADP systemto audit any or all of the
activities on the system This guideline will discuss auditing
and the features of audit facilities as they apply to conputer
systens and products that are being built with the intention of
neeting the requirenents of the Criteria.
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4. CONTRCOL OBJECTI VES

The Trusted Conputer System Evaluation Criteria gives the
following as the Accountability Control Objective:

"Systens that are used to process or handle classified or

ot her sensitive information nust assure individual
accountability whenever either a mandatory or

di scretionary security policy is invoked. Furthernore, to
assure accountability the capability nust exist for an

aut hori zed and conpetent agent to access and eval uate
accountability information by a secure neans, within a
reasonabl e amount of tinme and w thout undue difficulty."(1)

The Accountability Control Cbjective as it relates to auditing
| eads to the follow ng control objective for auditing:

"A trusted conputer system nust provide authorized personnel
with the ability to audit any action that can potentially
cause access to, generation of, or effect the rel ease
of classified or sensitive information. The audit
data will be selectively acquired based on the auditing
needs of a particular installation and/ or application.
However, there nust be sufficient granularity in the audit
data to support tracing the auditable events to a specific
i ndi vidual (or process) who has taken the actions or on
whose behal f the actions were taken." (1)
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5. OVERVI EW CF AUDI TI NG PRI NCI PLES

Audit trails are used to detect and deter penetration of a
conmput er systemand to reveal usage that identifies msuse. At
the discretion of the auditor, audit trails may be limted to
specific events or may enconpass all of the activities on a
system Although not required by the TCSEC, it should be

possi ble for the target of the audit nmechanismto be either a
subject or an object. That is to say, the audit nechani sm shoul d
be capable of nonitoring every tinme John accessed the system as
wel |l as every tine the nuclear reactor file was accessed; and

i kewi se every tine John accessed the nuclear reactor file.

5.1 Pur pose of the Audit Mechani sm

The audit mechani sm of a conputer system has five inportant
security goals. First, the audit nmechani sm nust "allow the
review of patterns of access to individual objects, access

hi stories of specific processes and individuals, and the use of
the various protection nechani sns supported by the system and
their effectiveness."(2) Second, the audit nechani sm nust all ow
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di scovery of both users' and outsiders' repeated attenpts to
bypass the protection nechanisns. Third, the audit nechani sm
must al |l ow di scovery of any use of privileges that may occur when
a user assunes a functionality with privileges greater than his
or her own, i.e., programmer to administrator. In this case
there may be no bypass of security controls but nevertheless a
violation is made possible. Fourth, the audit nechani sm nust act
as a deterrent agai nst perpetrators' habitual attenpts to bypass
the system protection nmechani sns. However, to act as a
deterrent, the perpetrator nust be aware of the audit nechanisms
exi stence and its active use to detect any attenpts to bypass
system protection nechanisns. The fifth goal of the audit
mechanismis to supply "an additional form of user assurance that
attenpts to bypass the protection nechanisns are recorded and

di scovered."(2) Even if the attenpt to bypass the protection
mechani smis successful, the audit trail wll still provide
assurance by its ability to aid in assessing the danage done by
the violation, thus inproving the systenis ability to control the
damage.

5. 2. Users of the Audit Mechani sm

"The users of the audit nechani smcan be divided into two groups.
The first group consists of the auditor, who is an individual

with adm nistrative duties, who selects the events to be audited
on the system sets up the audit flags which enable the recording

4

of those events, and analyzes the trail of audit events."(2) 1In
sone systens the duties of the auditor may be enconpassed in the
duties of the systemsecurity admnistrator. Also, at the | ower
cl asses, the auditor role may be perforned by the system

adm nistrator. This docunent will refer to the person
responsible for auditing as the system security adm ni strator,

al though it is understood that the auditing guidelines may apply
to system adm ni strators and/or systemsecurity admnistrators
and/ or a separate auditor in sonme ADP systens.

"The second group of users of the audit mechani smconsists of the
system users thensel ves; this group includes the adm nistrators,
the operators, the system programmers, and all other users. They
are consi dered users of the audit nechanism not only because
they, and their prograns, generate audit events,"(2) but because
they must understand that the audit nechani sm exists and what
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impact it has on them This is inmportant because ot herw se the
user deterrence and user assurance goals of the audit nmechani sm
cannot be achi eved.

5.3 Aspects of Effective Auditing

5.3.1. ldentification/Authentication

Logging in on a systemnornmally requires that a user enter the
specified formof identification (e.g., login ID, magnetic strip)
and a password (or some ot her nechanism for authentication
Whet her this information is valid or invalid, the execution of
the login procedure is an auditable event and the identification
entered may be considered to be auditable information. It is
recommended t hat aut hentication information, such as passwords,
not be forwarded to the audit trail. 1In the event that the
identification entered is not recogni zed as being valid, the
system should also omt this information fromthe audit trail
The reason for this is that a user may have entered a password
when the system expected a login ID. [If the information had been
witten to the audit trail, it would conprom se the password and
the security of the user.

There are, however, environnents where the risk involved in
recording invalid identification information is reduced. In
systens that support formatted termnals, the |ikelihood of
password entry in the identification field is markedly reduced,
hence the recording of identification informati on would pose no
maj or threat. The benefit of recording the identification
information is that break-in attenpts woul d be easier to detect
and identifying the perpetrator would al so be assisted. The

5

i nformati on gathered here nay be necessary for any |egal
prosecution that may follow a security violation.

5.3.2 Admnistrative

Al'l systens rated at class C2 or higher shall have audit
capabilities and personnel designated as responsible for the
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audit procedures. For the C2 and Bl cl asses, the duties of the
system operators could enconpass all functions including those of
the auditor. Starting at the B2 class, there is a requirenent
for the TCB to support separate operator and adm ni strator
functions. |In addition, at the B3 class and above, there is a
requi renent to identify the system security adm ni strator
functions. When one assunes the system security adm nistrator
role on the system it shall be after taking distinct auditable
action, e.g., login procedure. Wen one with the privilege of
assumng the role is on the system the act of assuming that role
shall also be an auditable event.

5.3.3 Syst em Desi gn

The system design should include a nechanismto i nvoke the audit
function at the request of the systemsecurity admnistrator. A
mechani sm shoul d al so be included to determne if the event is to

be selected for inclusion as an audit trail entry. |If
pre-selection of events is not inplenented, then all auditable
events should be forwarded to the audit trail. The Criteria

requi rement for the adm nistrator to be able to select events
based on user identity and/or object security classification mnmust
still be able to be satisfied. This requirenent can be net by

al | owi ng post-selection of events through the use of queries.
What ever reduction tool is used to analyze the audit trail shal
be provided by the vendor.

5.4 Security of the Audit

Audit trail software, as well as the audit trail itself, should
be protected by the Trusted Conputing Base and shoul d be subj ect
to strict access controls. The security requirenments of the
audit nmechanismare the foll ow ng:

(1) The event recording nechanismshall be part of the TCB and
shall be protected from unauthorized nodification or
ci rcumventi on.

(2) The audit trail itself shall be protected by the TCB from

6

unaut hori zed access (i.e., only the audit personnel may
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access the audit trail). The audit trail shall also be
protected from unaut horized nodification.

(3) The audit-event enabling/disabling nechani smshall be part
of the TCB and shall remain inaccessible to the unauthorized
users. (2)

At a mnimum the data on the audit trail should be considered to
be sensitive, and the audit trail itself shall be considered to
be as sensitive as the npbst sensitive data contained in the
system

When the nedium containing the audit trail is physically renoved
fromthe ADP system the nmedi um shoul d be accorded the physica
protection required for the highest sensitivity |evel of data
contained in the system
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6. MEETI NG THE CRI TERI A REQUI REMENTS

This section of the guideline will discuss the audit requirenents
inthe Criteria and will present a nunber of additi onal
reconmmendations. There are four levels of audit requirenents.
The first level is at the C2 Criteria class and the requirenents
conti nue evolving through the B3 Criteria cl ass. At each of
these levels, the guideline will |ist sone of the events which
shoul d be auditable, what information should be on the audit
trail, and on what basis events may be selected to be audited.

All of the requirenents will be prefaced by the word "shall," and
any additional recommendations will be prefaced by the word
“shoul d. "

6.1 The C2 Audit Requirenent

6.1.1 Auditable Events

The followi ng events shall be subject to audit at the C2 cl ass:
* Use of identification and authentication mechani sns
* I ntroduction of objects into a user's address space

* Deletion of objects froma user's address space

* Actions taken by conputer operators and system
adm ni strators and/or system security adm nistrators

* All security-relevant events (as defined in Section 5 of
t hi s gui deline)
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* Production of printed output
6.1.2 Audi t abl e I nformation

The followi ng information shall be recorded on the audit trail at
the C2 cl ass:

* Date and tine of the event

* The unique identifier on whose behal f the subject generating
t he event was operating

* Type of event

* Success or failure of the event

* Oigin of the request (e.g., termnal 1D for
identification/authentication events

* Nanme of object introduced, accessed, or deleted froma
user's address space

* Description of nodifications made by the system
adm nistrator to the user/system security databases
6.1.3 Audit Basis

At the C2 level, the ADP System Adm nistrator shall be able to
audit based on individual identity.

The ADP System Admi ni strator should also be able to audit based
on object identity.

6.2 The Bl Audit Requirenent

6.2.1 Auditable Events

The Criteria specifically adds the followwing to the list of
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events that shall be auditable at the Bl cl ass:

* Any override of human readabl e out put marki ngs (including
overwite of sensitivity |abel markings and the turning off
of labelling capabilities) on paged, hard-copy output

devi ces

* Change of designation (single-level to/fromnulti-I|evel) of
any conmuni cati on channel or 1/0O device

* Change of sensitivity level (s) associated with a
si ngl e-1evel comuni cati on channel or |/0O device

* Change of range designation of any nulti-Ilevel conmmunication
channel or 1/0 device
6.2.2 Audi t abl e I nformati on

The Criteria specifically adds the followng to the |ist of
information that shall be recorded on the audit trail at the Bl
cl ass:

* Security level of the object

The followi ng information should al so be recorded on the audit
trail at the Bl class:

* Subject sensitivity |evel

6.2.3 Audit Basi s

In addition to previous selection criteria, at the Bl | evel the
Criteria specifically requires that the ADP System Adm ni strator
shall be able to audit based on individual identity and/or object
security | evel

6.3 The B2 Audit Requirenent
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6.3.1 Audi t abl e Events

The Criteria specifically adds the following to the list of
events that shall be auditable at the B2 class:

* Events that may exercise covert storage channels
6.3.2 Audi t abl e I nformation

No new requirenents have been added at the B2 cl ass.

6.3.3 Audit Basi s

In addition to previous selection criteria, at the B2 |evel the
Criteria specifically requires that "the TCB shall be able to
audit the identified events that may be used in the exploitation
of covert storage channels.” The Trusted Conputing Base shal
audit covert storage channels that exceed ten bits per second. (1)
The Trusted Conputing Base should al so provide the capability to

audit the use of covert storage nechanisnms with bandw dt hs t hat
may exceed a rate of one bit in ten seconds.

6.4 The B3 Audit Requirenent
6.4.1 Audi t abl e Events

The Criteria specifically adds the following to the list of
events that shall be auditable at the B3 class:

* Events that may indicate an inmm nent violation of the

10

systenis security policy (e.g., exercise covert timng
channel s)

6.4.2 Audi t abl e I nformati on
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No new requirenents have been added at the B3 cl ass.

6.4.3 Audit Basi s

In addition to previous selection criteria, at the B3 |level the
Criteria specifically requires that "the TCB shall contain a
mechanismthat is able to nonitor the occurrence or accumnul ation
of security auditable events that may indicate an i mm nent
violation of security policy. This nmechanismshall be able to

i mredi ately notify the system security adm ni strator when
threshol ds are exceeded and, if the occurrence or accunul ati on of
these security-rel evant events continues, the system shall take
the | east disruptive action to termnate the event."(1)

Events that would indicate an imm nent security violation would
i nclude events that utilize covert timng channels that may
exceed a rate of ten bits per second and any repeated
unsuccessful login attenpts.

Being able to imediately notify the system security

adm ni strator when threshol ds are exceeded neans that the
mechani sm shall be able to recognize, report, and respond to a
violation of the security policy nore rapidly than required at

| oner levels of the Criteria, which usually only requires the
System Security Admnistrator to review an audit trail at sone
time after the event. Notification of the violation "should be
at the sanme priority as any other TCB nessage to an operator."(5)

“If the occurrence or accunul ati on of these security-rel evant
events continues, the systemshall take the |east disruptive
action to termnate the event."(1) These actions may incl ude

| ocking the term nal of the user who is causing the event or
term nating the suspect's process(es). |In general, the | east

di sruptive action is application dependent and there is no

requi renment to denonstrate that the action is the | east

di sruptive of all possible actions. Any action which term nates
the event is acceptable, but halting the system shoul d be the

| ast resort.

11
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7.5 The Al Audit Requirenment
7.5.1 Audi t abl e Events

No new requirenments have been added at the Al cl ass.

7.5.2 Audi t abl e I nformati on

No new requirenents have been added at the Al cl ass.

7.5.3 Audit Basi s

No new requirenents have been added at the Al cl ass.
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7. PCSSI BLE | MPLEMENTATI ON METHODS

The techniques for inplenenting the audit requirenents wll vary
fromsystemto system dependi ng upon the characteristics of the
software, firmmvare, and hardware invol ved and any optiona
features that are to be avail able. Technol ogically advanced
techni ques that are avail able should be used to the best
advantage in the systemdesign to provide the requisite security
as well as cost-effectiveness and perfornmance.

7.1 Pr e/ Post Sel ection of Auditable Events

There is a requirenent at classes C2 and above that all security-
rel evant events be auditable. However, these events nay or nmay
not al ways be recorded on the audit trail. Options that may be
exercised in selecting which events should be audited include a
pre-selection feature and a post-selection feature. A system nay
choose to i nplenent both options, a pre-selection option only, or
a post-selection option only.

If a system devel oper chooses not to inplenment a general pre/post
sel ection option, there is still a requirenent to allow the

adm nistrator to selectively audit the actions of specified users
for all Criteria classes. Starting at the Bl class, the

adm ni strator shall also be able to audit based on obj ect
security |evel

There should be options to allow sel ection by either individuals
or groups of users. For exanple, the adm nistrator may sel ect
events related to a specified individual or select events related
to individuals included in a specified group. Also, the
adm ni strator nmay specify that events related to the audit file
be sel ected or, at classes Bl and above, that accesses to objects
wWth a given sensitivity level, such as Top Secret, be sel ected.
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7.1.1 Pr e- Sel ecti on

For each auditable event the TCB should contain a nechanismto
indicate if the event is to be recorded on the audit trail. The
system security adm nistrator or designee shall be the only
person authorized to select the events to be recorded.

Pre-sel ection may be by user(s) identity, and at the Bl class and
above, pre-selection may al so be possible by object security

| evel . Although the system security adm nistrator shall be

aut hori zed to select which events are to be recorded, the system
security adm ni strator should not be able to exclude hinself from
bei ng audit ed.

13

Al though it would not be recommended, the system security
adm ni strator nmay have the capability to select that no events be
recorded regardless of the Criteria requirenents. The intention
here is to provide flexibility. The purpose of designing audit
features into a systemis not to inpose the Criteria on users
that may not want it, but nerely to provide the capability to

i npl enent the requirenents.

A di sadvantage of pre-selection is that it is very hard to
predi ct what events nay be of security-relevant interest at a
future date. There is always the possibility that events not
pre-sel ected could one day becone security-relevant, and the
potential |loss fromnot auditing these events woul d be inpossible
to determ ne.

The advantage of pre-selection could possibly be better
performance as a result of not auditing all the events on the
system

7.1.2 Post - Sel ecti on

If the post-selection option to select only specified events from
an existing audit trail is inplenented, again, only authorized
personnel shall be able to make this selection. |nclusion of

this option requires that the system should have trusted
facilities (as described in section 9.1) to accept

gquery/retrieval requests, to expand any conpressed data, and to
out put the requested data.
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The mai n advant age of post-selection is that information that my
prove useful in the future is already recorded on an audit trail
and may be queried at any tine.

The di sadvantage i nvolved in post-selection could possibly be
degraded perfornmance due to the witing and storing of what could
possi bly be a very large audit trail.

7.2 Dat a Conpr essi on

"Since a systemthat selects all events to be audited may
generate a | arge anount of data, it may be necessary to encode
the data to conserve space and mninmze the processor tine
required" to record the audit records.(3) |If the audit trail is
encoded, a conpl enentary nechani sm nust be included to decode the
data when required. The decoding of the audit trail nmay be done
as a preprocess before the audit records are accessed by the

dat abase or as a postprocess after a relevant record has been

14

found. Such decoding is necessary to present the data in an
under st andabl e form both at the adm nistrators term nal and on
batch reports. The cost of conpressing the audit trail would be
the time required for the conpression and expansi on processes.
The benefit of conpressing data is the savings in storage and the
savings intinme to wite the records to the audit trail.

7.3 Mul tiple Audit Trails

Al events included on the audit trail nay be witten as part of
the same audit trail, but some systenms may prefer to have severa
distinct audit trails, e.g., one would be for "user" events, one
for "operator" events, and one for "system security

adm nistrator” events. This would result in several smaller
trails for subsequent analysis. In some cases, however, it may
be necessary to conbine the information fromthe trails when
questionabl e events occur in order to obtain a conposite of the
sequence of events as they occurred. |In cases where there are
multiple audit trails, it is preferred that there be sone
accurate, or at |east synchronized, tinme stanps across the

mul tiple | ogs.
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Al t hough the preference for several distinct audit trails may be
present, it is inmportant to note that it is often nore useful
that the TCB be able to present all audit data as one
conprehensive audit trail

7.4 Physi cal Storage

A factor to consider in the selection of the nediumto be used
for the audit trail would be the expected usage of the system

The /O volune for a systemw th few users executing few
applications would be quite different fromthat of a | arge system
wth a nultitude of users performng a variety of applications.

In any case, however, the system should notify the system
operator or adm nistrator when the audit trail nmediumis
approaching its storage capacity. Adequate advance notification
to the operator is especially necessary if human intervention is
required.

If the audit trail storage nediumis saturated before it is
repl aced, the operating systemshall detect this and take sone
appropriate action such as:

1. Notifying the operator that the nediumis "full"™ and action
IS necessary. The system should then stop and require
rebooting. Although a valid option, this action creates a

15

severe threat of denial -of-service attacks.

2. Storing the current audit records on a tenporary nmediumwth
the intention of later mgration to the normal operational
medi um thus allowing auditing to continue. This tenporary
st orage nedi um shoul d be afforded the sanme protection as the
regul ar audit storage nmediumin order to prevent any attenpts
to tanmper with it.

3. Delaying input of new actions and/or slow ng down current
operations to prevent any action that requires use of the
audi t nmechani sm

4. Stopping until the adm nistrative personnel nake nore space
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avai lable for witing audit records.

5. Stopping auditing entirely as a result of a decision by the
system security adm nistrator.

Any action that is taken in response to storage overflow shall be
audited. There is, however, a case in which the action taken may
not be audited that deserves nention. It is possible to have the
system security admnistrator's decisions enbedded in the system
| ogic. Such pre-programmed choi ces, enbedded in the system

| ogic, may be triggered automatically and this action may not be
audi t ed.

Still another consideration is the speed at which the nmedi um
operates. It should be able to accommpdate the "worst case"
condition such as when there are a | arge nunber of users on the
system and all auditable events are to be recorded. This worst
case rate should be estimated during the system desi gn phase and
(when possi ble) suitable hardware should be selected for this
pur pose.

Regardl ess of how the system handl es audit trail overflow, there
must be a way to archive all of the audit data.

7.5 Wite-Once Device

For the lower Criteria classes (e.g., C, Bl) the audit trail my
be the major tool used in detecting security conprom ses.

Implicit in this is that the audit resources should provide the
maxi mum protecti on possible. One technique that may be enpl oyed
to protect the audit trail is to record it on a nechani sm
designed to be a wite-only device. Oher choices would be to
set the designated device to wite-once node by disabling the
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read mechanism This method coul d prevent an attacker from
erasing or nodifying the data already witten on the audit trail
because the attacker will not be able to go back and read or find
the data that he or she wi shes to nodify.

If a hardware device is available that permts only the witing
of data on a nedium nodification of data already recorded woul d
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be quite difficult. Spurious nessages could be witten, but to

| ocate and nodify an already recorded nessage would be difficult.
Use of a wite-once device does not prevent a penetrator from
nodi fying audit resources in nenory, including any buffers, in
the current audit trail.

If a wite-once device is used to record the audit trail, the
medi um can | ater be switched to a conpatible read device to all ow
aut hori zed personnel to analyze the information on the audit
trail in order to detect any attenpts to penetrate the system

If a penetrator nodified the audit software to prevent witing
records on the audit trail, the absence of data during an
extended period of tinme would indicate a possible security
conprom se. The di sadvantage of using a wite-once device is
that it necessitates a delay before the audit trail is avail able
for analysis by the admnnistrator. This may be offset by
allowi ng the systemsecurity admnistrator to review the audit
trail in real-time by getting copies of all audit records on
their way to the device.

7.6 Forwar di ng Audit Data

If the facilities are avail able, another nethod of protecting the
audit trail would be to forward it to a dedicated processor. The
audit trail should then be nore readily available for analysis by
the system security adm nistrator.

17
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8. OTHER TOPI CS

8.1 Audit Data Reducti on

Dependi ng upon the anmount of activity on a systemand the audit
sel ection process used, the audit trail size may vary. It is a
saf e assunption though, that the audit trail would grow to sizes
that woul d necessitate sonme formof audit data reduction. The
data reduction tool would nost |likely be a batch programthat
woul d interface to the systemsecurity admnistrator. This batch
run could be a conbinati on of database query | anguage and a
report generator with the i nput being a standardi zed audit file.

Al though they are not necessarily part of the TCB, the audit
reduction tools should be naintai ned under the sanme configuration
control system as the renai nder of the system

8.2 Availability of Audit Data

In standard data processing, audit information is recorded as it
occurs. Although nost information is not required to be

i medi ately available for real-time analysis, the systemsecurity
adm ni strator should have the capability to retreive audit
information within mnutes of its recording. The delay between
recording audit information and nmaking it available for analysis
should be mnimal, in the range of several m nutes.

For events which do require imrediate attention, at the B3 class
and above, an alert shall be sent out to the system security
adm nistrator. |In systens that store the audit trail in a
buffer, the system security adm nistrator should have the
capability to cause the buffer to be witten out. Regarding
real -tinme alarns, where they are sent is system dependent.

8.3 Audit Data Retention

The exact period of tinme required for retaining the audit trai
is site dependent and shoul d be docunented in the site's
operating procedures manual. Wen trying to arrive at the
optimumtinme for audit trail retention, any tinme restrictions on
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t he storage nmedi um shoul d be considered. The storage nedi um used
nmust be able to reliably retain the audit data for the anount of
time required by the site.

The audit trail should be reviewed at | east once a week. It is
very possi ble that once a week may be too long to wait to review

18

the audit trail. Depending on the anount of audit data expected
by the system this paraneter should be adjusted accordingly.
The recommended tine in between audit trail reviews should be
docunmented in the Trusted Facility Mnual .

8.4 Testing

The audit resources, along with all other resources protected by
the TCB, have increasing assurance requirenents at each higher
Criteria class. For the |ower classes, an audit trail would be a
maj or factor in detecting penetration attenpts. Unfortunately,
at these lower classes, the audit resources are nore susceptible
to penetration and corruption. "The TCB nust provide sone
assurance that the data will still be there when the

adm nistrator tries to use it."(3) The testing requirenent
recogni zes the vulnerability of the audit trail, and starting
with the C2 class, shall include a search for obvious flaws that
woul d corrupt or destroy the audit trail. |If the audit trail is
corrupted or destroyed, the existence of such flaws indicates
that the system can be penetrated. Testing should al so be
performed to uncover any ways of circunventing the audit

mechani sns. The "flaws found in testing my be neutralized in
any of a nunber of ways. One way available to the system
designer is to audit all uses of the nechanismin which the flaw
is found and to | og such events."(3) An attenpt should be nade
to renove the flaw.

At class B2 and above, it is required that all detected flaws
shall be corrected or else a lower rating will be given. |If
during testing the audit trail appears valid, analysis of this
data can verify that it does or does not accurately reflect the

events that should be included on the audit trail. Even though
system assurances nay increase at the higher classes, the audit
trail is still an effective tool during the testing phase as well

as operationally in detecting actual or potential security
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conprom ses.

8.5 Docunentation

Starting at the C2 cl ass, docunentation concerning the audit
requi renments shall be contained in the Trusted Facility Mnual.
The Trusted Facility Manual shall explain the procedures to
record, exam ne, and naintain audit files. 1t shall detail the
audit record structure for each type of audit event, and shoul d
i ncl ude what each field is and what the size of the field is.

The Trusted Facility Manual shall also include a conplete
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description of the audit nechanisminterface, how it should be
used, its default settings, cautions about the trade-offs

i nvol ved in using various configurations and capabilities, and
how to set up and run the system such that the audit data is
af f orded appropriate protection.

If audit events can be pre- or post-selected, the manual shoul d
al so describe the tools and nmechani sns avail abl e and how they are
to be used.

8.6 Unavoidable Security Risks

There are certain risks contained in the audit process that exist
sinply because there is no way to prevent these events from ever
occurring. Because there are certain unpredictable factors
involved in auditing, i.e., man, nature, etc., the audit
mechani sm nay never be one hundred per cent reliable. Preventive
nmeasures may be taken to minimze the |ikelihood of any of these
factors adversely affecting the security provided by the audit
mechani sm but no audit nechanismw || ever be risk free.

8.6.1 Audi ting Adm ni strators/Insider Threat

Even with auditing nmechanisns in place to detect and deter
security violations, the threat of the perpetrator actually being
the system security adm nistrator or soneone involved with the
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system security design will always be present. It is quite
possi bl e that the system security adm nistrator of a secure
system could stop the auditing of activities while entering the
system and corrupting files for personal benefit. These

aut hori zed personnel, who nmay al so have access to identification
and authentication information, could also choose to enter the
system di sgui sed as another user in order to commt crinmes under
a false identity.

Managenent shoul d be aware of this risk and should be certain to
exerci se discretion when selecting the systemsecurity

adm ni strator. The person who is to be selected for a trusted
position, such as the system security adm nistrator, should be
subject to a background check before being granted the privileges
that could one day be used agai nst the enpl oyer.

The system security admnistrator could al so be watched to ensure
that there are no unexpl ai ned variances in normal duties. Any
deviation fromthe normof operations may indicate that a

viol ation of security has occurred or is about to occur.
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An additional security neasure to control this insider threat is
to ensure that the system adm nistrator and the person
responsible for the audit are two different people. "The
separation of the auditor's functions, databases, and access
privileges fromthose of the systemadm nistrator is an inportant
application of the separation of privilege and | east privilege
princi ples. Should such a separation not be perforned, and
shoul d the adm nistrator be allowed to undertake auditor
functions or vice-versa, the entire security function would
becone the responsibility of a single, unaccountable

i ndi vi dual . " (2)

Anot her alternative may be to enpl oy separate auditor roles.
Such a situation nmay give one person the authority to turn off
the audit mechani sm while another person nay have the authority
to turn it back on. In this case no individual would be able to
turn off the audit nmechani sm conprom se the system and then
turn it back on.

8.6.2 Dat a Loss
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Al though the audit software and hardware are reliable security
mechani sns, they are not infallible. They, like the rest of the
system are dependent upon constant supplies of power and are
readily subject to interruption due to nechanical or power
failures. Their failure can cause the | oss or destruction of

val uabl e audit data. The system security adm nistrator should be
aware of this risk and should establish sonme procedure that would
ensure that the audit trail is preserved sonewhere. The system
security adm nistrator should duplicate the audit trail on a
removabl e nediumat certain points intinme to mnimze the data
loss in the event of a systemfailure. The Trusted Facility
Manual shoul d include what the possibilities and nature of | oss
exposure are, and how the data nay be recovered in the event that
a catastrophe does occur.

If a nmechanical or power failure occurs, the system security

adm ni strator should ensure that audit nechanisns still function
properly after systemrecovery. For exanple, any auditing
mechani sm opti ons pre-sel ected before the system nmal functi on nust
still be the ones in operation after the systemrecovery.

21

9. AUDI T SUWMVARY

For classes C2 and above, it is required that the TCB "be able to
create, maintain, and protect from nodification or unauthorized
access or destruction an audit trail of accesses to the objects
it protects.”" (1) The audit trail plays a key role in performng
damage assessnent in the case of a corrupted system

The audit trail shall keep track of all security-relevant events
such as the use of identification and authentication nmechani sns,
i ntroduction of objects into a user's address space, deletion of
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objects fromthe system system adm nistrator actions, and any

ot her events that attenpt to violate the security policy of the
system The option should exist that either all activities be
audited or that the systemsecurity adm nistrator select the
events to be audited. |If it is decided that all activities
shoul d be audited, there are overhead factors to be consi dered.
The storage space needed for a total audit would generally

requi re nore operator maintenance to prevent any |oss of data and
to provi de adequate protection. A requirenent exists that

aut hori zed personnel shall be able to read all events recorded on
the audit trail. Analysis of the total audit trail would be both
adifficult and tine-consum ng task for the admnistrator. Thus,
a selection option is required which my be either a

pre-sel ection or post-selection option.

The audit trail information should be sufficient to reconstruct a
conpl ete sequence of security-relevant events and processes for a
system To do this, the audit trail shall contain the follow ng
information: date and tine of the event, user, type of event,
success or failure of the event, the origin of the request, the
name of the object introduced into the user's address space,
accessed, or deleted fromthe storage system and at the Bl cl ass
and above, the sensitivity determ nation of the object.

It should be renenbered that the audit trail shall be included in
the Trusted Conputing Base and shall be accorded the sane
protection as the TCB. The audit trail shall be subject to
strict access controls.

An effective audit trail is necessary in order to detect and
eval uate hostile attacks on a system

22

GLOSSARY

Adm ni strator - Any one of a group of personnel assigned to
supervise all or a portion of an ADP system
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Archive - To file or store records off-1line.

Audit - To conduct the independent review and exam nati on of
system records and activities.

Auditor - An authorized individual with adm nistrative duti es,
whose duties include selecting the events to be audited on the
system setting up the audit flags which enable the recordi ng of
those events, and analyzing the trail of audit events.(2)

Audit Mechani sm - The device used to collect, review, and/or
exam ne systemactivities.

Audit Trail - A set of records that collectively provide
docunentary evidence of processing used to aid in tracing from
original transactions forward to related records and reports,
and/ or backwards fromrecords and reports to their conponent
source transactions. (1)

Audi t abl e Event - Any event that can be selected for inclusion in
the audit trail. These events should include, in addition to
security-rel evant events, events taken to recover the system
after failure and any events that m ght prove to be
security-relevant at a later tine.

Aut henti cated User - A user who has accessed an ADP systemw th a
valid identifier and authentication conbination.

Aut omatic Data Processing (ADP) System - An assenbly of conputer
hardware, firmvare, and software configured for the purpose of
classifying, sorting, calculating, conputing, summarizing,
transmtting and receiving, storing, and retrieving data with a
m ni mum of human intervention. (1)

Category - A grouping of classified or unclassified sensitive
information, to which an additional restrictive |abel is applied
(e.g., proprietary, conpartnented information) to signify that
personnel are granted access to the information only if they have
formal approval or other appropriate authorization. (4)

Covert Channel - A conmunication channel that allows a process to
transfer information in a manner that violates the systenis
security policy. (1)
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Covert Storage Channel - A covert channel that involves the
direct or indirect witing of a storage | ocation by one process
and the direct or indirect reading of the storage |ocation by
anot her process. Covert storage channels typically involve a
finite resource (e.g., sectors on a disk) that is shared by two
subjects at different security levels.(1)

Covert Timng Channel - A covert channel in which one process
signals information to another by nodulating its own use of
systemresources (e.g., CPUtine) in such a way that this
mani pul ati on affects the real response tine observed by the
second process. (1)

Flaw - An error of conmm ssion, om ssion or oversight in a system
that allows protection nechanisns to be bypassed. (1)

hj ect - A passive entity that contains or receives information.
Access to an object potentially inplies access to the information
it contains. Exanples of objects are: records, blocks, pages,
segnents, files, directories, directory trees and prograns, as
well as bits, bytes, words, fields, processors, video displays,
keyboards, clocks, printers, network nodes, etc. (1)

Post - Sel ection - Selection, by authorized personnel, of specified
events that had been recorded on the audit trail.

Pre-Sel ection - Selection, by authorized personnel, of the
audi tabl e events that are to be recorded on the audit trail.

Security Level - The conbination of a hierarchical classification
and a set of non-hierarchical categories that represents the
sensitivity of information. (1)

Security Policy - The set of laws, rules, and practices that
regul ate how an organi zati on nmanages, protects, and distributes
sensitive information. (1)

Security-Rel evant Event - Any event that attenpts to change the
security state of the system (e.g., change discretionary access
controls, change the security level of the subject, change user
password, etc.). Also, any event that attenpts to violate the
security policy of the system (e.g., too many attenpts to |ogin,
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attenpts to violate the mandatory access control limts of a
device, attenpts to downgrade a file, etc.).(1)

Sensitive Information - Information that, as determ ned by a
conpetent authority, nust be protected because its unauthorized
di scl osure, alteration, loss, or destruction wll at |east cause

per cei vabl e danmage to soneone or sonething. (1)
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Subject - An active entity, generally in the formof a person,
process, or device that causes information to flow anong objects
or changes the systemstate. Technically, a process/donain

pair. (1)

Subj ect Sensitivity Level - The sensitivity |level of the objects
to which the subject has both read and wite access. A subject's
sensitivity |evel nust always be |less than or equal to the

cl earance of the user the subject is associated with.(4)

System Security Adm nistrator - The person responsible for the
security of an Automated Information System and havi ng the
authority to enforce the security safeguards on all others who
have access to the Autonmated Information System (4)

Trusted Conputing Base (TCB) - The totality of protection
mechani snms within a conputer system-- including hardware,
firmvare, and software -- the conbination of which is responsible
for enforcing a security policy. A TCB consists of one or nore
conponents that together enforce a unified security policy over a
product or system The ability of a TCB to correctly enforce a
security policy depends solely on the nechanisnms wthin the TCB
and on the correct input by system adm nistrative personnel of
paraneters (e.g., a user's clearance) related to the security

policy. (1)

User - Any person who interacts directly with a conputer
system (1)
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