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FOREWORD

This publication, "A Guide to Understanding Di scretionary Access Control In
Trusted Systens,"” is issued by the National Conputer Security Center (NCSC
under the authority of and in accordance with Departnent of Defense (DoD)
Directive 5215.1, "Conputer Security Evaluation Center." The guidelines
defined in this docunent are intended to be used by conputer hardware and
software designers who are building systens with the intent of neeting the
requi renents of the Departnent of Defense Trusted Conputer System Eval uation
Criteria, DoD 5200. 28- STD.

Recommendations for revision to this publication are encouraged and will be
reviewed biannually by the NCSC through a formal review process. Address all
proposal s for revision through appropriate channels to:

Nat i onal Conmputer Security Center

9800 Savage Road
Fort George G Meade, MD 20755- 6000

http://www.windowsecurity.com/whitepapers/NCSCTG003_Neon_Orange_book.html?printversion (2 of 42) [11/27/2008 8:50:35 AM]



NCSC-TG-003: Neon Orange book

Attention: Chief, Technical Guidelines Division

Patrick R @l !l agher, Jr. 30 Septenber 1987
Di rector
Nat i onal Conputer Security Center

ACKNONLEDGEMENTS

Speci al recognition and acknow edgenent for their contributions to this
docunent are extended to the follow ng:

Carole S. Jordan, National Conputer Security Center (NCSC), as primary author
and preparer of this docunent. Dr. Deborah Downs, the Aerospace Corporation,
who prepared an in-depth technical report on DAC nechani sns that becane the
maj or input to this docunent. G ant Wagner and Steve LaFountain, NCSC, who
contributed their technical expertise and assistance throughout this effort.
Dr. Dixie B. Baker, the Aerospace Corporation, who neticulously reviewed the
docunent and suggest ed many changes.

Speci al thanks are extended to the many conputer vendor representatives who
ent husi astically gave of their tinme and technical expertise in review ng the
mat eri al and provi di ng val uabl e coments and suggested changes. Anobng the
vendor representatives who were so hel pful were: Steven B. Lipner, D gital
Equi pmrent Corp., Dr. Roger Schell, Gem ni Conputers, Earl Boebert, Honeywell,
Inc., and C.T. Bougas, Harris Corporation.

http://www.windowsecurity.com/whitepapers/NCSCTG003_Neon_Orange_book.html?printversion (3 of 42) [11/27/2008 8:50:35 AM]



NCSC-TG-003: Neon Orange book

i
Contents
Page

FORBWORD. . . . . ot e e e i
ACKNOWL EDGENENT S. . . . o o e e e e e e i
1 I NTRODUCTT OIN. . . . e e e e e e e e e e e e 1
2 PURPOSE. . . . . . 1
3 SCOPE. . . it e 1
4 CONT RO, . . ottt e e e e e 2
5 DEFI NI Tl ONS. . .. e e e e e 3
6 AN | NHERENT DEFI Cl ENCY | N DI SCRETI ONARY ACCESS CONTROL. . . ......... ... .. 5
6.1 A FUNDAMENTAL FLAW I N DI SCRETI ONARY ACCESS CONTRCOL. .. ............. 5

6.2 AN EXAMPLE OF A TRAQJIAN HORSE. . . . .. .. e e 5

7. AN OVERVI EW OF DAC MECHANI SIVB. . . . .o e e e e e 7
7.1 CAPABI LI Tl ES. . . . e e e 7

7.2 PROFILES. . . . e 8

7.3 ACCESS CONTROL LI STS (ACLS) ..t ittt e e e e e e e e e e e e e 9
7.3.1 WLD CARDS. . . .. e 9

7.3.2 DEFAULT ACLS. . . e e e e e e 10

7.3.3 NAMED ACLS. . . . e e 10

7.4 PROTECTI ON Bl TS, . .. e e e e e e e 11

7.5 PASSWORD DAC MECHANI SMB. . . . . e e e 11

7.6 SUMMARY. . . o e 12

8. THE SET OF DAC ACCESS TYPES. . . . . . e e 13

http://www.windowsecurity.com/whitepapers/NCSCTG003_Neon_Orange_book.html?printversion (4 of 42) [11/27/2008 8:50:35 AM]



NCSC-TG-003: Neon Orange book

8.1 CONTROL PERM SSI ONS. . . .. e e e e e e e e e e e e e e 13
8.1.1 CONTROL MODELS. . . .. e e e e e e e e 13
8.1.1.1 HHERARCHI CAL. . . . .. e e e e e e e e e 13
8.1.1.2 CONCEPT OF ONNERSHI P. . . .. ... ... ... .. . . . .. ... 14
8.1.1.3 LAISSEZ- FAI RE. . . ... . e e 15
8.1.1.4 CENTRALI ZED. . . . . ... .. . . e 15
8.1.2 FILE STRUCTURES AND CONTROL PERM SSIONS. .. ............... 15
8.2 ACCESS MODES. . . . . i e 16
8.2.1 FILE STRUCTURES AND ACCESS MODES. . . ....... . iiiii .. 17
9. MEETING THE CRITERI A REQUI REMENTS. . . . ... . e e e e e 19
i
Page
9.1 THE C1 DAC REQUI REMENT. . . . . .. e e e e e 19
9.1.1 MN MUM FUNCTI ONALI TY. . . .. e s e 19
9.1.2 FUNCTIONALITY NOT REQUI RED. . ... ........ .. . . . ... 20
9.1.3 AN ACCEPTABLE | MPLEMENTATION. . ... ... e 20
9.2 THE C2 THROUGH B2 DAC REQUI REMENT. . . . ... .. ... . e e 20
9.2.1 MN MUM FUNCTI ONALI TY. . ... e e e e 21
9.2.2 FUNCTIONALITY NOT REQUIRED. . .......... . ..., 21
9.2.3 AN ACCEPTABLE | MPLEMENTATION. . ... ... e 22
9.3 THE B3 THROUGH Al DAC REQUI REMENT. . . ... ... e 22
9.3.1 MN MUM FUNCTI ONALI TY. . . .. e e e 23
9.3.2 AN ACCEPTABLE | MPLEMENTATION. . .. ... oo e 23
10. OTHER TOPI CS. . . . . e e e e e e e e e e e 25
10.1 PROTECTED SUBSYSTENS. . . . . . e e e e e e e e e e e 25
10.2 ADM NI STERI NG AND USI NG DAC. . . . . .. e e e e e e e 25
10. 3 AUDI TING DAC. . . . e e e e e e e 26
10.4 VERI FYI NG DAC. . . . . e e e e e e e e e e e e 26
10.5 DAC ADD- ONS. . . . e e e 27
11. SUWARY OF DESI RED DAC FEATURES. . . . .. ... . e e e e e e e 28
12. REFERENCES. . . . . . . e e 29

http://www.windowsecurity.com/whitepapers/NCSCTG003_Neon_Orange_book.html?printversion (5 of 42) [11/27/2008 8:50:35 AM]



NCSC-TG-003: Neon Orange book

1. | NTRODUCTI ON

The main goal of the National Conputer Security Center is to encourage the

Wi despread availability of trusted conputer systems. |n support of that goal
a netric was created, the Departnent of Defense Trusted Conputer System
Evaluation Criteria (the Criteria) I1], against which conputer systens could
be eval uated for security.

2. PURPGCSE

One of the features of the Criteria that is required of a secure systemis the
enforcenment of discretionary access control (DAC). DAC is a neans of
restricting access to objects based on the identity of subjects and/or groups
to which they belong. The controls are discretionary in the sense that a user
or process given discretionary access to information is capabl e of passing
that information along to another subject. This guide discusses issues

i nvol ved in designing, inplenmenting and eval uati ng DAC nechanisns. |Its
primary purpose is to provide guidance to manufacturers on how to sel ect and
build effective DAC nechani sns. Any exanpl es of DAC mechanisns in this
docunent are not to be construed as the only inplenentations that will satisfy
the Criteria requirenent. The exanples are nerely suggestions of appropriate
i npl ementations. The Criteria is the only netric against which systens are to
be evaluated. |In addition to show ng exanpl es of DAC nechani sns, this guide
W ll restate and el aborate on the Criteria requirenents for DAC. This guide
is part of an on-going programto augnent the Criteria on the issues and
features it addresses.

3. SCOPE

The guidelines and interpretations established in this docunent apply to the
di scretionary access control requirenents as expressed in the Criteria. The
reconmendations apply to conputer systens and products that are being built or
nodified with the intention of nmeeting the requirenents of the Criteria.

4. CONTROL OBJECTI VES
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The term “control objective'' refers to a statenent of intent with respect to
control over sone aspect of an organization's resources or processes. In
terms of a conputer system control objectives provide a franmework for

devel oping a strategy for fulfilling a set of security requirenents. In
particular, a given systemcan only be said to be secure with respect to its
enforcenent of sone specific policy [2]. The control objective for security
policy is as foll ows:

"The security policy is a statenent of intent with regard to control over
access to, dissemnation of, and nodification of information. The
security policy nmust be precisely defined and i npl enented for each system
that is used to process sensitive information. The security policy nust
accurately reflect the | aws, reqgul ations, and general policies fromwhich
it is derived.'

Di scretionary control is the nost common type of access control nechanism

i npl emented in conputer systens today. The basis of this kind of security is
that an individual user, or programoperating on the user's behalf, is allowed
to specify explicitly the types of access other users (or prograns executing
on their behalf) may have to information under the user's control.

Di scretionary security differs frommandatory security in that it inplenments
the access control decisions of the user. Mandatory controls are driven by
the results of a conparison between the user's trust |evel or clearance and
the sensitivity designation of the information.

Di scretionary controls are not a replacenent for nmandatory controls. In any
environnment in which information is protected, discretionary security provides
for a finer granularity of control within the overall constraints of the
mandatory policy. Both discretionary and mandatory controls can be used to

i mpl enent an access control policy to handle nultiple categories or types of

i nformation, such as proprietary, financial, personnel or classified
information. Such information can be assigned different sensitivity

desi gnati ons and those designations enforced by the mandatory control s.

Di scretionary controls can give a user the discretion to specify the types of
access other users may have to information under the user's control,

consistent with the overriding nmandatory policy restrictions. 1In a classified
envi ronnment, no person may have access to classified information unless: (a)
that person has been determned to be trustworthy, i.e., granted a personnel
security clearance - MANDATORY, and (b) access is necessary for the
performance of official duties, i.e., determned to have need-to-know -

DI SCRETI ONARY. The discretionary security control objective is:

Security policies defined for systens that are used to process classified
or other sensitive information nust include provisions for the enforcenent
of discretionary access control rules. That is, they nust include a
consistent set of rules for controlling and limting access based on
identified users who have been determ ned to have need-to-know for the
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i nformati on.

5. DEFI NI TI ONS

Di scretionary Access Control (DAC)-The Criteria defines discretionary access
control as:

" A neans of restricting access to objects based on the identity of

“subj ects and/or groups to which they belong. The controls are
“discretionary in the sense that a subject with a certain access
"pernmission is capabl e of passing that perm ssion (perhaps indirectly) on
"to any ot her subject.”

DAC controls are used to restrict a user's access to protected objects on the
system The user may al so be restricted to a subset of the possible access
types avail able for those protected objects. Access types are the operations
a user may performon a particular object (e.g., read, wite, execute).
Typically, for each object, a particular user or set of users has the
authority to distribute and revoke access to that object. Users may grant or
resci nd access to the objects they control based on "need to know' or "whom do
' like" or other rules. DAC nechanisns control access based entirely on the
identities of users and objects.

The identity of the users and objects is the key to discretionary access
control. This concept is relatively straightforward in that the access

control matrix, defined below, contains the names of users on the rows and the
names of objects on the colums. Regardless of how the matrix is represented
in menory, whether by rows or by columms, the names of the users and objects
must be used in the representation. For exanple, in a row based
representation an entry mght read the equivalent of "~ KIMcan access Kl MFILE
and DONSFILE". In a colum-based representation, one mght find the

equi val ent of "DONSFI LE can be accessed by DON, JCE and KI M.

O her Definitions:

access control matrix-a two-di nensional nmatrix representing users on the rows
and objects on the colums. Each entry in the matrix represents the access
type held by that user to that object. Access control matrices are usually
sparsely popul ated and are represented in nenory by row or by col um,
elimnating storage requirenents for enpty entries. Sea figure 1 in Section 7
for an exanple of an access control matri X.
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access node-entries in the access control matrix that specify certain
operations a user may performon an object, (e.g., read, wite, execute,
del ete).

access perm ssion-perm ssion of a user to access an object in some manner.
Entries in the access control matrix specify access perm ssion. No access or
““null'" access may al so be specified if desired.

control perm ssion-a certain access node that allows users to grant/revoke
access perm ssion> and change access nodes to objects. Sonetines this
i ncludes the ability to pass control perm ssion to other users.

defi ned groups-groups which have been defined to the DAC nechani sm before

bei ng used in access control decisions. Goups are nornally defined by users
wi th special privileges, such as the systemadm nistrator. A group should be
defined by listing the identities of the nenbers to be included in the group.

3

| east privilege-this principle requires that each subject in a system be
granted the nost restrictive set of privileges needed for the performance of
aut hori zed tasks. The application of this principle limts the danage that
can result from accident, error, or unauthorized use.

named users-users that are uniquely identified to the TCB. The unique
identifier is to be used by the DAC nechanismto perform access contr ol
deci si ons.

obj ect-a passive entity that contains or receives information. Access to an
obj ect potentially inplies access to the information it contains. Exanples of
obj ects can be: records, blocks, pages, segnents, files, directories,
directory trees, and prograns, as well as processors, video displays,
printers, network interfaces, 1/0 ports, etc.

owner shi p-a concept in which one user has total control over access to an
object. A subject operating on behalf of that user is normally the creator of
the object and is totally responsible for controlling access to it.

subj ect-an active entity, generally in the formof a process or device
operating on behalf of a user that causes information to flow anong objects or
changes the systemstate. Technically, a process/domain pair.

Troj an horse-a conputer programw th an apparently or actually useful function

that contains additional (hidden) functions that surreptitiously exploit the
| egiti mate aut horizations of the invoking process. An exanple is a program
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that makes a "blind copy"” of a sensitive file for the creator of the Trojan
hor se.

Trusted Conmputing Base (TCB) The totality of protection nechanisms within a
conputer system - including hardware, firmvare, and software - the conbination
of which is responsible for enforcing a security policy. A TCB consists of
one or nore conponents that together enforce a unified security policy over a
product or system

*-property--A Bell-LaPadul a security nodel rule, called the ''star*property,"
that allows a subject wite access to an object only if the security |evel of
the subject is domnated by the security level of the object. Al so known as
t he Confi nenment Property.

6. AN | NHERENT DEFI Cl ENCY | N DI SCRETI ONARY ACCESS CONTROL
6.1 A FUNDAMENTAL FLAW I N DI SCRETI ONARY ACCESS CONTROL

Di scretionary access control mnechanisns restrict access to objects based
solely on the identity of subjects who are trying to access them This basic
principle of discretionary access control contains a fundanental flaw that
makes it vulnerable to Trojan horses [3], [4]. On nost systens, any program
whi ch runs on behalf of a user inherits the DAC access rights of that user
[5]. An exanple of the workings of a Trojan horse will illustrate how nost
DAC nechani sns are vul nerable. Reference [6] contains such an exanple, which
is simlar to the foll ow ng:
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6.2 AN EXAMPLE OF A TROJAN HORSE

Consi der a system where an access control |ist nechanism (as described in
Section 7.3) is used to inplenment discretionary access control. There are two
users on this particular system an honest user, DOE; and a di shonest user,
DRAKE. DCE has a data file which contains highly sensitive data; this file is
known as DOESFILE. He has diligently set the ACL to allow only hinself to
read the file. No other users are authorized to access the file. DOE is
confident that no one but hinself will be able to access his data file.

DRAKE is determned to gain access to DOESFILE. He has legitimte access to
the systemwhich allows himto inplement a useful utility program In this
utility DRAKE enbeds a covert function to read DOESFI LE and copy the "contents
into a file in DRAKE s address space call ed DRAKESFI LE. DRAKESFI LE has an ACL
associated with it that all ows processes executing on DCE' s behalf to wite to
it, while allowing DRAKE s processes to read it.

DRAKE i nduces DCE to execute his utility programby telling himhow useful and
efficient it is. DRAKE is careful not to tell DOE about the covert function
(Trojan horse) that is resident in the utility program DOCE executes the
corrupted programand it appears to performperfectly. However, while it is
operating on DOE's behalf, it assunes his identity and thus his access rights
to DOESFILE. At this time it copies the contents of DOESFILE t o DRAKESFI LE.
This copying takes place conpletely within the constraints of the DAC
mechani sm and DCE i s unaware of what i s happening.

Thi s exanpl e shoul d nake cl ear the danger of Trojan horse attacks and the

I nadequacy of nost DAC nechani sns to protect against such attacks. It should
be noted that an el aborate DAC nechani sm may provide illusory security to
users who are unaware of its vulnerability to Trojan horse attacks.

Configuration managenent, testing, and trusted distribution should ensure that
sof tware produced by the conputer system manufacturer does not contain Trojan
horses, especially if the systemhas a high EPL rating. However, software
from ot her sources does not conme with these assurances. |In very high threat
environnents, it is wise to assune that uneval uated software does contain
Trojan horses. This assunption dictates that discretionary access control not
be used as the sole protection nechanismin high threat environnents.

The Trojan horse threat can be reduced in systens that inplenent many domai ns
or dynam c snmall domains for each process. |In nost systens today, with only
user and supervi sor

domains, all of the user's objects are available to a process running on that
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user's behalf. |If domains were created dynamcally for each process, with
only the necessary objects available in that domain (inplenenting the |east
privilege principle), then a Trojan horse would be Ilimted to accessing only
t hose objects within the domain [5], [7].

A reference nonitor which inplenents a mandatory security policy which

i ncludes the *-property woul d provide robust protection against Trojan horse
attacks. The mandatory access control inplenmentation would prevent the Trojan
horse fromdisclosing the information to a user who is not permtted access to
the information under the mandatory access rules. Assune the sane scenario as
was described previously with the follow ng changes. The conputer system now
i npl enents a mandatory security policy wwth two hierarchical sensitivity

| evel s. For the sake of sinplicity, the levels are called sensitive and
non-sensitive. DOE operates at the sensitive |evel, and DCESFILE is
sensitive. DRAKE is not authorized to access sensitive data, so he operates
at the non-sensitive level. DRAKE is only allowed to read non-sensitive
files, so DRAKESFILE is non-sensitive. As before, DRAKE s Trojan horse
programis executed by DOE. The programtakes on the sensitivity |evel and
the identity of DOE. Wthin the constraints of the mandatory and the

di scretionary security policies, the programreads DCESFILE. However, when
the Trojan horse tries to wite the sensitive data to DRAKESFI LE, the
reference nonitor disallows the operation. Since the Trojan horse is now
executing at the sensitive |level, the program cannot be allowed to wite to a
non-sensitive file. That would be a violation of the *-property [1].

Thi s exanpl e should show the reader that discretionary access control is only
effective to restrict the " "honest'' user in browsing through other users'
files and preventing accidental disclosure or destruction of information. The
mal i ci ous user who is determned to gain unauthorized access to data on the
conput er system nust be restricted by other neans, such as mandatory access
control s.
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7. AN OVERVI EW OF DAC MECHANI SM5

This section presents an overview of the npbst commonly used DAC nechani sns.
Each nmechanismw || be described briefly. Section 9 explains how each of
t hese nechani sns rates against the Criteria.

| npl ementing a conplete DAC systemrequires retaining the information that is
represented by the access control matrix nodel in sone form An access
control matrix has users represented on the rows and protected objects on the
colums (see figure 1). The entries in the matrix descri be what type of
access each user has to each object. Current operating systens have attenpted
to represent that information using five basic nechanisns:

1 Capabilities

2. Profiles

3. Access Control Lists (ACLs)
4. Protection Bits

5. Passwords

ACCESS CONTROL MATRI X

bj ect s Kl MSFI LE DONSFI LE PAYROL1 PAYROL?2 DCESFI LE

Users:
Kim rw r rw r
Joe r
Don rw r
Jones r
Doe rw
Myr Jim cp cp C C c
Jan rw rw

Figure 1

The access control matrix such as the exanple in figure 1- above, is a
pictorial view of a set of users and their access perm ssions to a set of
protected objects. The access type "~ 'r'' denotes read access and the access
type "W ' denotes wite access. The access type ~¢'' nmeans control

perm ssion and the access type " "cp'' neans control with passing ability. The
access types are explained in Section 8.
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Capabilities and profiles represent the access control matrix information by
row, connecting the accessible objects to the user. ACLs and protection bits
represent the access control matrix information by colum, connecting a |ist
of users to an object. As the balance of this section will denonstrate, ACLs
are the nost flexible and usabl e DAC nmechani smthat can be inplenented with
exi sting technol ogy.

7.1 CAPABI LI TIES

In a capability-based system access to protected objects such as files is
granted if the woul d- be accessor possesses a capability for the object. The
capability is a protected identifier that both identifies the object and
specifies the access rights to be allowed to the accessor who possesses the
capability. Two fundanental properties of capabilities are that they may be

7

passed from one accessor (subject) to another, and that the accessor who
possesses capabilities may not alter or fabricate capabilities w thout the
nmedi ati on of the operating system TCB.

Capabi lity-based systens [8] provide dynam cally changeabl e domai ns (nane
spaces) for processes to run in. Ability to access an object is denonstrated
when a process has a capability or "~ "ticket'' to the object. The capability
al so contains all owabl e access nodes (e.g., read, wite, execute). In sone

i npl enent ati ons, prograns can contain capabilities or capabilities can be
stored in files. They are protected by hardware and software nechani sns or by
encryption. Capabilities can usually be passed along to other processes and
can sonetines be increased or decreased in scope.

A pure capability systemincludes the ability for users to pass the capability
to other users. Because this ability is not controlled and capabilities can
be stored, determning all the users who have access for a particul ar object
generally is not possible. This nakes a conpl ete DAC i npl enentati on,

i ncluding revocation, very difficult. (Revocation nmay not be an issue,
however, since a user who has access to an object can nmake a copy of the
information in another object. Revoking the user's access on the original

obj ect does not revoke access to the information contained in the user's copy.
After revocation, however, changes can be nade to the original object wthout
the know edge of revoked users.) For a discussion on revokabl e capabilities,
see Redell's paper [9].

Since capabilities inplenent dynam ¢ domains they can ideally Iimt the

obj ects accessible to any program This would limt a Trojan horse's access
to only the protected objects handed to it. At this tine, few systens have
been i npl enented with capabilities and very few, if any, have attenpted to
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i npl ement a conpl ete DAC nechani sm Sone research has been conducted in
restricting capabilities by overlaying a DAC nechani sm[10].

Capabilities could be useful in enforcing the |east privilege principle and
provi di ng dynam cal |y changeabl e domai ns, neki ng di scretionary access controls
| ess vul nerable to Trojan horse attacks. However, in order to pass the class
C2 and above DAC requirenents, the ability for users to pass capabilities to
ot her users nmust be sufficiently controlled. There could be sone design
difficulties in building capability-based nechanisns to satisfy the B3 DAC
requi renent because of difficulty in inplenmenting precisely defined groups
[11]. Also, at class B3 it is required that users be able to specify a |ist
of users that have perm ssion (or do not have perm ssion) to access each
object. Capability-based systens are row based nechani sns and do not easily

| end thenselves to this function. Deletion of an object fromthe system and
revocati on of access present yet another problem The problemis that

row- based systens do not provide an efficient neans of determ ning which users
have access to a given object.

7.2 PROFILES

Profiles [12], which have been inplenented in sonme formon several systens,
use a list of protected objects associated with each user. Since object nanes
are not consistent or anmenable to grouping, their size and nunber are
difficult to reduce. |If a user has access to many protected objects, the
profile can get very large and difficult to manage. Also, all protected

obj ect names nust be unique so full pathnanmes nust be used. Creating,

del eting and changi ng access to protected objects requires nmany operations
since nultiple users' profiles nmust be updated. Tinely revocation of access
to an object is very difficult unless the user's profile is automatically
checked each tine the object is accessed. Deleting an object
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may require sone nethod of determ ning every user who has the object in his
profile. In general, wth profiles as wth capabilities, answering the
qguestion of who has access to a protected object is very difficult. Since
this is usually an inportant question in a secure systemand nore efficient
mechani snms exi st, profiles are not a recommended i npl enentati on of DAC.

7.3 ACCESS CONTROL LI STS (ACLs)

ACLs al low any particular user to be allowed or disallowd access to a
particul ar protected object. They inplenent the access control matrix by
representing the colums as lists of users attached to the protected objects.
The lists do not have to be excessively long if groups and wild cards (see

bel ow) are used. The use of groups raises the possibility of conflicts

bet ween group and individual user. As an exanple, the ACL entries "PAYRCL rw'
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and "Jones. PAYROL r" appear to conflict, but can be resolved in the design of
t he DAC nmechanism The Apollo system has a nultiple, hierarchical group
mechanism The ACL entry has the form  “user-id.group.organization .node." As
in Multics, if the ACL specifies access rights for the user by user-id then
group access rights are ignored. This allows a particular user to be excluded
or restricted in access rights [13]. In the Apollo, if a user is not on the
ACL by user-id, but is a nenber of a group, those rights are used and

or gani zati on and node nenbershi ps are not exam ned. Miltiple group nmechani sns
add nore conplexity and may facilitate admnistrative control of a system but
do not affect the utility of a DAC nmechani sm

Access to ACLs should be protected just as other objects are protected. The
creation of groups nust be controlled, since becom ng a nenber of a group can
change the objects accessible to any nenber. |In many systens, e.g., Miltics
[14], a user nust be a nenber of at |east one group. One detrinent of the
group nmechanismis that changing the nenbers of a group results in changes to
an unknown set of ACLs for protected objects. Allocation of groups could be a
Systens Adm nistrator function only, or it could be distributed to a Project
Adm ni strator type function. Problens could result fromallow ng any user to
create a group and then be "owner'' of that group. |If users were prohibited
fromlisting the nmenbers of groups they are not in because of covert channels
and privacy, it would be difficult to determine if a group was the correct one
to use. Systemor Project Adm nistrator control is a preferred nechanism

7.3.1 WIld Cards

A wld card nechanismallows a string replacenent where the wld card is
specified. For exanple, in the Miultics system "~ PAYROL rw ' gives read and
wite access to any user in the PAYRCL group. ~"Smith.* r'' gives Smth read
access, no matter what group the user Snmith belongs to. "~ *.*'' gives any
user access. The group and wild card nechanisns allow the ACL |ist to be kept
to a reasonable size. The use of wild cards raises the possibility of
conflicts if a user has multiple ACL entries for an object. In the above
exanple, Smth has a possible conflict; as a nenber of any group he can read
and as a nenber of the PAYROL group he can read and wite. The system nust
make a decision as to which one of the ACL entries it will apply when granting
Smth access to the object. Various systens have different rules for
resolving conflicts. One approach m ght be to have the system enforce an
ordering of the ACLs. Another approach mght be to allow ordering of the ACLs
by the users.

In any case, the users nust understand the rules in order to create effective
ACL entries. A wld card nmechani sm adds nore conpl exity, but does not affect
the utility of a DAC nmechanism An exclusion capability, which allows a group
to be specified with certain nenbers to be excluded, is also useful and is
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requi red at class B3 and above.
7.3.2 Default ACLs

There are many side issues in the inplenentation of access control |ists.
Default ACLs are usually necessary for the user friendliness of the DAC
nmechanism At the very |east, when an object is created by a user, the user
shoul d be placed on its ACL by default. Sone of the other possible default
nmechani snms i nclude a systemw de default, a user-associated default or if the
file structure is atree, a default associated with the directory.

A systemw de default could be used as the default in cases where no other
default had been specified. A systemw de default m ght give access only to
the creating user. A user-associated default mght work well on a systemwth
a flat file structure. Wen a user is first entered on the system his
default ACL woul d have to be specified.

For file structures that are trees, a default(s) associated with the directory
could be nost efficient. |If the user organizes the directory structure to
represent project work or areas of interest, then the ACLs for all objects in
a sub-tree would be simlar. One default ACL in the directory would be for
children that are files. For children that are directories either a separate
sub-directory default ACL should be specified or the default ACLs shoul d have
to be stated explicitly by the user. QOherw se, unless care is taken, those
Wi th access to the root sections of the storage hierarchy could by automatic
default get access to all of the storage hierarchy. The overriding principle
of least privilege inplies that the use of defaults should not inadvertently
gi ve away nore access than the user intended. 1In other words, to err on the
conservative side is preferred. 1In all inplenentations sone user(s) nust have
perm ssion to change the ACLs after they have been set by default, and the
ability to change the defaults is very useful. Defaults can be inplenented in
two ways: they can be copied to the ACL or they can be pointed to by the ACL.
If they are copied, then changes to the default will not affect the ACL;

ot herwi se, changes in the default nmay cause changes in many ACLs.

7.3.3 Naned ACLs

Anot her possible user friendly feature is "naned" ACLs. One inplenentation of
this feature uses a nanmed ACL as a tenplate. |If a user often sets ACLs to the
same list of Users, the setting user may want to create a naned ACL as a
tenpl at e whi ch, when used, copies that list into the ACL. When the naned ACL
is changed, there is no effect on the ACLs already in existence. This use of
named ACLs has no particular detrinents and is of |limted useful ness. The

ot her inplementation of named ACLs places a pointer in the real ACL to the
named ACL. Now when the naned ACL gets changed, all of the real ACLs that use
it also get changed. This is very convenient for the user, but when a naned
ACL is changed the user has no way of determning all of the protected objects
affected by the change. The naned ACLs al so have to be protected in the sane
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way as the real ACLs. Mst of the features of naned ACLs can be repl aced by
some group and default nmechani sns.

10
In summary, access control lists are the nost desirable inplenentation of
di scretionary access control. ACLs conveniently |lend thensel ves to specifying

a list of named users who are allowed to access each object. Al so, providing
access to defined groups of users is easily done with ACL-based nechani smns.
ACLs, if properly inplemented, will satisfy the B3 DAC requirement. At class
Bl and above, care nust be taken so that the inplenentation does not conflict
wi th mandatory controls.

7.4 PROTECTION BI TS

Protection bits are an inconplete attenpt to represent the access contro
matri x by colum. Inplenentation of protection bits include systens such as
UNI X [ 15], which use protection bits associated with objects instead of a |ist
of users who may access an object. (UNIX is a registered trademark of AT&T.)
In the UNI X case the protection bits indicate whether everyone, the object's
group or only the owner has any of the access nodes to the protected object.
The user who created the object is the owner, and that can only be changed

t hrough superuser privileges. The owner is the only one (besides a superuser)
who can change protection bits.

The problemw th protection bits is that they are an inconplete inplenentation
of the access control matrix nodel. The system cannot conveniently allow or

di sall ow access to a protected object on any single user basis. It has been
suggested that groups be set up so that any needed conbi nati on of users can be
specified. But, for nore than a few users, the conbinatorics of such a
solution are unrealistic. Also, groups are controlled by the system

adm ni strator, and such a schenme would require full-tinme attention.

7.5 PASSWORD DAC MECHANI SMs

Password protection of objects attenpts to represent the access control matrix
by row. |If each user possessed his own password to each object, then the
password is a ticket to the object, simlar to a capability system (except, of
course, with no dynam c donmains). |n nost inplenentations of password
protection, only one password per object or one password per object per access
node exists. Passwords. on protected objects have been used in IBMs WS
[16] and with other nechanisnms in CDC s NOS [17] to inplenment DAC

Many problens are associated with using a password protected DAC system The
use of passwords prevents the TCB fromcontrolling distribution of access

perm ssions. The sharing of passwords takes place outside the system For a
user to renenber a password for each protected object is virtually inpossible,
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and if the passwords are stored in prograns they are vulnerable. To restrict
access to certain access nodes requires a password for each conbi nati on of
access nodes, but in nost systens that use passwords, access to a protected
object is all or none. In such inplenentations, revoking a user's access
requi res revoking access fromall other users with simlar access and then

di stributing a new password to those who are to retain access. This becones
al nost | npossi bl e when passwords are stored in prograns. To be secure,
passwords shoul d be changed periodically, which is very difficult to do in
such password protected DAC systens. In systens such as MVS the default
access to a file is unrestricted access. A file is protected only when the
password protection is initiated for that file. Thus a newfile in WS is not
protected until the password protection nechanismis invoked.

11

I f passwords are used as in the CDC NOS systemto suppl enent another DAC
nmechani sm they do have one positive aspect. |If all objects are protected
with different passwords, Trojan horses can be restricted to only the objects
that are handed to them The use of passwords for a conplete DACis strongly
di scouraged, because there is no way to determ ne who has access to an object,
and because nmanagi ng such a system properly is very difficult.

7.6 SUMVARY

Access control lists, if inplenmented properly, can satisfy the DAC requirenent
for any class. Protection bits lack the ability to conveniently control
access to each object to the granularity of a single user. Row based

nmechani snms, such as capabilities and profiles, may encounter design probl ens
with revocation of access and group access to objects. Passwords shoul d not
be used for discretionary access controls, except as a supplenent to anot her
DAC nechanism to reduce that nmechanism's vulnerability to Trojan horses.
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8. THE SET OF DAC ACCESS TYPES

In this section, control perm ssions and access nodes for objects are

di scussed. In the access control matrix (see figure I, in the previous
section), control perm ssions and access nbdes are the entries in the matrix
that specify what kind of access the subject has to the object.

Control perm ssions define which subjects have the ability to grant and revoke
access perni ssions and change access nodes. Sonetinmes control permn ssions
include the ability to pass these control perm ssions to other subjects.

In contrast, access nodes indicate a specific action that can be applied to
the object. For exanple, the execute' node allows the object to be executed.

8.1 CONTROL PERM SSI ONS

In many current systens, the concept of control perm ssions is not separated
fromaccess nodes. In Miultics, ~"nodify access'' on the directory is actually
the ability to change the ACLs of the children of the directory. It is
recomrended that control perm ssions and access nodes be kept conceptually
separate on any DAC system This separation allows control of the object to
be separated from access to the object.

Two basic control perm ssions exist: control and control with passing ability.
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The difference between these permssions is the. ability of the holder to
propagate control to other subjects.

- control - Subjects who have control perm ssion to objects are able to pass
access perm ssion and to set access nodes to those objects for other
subj ects. Control perm ssion does not all ow subjects who possess it to give
control to other subjects.

- control wth passing ability - This control permssion is identical to
control with the exception that the hol der can pass his control permssion to
ot her subjects. In a systeminplenenting this permnm ssion, objects may have
nore than one subject who are able to control them

Since control perm ssions allow a subject to specify access to an object, they
can be used to inplenment the control nodel for a DAC system

8.1.1 Control Mbdels

The Criteria requires DAC controls on the ability to assign access perm ssion
to an object by a user already possessing access permssion. The ability to
assign these perm ssions should be controlled with the sane precision as the
ability to access the objects thensel ves. For exanple, at class B3 it should
be possible to permt or prohibit both users and groups the authorization to
assign access permni ssion. Four basic nodels for DAC control exist:

hi erarchical, concept of ownership, |aissez-faire, and centrali zed.

8.1.1.1 H erarchica

Perm ssions to specify control of objects can be organized so that control is
hierarchical, simlar to the way nost businesses operate. A sinple exanple
woul d have the system admi nistrator at the root of the hierarchical tree. The
system adm ni strator would eve control permssion to all objects on the
system This control perm ssion would include the ability to pass those
control perm ssions to other subjects. The system adm nistrator would
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di vi de everyone el se into subsets (e.g., departnents), with each subset being
represented by a directory in the storage hierarchy. The default access for
each departnent would give the departnent head control perm ssion for that
directory. The department heads woul d divide their subordinates into subsets
(e.g., projects) and set the defaults so that for each project, they give the
proj ect heads control perm ssion on their project directories. The users at
the bottom of the hierarchy woul d have no control perm ssions on any object.
Notice that those in the hierarchy who have control perm ssion on an obj ect
woul d be able to give thensel ves any access node on the object. A

hi erarchical or tree-structure file systemis not required in order to
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i npl enent a hierarchical control nodel.

The advantage of a hierarchical structure is that control can be placed in the
nost trusted hands and the control can mimc the organi zational environnent.
This should not inply, however, that control should be distributed based on
one's position in the hierarchy. It is sonmetinmes appropriate that a nanager
have no authorization for a subordinate's objects. The previously defined

hi erarchical structure provides the ability for nmultiple users to have the
ability to control an object. Oher hierarchical organizations can be

i magi ned and i npl enmented using control perm ssions. Hierarchical

organi zati ons could al so be programred into the DAC system w t hout using
control perm ssions, but such a restrictive inplenentation would result in a
specific, fixed hierarchical structure. Such inflexible hierarchical control
is not recommended. The hierarchical control nodel would satisfy the DAC
requi rement for all classes.

8.1.1.2 Concept of Ownership

Anot her control nodel associates with each object an owner (usually the
creator of the object) who is the only user that has control permssion to
this object. The owner is always in ~“full'' control of the objects that he
has created and has no ability to pass that control to any other subject.
Hence the owner nay change the access perm ssions at any tinme in order to
grant and to deny the access rights of the objects under his control.

Thi s near absolute control by owner can be inplenented adm nistratively. The
system adm ni strator could set up the systemso that the default access would
al ways contain control perm ssion, but the ability to pass control perm ssion
to other users would never be used on the system O course, the system

adm nistrator has the ability to alter all of the access control on the
system Therefore, owner control can be viewed as a |imted hierarchica
systemof only two levels and could be inplenented with a flexible

hi erarchi cal control nodel.

Anot her way to inplenent owner control is by progranming it into the DAC
system and not inplenenting any control permssions. This wll enforce the
owner concept because the creator of an object is known to the DAC nechani sm
and can change the access, but has no nethod of passing control permssion to
another user. UN X is an exanple of an operating system where only the owner
of an object has the ability to change its access (protection bits).

A di sadvant age of owner control is the difficulty it creates with regard to
non- owner users changing their access nodes for an object (i.e., it is harder
to share the objects). |In order to gain or |ose any access to an object,
users must ask the owner of the object to grant or
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revoke access for them However, in sone operating environnments, this
di sadvantage is actually a desired system characteristic.

Omer control of objects elimnates confusion concerning who controls access
to each object. This particular control nodel will neet the DAC requirenent
for all classes.

8.1.1.3 Laissez-Faire

In this schene, any user who has control pernmission with passing ability to an
obj ect may pass that permi ssion on to any other user. No concept of ownership
exists. The ACL will show all the users who can change the ACL of an object.
Once a user has passed on control perm ssion with passing ability to other
users, they nmay pass this permssion to other users wthout the consent of the
creator of the object. Once the access pernissions are given away, keeping
control of an object is difficult. So |long as the passing of control

perm ssion is separate fromthe granting of access perm ssion, the

| ai ssez-faire control nodel will neet the DAC requirenent for all classes.
However, if the nodel were to require the passing of control perm ssion in
order to grant an access perm ssion to a user, then the nodel would not neet
the C2 DAC requirenent, because it could not control the propagation of access
rights.

8.1.1.4 Centralized

This control nodel gives one user, typically the systemadm nistrator, contro
perm ssion to all objects on the system That user does not have the ability
to pass control on to other users. Thus- all control perm ssion is held by
one user. To obtain access to any object, a user nust request that the
controlling user grant himaccess perm ssion. This places a considerable
burden on the controlling user. Additionally, if requests for access

perm ssion are nunerous, delays would probably result fromthe inflexibility
of this nodel. Although it has limted flexibility, this control nodel woul d
satisfy the DAC requirenents for all classes.

8.1.2 File Structures and Control Perm ssi ons

Use of control permssions is also related to the structure of the storage
system |In operating systens where the storage systemis tree structured, two
types of objects are involved: directories and files. (D rectories are
sonmetimes call ed nodes, and files are sonetines called segnments.) Control

perm ssions can be applied to both directories and files. Control perm ssion
on a file changes control only to that particular file, but control perm ssion
on a directory may be inplenented as the ability to control not only the
directory but also all of the subdirectories and files under it (let us call
this extended directory control). This extended directory control inplenents
a very hierarchical control structure, since control perm ssion on a directory
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means that the subject can change any access on the whol e subtree bel ow t hat
directory.

A pure owner control policy could be inplenented without using the extended
directory control. The subject who creates a file or a directory woul d
receive the ability to control either. The hierarchical control schene
descri bed above woul d use the extended directory control and the control
perm ssion wth passing ability. Gving the systemadm nistrator, the
departnent heads and the project |eaders extended directory control to the
appropriate directory in the storage structure woul d give them control over
the appropriate portion of
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the file system Laissez-faire could use the extended directory control,
along with control perm ssion with passing ability on both the directories and
the files.

Dependi ng on the situation, one of the above schenes or a conbination of the
above schenes could be used to inplenent the control nodel of the DAC
mechani sm for any eval uation cl ass.

8.2 ACCESS MODES

A fairly wide range of access nodes are avail able in various DAC nmechani sns.
Sone i npl enentati ons nmay conbi ne sone access nodes, while other

i npl enentati ons do not provide nmany access nodes. How the access nodes are
conbi ned shoul d be given careful consideration, because conbi ni ng access nodes
can limt the flexibility of the DAC mechanism The nanes of any of the
access nodes may vary fromsystemto system Many types of wite access nodes
have been inplenented in different systens for controlling what changes can be
done to an object. This section discusses various read, wite, execute, and
del ete access nodes.

-READ - allows an object to be read but not changed in any way. On nost of
the systens, the READ node al so allows the object to be copied. Thus READ
gives all access to the object except WRITE, EXECUTE, and DELETE.

-WRI TE- APPEND - allows a user to expand an object but does not allow a user
to change the previous contents of or view an object. WRI TE-APPEND is al so
known as WRI TE- EXPAND

-WRI TE- CHANGE - allows a user to nodify and to delete all or part of the
contents of an object but does not allow a user to expand or view the object.

-WRI TE- UPDATE - allows a user to nodify the contents of an object but does
not allow a user to add to, delete from or view an object.
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-WRITE - allows a user to nodify, add, or delete the contents of an object
i n any manner but does not allow a user to view an object.

In nost operating systens little is known about the semantics of the data
stored in files, although sonme objects such as directories and mail boxes may
have nore operating system mani pul ated structure associated with them In
general write accesses such as WRI TE- CHANGE and WRI TE- UPDATE are very
difficult for an operating systemto inplenent reliably. WRI TE- APPEND, whi ch
forces new data to be added only at the beginning or the end of an object, is
in the real mof nobst operating systemarchitecture. |f an operating system
coul d support it, WRITE- APPEND woul d be useful for |ogging and transaction

t ype operations.

-EXECUTE - allows a subject to run the object as an executable file. On
sone systens EXECUTE access requires READ access. An EXECUTE w t hout READ
woul d be recommended if a correct inplenentation is possible.

- DELETE - access node all ows an object to be del eted.

-NULL - access nbde grants no access perm ssions and is used to all ow
exclusion of a particular user in an ACL. Oten a NULL access node does not
exist but is inplied in the ACL by specifying no access nodes for a particul ar
entry.
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-CONTROL - (See Section 8.1)
- CONTROL W TH PASSI NG ABILITY - (See Section 8.1)
8.2.1 File Structures and Access Mddes
If the files are organized in a tree structure then the directories are used
to represent the non-leaf nodes of the tree. Three nethods are avail able for
controlling the access to the directories and their associated files:

1. access controls on the files but not on the directories

2. access controls on the directories but not on the files

3. access controls on both the files and the directories.

If access node controls are placed only on the directories then once a user is
gi ven any access to a directory, he has the same access to all files under

this directory. O course if one of the objects under this directory is
anot her directory (which we call a subdirectory) then users need access node
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perm ssion to the subdirectory before they can access the objects under the
subdirectory. Placing access controls only on directories requires users to
group files according to access types. This requirenment could be too
constrictive and could conflict with other reasons for grouping files. If
access node controls are placed only on files then controls are of a finer
granularity. Access to individual files is controlled i ndependently of other
files under the sanme directory. But if no access controls are placed on
directories, users could browse through the storage structure |ooking at the
names of other users' files. Also, there is no control on where in the tree
structure a subject could place a file, and this is usually the main purpose
of a tree structure. By having the access node controls on both directories
and files, a subject needs the correct access node perm ssions to both the
directory and the file before it is allowed to access the file. Access nodes
for files are the basic software and hardware inplenented access nodes, such
as those listed in Section 8.2, since the operating system has no know edge of
the semantics of the files. The rest of the objects (directories, nail boxes,
etc.) are data structures nmaintained by the operating system and their access
nodes are generally nore el aborate extensions of the basic access nodes and
are usual ly inplenented by protected subsystens. In a systemlike UNI X, the

| ack of execute access inplies no access to the existing entire sub-tree under
that directory (ignoring an inplenentation of links as in UNI X and our earlier
di scussi on of access pernissions). A user cannot give another user access to
a file wwthout also giving the correct read access to the parent directories.
In Multics, the philosophy chosen was to enable a user to grant access to a
file just by setting the ACLs correctly on that file. Null access on a
directory will prevent a user from seeing the nanes or ACLs of the children of
that directory. But if the user has an access node to a child, he can access
the child (he nust already know its nane). This conplicates decisions about
when access should be given to the other attributes of a file (e.g., length,
date contents nodified). Such decisions depend on the particul ar

i mpl enent ati on.
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Wite-append allows a user to add new objects to the directory (i.e., to
create files and sub- directories under the directory). Null is inplied if no
access node is specified.

In order to have nore detail ed access control, an inplenmentor may add ot her
access nodes to the mninmal set. But the final inplenentation of the access
nodes shoul d not be so conplicated that users cannot easily renenber the
inplication of each node. |[|f users cannot distinguish the functions of each
access node, they will just grant to other subjects either the full access
rights or no access rights to an object. Also, inplenentations of any access
type nust be consistent and guaranteed to always function correctly. In

I npl ementi ng any access type, the designer nust consider how nmuch conplexity
it adds to the trusted conputing base, relative to the gain in functionality.
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9. MEETING THE CRI TERI A REQUI REMENTS

This section of the guide explains the DAC requirenments in the Criteria and
presents inplenentation exanples that will satisfy each requirenent. DAC
requi rements may be viewed as three levels. The first level is at the Cl1
Criteria class. The next level begins at class C2 and does not change through
class B2. The highest |evel requirenent begins at class B3 and renains the
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same at class Al. At each of these levels, this guide quotes the requirenent
fromthe Criteria, explains what the requirenent neans, describes the m ni num
functionality that is necessary to neet the requirenent at that |evel (and the
functionality that is not required at that |evel), and presents an

i npl ement ati on exanpl e which satisfies the requirenent.

The reader should keep in mnd that the inplenentations presented are not the
only ones that will neet their respective requirenent. The conbinations
possi ble wth the nechani sns nentioned are too nunerous to |ist here. Each

i npl enentati on nmust be eval uated on an individual basis. The inplenentation
sel ected should be as sinple and user friendly as possible, while neeting the
control objective. Since the nmechanismis user-invoked, if it is overly
conplicated, users nmay avoid using it to its fullest extent.

9.1 THE C1 DAC REQUI REMENT
Following is the DAC requirenent for Criteria class Cl:

"The TCB shall define and control access between nanmed users and naned
objects (e.g., files and prograns) in the ADP system The enforcenent
mechani sm (e.g., self/group/public controls, access control lists) shal
all ow users to specify and control sharing of those objects by naned

I ndi vi dual s or defined groups or both."

Note that the class Cl requirenent nanmes exanples of DAC nmechani sns. These
exanpl es are not the only mechanisns that wll satisfy the requirenent. Mny
nmechani snms are adequate to satisfy the C1L DAC requirenent.

At class Cl1 , users do not need special privileges to be authorized to control
access to objects. Unprivileged users may control access to objects they can
access. A user with access to an object can in turn grant access to that

obj ect to other users.

The class Cl DAC nechani sm need only provide support to allow access/ no
access; separate nodes for read and wite need not be supported.

bj ects may be shared by defined groups. That is, a group of users that may
have access to an object nust be defined to the TCB. G oups can be defined by
nam ng the users to be included in each group.

9.1.1 M ninmum Functionality

- The DAC nmechani sm shoul d control access to individual nanmed objects by
naned users.

- If the mechanismis not capable of the above function, it nust at | east
control access to each individual naned object by defined user groups.
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- The DAC nechani sm nust recogni ze and control access to individual objects.

19

9.1.2 Functionality Not Required

- Cass Cl does not require that users be uniquely identified to the TCB.
The users could be nenbers of a group and thereby | ose uni queness. Therefore,
it is not necessary for the C1 DAC nechanismto control access based on
i ndi vidual user identities.

- Although it is not required, user groups should be predefined by
aut hori zed users; that is, users who define groups should have sonme sort of
special privilege to do so.

In definitions for user groups, defining the nenbers of the group by unique
user identifier is not necessary. For exanple, defining a group consisting of
anyone whose nane starts with "M' by using a wildcard such as ~~"M'' would be
per m ssi bl e.

- Newly created nanmed objects do not need to be autonmatically protected.
Default public access is permssible at C1

- The Cl1 DAC requirenent does not nandate controls to |limt the propagation
of access rights. In other words, users possessing a certain access right my
or may not be permtted to pass that right on to other users at their own
di scretion.

- It is not necessary to define different access nodes, such as read and
wite. The nmechani smneed only provide support to allow access/ no access to
obj ect s.

9.1.3 An Acceptable Inplenentation

This section describes a DAC nechani sm whi ch woul d satisfy the C1 DAC
requirenent. This exanple is included for purposes of illustrating the
functionality necessary to neet this requirenent.

This mechani sm called SEE-ONE, utilizes profiles, which contain a |ist of
accessi bl e objects for each subject. Wen a new object is created on this
system it is unprotected until the systemadm nistrator identifies it to the
DAC nechanism Fromthat point on, a subject nust have that object's nanme in
his profile before he can access it. The system adm nistrator nust place the
name of the object on the profiles of the subjects who should be allowed to
access it. No access nodes appear on the profiles. |If an object is in a
subject's profile, that subject has total access to that object (read, wite,
execute, delete). Subjects cannot pass access perm ssions on to other
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subjects. This particular nechani sm does not support user groups.

While SEE-ONE will satisfy the C1L DAC requirenent, it is not wthout
drawbacks. Decentralizing control of protected objects fromthe system
admnistrator to the user comunity may be desirable. Mst systens have a
consi der abl e ambunt of object creation and del etion. Excessive object
creation and del etion could overburden the system adm nistrator. The

i npl enent ati on descri bed here contains only the mninmal functionality
necessary to neet the Cl DAC requirenent.

9.2 THE C2 THROUGH B2 DAC REQUI REMENT
Following is the DAC requirenent for Criteria classes C2 through B2:

"The TCB shall define and control access between naned users and naned
objects (e.g., files and prograns) in the ADP system The enforcenent
mechani sm
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(e.g., self/group/public controls, access control lists) shall allow users
to specify and control sharing of those objects by naned individuals, or
defined groups of individuals, or by both, and shall provide controls to
limt propagation of access rights. The discretionary access control
mechani sm shall, either by explicit user action or by default, provide that
obj ects are protected from unauthorized access. These access controls
shal | be capabl e of including or excluding access to the granularity of a
single user. Access pernmi ssion to an object by users not already
possessi ng access perm ssion shall only be assigned by authorized users.'

At this level protection on newy created objects nmust not default to public
access. Either the system nust have a specific rule that limts access to
each object to its creator or to a previously specified subset of users, or
the systemnust require the creator of an object to specify who will be
allowed to access it before allowng himto create that object. Limting
access to the creator of the object is the nethod that is preferred.

The nechani sm nust have the ability to include or exclude access to objects on
a per user basis. |If group access controls are provided, groups nust be
precisely defined by listing the unique nanes of the users in the group.

Hence, groups are nade of naned users.

Users must possess special authorization to control access to objects. This
speci al authorization is called control perm ssion (see section 8.1). The

aut hori zation required may range from system adm nistrator to users
controlling access to objects that they have created. The latter is preferred
because it does not require systemadm nistrator intervention. Either nethod
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is acceptable, but the fornmer nmethod could result in delays if the system
adm nistrator is not avail able.

9.2.1 Mninmum Functionality

The m ni mum requirenments specified here are in addition to the functionality
required to satisfy the ClL DAC requirenent.

- The nmechani sm nust provide the capability of including or excluding access
to each object on a per user (or per group if groups are inplenented) basis.

- The nechani sm nust provide that all objects are protected. Protection by
default nust be provided for all newy created objects at creation tine.

- Users nust possess control perm ssion to assign access permssion to
objects. This authorization usually takes the formof a special access type,
soneti nes cal l ed CONTROL or OANER

- If group access controls are provided, groups nust be precisely defined by
using the unique identifier of each nenber of the group.

9.2.2 Functionality Not Required
- Providing access to objects by groups of users is optional at this |evel.

- It is not necessary to define different access nodes, such as read and
wite. The nechanism need only provide support to all ow access/no access to
obj ect s.
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9.2.3 An Acceptable Inplenentation

This section describes a DAC nechani sm cal | ed SEE- TWD whi ch woul d neet the
C2-B2 DAC requirenent. The purpose of this descriptionis to illustrate the
functionality that is necessary to neet the requirenent.

This particul ar nmechani smuses an ACL-1i ke DAC nechani sm Each object has a
list of users who are allowed to access the object, along with the nodes of
access the users have to the object. By including or excluding users' nanes
on the list, access can be controlled on each object to the granularity of a
singl e user.

When a creator requests the creation of an object, he nust specify the desired
access controls. Oherwi se, the mechanismw ||l enforce a restrictive default
access control. The creator can grant other users the privilege of accessing
the object as he wishes. Only the creator has the privilege of passing access
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on to other users. This concept is called ownership. Ownership is not
transferrable to other users. |If the creator wi shes, he can specify a default
protection list for all objects he creates. The default would contain a |ist
of all users which will be added to the protection list of any new objects
created by that subject.

This SEE-TWO i npl enentation will satisfy the C2-B2 DAC requirenent.
Furthernore, it has an advantage over the SEE-ONE i nplenentation; the
managenent of an object is decentralized fromthe systemadmnistrator to the
owner of that object. A disadvantage of the SEE-TWO i npl enentation is that it
does not provide the capability to grant access to groups of uniquely
identified users. Using this mechani sm could be cunbersone in sone
environnments since all users nust be explicitly listed. In other

envi ronnents, however, requiring the users to be explicitly listed is
desirabl e.

9.3 THE B3 THROUGH Al DAC REQUI REMENT
Following is the DAC requirenent for Criteria classes B3 and Al.

"The TCB shall define and control access between nanmed users and naned
objects (e.g., files and prograns) in the ADP system The enforcenent
mechani sm (e.g., access control lists) shall allow users to specify and
control sharing of those objects, and shall provide controls to [imt
propagati on of access rights. The discretionary access control mechani sm
shall, either by explicit user action or by default, provide that objects
are protected from unaut hori zed access. These access controls shall be
capabl e of specifying, for each naned object, a |ist of naned individuals
and a list of groups of named individuals wth their respective nodes of
access to that object. Furthernore, for each such naned object, it shall
be possible to specify a list of naned individuals and a |ist of groups of
named i ndividuals for which no access to the object is to be given. Access
perm ssion to an object by users not already possessing access perni ssion
shall only be assigned by authorized users.'

At this level the requirenent mandates that the DAC nechani sm control access
to each named object. Access nust be controlled on a per user basis. In
addi tion, access control based on groups of naned users is required at this

| evel . Authorized users who control access to objects nust be able to |ist
speci fic naned users that are allowed to access each object they control.
They al so must have the capability to list groups of nanmed users that wll be
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all owed to access each object. These lists nust also contain the respective
access nodes that each naned user or group of nanmed users has on each object.

http://www.windowsecurity.com/whitepapers/NCSCTG003_Neon_Orange_book.html?printversion (32 of 42) [11/27/2008 8:50:35 AM]



NCSC-TG-003: Neon Orange book

Additionally, for each object, authorized users nust be able to specify a |ist
of nanmed users and a list of groups of naned users that are not to be all owed
to access that object. Thus, for exanple, an object could exist on a system
that is public read-only except for JOE. USER who is not allowed to access
the object at all.

9.3.1 Mnimum Functionality

In addition to the mninumrequirenents stated in this section for the Cl1 and
C2-B2 DAC requirenents, the following functionality nust be supplied in order
for a mechanismto satisfy the B3-A DAC requirenent.

- For each naned object, the nechanism nust provide the ability for authorized
users to specify a list of nanmed users along with each user's respective nodes
of access to the object.

- The nechani sm nust provide support to allow different access nodes, such as
read and wite. Merely providing for access/no access to objects is not
sufficient.

- For each naned object, the nechanismnust provide the ability for authorized
users to specify a list of groups of named users along with each group's
respective nodes of access to the object.

- For each named object, the nmechanismnust provide the ability for authorized
users to specify a |ist of named users and groups of nanmed users for which no
access wll be allowed to that object.

9.3.2 An Acceptable Inplenentation

Following is an exanple of a DAC nechani sm called BEE- THREE, that woul d be
sufficient to satisfy the B3-Al DAC requirenment. This exanple is included for
the purpose of illustrating the functionality necessary to neet the

requi renent.

When an object is created, an ACL that only permts access for the creator is
associated with the object. Al objects are protected. Each object's ACL
describes the users or groups that can access it, along wth their respective
access nodes to that object. Protected objects are segnents and directories.
The avail abl e access nodes on segnents are read, execute, and wite. On
directories the avail abl e access nodes are search, nodify, and append. A
process nmust have nodify access to the containing directory of an object in
order to nodify the ACL of the object.

Access groups are defined by the system projects, which are al so used for
accounting purposes. Only the system adm nistrator can define projects by
listing the unique identities of each user to be included in the projects.
Users can be defined in nore that one project, but can only be active in one
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project at a tine. Changing projects requires that users | ogout of the
system and then | ogin under the new project nane.

If a user or group of users is listed on an object's ACL w thout an access
node, that individual or group has no access to that object. |If a subject has
nore than one ACL entry on an object with conflicting access nodes, the system
takes the nost restrictive access node. This nmakes it possible to give
everyone on a project access to an object, while
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denying certain nmenbers of that project any access at all. This can be done
by i ncluding the project nane on the ACL with the access node desired while,
at the sanme tinme, including those users to be excluded on the ACL with no
access nodes.

Thi s BEE- THREE i npl enentation wll satisfy the B3-Al DAC requirenent.
Furthernore, it has an advantage over the SEE-TWO i npl enentation: it provides
the capability to grant access to individual users or to groups of uniquely
identified users. However, in this inplenentation it is inpossible to allow a
group sone access to an object (such as read), but allow one group nenber sone
addi tional access (such as read, wite) to that object.
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10. OTHER TOPI CS
10. 1 PROTECTED SUBSYSTEMS

In order to provide users with access types finer than the basic read, wite,
execute, etc., sone systens (actually a rather |limted nunber) support

prot ect ed subsystens. Saltzer and Schroeder [13] refer to the need for

" protected subsystens,'' which they define as user- provided prograns which
control access to files. By extending the access control nmechanismto allow
obj ects to be accessed in ways specified by subjects (prograns as well as
users), a systemnmay allow a specific user-witten programto be designated
““the only subject"” allowed any access or a particular type of access to
specific files. A protected subsystem can be defined as a collection of
procedures and data objects that is encapsul ated so that the internal
structure of a data object is accessible only to the procedures of the

prot ected subsystem and the procedures nmay be called only at designated
domain entry points and only by designated subjects. The encapsul ated data
files are the protected objects. Prograns in a protected subsystem act as
managers for the protected objects and enforce user-witten access controls on
them Subjects outside the protected subsystemare allowed to mani pul ate the
protected objects only by invoking the manager progranms. Any access
constraints that can be specified in an algorithmcan be inplenented in a
protected subsystem Gving users the ability to construct protected
subsystens out of their own program and data files allows users to provide
nore flexible controls on sharing. By allow ng prograns inside a protected
subsystemto i nvoke progranms in another protected subsystem w t hout

conprom sing the security of either, nultiple protected subsystens can be used
to performtasks. This limts the extent of damage a nalici ous or

mal functioning borrowed programm ght inflict on objects protected by the
subsystem Li kewi se, the lending user could al so encapsulate the | ent program
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in a protected subsystemof its own to protect it fromthe prograns of the
borrower. The danger of Trojan horse attacks and the inadequacy of nobst DAC
mechani sns to protect agai nst such attacks was discussed in Section 6. A
prot ected subsystem which incorporates one of the DAC nechani snms di scussed
earlier is no less vulnerable to attacks on objects within that subsystem
Furt hernore, readers should consider the effects of illusory security which
may be inherent with a protected subsystem Apollo's Domain [18] inplenents
limted protected subsystens. Donain allows users to wite their own
subsystens, but it does not provide a nechanismfor protected subsystens to
interact with one another. A user has the ability to add a subsystem nane to
a system w de |ist of subsystens, thereby creating the subsystem The user
then assigns a certain file to be a manager of the subsystem and another file
to be an object. The user then renoves all other access to the object, naking
t he manager an excl usive accessor. Access to the subsystemis controlled by
the access control lists associated with the subsystem nanager.

10. 2 ADM NI STERI NG AND USI NG DAC

The Trusted Facility Manual (TFM nust explain to the system adm nistrator how
to set up the DAC nechani sm and how to properly adm nister a DAC system The
manual nust
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explain howto identify the system security adm nistrator and any project

adm nistrators and their functions. The correct access nust be set on the
system adm ni strati on dat abase, which would include user registry, group
definitions, etc. The manual nust explain how access nust be set to handl e
fixing system problens including view ng dunps, and repairing file systens,
etc. Access nmust be set correctly to the standard libraries, including the
system commands and subroutines, initialization nodules, and the operating
system s code. ACLs may need to be set on the supervisor entry points and the
I/ O daenons or devi ce queues.

The TFM nust be easy to understand and follow, since proper set-up and proper

adm ni stration of the DAC nechanismis critical to its effectiveness. In
general , docunentation should describe howto initialize the ACLs to best
provide a protected environnent. |f the DAC nechanismis flexible and

provides the ability to set up different control structures, exanples should
be given for a range of control structures and nust indicate settings required
for the product's evaluation class. The manual should explain Trojan horse
attacks and shoul d give an exanple of one that could defeat the DAC mechani sm
and be undi scovered by the audit nechani sm

The Security Features Users Quide (SFUG mnust explain and gi ve exanpl es of how

to use the DAC nechanism The nmanual shoul d be easy for the users to
under st and, since the nechanismis user-invoked. Like the manual for the
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system adm ni strator, the users' manual shoul d explain Trojan horse attacks
and give an exanple of one that could defeat the DAC nechani sm and be
undi scovered by the audit nmechani sm

10. 3 AUDI TI NG DAC

Auditing is an inportant part of a secure conputer system Mich of the

audi ting on any operating systemis not specific to the DAC nechanism but in
many i nstances the DAC nechani sm should place an entry in the audit log. Any
operation that changes the control structure of the DAC shoul d be auditable.
Any change in any ACL, including the default ACLs, should be auditable. Any
attenpt to access a DAC-protected object should be auditable. Any changes to
group definitions should be auditable. 1In general an audit |og nessage shoul d
include a tinmestanp, the subject's identity, the object's identity, the type
of action and any other pertinent information.

10. 4 VERI FYI NG DAC

Verifying the correctness of the DAC nechanismis not well understood. As can
be seen by this paper, DAC does not have well defined rules as does nmandatory

access control. In fact no formal nodel of the nyriad of DAC i npl enentations
currently exists although some nention is made of the DAC nmechanisns in the
Bell| and LaPadula [19] fornal nodel for mandatory access control. |In systens

such as SCOWP [20] whose design has been formally verified for security, the
only property that was proven about the DAC nechanismwas that it did not

vi ol ate the mandatory access fornal nodel. Research is needed in devel oping a
formal nodel (s) for DAC and verification of systens where DAC is inportant
shoul d at | east provide assurance by a structured argunent that denonstrates
the DAC i nplenentation's sufficiency to inplenent its specification.
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10. 5 DAC ADD- ONS

For sone operating systens (e.g.. |IBM MWS), products which provide DAC
mechani sns are avail able as "add-ons' (e.g., ACF2, Top Secret, RACF). The DAC
checks are nade before the operating systemgets a request for an object, and
the request is not forwarded to the operating systemif it requests ill egal
access. Such add-ons are basing their assurance on the inability of a user to
ei ther get access to the operating systemthrough another interface or to
cause the operating systemto retrieve illegal data with a | egal request.

Most add-on packages are applied to systens that would receive a D rating
against the Criteria if evaluated on their own. To denonstrate that an add-on
product operates as clained, the add- on, along wth the underlying operating
system is evaluated as a total system The security provided by the add-on
relies on the correct operation of the underlying system

http://www.windowsecurity.com/whitepapers/NCSCTG003_Neon_Orange_book.html?printversion (37 of 42) [11/27/2008 8:50:35 AM]



NCSC-TG-003: Neon Orange book

27

11. SUMVARY OF DESI RED DAC FEATURES

Regardl ess of the Criteria class a DAC nechanismis intended to satisfy, the
preferred DAC nechanismw thin the current state-of-the-art is the access
control list. The deletion of subjects and objects is a potential problemfor
any DAC nechani sm including ACLs. Regardl ess of whether a subject or object
is del eted, the mechani sm should handl e the deletion efficiently, nmaking sure
that any dangling references do not grant unintended access after the

del etion. An asset of ACLs is their design, which represents the access
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control matrix by colum. An object's ACLs are automatically purged when the
object is deleted. Unlike row based nechani sns, ACLs do not require searching
the profiles of all subjects to determ ne who has access to the del eted

obj ect. However, when subjects are renpved fromthe ADP system ACLs pose the
sane problenm all system objects nust be searched to purge that subject from
all ACLs. Since objects are nmuch nore volatile than subjects, ACLs are nore
efficient than profiles.

At classes B3 through Al, access nodes nust be inplenented, but they are

hi ghly recormended at all |lower levels of the Criteria. The access nbdes
read, execute, and wite should be inplenmented at a m nimum and wite-append
shoul d be consi dered.

At class C2 and above, sone sort of control perm ssion nust be inplenented.
The control nodels described in Section 8.1.1 are acceptable. The preferred

nodel is the concept of ownership nodel. This nodel assures that sone user is
accountabl e for each object on the ADP system Omnership shoul d not be
transferrabl e between users. |If it is transferrable, ownership transfers nust
be audited.

Di scretionary Access Control cannot deter hostile attenpts to access sensitive
i nformation. DAC mechani sns can be designed to elimnate casual browsing
through the storage system to prevent accidental disclosure, nodification

and destruction of data, and to provide for the sharing of data between users.
A mandatory security policy nust also be inplenented to provide adequate
protection if users are not allowed to share all data on the system An
effective audit trail mechanismis also necessary in order to detect hostile
attacks on the DAC nechani sm
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