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FOREWORD

The National Computer Security Center is issuing A GQuide to Understanding Security

Modeling in Trusted Systens as part of the "Rai nbow Series" of docunents produced by our
Techni cal Guidelines Program |n the Rainbow Series, we discuss, in detail, the features of the
Departnent of Defense Trusted Conputer System Evaluation Criteria (DoD 5200.28-STD) and

provi de gui dance for neeting each requirenment. The National Conputer Security Center, through
its Trusted Product Eval uation Program evaluates the security features and assurances of
comerci al | y- produced conputer systens. Together, these prograns ensure that organi zations are
capabl e of protecting their inportant data with trusted conmputer systens. Security nodeling, in
its

various forns, is an inportant conponent of the assurance of the trust of a conputer system

A Guide to Understanding Security Mddeling in Trusted Systens is intended for use by

personnel responsible for devel opi ng nodel s of the security policy of a trusted conputer system
At lower levels of trust, this nodel is generally the systeni's phil osophy of protection. At

hi gher

trust levels, this also includes informal and formal nodels of the protection nechanisms within
a

system This guideline provides information on many aspects of security nodeling, including the
process of devel oping a security policy nodel, security nodeling techniques, and specific ways
to

nmeet the requirenents of the Departnent of Defense Trusted Conputer System Eval uation

Criteri a.

As the Director, National Conputer Security Center, | invite your suggestions for revising this
docunent. W plan to review and revise this docunment as the need ari ses.

Patrick R @Gallagher, Jr. Cct ober 1992
Di rector

Nati onal Conputer Security Center
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Thi s docunent provides gui dance on the construction, evaluation, and use of security policy
nodel s for automated i nformation systens (AI'S) used to protect sensitive information whose
unaut hori zed di sclosure, alteration, |oss, or destruction nust be prevented. In this context,
sensitive

i nformation includes classified information as well as unclassified sensitive informtion.

1.1 BACKGROUND

The National Conputer Security Center (NCSC) was established in 1981 and acquired its

present nanme in 1985. Its main goal is to encourage the wi despread availability of trusted
AlSs. In

support of this goal, the DoD Trusted Conputer System Evaluation Criteria (TCSEC) was witten
in 1983. It has been adopted, with mnor changes, as a DoD standard for the protection of
sensitive

i nformation in DoD conputing systenms. [NCSC85] The TCSEC is routinely used for the

eval uation of comercial conputing products prior to their accreditation for use in particular
environnments. This eval uation process is discussed in Trusted Product Evaluations: A Quide for
Vendors. [ NCSC90c]

The TCSEC divides AlSs into four main divisions, labeled D, C, B, and A, in order of

i ncreasing security protection and assurance. Divisions C through A are further divided into
ordered subdivisions referred to as classes. For all classes (Cl, C2, Bl, B2, B3 and Al), the
TCSEC

requi res system docunentation that includes a philosophy of protection. For classes Bl, B2, B3,
and Al, it also requires an informal or formal security policy nodel.

Al though the TCSEC is oriented primarily toward operating systens, its underlying concepts

have been applied nmuch nore generally. In recognition of this, the NCSC has published a Trusted
Network Interpretation [ NCSC87] and a Trusted Dat abase Managenent System Interpretation

[ NCSC91] In addition, the NCSC al so provides a series of guidelines addressing specific TCSEC
requi rements, of which this docunent is an exanple.

1.2 PURPCOSE

This guideline is intended to give vendors and evaluators of trusted systens a solid
under st andi ng of the nodeling requirenments of the TCSEC and the Trusted Network |nterpretation
of the TCSEC (TNI). It presents nodeling and phil osophy of protection requirenents for each of
the classes in the TCSEC, describes possible approaches to nodeling conmon security
requirements in various kinds of systens, and explains what kinds of node is are useful in an
evaluation. It is intended for vendors, evaluators, and other potential builders and users of
security

nodel s.

Thi s gui deline discusses the phil osophy of protection requirement, explains howit relates to
security nodeling, and provi des gui dance on docunmentation relating to the system s phil osophy of
protection and security policy nodel. It explains the distinction between informal and fornal
security policy nodels as well as the relationshi ps anong applicati on-i ndependent nodel s,

appl i cati on-dependent security nodels, and nodel interpretations. It also explains which

techni ques may be used to neet the nodeling requirenments at levels Bl through Al as well as the
advant ages and di sadvant ages of the various nodeling techniques. Finally, it discusses the
specific

TCSEC nodel i ng requirenents.

Thi s guideline al so addresses human aspects of nodeling. It describes how nodeling captures
basi ¢ security requirenments and how the security nodeling effort |leads to better systens and
provides a basis for increased assurance of security.

Finally, this guideline answers conmon questions about NCSC reconmendati ons regardi ng
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the construction of security nmpbdels. Security policies and nodels are supplied by vendors in
response to custoner needs and TCSEC requirenents; they are not supplied by the NCSC or the
TCSEC. The TCSEC does, however, set mininmmrequirenments in the areas of mandatory and

di scretionary access control. The TCSEC does not require particular inplenmentation techniques;
this freedom applies, by extension, to nodeling techniques. Acceptability of a techni que depends
on the results achieved. Mrre specifically, a security nodel nust provide a clear and accurate
description of the security policy requirenents, as well as key ideas associated with their
enforcenment. Mreover, one nmust be able to validate the nodel using assurance techni ques
appropriate to the proposed eval uation class. Any vendor-supplied nodeling techni que which
appears to be conpatible with the security nodeling requirenents will be seriously considered
during the course of a product eval uation

Topi cs which are closely related to security nodeling include formulation of security policy
obj ectives, design specification and verification, covert channel analysis, and inplenmentation
correspondence anal ysis. These topics are addressed only to the extent necessary to establish
their

i nfl uence on the security nodeling process. Al but the first of these topics are addressed in
ot her

guidelines in this series. Security objectives for trusted systens traditionally include
nondi scl osure, integrity, and denial of service. [cf NCSC88, AI'S Security] However, the nodeling
of denial of service is not addressed in this guideline, due to the | ack of adequate literature
on this

topic. This guideline is witten with the understanding that security nodeling will continue to
evolve in response to new policy objectives and nodeling techni ques associated with future
trusted

system desi gns.

Readi ng and understanding this guideline is not sufficient to allow an i nexperienced

i ndi vidual to develop a nodel. Rather, he or she should read this docunment in conjunction with
one

or nore of the published nodels in the list of references. This guideline assunes a genera
famliarity with the TCSEC and with conmputer security. A general text such as Building a Secure
Comput er System [ GASS87] may provi de useful background readi ng. Additional nathematica
background needed for formal nodeling can be found in general texts on nathematical structures
such as Introduction to Mathematical Structures [ GALCB9].

The approaches to security nodeling presented in this docunent are not the only possible
approaches to satisfying TCSEC nodeling requirenents, but are nerely suggested approaches.
The presentation of exanples illustrating these approaches does not inply NCSC endorsenent of
the products on which these exanpl es are based. Recommendati ons made in this docunment are not
suppl ementary requirements to the TCSEC. The TCSEC itself (as suppl enented by announced
interpretati ons [ NCSC87, NCSC88a, NCSC88b, NCSC91]) is the only netric used by the NCSC

to evaluate trusted conputing products.

1.3 CONTROL OBJECTI VES

The requirements of the TCSEC were derived fromthree main control objectives: assurance,
security policy, and accountability. The security nodeling requirenments of the TCSEC support the
assurance and security policy control objectives in systens rated Bl and above.

1.3.1 THE ASSURANCE OBJECTI VE

The TCSEC assurance control objective states, in part,

"Systens that are used to process or handle classified or other sensitive information

must be designed to guarantee correct and accurate interpretation of the security policy and

nmust not distort the intent of that policy." [NCSC85, § 5.3.3]

Assurance in this sense refers primarily to technical assurance rather than social assurance. It
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i nvol ves reducing the likelihood that security mechanisns will be subverted as opposed to just
i mproving people's confidence in the utility of the security mechani sns.

1.3.2 THE SECURI TY PCOLI CY OBJECTI VE
The TCSEC security policy control objective states, in part,

"A statenent of intent with regard to control over access to and di ssem nation of
information, to be known as the security policy, nust be precisely defined and

i npl enented for each systemthat is used to process sensitive information. The security
policy nmust accurately reflect the |laws, regul ations, and general policies fromwhich it is
derived." [NCSC85, § 5.3.1]

The security policy objective given in the TCSEC covers "mandatory security policy,"
"discretionary security policy," and "nmarki ng" objectives. The mandatory security policy
objective requires the fornulation of a mandatory access control (MAC) policy that regul ates
access by conparing an individual's clearance or authorization for information to the
classification
or sensitivity designation of the information to be accessed. The discretionary access contro
objective requires the fornulation of a discretionary access control (DAC) policy that regul ates
access on the basis of each individual's need-to-know, Finally, the marking objective gives
| abel i ng
requirenments for information stored in and exported from systens designed to enforce a nmandatory
security policy.

The access controls associated with security policies serve to enforce nondi scl osure and
integrity. Nondisclosure controls prevent inappropriate dissem nation of information. Integrity
controls prevent inappropriate nodification of informtion.

The security policy control objective requires that the security policy accurately reflect the
| aws, regulations, and general policies fromwhich it is derived. These may include the revised
DoD Directive 5200.28, Security Requirenents for Automated I nformation Systens (Al Ss).

[ DOD88a] Section D of Directive 5200.28 gives policy relating to both integrity and
nondi scl osure. It mentions safeguards "agai nst sabotage, tanpering, denial of service,

espi onage,

fraud, misappropriation, msuse, or release to unauthorized users." Enclosure 2 defines rel evant
terms and, in particular, extends the concept of "user" to include processes and devices

i nteracting

with an automated informati on system on behalf of users. Enclosure 3 gives general security
requirenments, including data-integrity requirenments. The revised 5200.28 does not use the MAC/
DAC term nol ogy. Instead, it requires accurate marking of sensitive information and the

exi stence

of an (undifferentiated) access control policy based partly on the identity of individua

users. It

treats need-to-know as a formof |east privilege.

Security policy relating to nondisclosure stens from Executive Order 12356 [ REAGB2] and,

in the case of DoD systens, from DoD 5200.1-R [ DOD86] Depending on the application, the
security policy may be constrained by a variety of other regulations as well. The collection

mai nt enance, use, and di ssem nation of personal information is protected by DoD Directive
5400. 11 [DOD82, & E.2] and by Public Law 100-503 [CONG88]. C assified and ot her sensitive

i nformati on needed for the conduct of federal programs is protected by the Conputer Security Act
of 1987, Public Law 100-235 [ CONG87], which requires safeguards agai nst | oss and unauthorized
nmodi fi cati on.

1.4 HI STCRI CAL OVERVI EW

The starting point in nodeling a MAC policy is the observation that security levels are
partially ordered (see Appendix A). This fact was first reflected in the design of the ADEPT-50,
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an | BM 360- based, tine-sharing systemw th both mandatory and discretionary controls.

[ VEI S69, LANDB1] The central role of partial orderings in MAC policy nodels was then

recogni zed i n subsequent work. [POPE73; BELL73; BELL74a] These partial orderings on security
| evel s have becone known as doni nance rel ations.

I ndependently of this, access control matrices were used by Lanpson and G aham [ LAMP71
GRAH72] to represent protection data. These works nodel ed di scretionary access control using
matri ces whose rows and col utms represented subjects and objects. Subjects were active entities
such as processes and users. (bjects were entities such as data structures that played a
passi ve rol e,

but often included subjects as well. Each entry in an access matrix told what a given subject
was

allowed to do with a given object by giving a set of allowed operations such as read, wite,
execut e,

or change ownership. The AlS used the access matrix to nediate all accesses by subjects to
obj ect s.

An Air Force Conputer Security Technol ogy Pl anning Study [ ANDE72], referred to as "the

Anderson Report," discussed use of a reference nmonitor to enforce nondiscl osure policies and
advanced the idea of formal security verification- the use of rigorous mathematical proofs to
gi ve

(partial) assurance that a program design satisfies stated security requirenents. This idea was
i nvestigated by Schell, Downey and Popek. [ SCHE73]

At that tine, Bell and La Padul a adapted access control matrices for use in nodeling both
mandat ory and di scretionary access controls and codified the reference nonitor concept using
state

machi nes. Their machine states included access matrices and ot her security-relevant information
and are now often referred to as protection states. Having established the necessary franework,
t hey observed that a portion of DoD policy for nondisclosure of classified information could be
formalized as invariant properties of protection states [LAPA73], that is, as properties which
hol d

in all reachable states of the system Their invariants constrained the allowed accesses between
subj ects and objects. The nost significant of these was their *-property It included a form of
t he

sinple security property and guaranteed that the security | evel of every object read by an

unt rust ed

subj ect was at or below the security level of every object witten by that subject. [BELL74]
These

i deas and their use in enforcing nondisclosure are covered in detail in Sections 3.2.4 and 4. 1.

To conplete their state machine, Bell and La Padula introduced a set of state transformations,
called rules of operation, that nodel ed basic changes in a protection state and then rigorously
proved that the rules of operation preserved the identified state invariants. [LAPA73, BELL74,
BELL76] This work contains the first widely discussed use of mathematical proof for studying
multilevel security.

In parallel with Bell and La Padula, Walter and others devel oped a simlar approach to
verifying multilevel security. [WALT74, WALT74a] A strong point of the work by Walter et al
is the use of nodularity and data abstraction techni ques that have since been accepted as

i ndi spensabl e for verifying | arge systens.

The intent of the state invariants identified by Bell and La Padula is that information is
allowed to flow fromone entity to another only if the second entity is at an equal or higher
security

| evel than the first. Denning and others attenpted to fornalize this idea directly using
"information

fl ow' nodels. [DENN76, DENN/7, COHE77, REIT79, ANDR80O]. These nodels differed in style
fromaccess control nodels in that they referred explicitly to information flow, but, in
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contrast to
nmore recent investigations, did not actually define information flow. Denning' s work did,
however, point out an interesting distinction. In the conditional assignnent

if a=0then b := c,

information flows explicitly fromc to b (when a = 0) and inplicitly froma to b (when b «c¢).
Denni ng al so pointed out that, in the case of the ADEPT-50, access control can easily allow
inplicit information flow. [DENN77] This problemis discussed in detail in Section 3.2.

Di screpanci es between information flow and access control open up the possibility of covert
channel s- paths of information flow that malicious processes can use to bypass the access
control

mechani sm and thereby violate underlying security objectives. [cf LAMP73] Information flow
nmodel s and concern over covert channels have led to the devel opnent of techniques and tools for
covert channel analysis that are capable of detecting a variety of covert channels. [MLL76

M LL81, FEIE77, FEI E80]

The devel opnents just described provided the technical background for the security nodeling
requirenents given in the TCSEC. A variety of inportant devel opnments not explicitly reflected in
t he TCSEC have taken place in the | ast decade and will be presented later in this guideline. The
class of security policies that can be formally nodel ed has been greatly extended, begi nning
with

Bi ba's (pre-TCSEC) work on integrity. [BIBA77] Wrk has al so gone into tailoring nondiscl osure
security to particular applications. Finally, various external-interface nodels have been

devel oped

that do not constrain internal systemstructure, an exanple of which is the noninterference
nodel

of Goguen and Meseguer. [GOGEU82] These nodels provide a rationale for rigorously assessing

new approaches to access control

1.5 CONTENT AND ORGANI ZATI ON

Section 2 presents an overview of the security nodeling process, with enphasis on

correctness and utility. Section 3 presents technical detail on how to nodel concepts of

i nterest,

i ncl udi ng nondi scl osure and integrity policies, mandatory and discretionary access controls, and
exenption fromaccess control within the Trusted Conputing Base (TCB)

Section 4 shows how to apply the techniques from Section 3 to various kinds of systens;

i ncl udi ng operating systens, networks, database systens, and multil evel workstations. Finally,
Section 5 summarizes all of the TCSEC security nodeling requirenments for Bl, B2, B3, and Al
conputing systens.

Appendi x A presents facts about lattices and partially ordered sets that are needed for Sections
3 and 4. Appendi x B contains brief descriptions of available support tools. Appendices C and D
contain suggested outlines for a philosophy of protection and a security policy nodel. Finally,
Appendix E is a glossary giving definitions of technical ternms. This glossary includes al

ternms that

are introduced in italics throughout the guideline.

When TCSEC requirenents are discussed in this guideline, they are identified either by the

key words "nust" or "shall" or by explicit quotations fromthe TCSEC. By way of contrast, when
desirabl e but optional actions and approaches are discussed, they are presented w thout
exhortation

and are instead acconpani ed by an expl anati on of specific advantages or benefits. In a few
cases,

possi bl e requirenments are designated by "should," because the inplications of the TCSEC are not
fully understood or agreed upon.
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2. OVERVI EW OF A SECURI TY MODELI NG PROCESS

A security nodel precisely describes inportant aspects of security and their relationship to
system behavior. The primary purpose of a security nodel is to provide the necessary |evel of
under st andi ng for a successful inplenentation of key security requirenents. The security policy
plays a primary role in determning the content of the security nodel. Therefore, the successfu
devel opment of a good security nodel requires a clear, well-rounded security policy. In the case
of a formal nodel, the devel opnent of the nodel also nust rely on appropriate mathenmatica

techni ques of description and analysis for its form

Sections 2.1 and 2.2 explain what security nodels describe, why they are useful, and how t hey
are used in the design of secure systens. Section 2.3 introduces general definitions relating to
security nodel s and expl ains how security nodels are created. Finally, Section 2.4 discusses the
presentation of a security nmodel in a nodeling docunent.

2.1 SECURI TY MODELS AND THEI R PURPGSE

Early security nodels focused primarily on nondi sclosure of information. More recently, the

i nportance of data as a basis for decisions and actions has stinulated interest in integrity
nodel s.

[ DOD88a, WHI T84] For exanpl e, nondiscl osure properties alone do not protect against viruses

that can cause unauthorized, malicious nodification of user programs and dat a.

A wide variety of concepts can inpact nondisclosure and integrity in particular system
designs. As a result, the content of security nodels is quite varied. Their primary purpose is
to

provi de a cl ear understandi ng of a system's security requirenents. Wthout such an
under st andi ng,

even the nost careful application of the best engineering practices is inadequate for the
successf ul

construction of secure systens.

I nadequacies in a systemcan result either froma failure to understand requirenments or from
flaws in their inplenentation. The former problem defining what a system should do, is
relatively

difficult in the case of security. The definition nust be precise in order to prevent undesired
results,

or subtle flaws, during the inplenentation of the system design

During the entire design, coding, and review process, the nodeled security requirenents my

be used as precise design guidance, thereby providing increased assurance that the nodel ed
requirenments are satisfied by the system The precision of the nodel and resulting guidance can
be

significantly inmproved by casting the nodel in a formal |anguage.

Once the system has been built, the security nodel serves the evaluation and accreditation
processes. It contributes to the evaluators' judgenment of how well the devel opers have
under st ood

the security policy being inplenented and whether there are inconsistencies between security
requi rements and system design. Mreover, the security nodel provides a mechanismfor tailoring
the eval uation process to the vendor's needs because it presents the security concept that is
supported by the system being eval uated. The inclusion of particular facts in the security node
proclainms to evaluators and potential custoners that those facts are validated at the |evel of
assurance which the TCSEC associates with that systenis eval uation cl ass.

Upon successful evaluation and use, the security nodel provides a basis for explaining

security-rel evant aspects of system functionality. Later, during nmaintenance, it provides a
basis for

http://www.windowsecurity.com/whitepapers/NCSCTG010_Aqua_book.html?printversion (10 of 32) [11/26/2008 6:05:39 PM]



NCSC-TG-010: Aqua book

gui dance in nmaking security-relevant nodifications. Finally, by suppressing inessential design
detail, security nodels facilitate a broader understanding of security that can be applied to

increasingly larger classes of systens. Anmpong the many exanples of such generalizations is the
adaptation of traditional reference nonitor concepts referenced in the TNl to provide a basis

for

under st andi ng network security requirenents. [NCSC87]

The intended purpose of a security nmodel suggests several desirable properties. The

requirements captured by a good nodel pertain primarily to security, so that they do not unduly
constrain the functions of the systemor its inplenentation. A good nodel accurately represents
the security policy that is actually enforced by the system Thus, it clarifies both the
strengths and

the potential limtations of the policy. (As an extrene exanple, if the systemcan sinply

decl assi fy

all objects and then proceed nornmally, as in MlLean's System Z [ MCLE87], a good nodel would
show this.) Finally, a good nodel is sinple and therefore easy to understand; it can be read and
fully understood in its entirety by its intended audi ence. This |ast property cannot be achi eved
wi t hout significant care in choosing the contents, organi zation, and presentation of the
security

nodel . For exanple, the desire to provide a security nodel with the "l ook and feel™ of UN X

m ght need to be tenpered by the need for sinplicity and abstraction. [cf NCSC90b, Sec. 6. 2]

2.2 SECURI TY MODELI NG I N THE SYSTEM DEVELOPMENT PROCESS

Security requirenents are best identified early in the system devel opnent process. Not
identifying security requirements in a tinmely fashion is likely to have devastating effects on
security assurance, security and application functionality, devel opment schedul e, and overal
devel opnent costs. For exanple, in the case of a devel opnent using DOD- STD-2167A, [ DOD88]

this identification process would be part of the systemrequirenents anal ysis. The
identification of

security requirenents begins with the identification of high-level security objectives (as
descri bed

in Section 1.3) and the methods by which they are to be net, including autonmated, procedural
and

physi cal protection nmethods. This identification of security requirenents and their derivation
from

identified higher-level security objectives is the initial material for a philosophy of
protection

(POP). As indicated in Appendix C, the philosophy of protection may al so include a broad range
of other topics such as the structure of the trusted conputing base (TCB) and physical and
procedural security mechani smns.

Those requirenents in the phil osophy of protection which deal with autonmated protection

met hods provide an initial definition of security for a security policy nodel. The nodel's

pur pose

is to precisely state these requirenments and to conpare themw th key aspects of the security
enforcenment nechanism A security policy nodel in this sense contains two essential portions: a
"definition of security" portion that captures key security requirements and a "rul es of
operation”

portion that shows how the definition of security is enforced.

The nodel's definition of security can be used to avoid major system devel opnent errors. It

can be used to guide the design of basic software protection mechanisnms and to influence the
desi gn, selection and use of underlying firmvare and hardware protecti on nmechanisns. The initia
draft nodel, and supporting documentation, provides guidance as to systemsecurity during
reviews of the system design. However, there often are di screpanci es between the design and the
nmodel . Sonme of these are resolvable and can be identified and corrected during the normal design
review process. In sone cases, however, discrepancies are unavoi dabl e and can only be resol ved
by maki ng sone assunptions that sinplify the problem These assunptions need to be justifiable,
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based on the nodel. These discrepancies can also be addressed through procedural restrictions on
the use of the system There are sonme portions of a security nodel that may require design
information that is not initially available and nust, therefore, be postponed. Possible exanples
include detailed rules of operation for a security kernel and security nodels for specific
security-

critical processes. In such cases, the system designer nust ensure that discrepancies are noted
and

the conpleted systemwi |l satisfy the conpleted nodel

To ensure that a design satisfies nodel ed security requirenents, it is necessary to give a node
i nterpretation which shows how the nodel relates to the system For evaluation classes Bl and
B2,

this invol ves expl aining how each concept in the nodel is enbodi ed by the system design and
informally denonstrating that the nodel ed requirenments are nmet. Since the nodel's rul es of
operation must conformto the nodel's definition of security, the nodel interpretation need
denonstrate only that the rules of operation are adhered to. For classes B3 and Al, the nodel
interpretation is done in two steps. The design, as reflected in a top-level specification
(TLS), is

shown to be consistent with the nodel, and the inplenentation is shown to be consistent with the
TLS. For Class B3, an informal descriptive top-level specification (DTLS) is used, an inform
correspondence fromthe DTLS to the nodel is performed, and the inplementation is shown to be
consistent with the DILS. At Class Al, the DILS is supplemented with a fornmal top-Ieve
specification (FTLS), a fornmal verification proves that the FTLS is consistent with the nodel,
and

the inmplementation is shown to be consistent with the FTLS. A fuller sunmary of nodel -
interpretation requirenments is given in Section 5.

The role of security nodeling in relation to other aspects of system devel opnent is

sumari zed in Figure 2.1. Aspects that do not directly involve nodeling, per se, are shaded in
grey.

Requi rements concerning the nodel are sunmarized at the beginning of Section 5. The broadest
docunent is the phil osophy of protection (POP); it covers higher-level security objectives,
derived

security policies constraining the design and use of the system and the protection nmechani sns
enforced by the TCB. The POP, the security policy, and the nodel all cover the systenis
definition

of security. Both the POP and the nodel cover key aspects of the TCB protection mechani sms. At
B2 and above, the formal nodel supports a rigorous proof showing that the rul es of operation
enforce the definition of security, and the DITLS gives a functional description of the TCB
protection nechanisns with enphasis on the TCB interface. At Al, the FTLS formalizes a | arge
portion of the DTLS in order to verify that the TCB design satisfies the nodel ed security
requirenents.

Figure 2.1. Security Documentation

The above paragraphs refer to a single security nodel but networks, database systens, and

ot her conpl ex systens may involve several security nodels or subnodels. Wen a systemis made
up of several conplex conponents or subsystens, interfaces between the conponents or
subsystem | ayers nmust be nodeled, if they play a key role in security protection. In this case,
t he

best approach may be to devel op separate nodels for each conponent or layer in order to show
how t he vari ous subsystens contribute to overall system security. A danger with this approach
however, is that the conbined effect of the various subnodels may not be obvious. This is

di scussed further in Section 4.

2.3 | DENTI FYI NG THE CONTENTS OF A SECURI TY MODEL
The nost basic strategy in identifying the contents of a security nodel is perhaps that of

di vi de
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and conquer. The npdeling effort may be subdivided according to higher-level security

obj ecti ves.

Requi rements on a system can be mapped to derived requirenments on subsystens. Requiremnents
for a particular objective can be classified according to level in a requirenents hierarchy.

Security nodeling provides a five-stage el aboration hierarchy for mapping a systenis

security policy requirenments to the behavior of the system As a result of this hierarchy, the
phrases

"security policy" and "security nodel" have taken on a variety of neanings. The five rel evant
stages are as follows:

1. Hi gher-1evel policy objectives
2. External -i nterface requirenents

3. Internal security requirenents
4, Rul es of operation

5. Top-1evel specification

A higher-1level objective specifies what is to be achieved by proper design and use of a
conputi ng

system it constrains the relationship between the systemand its environment. The TCSEC contro
obj ectives belong to this first level of the requirenments hierarchy. An external-interface
requi rement applies a higher-level objective to a conputing systenis external interface; it
expl ai ns

what can be expected fromthe systemin support of the objective but does not unduly constrain
internal systemstructure. Internal security requirenments constrain relationships anong system
conponents and, in the case of a TCB-oriented design, anmong controlled entities. Rules of
operation explain how internal requirenents are enforced by specifying access checks and rel ated
behavi ors that guarantee satisfaction of the internal requirements. A top-level specification
is a

conpl etely functional description of the TCB interface. It al so specifies behavior of system
conmponents or controlled entities.

In various contexts, the phrase security policy may refer to any or all of the first four stages
of elaboration. In many contexts, the termsecurity policy refers to organizational security
policy.

[cf NCSC85, dossary] From a nodeling perspective, organizational policies are the source of

hi gher-1evel policy objectives. In much of the literature on security nodeling, a system
security

policy is part of the requirenents stages of devel opnent and provides the definition of
security to

be npdel ed. Additional thoughts on the inportance of distinguishing anbng policy objectives,
organi zational policies, and systempolicies may be found in Sterne's article "On the Buzzword
"Security Policy." [STER91] The terns "Al'S security policy" and "automated security policy" are
synonynms for "system security policy."

The security policy nodel is a nodel of the security policy enforced by the TCB. It is

si mul taneously a nodel of the policy and of the systemfor which the nodel is given. The
portions

of the system which are constrained by the nodel belong to the TCB by definition. The nodel's
definition of security may contain external-interface requirenments, but nore traditionally

consi sts

of internal requirenments. Its rules of operation may, in sone cases, anount to a top-Ileve
specification. There is no firm boundary between rul es of operation and top-I|eve

speci fications:

both explain how internal requirenents are enforced by the TCB. However, nore detail is required
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ina TLS, including accurate descriptions of the error nmessages, exceptions, and effects of the
TCB

interface. Security requirenents occur inmplicitly in rules of operation and top-Ieve

speci fications.

In this formthey are often referred to as security nechanisns. Internal requirenents are
soneti mes

classified as "policy" or "nechanism' according to whether or not they are derived froma
specific

hi gher-1evel policy objective.

Conceptual Iy, the security nodeling process takes place in two nain phases. Requirenents
nmodel i ng takes place after a systemsecurity policy is fairly well understood. This is
acconpl i shed

by constraining the systenis design and use based on the higher-level objectives. Rules of
operation may be deferred until after the definition of security is established and the basic
architecture of the system has been identified.

The foll owi ng paragraphs contain general suggestions for the construction of security nodels.
Suggestions pertaining to specific kinds of security requirenents and specific kinds of systens
are

given in Sections 3 and 4, respectively.

These suggestions are broken down into six steps that could be carried out with respect to an
entire systemand security policy or, nore sinply, for a given conponent and higher-Ilevel policy
objective. The first step is to identify externally inposed security policy requirenents on how
t he

system (or conponent) must interact with its environment. The second is to identify the interna
entities of the systemand to derive the requirenents portion of the nodel in such a way as to
ext end

the external -interface requirenents. The third is to give rules of operation in order to show
how t he

nodel ed security requirenments can be enforced. After conpletion of step three enough information
generally is available to determ ne reliably whether the nodel is inherently new or can be
formalized by known techni ques. At classes B2 and above, this is the fourth step. The first

t hree

steps taken together result in the identification of several subnodels. The fifth stepis to
denonstrate consi stency anong these various subnodels, so that they fit together in a reasonable
way to forma conpleted security policy nodel. Finally, the sixth step is to denonstrate

rel evance

of the nodel to the actual systemdesign. Typically, the majority of the security nodeling
effort is

associated with these last two steps and associated revisions to the nodel. The total effort
needed

to produce a security policy nodel varies considerably, but is often between six staff-nonths
and

two staff-years.

2.3.1 STEP 1: | DENTI FY REQUI REMENTS ON THE EXTERNAL | NTERFACE

The first step is to identify major security requirenents and di stinguish themfrom ot her kinds
of issues. These identified requirenments shoul d adequately support known hi gher-1evel policy
obj ectives for use of the system An enphasis on external-interface requirenments hel ps prevent
an

unrecogni zed mi xi ng of security and design issues. Such mixing could interfere with the
under st andi ng of security and coul d i npose unnecessary constraints on the system design

External -interface requirenents for a conputer system can be described in several ways. An

el egant, but possibly difficult, approach is to limt the discussion purely to data crossing
the system
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interface; this is the "black-box" approach. The best known exanpl e of the bl ack-box approach is
noni nterference (see Section 3.2.1). Aternatively, one can describe the systemin terns of its
interactions with other entities in its environnent, such as other conputing systens, users, or

processes. Finally, one can give a hypothetical description of internal structure that ensures

t he

desired external -interface behavior

In general, the systemlis interaction with its environment is constrained by the sensitivity of
the informati on handl ed and by the authorizations of the individuals and systens accessing the
system ldentified user roles, associated privileges, and the extent to which certain roles are
security-critical also limt the systenis interface to the environment. These constraints

det erm ne

security attributes that are associated with the systenis inputs and outputs. Security

attri butes may

include classification, integrity, origin, ownership, source of authorization, and intended use,
anong ot hers. The use of such attributes in the construction of security nodels is discussed in
Section 3.

In the case of nmandatory access control policies, information nust be accurately |abel ed and
handl ed only by authorized users. This requirenent places restrictions on how information is

i nput

to the systemand, inplicitly, on howit will be processed. Authorized handling of information
is

nmodel ed in terns of constraints on what information may flow from one user to another
information input to the systemas classified information should be output only to authorized
recipients.

In addition to general regulations, there are often site-dependent and application-dependent
constraints that may need to be nodeled. In particular, there nmay be site-dependent constraints
on

al l oned security | abels.

Having identified the security requirenents on the systeminterface, it is necessary to decide
on the requirenents to be covered in the nodel's definition of security. It nust then be decided
whi ch of these requirenents should be nodeled directly or indirectly in ternms of internal
requirements on systementities and the TCB interface. The set of requirenents to include is
constrai ned by mnimal TCSEC requirements, the need to adequately support rel evant policy

obj ectives, and the need for a sinple, understandable nodel. The inclusion of nore requirenents
may provide nore useful information for accreditati on once the systemis evaluated, but it also
increases the difficulty of the vendor's assurance task. The inclusion of nore requirenments al so
suggests a nore careful structuring of the nodel in order to show how various aspects of
security

fit together.

Several factors may influence a decision of whether to directly include external-interface
requirenments in the security nodel. The direct inclusion of external-interface requirenments can
hel p expl ain how t he nodel supports higher-1evel policy objectives. In the case of an
application

security nodel, the direct nodeling of user-visible operations may be nore relevant to end
users,

a point of viewreflected in the SMVB security nodel. [LAND84] In the case of a network security
nodel, understanding is facilitated by nodeling of the network's interaction with hosts inits
environnent, as will be discussed in Section 4.2.

2.3.2 STEP 2: | DENTIFY | NTERNAL REQUI REMENTS
To support the identified external requirenents, the system nust place constraints on the

controlled entities of the system These internal constraints traditionally formthe nodel's
definition of security. In a npdel whose definition of security contains external-interface
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requirenents, internal constraints can provide a needed bridge between the definition of
security
and the rul es of operation.

The controlled entities thenselves should be identified at a | evel of granularity that is fine
enough to all ow needed security-relevant distinctions anong entities. At class B2 and above, the
controlled entities should include all (active and passive) systemresources that are accessible
out side of the TCB. For conveni ence, controlled entities may be grouped into subclasses in any
way that facilitates understandi ng of the system Such groupings will depend on the systemto be
nodel ed. For an operating system the relevant controlled entities mght include buffers,
segnents,

processes, and devices. |In nost nodels, it has been convenient to group entities according to
whet her they play an active or a passive role in order to help show how the TCB i npl enents the
reference nonitor concept . For networks and other conplex systens, identification of controlled
entities may need to be preceded by identification of subsystens and their derived security
requirements.

Constraints on controlled entities are best stated as general properties and rel ationships that
apply to all (or a broad class of) entities and accesses. Greater generality elimnates
unnecessary

constraints on the system design, inproves on's intuition about the nodel, and can greatly
reduce

the overall effort needed to validate correctness of the identified constraints.

The identification of necessary constraints on controlled entities and their interactions is a
nontrivial task; familiarity with simlar systens and security nodels can be of great benefit.
To

define the necessary constraints, it will be necessary to | abel each entity with appropriate
security

attributes and to identify possible kinds of interactions, or accesses, between controlled
entities. As

used here, an access is any interaction that results in the flow of information fromone entity
to

anot her. [cf DOD88a]

I n describing access constraints, it nmay be useful to know that some kinds of accesses are
highly restricted, as when a process accesses a file by executing it. The notion of causality
may al so

be inportant: a transfer of information fromentity el to e2 might occur because el wote e2,
because e2 read el,or because a third entity directly copied el to e2 without actually reading
el. [cf

MCLEQO, Sec. 2]

In the particular case of state machi ne nodels, constraints often take the formof state
invariants, as in the work of Bell and La Padul a. Recent efforts suggest that state-transition
constraints are an attractive alternative to state invariants for certain kinds of security
requi renments.

[ MCLE8B8; NCSC90b, Sec. 6.7] The sinplest well-known, state-transition constraint is the
tranquility principle of Bell and La Padul a, which says that the security level of a controlled
entity

cannot change during a state transition. Tranquility can be artificially rephrased as a state

i nvari ant:

in any reachable state, the level of an entity coincides with its level in the initial state.
Consi der,

however, the DAC requirenment that a subject which gains access to an object nust possess the
necessary DAC perm ssions when the access request is made. This is harder to rephrase as a state
i nvari ant because DAC perm ssions can change fromone state to the next. Good tutorial exanples
of state invariants and state-transition constraints nay be found in Building a Secure Conputer
System [ GASS87, Sec. 9.5.1, 9.5.2]; nore conplex exanples occur in the TRUSI X work
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(NCSC90b, Sec. 2].

The nunber of internal requirements in a typical nodel varies considerably depending on the
desired | evel of assurance, the conmplexity of the policy and system bei ng nodel ed, and the
granul arity of the individual requirenments. For exanple, the Trusted UN X Working G oup
(TRUSI X) nodel covers TCSEC access control requirements for a B3 Secure Portable Operating
System Interface for Conputer Environments (POSIX) system and has el even state invariants and
ten state-transition constraints. [NCSC90b]

The question of which security requirenments to cover in the nodel's internal requirenments is
answered as nmuch by issues of good engineering practice as by the TCSEC. At a nininmum the
nmodel nust cover the control of processes outside the TCB. Such processes are potentially a
significant security risk because they may be of unknown functionality and origin. According to
current practice, those portions of the TCB that do not support user-requested conputation do
not

have to be nodel ed. For exanple, the security adm nistrator interface does not have to be

nodel ed.

However, if significant user-requested conputation is performed by sone portion of the TCB, it
shoul d be nodel ed. A typical exanple would be a trusted downgradi ng process available to

aut hori zed users (not necessarily the security admnistrator). A nore extrenme exanple would be a
mul til evel database managenent systeminplenmented as a TCB subj ect whose dat abase consi sted

of a single highly-classified file.

Finally, there is the possibility that sonme security requirenents mght be included in the
nmodel, but only in the rules of operation. The rules of operation nmay allow the application of
good

security practice closer to the inplenmentation |evel. The rules of operation can then contain
security conditions that are not explicitly required by the security policy. Rules of operation
can

not nmake up for an inadequate definition of security, however. The task of inferring a nodel ed
security policy fromthe rules of operation may be excessively difficult, especially if the
rules are

conpl ex. [cf NCSC90b, Sec. 6. 8]

2.3.3 STEP 3: DESI GN RULES OF OPERATI ON FOR POLI CY ENFORCEMENT

How can the nodel ed security requirenents on systementities be enforced? The rul es of

operation answer this question in broad terns by describing abstract interactions anbng system
entities with particul ar enphasis on access control and other policy-enforcenent nechanisnms. In
the case of an operating systemkernel, the rules of operation would typically describe state
transformati ons and associ ated access checks needed to uphold the definition of security. In the
case of a formal nodel, this step ambunts to the construction of a miniature FTLS. It is a

usef ul

prelimnary step, even if a full FTLS specification is planned. The rul es of operation together
with

t he nodel ed requirenents on controlled entities formthe security policy nodel.

In giving rules of operation, it is inportant that system behavi or be adequately represented.
However, actual interactions anong controlled entities need not be directly specified when they
can be described as a conposition of several rules of operation. There is no need for an

i npl enentation to directly support an individual rule where several rules have been conbined to
descri be an action. An appropriate |level of detail for rules of operation is illustrated by the
wor k of

Bel | and La Padul a. [BELL76] Good tutorial exanples nay be found in Building a Secure

Conmputer System [GASS87, 8 9.5.1 (Step 3)] Mdire conplex exanples may be found in the

TRUSI X wor k. [ NCSC90b] The rul es of operation will usually be nore readable if they are not too
detailed. At class B3 and above, it is especially inportant to avoid details that are not
security

relevant. This is because their inclusion in the nmodel may force their inclusion in the TCB in
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order
to achieve a successful nodel interpretation, thereby violating the TCB nininization
requirements. [NCSC85, Sec.3.3.3.1.1]

In the case of a Bl informal nodel, the rules of operation may reasonably contain infornmation
that, for higher evaluation classes, would be found in a DTILS. Thus, a stronger enphasis on
policy

enforcenment than on policy requirements may be useful. This is especially true if the TCB is

| ar ge

and conpl ex, as, for exanple, when security is retrofitted onto a previously uneval uated system
[ BODESS]

A formal nodel needs to formalize the idea that a particular state transformation is being
executed on behal f of a particular subject. Two traditional approaches are to add an extra

i nput to

the state transformation that gives the subject id and to add a "current subject” field to the
system

state. Wth the former approach, acconpanyi ng docunentati on should explain clearly how the
subject-identity paranmeter is passed, in order to avoid the erroneous inpression that the
subject is

responsible for identifying itself to the TCB. The |atter approach suggests that the system
bei ng

nodel ed has a single central processing unit. This nmay be a problem for the nodel interpretation
if the systemactually contains nultiple CPUs. See the TRUSI X work for further discussion

[ NCSCO0b, Sec. 6.13]

Finally, in designing rules of operation, it may be convenient to separate access decisions
fromother kinds of systemfunctionality, including the actual establishnent or renoval of
access.

This separation facilitates exploration of new access control policies. Only the access decision
portion is affected by a change in policy because access enforcenent depends only on the access
deci sion, not on how it was made. [LAPA90, ABRA90] Isolation of the access decision

mechani smoccurs in the LOCK system design [ SAYD87] and in the security policy architecture

of Secure Ware's Conpartnmented Mode Workstation [ NCSC91b, Section 2.2.1.].

2.3.4 STEP 4: DETERM NE WHAT | S ALREADY KNOWN
Usual ly sonme, if not all, aspects of the identified security nodel will have been studied
bef ore.

The identification of previously used term nology allows security issues to be presented in a
manner that is nore easily understood; and naking the connection to previously studied issues
nmay

provi de val uabl e insight into their successful solution

For cl asses B2 and above, the nodeling effort nust be based on accepted principles of

mat hemati cal exposition and reasoning. This is because formal nodels and mat hemati cal proofs
are required. The chosen mathematical formalismmust allow for an accurate description of the
security nmodel and should provide general nechanisms for its analysis. This is necessary so that
specific interactions anong the entities of the nodel can be verified as being appropriate.

In practice, needed mat hematical techni ques are usually adapted from previous security

nodel ing efforts because security nodeling, per se, is generally much easier than the

devel opnent

of new mat hemati cal techniques. Extensive use of past nodeling techniques is especially feasible
in the case of fairly general and fam liar policy requirenents. System dependent nodeling is
generally required for policy enforcenment, but established techniques are often available for
denonstrating consistency with the nodel ed requirenents.

I f new mat hematical techniques are used, their credibility is best established by exposure to
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critical review, in order to uncover possible errors in the mathematics and its intended use.
Thi s

review process is facilitated by the devel opnment of conparative results that give usefu

rel ati onshi ps between new nodel s and ol d ones.

2.3.5 STEPS: DEMONSTRATE CONSI STENCY AND CORRECTNESS

Since the security provided by a systemis largely determined by its security nodel, it is

i nportant that the nodel capture needed security requirenents and that its rules of operation
show

how to enforce these requirenments.

The first crucial step of identifying security requirements on the systeminterface cannot be
directly validated by mathemati cal techniques. [cf MCLE85] Human review is needed to establish
what security requirenents need to be addressed and whether these requirenents are reflected in
| ater mathematical formalizations. For systens in class B2 and above, real-world interpretations
are assigned to key constructs of the formal nbdel in order to provide a conmpbn senmantic
framework for conparing the nodel and the security policy.

The appropriate technique for validating requirenents on controlled entities (Step 2) depends
partly on the novelty of the approach. Informal human review is required to assure that the
nodel ed

requirenments support the original systemsecurity policy. Careful conparisons with previous
nmodel s of the sanme or related policies nay hel p to show how new nodel ing techniques relate to
previously accepted techniques for handling particular policy concepts. (See, for exanple,

[ MCLE87; MCLE90O, Sec. 3 & Sec. 4].) An alternate technique is to give an external -interface
nmodel and then mathematically prove that the constraints on systementities inply satisfaction
of

the external -interface nodel. The external-interface nodel is easily conpared with a security
policy or policy objective. The constraints on systementities are those identified in the
requirenments portion of the security policy nodel. This technique is illustrated in Section 3.2.

If the rules of operation are given correctly (Step 3), they will conply with the constraints
given in the requirenents portion of the nodel. A formal proof of conpliance is required for

cl asses B2 and above. In a state-transition nodel, state invariants are proved by induction: one
proves that they hold for the initial state and are preserved by each state transition given in
the rules

of operation. (See, for exanple, [CHEH81].) State-transition constraints are straightforwardly
proved by showi ng that each state transition satisfies the constraints.

2.3.6 STEP 6: DEMONSTRATE RELEVANCE

The rul es of operation should be a correct abstraction of the inplenmentation. A prelimnary
nodel interpretation that is done as part of the nodeling process can provide an informal check
on

whet her the rul es of operation are sensible and relevant. This nodel interpretation shows how
enforcenent nechani sns nodeled in the rules of operation are realized by the system A nodel

i nterpretation explains what each nodel entity represents in the system design and shows how
each

system activity can be understood in terns of the given rules of operation. Thus, for exanple, a
"create file" operation in the system ni ght be explained as involving a restricted use of the
rul es

for "create object,’
act ual

argunments to the "create file" comrand.

"wite object," and/or "set perm ssions" in the nodel, depending on the

An appropriate, sonewhat novel, exanple of a nodel interpretation is found in the TRUSI X
wor k. [ NCSCO0b, Sec. 4] The nodel interpretation is described as an informal mapping fromthe
TRUSI X DTLS to the TRUSI X nodel. This interpretation first explains how UNI X entities are
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represented in the nodel and the DTLS. For exanple, nessages, semaphores, and shared nmenory

are entities that the DILS refers to as interprocess conmunication (I PC) objects but that are
treated

as "files" in the nodel. Thirty-six UNI X systeminterface functions are then described by giving
pseudocode that shows how each function can be expressed in terns of the state transformations
given by the rules of operation. In other words, the transformations given in the rules of
operation

forma toy security kernel that could be used to inplement UNIX if efficiency were irrel evant.

The SCOWP and Multics nodel interpretations are exanpl es based on Secure Conputer

System Unified Exposition and Miultics Interpretation. [BELL76]. In the SCOWP interpretation

a set of security-relevant kernel calls and trusted processes are identified as ~SCOW rul es of
operation." [HONE85] For each such SCOWP rule, a brief sunmary of security-rel evant
functionality is given and then interpreted as the conbined effect of restricted use of one or
nor e

rules fromthe above work by Bell. [BELL76] The specific restrictions are enunerated in an
appendi x, along with a rationale for omtting some kernel calls and trusted functions fromthe
interpretation. The correspondence between the rules in this work [ BELL76] and actual SCOW
behavi or is rather conplex. The Miultics interpretation, by way of contrast, is nmore sketchy,
but the

actual correspondence appears to be sinpler. [ MARG5]

2.4 PRESENTATI ON FOR EVALUATI ON AND USE

The nost inportant factors in the successful presentation of a security nodel are the
sinplicity of the nodel, its appropriateness, and an understanding of its intended uses.

The presentation of the nodel nust denonstrate that the nodel correctly describes the system
security policy. A clear explanation of the policy fromwhich the nodel is derived should be
available for this denonstration. Sufficiency of the nodel nmay be denpbnstrated by presenting the
rel ationship of the nodel to the policy and by carefully explaining and justifying the nodeling
deci sions behind this relationship. In addition to nodel ed requirements, the system may support
other security requirenents that are not suitable for inclusion in the nodel, especially if it
is a

formal nodel. Unnodel ed security requirenments can be presented in an appendi x so that TCB

devel opers have all of the security requirenments in a single docunent.

An overview of the nodel interpretation is needed so that readers can understand the

rel evance of the systenmis security nodel to the security policy and to the overall system
devel opment process. Al of these topics may be legitimtely covered in a phil osophy of
protection. In fact, it is highly desirable that the phil osophy of protection be the first
docunent

delivered by the vendor in a systemevaluation, so that it can serve as a basis for further
under st andi ng of the security nodel and ot her system docunentation

In the case of a formal nodel, an informal explanation or presentation of the nodel prepared
for a general audience is highly desirable. This is partly for reasons nentioned in Section
2.3.5 and

partly because of the general need to acquaint system devel opers, inplenentors, and end users
with the basic security principles that are to be supported by the system The informal
presentation

can reasonably be included in the philosophy of protection

A well-witten explanation of the nodel's definition of security can be used by potentia
buyers of a secure systemto deternine conpatibility between the conputing systemand their
organi zation's security policies and needs. To evaluate the ability of a computing systemto
support

these policies, potential users may wi sh to construct an informal nodel of their security
policies
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and conpare it to the definition of security supported by the conputing system This use of the
security nmodel and the fact that sone aspects of security nodeling can only be validated by
soci al

revi ew suggest that portions of the security nodel and the phil osophy of protection be nmade
available to a relatively w de audi ence, for exanple, treating themas publicly rel eased,
nonproprietary docunents.

For systens at the B2 | evel or above, the requirenent of mathematical proof necessitates the

presentation of a rigorous mathenatical fornmalization as well. For a nmat hematical audience,
standards of precision nmay preclude a style that will be appropriate for a general audience. In
this

case, an informal presentation of the nodel is also needed in order to reach the genera
audi ence.

At the Al level of assurance, the formal nodel is directly involved in the formal verification
of the FTLS. As a result, it may be appropriate to present the nodel in the formal specification
| anguage of an endorsed verification system (see Appendi x B). Authors and readers nust be fully
awar e of the nuances of the descriptive notation of the verification systemused in order to
avoi d

errors due to discrepanci es between author intent and reader expectation. Furthernore, if a
forma

verification systemis used to check proofs, it is necessary to achieve a correct translation
of what

is to be proved into the | anguage of the verification system Further discussion of these
poi nt s may

be found in [ FARMB6; NCSC90b, Sec. 6.3].

3. SECURI TY MODELI NG TECHNI QUES

Havi ng i ntroduced the major topics involved in security nodeling, we now consider detailed
nmodel i ng i ssues with enphasis on mathematical structure as well as enpirical justification. In
this

section, a review of basic concepts is followed by discussions on the nodeling of various kinds
of

policies and objectives: nondi scl osure, need-to-know, integrity, and special - purpose policies of
particul ar TCB subjects.

In nost cases, nodeling techniques are introduced, with details handled via references to the
available literature. Inclusion of these references does not inply NCSC endorsenent of

ref erenced

products incorporating the techniques discussed.

3.1 BASI C CONCEPTS

As discussed in Section 2, the identification of controlled entities plays a crucial role in the
devel opnent of a security policy nodel. At B2 and above, the controlled entities must include
al |

systemresources. If the policy is nultifaceted, with separate subpolicies for nmandatory and
discretionary access controls, it may be acceptable to deconpose the systeminto different sets
of

controlled entities for different subpolicies. A secure conputing system may deconpose into data
structures, processes, information about users, |/O devices, and security attributes for
controlled

entities. In general, the nunber of different kinds of entities depends on what security-

rel evant

distinctions are to be nade. The foll owi ng paragraphs di scuss how to perform such a
deconposition for typical kinds of entities, with the goal of nodeling security requirenents in
such

a way as to allow an accurate, useful nodel interpretation.
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An explicitly controlled entry is one that has explicitly associated security attributes. In the
TRUSI X nodel, for exanple, the explicitly controlled entities are referred to as "el enents".
They

consi st of subjects and three kinds of objects; files, directories, and entries (i.e., links).
[ NCSC90b,
Sec. 6.9-6.11] In addition to explicitly controlled entities, a systemw |l have inplicitly

controlled

entities. Such an entity night be contained in an explicitly controlled entity or might be a
conposite entity conposed of explicitly controlled entities having potentially different
security

attributes.

The di scussion of security attributes in this section enphasizes security levels used for
mandat ory access control because the TCSEC | abeling requirenments apply primarily to mandatory
access control and auditing. However, nuch of what is said about MAC | abel s applies to other
ki nds of security attributes including, for exanple, discretionary access control |ists.

It is necessary to nodel creation and destruction of nost kinds of controlled entities. A
sinpler nodel results if the sane approach is used in all cases. In a formal nodel, one can
nodel

the creation of new controlled entities by nodeling changes in the set of all controlled
entities. A

fixed set of possible controlled entities, together with an indication of which entities are
avail abl e

for use in a particular state (e.g., which subjects are active, which objects or object-ids are
al l ocated) can al so be used. [cf NCSC90b]

3.1.1 DATA STRUCTURES AND STORAGE OBJECTS

In this guideline, a data structure is a repository for data with an internal state, or val ue,
t hat

can be witten (i.e., changed) and/or read (i.e., observed) by processes (and, possibly,

devi ces)

using well defined operations available to them A data structure is distinct fromits value at
a

particular time, whichis, in turn, distinct fromthe information conveyed by that val ue. The

i nformati on content depends not only on the value but also on how it is interpreted. Simlarly,
a

data structure is distinct froma name for that data structure.

A data structure that is explicitly associated with exactly one security level by the security
policy nodel is a storage object. There are no a priori restrictions on the |evel of
abstraction at

whi ch data structures and storage objects are nodeled. In particular, objects my be abstract
dat a

structures that are accessed using high-level operations provided by an encapsul ati on nmechani sm
In this case, a user would have access to the high-level operations but could not access the
encapsul ated data directly via nore concrete operations that may have been used to define the

hi gh-

| evel operations. This lack of direct access would have to be enforced by the TCB

Ordinarily, the storage objects in a security nodel are disjoint. This neans that, in principle,
changes to one object do not force changes to other objects. If a state-nmachine nodel is used,
di sjoint storage objects can be nodel ed as separate conponents of the underlying machine state.
If two objects at different security levels were not disjoint, then access to data in their

i ntersection

woul d be all owed or denied according to which |abel is used. This anmbiguity can be resol ved by
explicitly associating a level with their intersection. In this case, the associated |eve
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al l ows the

intersection to also be regarded as a separate storage object, thereby restoring disjointness.
Thus,

disjointness in storage objects sinplifies one's understanding of how security | abels are used
to

control access. It has also been argued that disjointness sinplifies covert channel analysis via
shared resource matrices.

In some systems, collections of objects are conbined to formnultilevel data structures that
are assigned their own security levels. Miltilevel data structures called "containers" are used
in the

Secure Mlitary Message System (SMVBS) to address aggregation problens. [ LANDB4] The

| evel of a container nust dominate the | evels of any objects or containers inside it.

When an object or other controlled entity is created, it nust be assigned security attributes
and

initialized in such a way as to satisfy the object reuse requirenent. The nodeling of object
reuse

policies (e.g., objects are erased when allocated) can be useful, but object reuse is not found
in

traditional access control nodel s because the object reuse requirement deals with the content of
objects and TCB data structures. The initialization of security attributes, however, plays an
essential role in access control and can be nodel ed by distinguishing between "active" and
"inactive" entities, as in [ NCSCO0b]. The security attributes of a newmy created object may be
t aken

from or assigned by, the subject that created it. In many systens, creating an object is
essentially

a special case of witing to it: its value changes fromundefined to null. If this change is
visible to

non- TCB subj ects and the new object is created by a non-TCB subject, then the security |evel of
the new obj ect nmust domi nate that of the creating subject. DAC attributes, by way of contrast,
are

usual ly given by system or user-supplied defaults.

3.1.2 PROCESSES AND SUBJECTS

A process nay create, destroy, and interact with storage objects and other processes, and it
may interact with I/O devices. It has an associated run-tine environment and is distinct from
t he

program or code which defines it. For instance, the programwould ordinarily be nodel ed as

i nformati on contained in a storage object. An explicitly controlled process is a subject. It
normal |y

has a variety of associated security attributes including a security |evel, hardware security
attributes such as its process domain, the user and user group on whose behalf it is executing,
i ndi cations of whether it belongs to the TCB, and indications of whether it is exenpt from
certain

access control checks.

The issues regardi ng disjointness of storage objects nmentioned in Section 3.1.1 apply to
subjects as well. If two subjects share nenory, it is advisable to nodel the shared nenory as an
obj ect separate fromeither subject in order to achieve the disjointness needed for informtion-
flow

anal ysis. Local nmenory need not be separately nodel ed, but nust be properly taken into account
when nodeling the subject. Registers (including the instruction pointer) are technically shared
menory but can often be treated abstractly as unshared |l ocal menory. This is especially true if
regi sters are saved and restored during process swaps and the informati on they contain is not
shared between processes.

Security levels for processes are ordinarily simlar to security levels for storage objects. The
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TCSEC requires that a subject have a nondisclosure level that is dom nated by the clearance and
aut hori zation of its user. A TCB subject may reasonably be assigned separate |evels for reading
and witing in order to allow partial exenption from access control (see Section 3.4). O her
TCB-

related entities may al so need separate levels for reading and witing in sone systens. One such
exanple is /dev/inull in UNIX [G.I@&6] This object is systemhigh in the sense that any process
can wite to it; but it is systemlowin the sense that any process can read fromit because

its val ue

is always null.

In general, the security-relevant attributes of a subject are part of its run-time environment.
Some attributes are relatively static and are inherited fromthe subject's executable code or
are

stored with its code. In UNI X, the property of being a set-user-id programis a statically
det erm ned

attribute, as is the effective user-id. Qher attributes are dynamically assigned and are

i nherited

froma subject's parent or are actively assigned by the parent (assunmng it has a parent
process). In

the latter case, the parent nust be relied upon to assign the child' s security attributes
appropriately.

As a result the parent usually belongs to the TCB in this latter case. A secure termn na
server, for

exanpl e, mght create a subject and assign it security attributes based on the deternined
identity

of a user logging in.

There are potential difficulties in associating user-ids with TCB subjects. A terninal server
woul d appear to operate on behalf of the user currently logged in or on behalf of the

I dentification

and Aut hentication mechanismif no one was logged in. A print spooler acts on behalf of the
users

inits print queue. Such TCB subjects are, in reality, associated with nultiple user-ids, a
fact which

is relevant to the design of the audit nmechanism A TCB subject that does not act on behalf of a
gi ven user can be handl ed either as having a dynam cally nodifiable user-id or as acting on
behal f

of the system (equivalently, as acting on behalf of a systemdefined pseudo-user).

When a subject creates a child subject by executing a program the resulting child m ght

belong to the TCB and be exenpt from certain access control checks, even if the original subject
was not in the TCB. This is possible if exenptions are associated with the program obj ect
itself.

Wth the advent of nultitasking | anguages such as Ada, there is a question of when two

threads of control belong to the same subject. Pragnmatically, to be the sane subject, they
shoul d

have the same security attributes. To qualify as separate subjects, their separation should be
enforceable by the TCB. Finally, nothing explicitly prohibits a nultithreaded process from
consi sting of several subjects operating at different security levels. O course, intraprocess
conmuni cation will be somewhat limted for such a process unless it contains TCB subjects that
are exenpt from sone of the MAC constraints.

3.1.3 USERS AND USER ROLES
User-rel ated topics often turn up in security nodels in spite of the fact that users are not
controlled entities and thus do not need to be directly nodel ed. The users of a system may

perform
speci fic user roles by executing associated rol e-support prograns. |In general, a user nmay engage
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in a conbination of several roles. As a matter of policy, a given user role may require system
medi at ed aut hori zati on and may provi de specific systemresources needed for perfornance of the
role. Although the follow ng paragraphs discuss only individual user roles, nost of the basic
concepts extend to roles for other kinds of clients in the environnent of a conputing system

i ncl udi ng user groups and, in the case of a network, hosts or subjects running on hosts.

The TCSEC requires support for certain trusted user roles. For systens at B2 and above, these
roles include the security administrator role and the systemoperator role. The adm nistrator
role

governs security attributes of users, noderates discretionary and nandatory access control, and
interprets audit data. The operator role ensures provision of service and perfornms accounting
activities. [ NCSC90a] These rol es may be subdivided so that they can be shared by multiple
users.

In addition, they do not preclude the addition of other trusted roles. |In general, trusted user
rol es

are characterized by the fact that they involve handling security-critical information in a way
t hat

vi ol at es access restrictions placed on non-TCB subjects. As a result, processes that support
trusted

rol es can be msused and nust have restricted access. By definition, such trusted role processes
have security properties that are unacceptabl e wi thout special constraints on the behavior of
their

users. These observations suggest (but do not mandate) the nodeling of support for user roles,
especially trusted user roles. Trusted role processes are usually treated as TCB subj ects.
Addi ti ona

i nformati on on nodeling themis given in Section 3.4.

Instructive exanples of role definitions may be found in Secure Xenix [G.l GB86] and the

SMVS security nodel [LAND84]. Secure Xenix restructured the Guru role into four separate

roles. The SMVB security nodel included a systemsecurity officer role, a downgrader role and a
rel easer role. In both of these systens, the roles support separation of duty in that each role
has

privileges not available to the other roles. Separation of duty has been enphasi zed by Cark and
W1 son, who have given a general schene for constraining user roles by using triples of the form
(user, program object-list) in order to control how and whet her each user nmay access a given
collection of objects. [CLAR87] A sinilar rol e-enforcement mechanismis supported by type
enforcenment. [BOEB85] The type-enforcenent nmechanismitself assigns "types" to both subjects

and obj ects; subject types are referred to as "donmi ns." The accesses of each subject are
constrained by a "type table" based on subject domain and object type. Each user has a set of
domai ns associated with subjects running on his behal f. These dorains are used to define user
roles. [cf THOWRO]

3.1. 4 |/ O DEVI CES

Al 't hough users are external to the conputing systemand need not be directly nodeled, it is
still useful to nodel their allowed interactions with the systemin order to document security-
rel evant constraints that are enforced by the system User interactions nmay be nodeled in terns
of

constraints on I/O devices if there is a convention for discussing the current user of a device.
Devi ces which are accessible to subjects outside the TCB should be nodeled either inplicitly or
explicitly as part of the interface between the non-TCB subjects and the TCB. An additiona
reason

for interest in |I/Odevices is that |/Otypically accounts for a large portion of the TCB. The
foll ow ng paragraphs present general information on the nodeling of devices with enphasis on
device security requirenents and then di scuss when they shoul d be nodel ed as objects, as

subj ect s,

or as their own kind of entity.

Normal | y, security nopbdels discuss abstract encapsul ated devi ces rather than actual physica
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devi ces. An encapsul ated device is an abstract representation of a device, its associated device
driver, and possibly other associated entities such as attached hardware and dedi cat ed devi ce
buffers. Thus, for exanple, one mght discuss a line printer connected to the system but not the
actual RS-232 device used to achieve the connection or its associated device driver.

By definition, an input device injects information into the systemin a way that the system
cannot entirely control. The next state of the system nmay depend on the actual input as well as
on

the current state and the particular state transformati on bei ng executed. This fact can be
accommodated in several ways in an FTLS or a nodel that addresses object content. One can treat
the actual input as a parameter to the transformation. If there are only a few different input
val ues,

one can associate different transformations with different inputs. Finally, one can treat the
transformati on as bei ng nondeterm nistic, nmeaning that several different states can result from
executing the transformation in a given state.

Abstract encapsul ated devices are often passive entities, in contrast to their underlying
har dware. Security requirenments for devices, however, differ significantly fromthose for either
storage objects or controlled processes:

. External policy on use of the systemrequires that devices pass information only to
aut hori zed users.

Devi ces may transport either unlabel ed data or |abeled data and are classified as single
I evel or multilevel devices accordingly.

At B2 and above, the TCSEC requires that every device have a mni num and maxi num
device level that represents constraints inposed by the physical environment in which
the device is |ocated.

Aut hori zed use of a device may be enforced by requiring that any piece of information output

by the device have a security level that is dominated by the clearance and authorization of the
reci pient. A conbination of procedural and autonated nethods are needed to correctly associate
the security level of the information, the user who will receive that information, and the

security
| evel of that user. Typically, the device itself will also have a security |evel. The user who
receives

information froma device may well be different than the user who sent that information to the
device. If a device with local nenory (an intelligent termnal, for exanple) is allocated to
di fferent

users or different security levels at different tinmes, it will typically need to be reset

bet ween users

in order to neet requirenents on authorized transm ssion of information

Both single-level and multil evel devices nmay handle nultiple | evels of information. A single-

| evel device can only handle a single level at a tine but may have sone convention for changing
levels. A multilevel device, by way of contrast, can handle different |evels of data w thout
altering

its security designation, but still mght be used in such a way as to carry data at only one
fixed

security |evel

The TCSEC requirement for device ranges does not explain how they are to be used. The nopst
comon option is to require that the level of any object transnmtted by the device be within the
range. Another option is to require that the security clearance of any user be within the range.
Separ at e deci sions regardi ng device m ni mum and devi ce maxi mum are al so possible. In the

Trusted Xenix system a user with a secret clearance can have an uncl assified session on a
termnal with a secret device mninmum The intended interpretation of the device mninumis that
the device is in a restricted area that should contain only users whose clearance is at |east
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t he device

mnimum |f the device mninumis secret, then a login attenpt by an uncleared user is treated
as

a violation of physical security. [GLlI G36]

The question of whether devices should be nodeled in the same way as other kinds of

controlled entities depends on the conplexity of the devices involved, observed simlarities

bet ween devi ces and ot her nodeled entities, and goals relating to the sinplicity and accuracy of
the nodel. The TRUSI X group decided to nodel devices in the sane way as file objects, a decision
that depended heavily on both the nature of UNI X and the specific goals of the TRUSI X effort.

[ NCSCO0b, & 6.9] The SMVB nopdel treats devices as containers in order to capture the fact that

t he devi ce maxi mum nust domi nate the |evel of all data handled by the device. [LAND84] Yet
another alternative is to nodel devices by nodeling their device drivers as TCB subjects. In
general, nore sophisticated |/O devices need greater nodeling support, with the limting case
being intelligent workstations nodel ed as autononpus conputing systens.

3.1.5 SECURI TY ATTRI BUTES

A security attribute is any piece of information that may be associated with a controlled entity
or user for the purpose of inplenmenting a security policy. The attributes of controlled

entities my

be inplicit; they need not be directly inplenmented in data structures. Labels on a multileve

t ape,

for exanple, can be stored separately fromthe objects they |abel, provided there is an assured
met hod of determining the | evel of each object on the tape. [cf NCSC88b, Cl-Cl-05-84]

Primary attributes of security policies that are usefully reflected in the security node

i ncl ude

| ocus of policy enforcenent, strength and purpose of the policy, granularity of user

desi gnati ons,

and | ocus of administrative authority. These policy aspects lead to a taxonony of policies and
security attributes.

There are several types of security attributes of any given system informational attributes,
access control attributes, nondisclosure attributes, and integrity attributes. Informationa
attributes

are nmaintained for use outside the given conputing system whereas access control attributes
limt

access to systemresources and the information they contain. Purely informational attributes are
sonewhat uncomon; an informative exanple is given in Section 4.4. Access control attributes

may be classified according to what they control. A | oose access control attribute controls
access

to the entity it is associated with, whereas a tight access control attribute also controls
access to

i nformati on contained in that entity. Thus, access restrictions deternined by tight attributes
nmust

propagate from one object to another when (or before) information is transferred, because
control

over the information nust still be maintained after it |eaves the original entity. Nondisclosure
attributes are used to prevent unauthorized release of information, whereas integrity

attributes are

used to prevent unauthorized nodification or destruction of information

Attributes can also be classified by the granularity and authority of their control. The user
granularity of an attribute may be "coarse,” controlling access on the basis of broadly defined
cl asses of users, or it can be "per-user," controlling access by individual users and processes
acting

on their behalf. Finally, centralized authority inplies that policy for use of attributes is

pr edefi ned
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and takes place under the control of a systemsecurity adm nistrator, whereas distributed
authority

inplies that attributes are set by individual users for entities under their control. This
classification

of security attributes is based partly on the work of Abrans. [ ABRA9O]

When applied to typical security policies for B2 systens, these distinctions anmong security
attributes nmight take the formgiven in Figure 3.1. MAC policies nust enforce nondiscl osure
constraints on informati on and may enforce integrity constraints as well. They nust regul ate
access

to informati on on the basis of user clearance and | abel ed sensitivity of data. The invol venent
of

user clearances typically conmes at the expense of per-user granularity because several users are
likely to have the sane clearance. Authority to assign security attributes is usually somewhat
centralized. Users can create entities at various levels, but ability to change the |evels of
exi sting

entities is usually restricted to authorized users.

DAC policies nust enforce access constraints on both reading and witing. They nust provide
per-user granularity as criteria for access decisions, although they often include a group
mechani sm for coarse gai ned access decisions as well. DAC policies are normally used to enforce
bot h nondi scl osure and integrity, but constraints on access to named objects do not necessarily
i nply correspondi ng constraints on access to information in those objects. Authority to change
di scretionary attributes is usually distributed anong users on the basis of ownership.

MAC DAC
Bi ndi ng Strength: Ti ght Loose
Pur pose: Nondi scl osurel0 Nondi scl osure & Integrity
User Granularity: Coarse Per-user
Aut hority Centralized Di stributedl0

Figure 3.1. Typical Cassification of Access Control Policies
3.1.6 PARTI ALLY ORDERED SCURI TY ATTRI BUTES

A security attribute belonging to a partially ordered set may be referred to as a level. The
associ ated partial ordering may be referred to as the dominance relation; in synbols, L1 is
domnated by L2 if and only if L1 £ L2. The use of partially ordered levels is usually
associ at ed

with tight access control policies and constraints on infornation flow Constraints on

i nformation

flow can arise for several different reasons. As a result a nultifaceted policy nmight have a
di fferent

partial ordering for each reason. Oten, the conbined effect of constraints associated with
sever al

partial orderings can be expressed in terns of a single conposite ordering. In this case, facts
about

Cartesian products of partially ordered sets given in Appendix A may be used to sinplify the
formal nodel and, possibly, the system s inplenentation as well. The foll ow ng paragraphs

di scuss the connection between |levels and constraints on information flow, the use of these
constraints for supporting nondisclosure and integrity objectives, and the tailoring of |evel-
based

policies to particular applications.

A domi nance relation is often viewed as an abstraction of allowed information fl ows:
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information can flow fromentity E1 to entity E2 only if the level of E1l is dom nated by the

| evel of

E2. This rather general view, which is an anal ogue of the original *-property of Bell and La
Padul a,

allows the illustration of sone basic issues in the use of levels, but it is overly sinple in
sone

respects. It does not address whether information flows properly or whether the flowis direct
or

indirect. Mreover, this view does not contain any explicit assunption about why infornmation may
be prevented fromflowing fromone entity to another

Partially ordered | evels and related constraints on information fl ow have been suggested for
use in enforcing both nondisclosure and integrity objectives. The notivation for these
suggestions

may be understood fromthe foll owi ng considerations. Suppose that access controls could enforce
the above information-flow constraints perfectly. Suppose that the two objects contain the sane
i nformation, but one is |abeled at a higher level than the other. In this situation

information is | ess

likely to be disclosed fromthe higher-1evel object because fewer subjects have a sufficiently

hi gh
|l evel to receive this information. Conversely, if |ower-level subjects can wite higher-I|eve
obj ect s,

then inappropriate nodification of the |lower-level object is less |ikely because fewer subjects
have

a sufficiently lowlevel to wite to it. This dual relationship may cause the goals of
nondi scl osure

and integrity to conflict, especially if the ordering on levels is strongly hierarchical. As
expl ai ned

in Section 3.5, this duality between nondi sclosure and integrity has sone significant
limtations. A

gi ven set of security l|levels designed for enforcing nondi scl osure nmay be in appropriate for
enforcing integrity, and not all integrity policies use partially ordered security attributes.

When a conputing systemis accredited for use at a particular site, it is assigned a host
accreditation range - a set of levels at which the host may store, process, and transnmt data. A
host range can prevent the aggregation of certain classes of data. If several objects have

di fferent

| evel s and no level in the host range dominates all of them then there is no legitinmate way of
concatenating these objects. This use of host ranges is discussed further in Section 4.4.

A desirabl e constraint hol ds between a host range and device ranges: if the host range contains
a level that does not belong to any device range, a non-TCB subject running at that |evel can
not

conmuni cate bidirectionally wi thout using covert channels. By way of contrast, a device range
may reasonably contain |evels not in the host range. Suppose, for exanple, that A and B are

i nconparabl e |l evels domi nated by a level C that does not belong to the host range. A device

m ght

reasonably use C as a maxi mum device level in order to allow use of the device at either level A
or level B. But, in this case, the systemwuld need to check that each object input fromthe
devi ce

actual ly belonged to the host range.

3.1.7 NONDI SCLOSURE LEVELS

The foll owi ng paragraphs di scuss the structure of nondisclosure levels as it relates to their
abstract mat hematical properties, to TCSEC requirenents, and to their intended use. Analyses
given in the follow ng paragraphs suggest that the structure of nondisclosure |evels that are
used

to enforce nondi sclosure policies is often not needed for nodeling purposes. If their structure
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pl ays

no significant role in a given nodel, their inclusion is unnecessary and may limt the
applicability

of the nodel.

The TCSEC requires that nondisclosure |evels contain a classification conmponent and a

category conponent. The hierarchical "classification" conponent is chosen froma linearly
ordered set and the nonhierarchical "category" conponent nust belong to a set of the form*(C)
the set of all subsets of C, for sone set C of categories. [cf NCSC85, Sec. 9.0, Sec. 3.1.1.4]
In sone

applications, thousands of categories nay be needed. In others, only the four clearance |evels
"uncl assified", "confidential", "secret", and "top secret" are needed, as a result of Executive
O der

12356. [ REAGB2] These facts illustrate the inportance of configuration-dependent host
accreditation ranges to renove unused security |evels.

As explained in Appendix A, any partially ordered set may be fully enbedded i n one based

on categories. As a result, TCSEC constraints on nondisclosure levels do not restrict the class
of

partially ordered sets that may be used for such |evels (although these constraints do affect
the use

of human-readabl e nanes). The deconposition of levels into classification and category
conmponents can be configuration-dependent and may be given along with the host accreditation
range. This fact is of sonme interest for conputing systems with both comercial and mlitary
applications. [cf BELL90] In this case, the nodel should be general enough to enbrace al

i nt ended

configurations.

Even if labels are explicitly assunmed to contain classification and category conmponents,
nothing in the TCSEC prevents the addition of vendor-supplied conponents because such

addi tions do not invalidate the nandated access checks. Thus, for exanple, each |abel could
contain a release date after which the contained information will be val uel ess and, therefore,
unclassified. If release dates are chronologically ordered, later dates would represent a higher
nondi scl osure level. The initial specification of release dates, like that of other
nondi scl osure

attributes, needs to be handled by trusted path software. The regrading fromclassified -
outdated to

uncl assified would be carried out by trusted software in conformance with accepted downgradi ng
requirenents.

A nondi scl osure level is, by definition, comensurate with the |level of harmthat could result
from unaut hori zed di sclosure, and it should al so be commensurate with the | evel of assurance
agai nst unaut horized disclosure that is to be found in the systenis TCB and surroundi ng physica
environnment. Various rules of thumb have been worked out to correlate risk with |evels of
nondi scl osure and assurance. [DCOD88a, NCSCB85a] While these relationships are not likely to
show up in the security nodel itself, they may affect the kinds of security attributes that are
i ncluded in the nondisclosure |evel

3.1.8 UNLABELED ENTI TI ES AND THE TRUSTED COMPUTI NG BASE

In addition to controlled entities, there are systemresources that either are not user
accessi bl e

or are part of the mechani sm by which user-accessible resources are controlled. These latter
resources are the software, hardware, and internal data structures which make up the TCB. At
hi gher levels of assurance, significant effort goes into mninizing the size and conplexity of
t he

TCB in order to reduce the overall effort needed to validate its correct operation

The TCB typically consists of the inplenmented access control nmechani smand other entities

http://www.windowsecurity.com/whitepapers/NCSCTG010_Aqua_book.html?printversion (30 of 32) [11/26/2008 6:05:39 PM]



NCSC-TG-010: Aqua book

that nmust be protected in order to maintain the overall security of the system A TCB process
whi ch

is not part of the access control nechani smmy be assigned security attributes and controlled
as a

subject in order to help enforce the principle of least privilege within the TCB. Conversely,
certain

subjects may need to be included within the TCB because they assign security levels to input,
support trusted user roles, transformdata in such a way as to legitimately alter the data
security

| evel, or performsone other security-critical function. A data structure may al so be security-
critical, as when it contains user-authentication data, a portion of the audit trail, audit-
control data,

or security attributes of controlled entities. It is not always necessary to assign security
attributes

to TCB processes and security-critical data structures, but this is often done to enforce the
principle

of least privilege within the TCB and to regul ate access by non-TCB subjects to security
critical

data structures.

If a piece of data can be accessed as a direct effect of a systemcall (i.e. access directly
specified in a paranmeter) then it must be accounted for in the interpretation of controlled
entities in

such away as to satisfy MAC requirenents. But some data structures nmay not be directly
accessi bl e. Possi bl e exanples include security | abels, the current access matrix, interna

obj ect

nanes that are not accessible to users of the system and transient information related to
access

control, opening of files, and so forth. A data structure which is not directly accessible does
not

have to be | abeled. A decision to supply a | abel may conplicate the nodeling process, whereas a
decision not to supply a | abel may increase the difficulty of the covert channel analysis.

While there is no explicit requirenment to nodel the TCB, the nobdel nust capture security
requirements i nposed by the TCSEC, including reference nonitor requirenents relating to non-
TCB subjects and the entities they mani pulate. [cf NCSC87, Appendices B.3.4, B.7.1] A possible
approach to nodeling these reference nonitor requirenments is disc
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