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and Test Docurentation in Trusted Systens as part of the "Rainbow Series" of docunents our
Techni cal CQui del i nes Program produces. In the Rainbow Series, we discuss in detail the features
of the Departnment of Defense Trusted Conputer System Evaluation Criteria (DoD 5200. 28- STD)

and provi de guidance for neeting each requirement. The National Conputer Security Center
through its Trusted Product Eval uation Program evaluates the security features of commercially
produced conputer systens. Together, these prograns ensure that users are capable of protecting
their inportant data with trusted conputer systens.

The specific guidelines in this docunment provide a set of good practices related to security
testing

and the devel opnment of test docunentation. This technical guideline has been witten to help the
vendor and eval uator community understand what deliverables are required for test docunentation
as well as the level of detail required of security testing at all classes in the Trusted
Conmput er System

Evaluation Criteria.

As the Director, National Conputer Security Center, Invite your suggestions for revision to this
technical guideline. W plan to review this docunent as the need ari ses.

Nat i onal Conputer Security Center

Attention: Chief, Standard, Criteria and Guidelines Division
9800 Savage Road

Fort George G Meade, MD 20755-6000

Patrick R @Gallagher, Jr. January, 1994

Di rector

Nati onal Conputer Security Center
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1. | NTRODUCTI ON

The National Conputer Security Center (NCSC) encourages the w despread availability of

trusted conputer systens. In support of this goal the Department of Defense Trusted Conputer
System Evaluation Criteria (TCSEC) was created as a netric agai nst which conputer systens could
be eval uated. The NCSC published the TCSEC on 15 August 1983 as CSC- STD-001-83. In

Decenber 1985, the Departnent of Defense (DoD) adopted it, with a few changes, as a DoD

St andard, DoD 5200.28-STD. [13] DoD Directive 5200.28, "Security Requirenments for Autonmatic
Dat a Processing (ADP) Systens," requires that the TCSEC be used throughout the DoD. The NCSC
uses the TCSEC as a standard for evaluating the effectiveness of security controls built into
ADP

systens. The TCSEC is divided into four divisions: D, C, B, and A These divisions are ordered
in

a hierarchical manner with the highest division (A being reserved for systens providing the
best
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avail abl e | evel of assurance. Wthin divisions C and B there are a nunber of subdivisions known
as classes. In turn, these classes are also ordered in a hierarchical manner to represent

di fferent

| evel s of security.

1.1 PURPCSE

Security testing is a requirenent for TCSEC classes Cl though AlL. This testing determ nes that
security features for a systemare inplenented as designed and that they are adequate for the
specified | evel of trust. The TCSEC al so requires test docunentation to support the security
testing

of the security features of a system The TCSEC eval uati on process includes security testing and
eval uation of test docunentation of a system by an NCSC eval uation team A Guide to
Under st andi ng Security Testing and Test Docunentation for Trusted Systens will assist the
operati ng system devel opers and vendors in the devel opnment of conputer security testing and
testing

procedures. This guideline gives system devel opers and vendors suggesti ons and recomendati ons
on how to develop testing and testing docunentation that will be found acceptable by an NCSC
Eval uati on Team

1.2 SCOPE

TCSEC cl asses Cl1 through Al assurance is gained through security testing and the acconpanyi ng
test docunmentation of the ADP system Security testing and test docunmentation ensures that the
security features of the systemare inplenented as designed and are adequate for an application
environment. This guideline discusses the devel opnent of security testing and test docunentation
for system devel opers and vendors to prepare them for the eval uation process by the NCSC. This
gui del i ne addresses, in detail, various test nmethods and their applicability to security and
accountability policy testing. The Trusted Conputing Base (TCB) isolation, noncircunventability
testing, processor testing, and covert channel testing nethods are exanpl es.

Thi s document provides an in-depth guide to security testing. This includes the definitions,
writing and docunentation of the test plans for security and a brief discussion of the mapping
between the formal top-level specification (FTLS) of a TCB and the TCB i npl enentati on

speci fications. This docunent al so provides a standard format for test plans and test result
presentation. Extensive docunmentation of security testing and specification-to-code
correspondence

arise both during a systemevaluation and, nore significantly, during a systemlife cycle. This
gui del i ne addresses evaluation testing, not life-cycle testing. This docunment conplenments the
security testing guideline that appears in Section 10 of the TCSEC

The scope and approach of this docunent is to assist the vendor in security testing and in
particul ar

functional testing. The vendor is responsible for functional testing, not penetration testing.

| f

necessary, penetration testing is conducted by an NCSC eval uation team The team collectively
identifies penetration vulnerabilities of a systemand rates themrelative to ease of attack and
difficulty of devel oping a hierarchy penetration scenario. Penetration testing is then conducted
according to this hierarchy, with the nost critical and easily executed attacks attenpted first
[17].

Thi s gui deline enphasizes the testing of systens to neet the requirenents of the TCSEC. A Guide
to Understanding Security Testing and Test Docunentation for Trusted Systens does not address
the testing of networks, subsystens, or new versions of evaluated conputer system products. It
only

addresses the requirenments of the TCSEC

Information in this guideline derived fromthe requirenents of the TCSEC i s prefaced by the
word "shall." Recomendations that are derived fromcomonly accepted good practices are
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prefaced by the word "shoul d." The gui dance contai ned herein is intended to be used when
conducting and docunenting security functional testing of an operating system The
recommendations in this docunment are not to be construed as suppl enentary requirenents to the
TCSEC. The TCSEC is the only netric against which systens are to be eval uat ed.

Thr oughout this guideline there are exanples, illustrations, or citations of test plan formats
t hat
have been used in comercial product devel opment. The use of these exanples, illustrations, and

citations is not nmeant to inply that they contain the only acceptable test plan formats. The
sel ection

of these exanples is based solely on their availability in computer security literature.
Exanpl es in

this docunent are not to be construed as the only inplenmentations that will satisfy the TCSEC
requirements. The exanpl es are suggestions of appropriate inplenentations.

1.3 CONTROL OBJECTI VES

The TCSEC and DoD 5200. 28-M [ 14] provide the control objectives for security testing and
docunent ati on. Specifically these docunents state the foll ow ng:

"Conponent' s Designated Approving Authorities, or their designees for this purpose
will assure:.

"4, Maintenance of docunentation on operating systems (OS) and all nodifications
thereto, and its retention for a sufficient period of time to enable tracing of security-rel ated
defects to their point of origin or inclusion in the system

"5. Supervision, nonitoring, and testing, as appropriate, of changes in an approved ADP
Systemthat could affect the security features of the system so that a secure systemis
mai nt ai ned.

"6. Proper disposition and correction of security deficiencies in all approved ADP

Systens, and the effective use and di sposition of system housekeeping or audit records,
records of security violations or security-related system nal functions, and records of tests
of the security features of an ADP System

"7. Conduct of conpetent system Security Testing and Eval uation (ST&E), tinely review
of system ST&E reports, and correction of deficiencies needed to support conditional or
final approval or disapproval of an ADP system for the processing of classified

i nformati on.

"8. Establishnment, where appropriate, of a central ST&E coordination point for the

mai nt enance of records of selected techni ques, procedures, standards, and tests used in
testing and eval uation of security features of ADP systens which nay be suitable for
val idation and use by other Departnent of Defense conmponents.”

Section 5 of the TCSEC gives the following as the Assurance Control Objective:

"The third basic control objective is concerned with guaranteeing or providing confidence
that the security policy has been inplenented correctly and that the protection critica

el ements of the system do, indeed, accurately nediate and enforce the intent of that policy.
By extension, assurance nust include a guarantee that the trusted portion of the system
works only as intended. To acconplish these objectives, two types of assurance are

needed. They are |life-cycle assurance and operational assurance.

"Life-cycle assurance refers to steps taken by an organi zation to ensure that the system
i s designed, devel oped, and maintained using fornmalized and rigorous controls and
standards. Conputer systens that process and store sensitive or classified information
depend on the hardware and software to protect that information. It follows that the
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hardwar e and software thensel ves nust be protected agai nst unauthorized changes that
coul d cause protection nmechanisns to mal functi on or be bypassed conpletely. For this
reason, trusted conmputer systens nust be carefully evaluated and tested during the design
and devel opnent phases and reeval uat ed whenever changes are nmade that coul d affect

the integrity of the protection nechanisns. Only in this way can confidence be provided
that the hardware and software interpretation of the security policy is maintained
accurately and without distortion." [13]

2. SECURITY TESTI NG OVERVI EW

This section provides the objectives, purpose, and a brief overview of vendor and NCSC security
testing. Test team conposition, test site location, testing process, and system docunentation
are

al so di scussed.

2.1 OBJECTI VES

The objectives of security testing are to uncover all design and inplenentation flaws that
enabl e

a user external to the TCB to violate security and accountability policy, isolation, and
nonci rcunventability.

2. 2 PURPGCSE

Security testing involves determning (1) a system security nechani sm adequacy for

conpl eteness and correctness and (2) the degree of consistency between system docunentation and
actual inplenentation. This is acconplished through a variety of assurance methods such as

anal ysi s

of system desi gn documentation, inspection of test docunentation, and independent execution of
functional testing and penetration testing.

2. 3 PROCESS

A qualified NCSC team of experts is responsible for independently eval uati ng commerci al

products to deternine if they satisfy TCSEC requirenments. The NCSC is al so responsible for

mai ntaining a listing of evaluated products on the NCSC Eval uated Products List (EPL). To
acconplish this mssion, the NCSC Trusted Product Eval uati on Program has been established to
assi st vendors in devel oping, testing, and evaluating trusted products for the EPL. Security
testing

is an integral part of the evaluation process as described in the Trusted Product Eval uations-A
GQui de For Vendors. [18]

2.3.1 System Anal ysi s

System anal ysis is used by the NCSC eval uation teamto obtain a conplete and in-depth
understandi ng of the security nechanisnms and operations of a vendor's product prior to
conducti ng

security testing. A vendor makes available to an NCSC team any information and training to
support

the NCSC team nmenbers in their understanding of the systemto be tested. The NCSC team wi | |
becone intimately familiar with a vendor's system under evaluation and will analyze the product
design and inplenentation, relative to the TCSEC

System candi dates for TCSEC ratings B2 through Al are subject to verification and covert channe
anal yses. Eval uation of these systens begins with the selection of a test configuration,

eval uation

of vendor security testing docunentation, and preparation of an NCSC functional test plan

2.3.2 Functional Testing
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Initial functional testing is conducted by the vendor and results are presented to the NCSC

t eam

The vendor shoul d conduct extensive functional testing of its product during devel oprnent, field
testing, or both. Vendor testing should be conducted by procedures defined in a test plan.

Si gni fi cant

events during testing should be placed in a test log. As testing proceeds sequentially through
each

test case, the vendor team should identify flaws and deficiencies that will need to be
corrected.

When a hardware or software change is nmade, the test procedure that uncovered the problem shoul d
then be repeated to validate that the probl em has been corrected. Care should be taken to
verify that

t he change does not affect any previously tested procedure. These procedures al so should be

r epeat ed

when there is concern that flaws or deficiencies exist. Wen the vendor team has corrected al
functional problens and the team has anal yzed and retested all corrections, a test report
shoul d be

witten and made a part of the report for review by the NCSC test teamprior to NCSC security
testing.

The NCSC teamis responsible for testing vendor test plans and revi ewi ng vendor test
docunent ati on. The NCSC teamw || review the vendor's functional test plan to ensure it
sufficiently

covers each identified security mechani smand explanation in sufficient depth to provide

r easonabl e

assurance that the security features are inplenmented as designed and are adequate for an
application

envi ronnment. The NCSC team conducts its own functional testing and, if appropriate, penetration
testing after a vendor's functional testing has been conpl eted.

A vendor's product nust be free of design and inpl enmentati on changes, and the docunentation

to support security testing nust be conpl eted before NCSC team functional testing. Functiona
security testing is conducted on Cl through Al class systens and penetration testing on B2, B3,
and Al cl ass systens. The NCSC team nay choose to repeat any of the functional tests perfornmed
by the vendor and/or execute its own functional test. During testing by the NCSC team the team
i nforns the vendor of any test problens and provides the vendor with an opportunity to correct
i npl enentation flaws. |If the systemsatisfies the functional test requirements, B2 and above
candi dates undergo penetration testing. During penetration testing the NCSC team col |l ectively
identifies penetration vulnerabilities in the systemand rates themrelative to ease of attack
and

difficulty in devel oping a penetration hierarchy. Penetration testing is then conducted
according to

this hierarchy with the nost critical and nost easily executed attacks attenpted first [17].
The vendor

is given limted opportunity to correct any problens identified [17]. Wen opportunity to
correct

i mpl enentation flaws has been provided and corrections have been retested, the NCSC team
docunments the test results. The test results are input which support a final rating, the

publi cation of

the Final Report and the EPL entry.

2.3.3 Security Testing

Security testing is primarily the responsibility of the NCSC eval uation team It is inmportant to
note, however, that vendors shall performsecurity testing on a product to be eval uated using
NCSC

test nethods and procedures. The reason for vendor security testing is two-fold: First, any TCB
changes required as a result of design analysis or formal evaluation by the NCSC team wil |
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require

that the vendor (and subsequently the evaluation tean) retest the TCB to ensure that its
security

properties are unaffected and the required changes fixed the test problens. Second, any new
system

rel ease that affects the TCB nust undergo either a reevaluation by the NCSC or a rating-

mai nt enance

eval uation by the vendor itself. If a rating maintenance is required, which is expected to be
the case

for the preponderant number of TCB changes, the security testing responsibility, including al
t he

docunent ati on evi dence, becones a vendor's responsibility-not just that of the NCSC eval uation
t eam

Furthernore, it is inportant to note that the system configuration provided to the eval uation
t eam

for security testing should be the sane as that used by the vendor itself. This ensures that
consi st ent

test results are obtained. It also allows the evaluation teamto exam ne the vendor test suite
and to

focus on areas deened to be insufficiently tested. ldentifying these areas will help speed the
security

testing of a product significantly. (An inmportant inplication of reusing the vendor's test
suite is that

security testing should yield repeatable results.)

When the eval uation team conpl etes the security testing, the test results are shown to the
vendor.

If any TCB changes are required, the vendor shall correct or renpve those flaws before TCB
retesting

by the NCSC teamis perforned.

2.4 SUPPORTI NG DOCUMENTATI ON

Vendor system docunentation requirenents will vary, and depending on the TCSEC cl ass a
candi date systemw || be evaluated for, it can consist of the follow ng:

Security Features User's Quide. It describes the protection nechani sms provi ded by
the TCB, guidelines on their use, and how they interact with one another. This may be
used to identify the protection mechanisnms that need to be covered by test procedures
and test cases.

Trusted Facility Manual. It describes the operation and adm ni stration of security
features of the system and presents cautions about functions and privileges that should
be controlled when running a secure facility. This may identify additional functions that
need to be tested.

Desi gn Docunentation. It describes the philosophy of protection, TCB interfaces,

security policy nodel, systemarchitecture, TCB protection nechanisns, top | eve

speci fications, verification plan, hardware and software architecture, system configuration
and admi ni stration, system programr ng guidelines, systemlibrary routines,

progranm ng | anguages, and ot her topics.

Covert Channel Anal ysis Docunentation. It describes the determnination and maxi num
bandwi dt h of each identified channel

System Integrity Docunentation. It describes the hardware and software features used

to validate periodically the correct operation of the on-site hardware and firnmware
el enents of the TCB
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Trusted Recovery Docunentation. It describes procedures and nmechani sns assuring

that after an ADP systemfailure or other discontinuity, recovery is obtained without a
protection conpronise. Information describing procedures and nmechani sns nmay al so be
found in the Trusted Facility Manual

Test Docunentation. It describes the test plan, test logs, test reports, test procedures,
and test results and shows how the security nechanisnms were functionally tested, covert
channel bandwi dth, and mappi ng between the FTLS and the TCB source code. Test
docunentation is used to docunent plans, tests, and results in support of validating and
verifying the security testing effort.

2.5 TEST TEAM COVPGCSI Tl ON

A vendor test team should be formed to conduct security testing. It is desirable for a vendor to
provide as many nenbers fromits security testing team as possible to support the NCSC during
its security testing. The reason for this is to nmaintain continuity and to mnimze the need for
retraining throughout the eval uation process. The size, education, and skills of the test team
will

vary depending on the size of the systemand the class for which it is being evaluated. (See
Chapt er

10 of the TCSEC, "A Cuideline on Security Testing.")

A vendor security testing team should be conprised of a team | eader and two or nore additiona
menber s dependi ng on the evaluated class. In selecting personnel for the test team it is

i nportant

to assign individuals who have the ability to understand the hardware and software architecture
of

the system as well as an appropriate |evel of experience in systemtesting. Engineers and
scientists

wi th backgrounds in electrical engineering, conputer science and software engi neering are idea
candi dates for functional security testing. Prior experience with penetration techniques is

i nport ant

for penetration testing. A mathematics or |ogic background can be valuable in fornal

speci fications

involved in Al system eval uati on

The NCSC test teamis formed using the guidance of Chapter 10, in the TCSEC, "A Cuideline
on Security Testing." This chapter specifies test team conposition, qualifications and
par aneters.

Vendors may find these requirenments useful reconmendations for their teans.

2.6 TEST SITE

The location of a test site is a vendor responsibility. The vendor is to provide the test site.
The

evaluator's functional test site may be |ocated at the sane site at which the vendor conducted
hi s

functional testing. Proper hardware and software nmust be available for testing the
configuration as

wel | as appropriate docunentation, personnel, and other resources which have a significant

i npact

on the location of the test site.

3. SECURI TY TESTI NG APPROACHES, DOCUMENTATI ON
AND EXANMPLES

3.1 TESTI NG PH LOSCPHY
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Operating systens that support multiple users require security nmechanisns and policies that
guard agai nst unauthorized di sclosure and nodification of critical user data. The TCB is the
pri nci pal

operating system conponent that inplenents security nmechani snms and policies that nust itself be
protected [13]. TCB protection is provided by a reference nonitor nechani smwhose data
structures

and code are isolated, noncircunventable, and small enough to be verifiable. The reference
noni t or

ensures that the entire TCB is isolated and noncircunvent abl e.

Al 't hough TCBs for different operating systens may contain different data structures and
prograns, they all share the isolation, noncircunventability, and verifiability properties that
di stinguish themfromthe rest of the operating system conponents. These properties inply that
t he

security functional testing of an operating system TCB nay require different nethods fromthose
commonly used in software testing for all security classes of the TCSEC

Security testing should be done for TCBs that are configured and installed in a specific system
and operate in a normal node (as opposed to mai ntenance or test node). Tests should be done

usi ng

user-| evel prograns that cannot read or wite internal TCB data structures or prograns. New data
structures and prograns should al so not be added to a TCB for security testing purposes, and
speci al

TCB entry points that are unavail able to user prograns should not be used. If a TCB is tested

in the

mai nt enance node using prograns that cannot be run at the user level, the security tests would
be

meani ngl ess because assurance cannot be gained that the TCB perforns user-1level access contro
correctly. If user-level test prograns could read, wite or add internal TCB data structures and
prograns, as would be required by traditional instrumentation testing techniques, the TCB woul d
lose its isolation properties. |If user-level test prograns could use special TCB entry points
not

normal |y avail able to users, the TCB woul d becone circunventable in the normal node of

operati on.

Security testing of operating system TCBs in the normal nobde of operation using user-level test
prograns (which do not rely on breaching isolation and noncircunventability) should address the
followi ng problens of TCB verifiability through security testing: (1) Coverage Analysis, (2)
Reduction of Cyclic Test Dependencies, (3) Test Environment |ndependence, and (4) Repeatability
of Security Testing.

(1) Coverage Analysis. Security testing requires that precise, extensive test coverage be
obt ai ned

during TCB testing. Test coverage anal ysis shoul d be based on coverage of test conditions
derived

fromthe Descriptive Top-Level Specification (DTLS)/Formal Top-Level Specification (FTLS), the
security and accountability nodel conditions, the TCB isol ati on and noncircunventability
properties, and the individual TCB-primtive inplenentation. Wthout covering such test
conditions, it would be inpossible to claimreasonably that the tests cover specific security
checks

in a denonstrabl e way. \Wenever both DTLS and FTLS and security and accountability nodels

are unavail able or are not required, test conditions should be derived from docunent ed
protection

phi | osophy and resource isolation requirements [13]. It would be inpossible to reasonably claim
that the inplenmentation of a specific security check in a TCB primtive is correct w thout

i ndi vi dual

TCB-prinitive coverage. In these checks a TCB prinitive may deal differently with different
paraneters. In normal-node testing, however, using user-level programs nakes it difficult to
guarant ee significant coverage of TCB-prinmitive inplenentation while elimnating redundant tests
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that appear when multiple TCB primtives share the sane security checks (a commopn occurrence
in TCB kernel s).

The role of coverage analysis in the generation of test plans is discussed in Section 3.5.2, and
illustrated in Sections 3.7.1.3-3.7.3.3.

(2) Reduction of Cyclic Test Dependenci es. Conprehensive security testing suggests that cyclic

t est dependenci es be reduced to a mininmumor elinnated whenever possible. A cyclic test
dependency exi sts between a test programfor TCB primtive A and TCB primtive Bif the test
programfor TCB prinitive A invokes TCB prinmitive B, and the test programfor TCB primtive B

i nvokes TCB prinmitive A The existence of cyclic test dependencies casts doubts on the |evel of
assurance obtained by TCB tests. Cyclic test dependenci es cause circul ar argunents and
assunpti ons about test coverage and, consequently, the interpretation of the test results nay be
flawed. For exanple, the test programfor TCB primtive A which depends on the correct behavior
of TCB primitive B, nmay not discover flaws in TCB prinmtive A because such flaws may be masked
by the behavior of B, and vice versa. Thus, both the assunptions (1) that the TCB primtive B
wor ks

correctly, which nust be nade in the test programfor TCB primtive A and (2) that TCB
primtive

A works correctly, which nust be nade in the test programfor TCB primtive B, are incorrect.
The

elimnation of cyclic test dependencies could be obtained only if the TCBis instrunmented with
addi ti onal code and data structures an inpossibility if TCB isolation and noncircumventability
are

to be maintained in normal node of operation

An exanpl e of cyclic test dependencies, and of their renoval, is provided in Section 3.7.5.

(3) Test Environment |Independence. To mnimze test program and test environnment

dependenci es the following should be reinitialized for different TCB-prinmitive tests: user
accounts,

user groups, test objects, access privil eges, and user security |levels. Test environnent
initialization

may require that the nunber of different test objects to be created and |l ogins to be executed
becone

very large. Therefore, in practice, conplete TCB testing cannot be carried out manually. Testing
shoul d be aut onat ed whenever possible. Security test automation is discussed in Section 3.2.

(4) Repeatability of Security Testing. TCB verifiability through security testing requires that
t he

results of each TCB-primtive test be repeatable. Wthout test repeatability it would be

i npossi bl e

to eval uate devel opers' TCB test suites independently of the TCB devel opers. |ndependent TCB
testing may yield different outcones fromthose expected if testing is not repeatable. Test
repeatability by evaluation teans requires that test plans and procedures be docunented in an
accurate manner.

3.2 TEST AUTQOVATI ON

The automation of the test procedures is one of the nost inportant practical objectives of
security

testing. This objective is inportant for at |east three reasons. First, the procedures for test
environment initialization include a |arge nunber of repetitive steps that do not require
oper at or

intervention, and therefore, the manual performance of these steps may introduce avoi dabl e
errors

in the test procedures. Second, the test procedures nust be carried out repeatedly once for
every

system generation (e.g., systembuild) to ensure that security errors have not been introduced
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during

system mai nt enance. Repeat ed nmanual perfornmance of the entire test suite may becone a tine
consumi ng, error-prone activity. Third, availability of automated test suites enables
evaluators to

verify both the quality and extent of a vendor's test suite on an installed systemin an
expedi tious

manner. This significantly reduces the time required to evaluate that vendor's test suite.

The automation of nobst test procedures depends to a certain extent on the nature of the TCB
interface under test. For exanple, for nost TCB-primtive tests that require the sanme type of

| ogi n,

file systemand directory initialization, it is possible to automate the tests by grouping test
procedures

in one or several user-level processes that are initiated by a single test-operator |ogin.
However,

some TCB interfaces, such as the login and password change interfaces, nmust be tested froma
user

and adnministrator termnal. Simlarly, the testing of the TCB interface primtives of B2 to A
syst ens

avail able to users only through trusted-path invocation requires termnal interaction with the
t est

operator. Wenever security testing requires termnal interaction, test automation becones a
chal | engi ng obj ecti ve.

Di fferent approaches to test automation are possible. First, test designhers may want to separate
test procedures requiring termnal interaction (which are not usually automated), fromthose

t hat

do not require termnal interaction (which are readily anenable to automation). In this
approach,

the mnimzation of the nunber of test procedures that require termnal interaction is
recomended.

Second, when test procedures requiring human-operator interaction cannot be avoi ded, test
designers may want to connect a workstation to a terminal line and sinulate the term na
activity

of a human test operator on the workstation. This enables the conplete autonmation of the test
environment initialization and execution procedures, but not necessarily of the result
identification

and anal ysis procedure. This approach has been used in the testing of the Secure Xeni xTM TCB
The commands issued by the test workstation that sinulates the human-operator conmands are
illustrated in the appendi x of reference [9].

Third, the expected outcone of each test should be represented in the sanme format as that
assumed

by the output of the TCB under test and should be placed in files of the workstation sinmulating
a

human test operator. The conpari son between the outcone files and the test result files
(transferred

to the workstation upon test conpletion) can be performed using sinple tools for file

conpari sons

avail able in nost current operating systems. The formatting of the outcone files in a way that
al | ows

their direct conmparison with the test programoutput is a conplex process. In practice, the
order of

the outcones is deternmined only at the tine the test prograns are witten, and sonmetines only at
execution tinme. Autonated analysis of test results is seldomy done for this reason. To aid
anal ysi s

of test results by human operators, the test result outputs can |abel and tinme-stanp each test.
Intervention by a hurman test operator is also necessary in any case of mismatches between
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obt ai ned
test results and expected outcones.

An approach to automating security testing using Prolog is presented in reference [20].
3.3 TESTI NG APPROACHES

Al'l approaches to security functional testing require the follow ng four major steps: (1) the
devel opment of test plans (i.e., test conditions, test data including test outconmes, and test
cover age

anal ysis) and execution for each TCB primtive, (2) the definition of test procedures, (3) the
devel opnent of test prograns, and (4) the analysis of the test results. These steps are not

i ndependent

of each other in all methods. Dependi ng upon how these steps are perforned in the context of
security testing, three approaches can be identified: the nonolithic (black-box) testing
approach,

the functional -synthesis (white-box) testing approach, and a conbi nati on of the two approaches
call ed the gray-box testing approach

In all approaches, the functions to be tested are the security-relevant functions of each TCB
primtive that are visible to the TCB interface. The definition of these security functions is
gi ven by:

Classes Cl and C2. System docunentation defining a system protection phil osophy,
mechani sns, and systeminterface operations (e.g., systemcalls).

Class Bl. Informal interpretation of the (informal) security nodel and the system
docunent ati on.

Classes b2 and B3. Descriptive Top-Level Specifications (DTLSs) of the TCB and by
the interpretation of the security nodel that is supposed to be inplenented by the TCB
functi ons.

Class Al. Formal Top-Level Specifications (FTLSs) of the TCB and by the interpretation
of the security nodel that is supposed to be inplenented by the TCB functi ons.

Thus, a definition of the correct security function exists for each TCB primtive of a system
designed for a given security class. In TCB testing, ngjor distinctions between the approaches
di scussed in the previous section appear in the areas of test plan generation (i.e., test
condition, test

data, and test coverage analysis). Further distinctions appear in the ability to elinminate

r edundant

TCB-primtive tests without |oss of coverage. This is inportant for TCB testing because a | arge
nunber of access checks and access check sequences performed by TCB kernels are shared between
different kernel primtives.

3.3.1 Mnolithic (Bl ack-Box) Testing

The application of the nonolithic testing approach to TCBs and to trusted processes is outlined
in reference [2]. The salient features of this approach to TCB testing are the following: (1)
the test

condition selection is based on the TCSEC requirenents and include discretionary and mandatory
security, object reuse, |abeling, accountability, and TCB isolation; (2) the test conditions
for each

TCB primitive should be generated fromthe chosen interpretation of each security function and
primtive as defined above (for each security class). Very seldomis the relationship between
t he

nmodel interpretation and the generated test conditions, data, and progranms shown explicitly (3
and
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4]. Wthout such a relationship, it is difficult to argue coherently that all relevant security
features
of the given system are covered.

The test data sel ection nust ensure test environnent independence for unrelated tests or groups
of tests (e.g., discretionary vs. mandatory tests). Environnment independence requires, for
exanpl e,

that the subjects, objects, and access privileges used in unrelated tests or groups of tests
nmust differ

in all other tests or group of tests.

The test coverage analysis, which usually determines the extent of the testing for any TCB
primtive, is used to delimt the nunber of test sets and prograns. In the nonolithic approach
t he

test data is usually chosen by boundary-val ue analysis. The test data places the test program
directly

above, or below, the extrenes of a set of equivalent inputs and outputs. For exanple, a
boundary is

tested in the case of the "read" TCB call to a file by showing that (1) whenever a user has the
read

privilege for that file, the read TCB call succeeds; and (2) whenever the read privilege for
that file

i s revoked, or whenever the file does not exist, the read TCB call fails. Simlarly, a boundary
is

tested in the case of TCB-call paraneter validation by showing that a TCB call with paranmeters
passed by reference (1) succeeds whenever the reference points to an object in the caller's
addr ess

space, and (2) fails whenever the reference points to an object in another address space (e.qg.
ker nel

space or other user spaces).

To test an individual boundary condition, all other related boundary conditions nmust be

sati sfi ed.

For exanple, in the case of the "read" primtive above, the test call nust not try to read
beyond t he

limt of a file since the success/failure of not reading/reading beyond this limt represents a
different,

al beit related, boundary condition. The nunber of individual boundary tests for N related
boundary

conditions is of the order 2N (since both successes and failures nust be tested for each of the
N

conditions). Sonme exanpl es of boundary-value analysis are provided in [2] for security testing,
and

in[5] and [6] for security-unrelated functional testing.

The nonolithic testing approach has a nunber of practical advantages. It can always be used by
both inplenentors and users (evaluators) of TCBs. No specific know edge of inplenentation
details

is required because there is no requirenment to break the TCB (e.g., kernel) isolation or to

ci rcunvent

the TCB protection nmechanism(to read, nodify, or add to TCB code). Consequently, no speci al
tools for performng nonolithic testing are required. This is particularly useful in processor
hardware testing when only descriptions of hardware/firmware inpl enented instructions, but no
i nternal hardware/firmvare design docunents, are avail abl e.

The di sadvant ages of the nonolithic approach are apparent. First, it is difficult to provide a
preci se

coverage assessnment for a set of TCB-prinmitive tests, even though the test selection may cover
t he
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entire set of security features of the system However, no coverage techni que other than
boundary-

val ue anal ysis can be nore adequate w thout TCB code anal ysis. Second, the elimnation of
redundant TCB-prinmitive tests without |oss of coverage is possible only to alimted extent; i.
e., in

the case of access-check dependenci es (di scussed bel ow) anong TCB-primtive specifications.
Third, in the context of TCB testing, the nonolithic approach cannot cope with the problem of
cyclic dependenci es anpong test programs. Fourth, lack of TC code anal ysis precludes the
possibility

of distinguishing between design and inplenentation code errors in all but a few special cases.
Al'so, it precludes the discovery of spurious code within the TCB-a necessary condition for

Tr oj an

Horse anal ysi s.

In spite of these di sadvantages, nonolithic functional testing can be applied successfully to
TCB

primtives that inplenent sinple security checks and share few of these checks (i.e., few or no
redundant tests would exist). For exanple, nmany trusted processes have these characteristics,
and

thus this approach is adequate.

3.3.2 Functional -Synthesis (White-Box) Testing

Functional - synt hesi s-based testing requires the test of both functions inplenented by each
program (e.g., programof a TCB primtive) as a whole and functions inplenented by interna
parts

of the program The internal programparts correspond to the functional ideas used in building
t he

program Different fornms of testing procedures are used dependi ng upon different kinds of
functional synthesis (e.g., control, algebraic, conditional, and iterative synthesis described
in [1]

and [7]). As pointed out in [9], only the control synthesis approach to functional testing is
sui tabl e

for security testing.

In control synthesis, functions are represented as sequences of other functions. Each function
in

a sequence transfornms an input state into an output state, which may be the input to another
functi on.

Thus, a control synthesis graph is devel oped during program devel opment and integration with
nodes representing data states and arcs representing state transition functions. The data
states are

defined by the variables used in the programand represent the input to the state transition
functi ons.

The assignnment of program functions, procedures, and subroutines to the state transition
functions

of the graph is usually left to the individual progranmer's judgnent. Exanples of how the
control

synthesis graphs are built during the program devel opnent and integration phase are given in [1]
and [7].

The suitability of the control synthesis approach to TCB testing becones apparent when one
identifies the nodes of the control synthesis graph with the access checks within the TCB and
;rgs with data states and outcones of previous access checks. This representation, which is the
g?élhe traditional control synthesis graphs [9], produces a kernel access-check graph (ACG.
IZL?esentation is useful because in TCB testing the primary access-check concerns are those of
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(1)
m ssing checks within a sequence of required checks, (2) wong sequences of checks, and (3)
faulty

or inconplete access checks. (Many of the security problens identified in the Miltics kerne
desi gn

proj ect existed because of these broad categories of inadequate access checks [8].) It is nore
sui tabl e

than the traditional control-synthesis graph because major portions of a TCB, nanely the kernel
have conparatively few distinct access checks (and access-check sequences) and a | arge nunber
of object types and access privil eges that have the sanme access-check sequences for different
TCB

primtives [9]. (However, this approach is | ess advantageous in trusted process testing because
trusted processes-unlike kernel s-have many different access checks and few shared access
sequences.) These objects cause the sane data fl ow between access check functions and,

t her ef ore,

are conbi ned as graph arcs.

The above representation of the control synthesis graph has the advantage of allow ng the
reduction of the graph to the subset of kernel functions that are relevant to security testing.
I'n

contrast, a traditional graph would include (1) a |arge nunber of other functions (and,

t her ef ore,

graph arcs), and (2) a large nunber of data states (and, therefore, graph nodes). This would be
bot h

i nadequat e and unnecessary. It would be inadequate because the presence of a | arge nunber of
security-irrelevant functions (e.g., functions unrelated to security or accountability checks
or to

protection nmechani sns) woul d obscure the role of the security-rel evant ones, naking test

cover age

analysis a conplex and difficult task. It would be unnecessary because not only could security-
irrelevant functions be elimnated fromthe graph but also the flows of different object types
into

the sanme access check function could be conbi ned, making nost object type-based security tests
unnecessary.

Any TCB-primtive program can be synthesized at the tinme of TCB inplenentations as a graph

of access-checking functions and data flow arcs. Many of the TCB-primtive prograns share both
arcs and nodes of the TCB graph. To build an access-check graph, one nust identify all access-
check functions, their inputs and outputs, and their sequencing. A typical input to an access-
check

function consists of an object identifier, object type and required access privil eges. The

out put

consists of the input to the next function (as defined above) and, in nost cases, the outcone
of the

functi on check. The sequencing information for access-check functions consists of (1) the
ordering

of these functions, and (2) the nunber of arc traversals for each arc. An exanple of this is the
sequenci ng of sone access check functions that depend on the object types.

Test condition selection in the control -synthesis approach can be perforned so that all the
above

access check concerns are satisfied. For exanple, test conditions nust identify mssing

di scretionary,

mandat ory, object reuse, privilege-call, and paraneter validation checks (or parts of those
checks).

It also nmust identify access checks that are out of order, and faulty or inconpl ete checks,
such as

being able to truncate a file for which the nodify privilege does not exist. The test
condi ti ons must
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al so be based on the security nodel interpretation to the sane extent as that in the nmonolithic
approach.

The test coverage in this approach also refers to the delimtation of the test data and prograns
for each TCB primtive. Because many of the access-check functions, and sequences of functions,
are common to nany of the kernel primitives (but not necessarily to trusted-process

primtives), the

synt hesi zed kernel (TCB) graph is fairly small. Despite this the coverage anal ysis cannot rely
on

i ndi vidual arc testing for covering the graph. The reason is that arc testing does not force
the testing

of access checks that correspond to conbinations of arcs and thus it does not force coverage of
al |

rel evant sequences of security tests. Newer test coverage techniques for control synthesis

gr aphs,

such as data-flow testing [9, 10, and 11] provide coverage of arc conbinations and thus are nore
appropriate than those using individual arc testing.

The properties of the functional-synthesis approach to TCB testing appear to be orthogonal to
those of nonolithic testing. Consider the disadvantages of functional-synthesis testing. It is
not as

readily usable as nonolithic testing because of the |lack of detailed know edge of system

i nt ernal s.

Al'so, it helps rempve very few redundant tests whenever few access check sequences are shared
by TCB primtives (as is the case with nost trusted-process prinitives).

Functional - synt hesi s- based testing, however, has a nunmber of fundamental advantages. First, the
coverage based on know edge of internal programstructure (i.e., code structure of a kerne
primtive)

can be nore extensive than in the nmonolithic approach [1 and 7]. A fairly precise assessnment of
coverage can be nade, and nost of the redundant tests can be identified. Second, one can

di sti ngui sh

between TCB-primtive programfailures and TCB-primtive design failures, sonmething nearly

i npossible with nmonolithic testing. Third, this approach can help renobve cyclic test
dependenci es.

By removing all, or a large nunber of redundant tests, one renpves nost cyclic test dependencies
(exanpl e of Section 3.7.5).

TCB code anal ysis becones necessary whenever a graph synthesis is done after a TCB is built.
Such anal ysis hel ps identify spurious control paths and code within a TCB-a necessary condition
for Trojan Horse discovery. (In such a case, a better termfor this approach woul d be

functi onal -

anal ysi s-based testing.)

3.3.3 Gray-Box Testing

Two of the principal goals of security testing have been (1) the elimnation of redundant tests
t hrough systematic test-condition selection and coverage analysis, and (2) the elimnation of
cyclic

dependenci es between the test prograns. Qther goals, such as test repeatability, which is also
consi dered inportant, can be attained through the same neans as those used for the other

met hods.

The elimnation of redundant TCB-prinmitive tests is a worthwhile goal for the obvious reason
that it reduces the anount of testing effort w thout |oss of coverage. This allows one to

det erm ne

a snmall er nucleus of tests that nmust be carried out extensively. The overall TCB assurance may
i ncrease due to the judicious distribution of the test effort. The elimnation of cyclic
dependenci es
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anong the TCB-prinmtive test prograns is al so a necessary goal because it helps establish a
ri gorous

test order wi thout naking circul ar assunptions of the behavior of the TCB primtives. Added
assurance i s therefore gained.

To achi eve the above goals, the gray-box testing approach conbi nes nonolithic testing with
functional - synt hesi s-based testing in the test selection and coverage areas. This conbi nation
relies

on the elimnation of redundant tests through access-check dependency anal ysis afforded by
monolithic testing. It also relies on the synthesis of the access-check graph fromthe TCB code
as

suggest ed by functional -synt hesi s-based testing (used for further elimnation of redundant
tests).

The conbi nation of these two testing nethods generates a TCB-primtive test order that requires
increasingly fewer test conditions and data without | oss of coverage.

A significant nunber of test conditions and associated tests can be elinmnated by the use of the
access-check graph of TCB kernels. Recall that each kernel primtive may have a different
access-

check graph in principle. In practice, however, substantial parts of the graphs overl ap.
Consequent | y,

if one of the graph paths is tested with sufficient coverage for a kernel primtive, then test
condi ti ons

generated for a different kernel primtive whose graph overlaps with the first need only

i ncl ude the

access checks specific to the latter kernel primtive. This is true because by the definition
of the

access-check graph, the comonality of paths nmeans that the same access checks are perfornmed in
the sanme sequence, on the same types of objects and privileges, and with the sane outcones (e.
g.,

success and failure returns). The specific access checks of a kernel primtive, however, nust

al so

show that the untested subpath(s) that has not been tested, of that kernel primtive, joins the
tested

pat h.

(A subset of the access-check and access-graph dependencies for the access, open, read, wite,
fentl, ioctl, opensem waltsemand slgsemprimtives of UnixTMIlike kernels are illustrated in
Figures 1 and 2, pages 23 and 24. The use of these dependencies in the devel opnent of test

pl ans,

especially in coverage analysis, is illustrated in Sections 3.7.2.3 and 3.7.3.3; nanely, in the
t est

pl ans for access, open, and read. Note that the arcs shown in Figure 2, page 24 include neither
conplete flowof-control information nor conplete sets of object types, access-checks per call,
and

call outcone.)

3.4 RELATIONSHI P WTH THE TCSEC SECURI TY TESTI NG REQUI REMENTS

The TCSEC security testing requirenments and guidelines (i.e., Part 1 and Section 10 of the
TCSEQ)

hel p define different approaches for security testing. They are particularly useful for test
condition

generation and test coverage. This section reviews these requirenents in light of security
testing

approaches defined in Section 3. 3.

Security Cass C1
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Test Condition Generation

"The security nechanisms of the ADP system shall be tested and found to work as cl ai ned
in the system docunentation.” [TCSEC Part |, Section 2.1]

For this class of systems, the test conditions should be generated fromthe system docunentation
whi ch includes the Security Features User's Guide (SFUG, the Trusted Facility Manual (TFM,

the systemreference manual describing each TCB prinmitive, and the design docunentation defining
the protection philosophy and its TCB i npl enentation. Both the SFUG and t he manual pages, for
exanple, illustrate how the identification and authenticati on nechani sns work and whet her a
particular TCB primtive contains relevant security and accountability mechani snms. The

Di scretionary Access Control (DAC) and the identification and authentication conditions enforced
by each primtive (if any) are used to define the test conditions of the test plans.

Test Cover age

"Testing shall be done to assure that there are no obvious ways for an unauthorized user
to bypass or otherw se defeat the security protection nechanisns of the TCB." [ TCSEC
Part |, Section 2.1]

"The team shal | independently design and inplenment at |east five systemspecific tests
in an attenpt to circunvent the security nmechani sns of the system" [TCSEC, Part |1,
Section 10]

The above TCSEC requirenents and gui delines define the scope of security testing for this
security class. Since each TCB primtive may include security-rel evant mechani sns, security

testing

shall include at least five test conditions for each primtive. Furthernore, because source code
analysis is neither required nor suggested for class Cl systenms, nonolithic functional testing
(i.e.,

a bl ack-box approach) with boundary-val ue coverage represents an adequate testing approach for
this class. Boundary-val ue coverage of each test condition requires that at |least tw calls of
each

TCB prinmitive be made, one for the positive and one for the negative outcone of the condition
Such coverage may also require nore than two calls per condition. Wienever a TCB prinitive
refers

to multiple types of objects, each condition is repeated for each rel evant type of object for
both its

positive and negative outcones. A |arge nunber of test calls nmay be necessary for each TCB
primtive because each test condition may in fact have multiple related conditions which should
be

tested i ndependently of each other.

Security Cass Q2
Test Condition Generation

"Testing shall also include a search for obvious flaws that would allow violation of
resource isolation, or that would permt unauthorized access to the audit and
authentication data." [TCSEC, Part |, Section 2.2]

These added requirenents refer only to new sources of test conditions, but not to a new testing
approach nor to new coverage nethods. The foll owi ng new sources of test conditions should be
consi der ed:

(1) Resource isolation conditions. These test conditions refer to all TCB primtives that
i npl ement specific systemresources (e.g., object types or systemservices). Test
conditions for TCB primtives inplenmenting services may differ fromthose for TCB
primtives inplenenting different types of objects. Thus, new conditions may need to be
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generated for TCB services. The nere repetition of test conditions defined for other TCB
primtives may not be adequate for sone services.

(2) Conditions for protection of audit and authentication data. Because both audit and
aut hentication nmechani sns and data are protected by the TCB, the test conditions for the
protection of these mechani sns and their data are sinilar to those which show that the
TCB protection nmechani sns are tanperproof and noncircunventable. For exanple, these
conditions show that neither privileged TCB primtives nor audit and user authentication
files are accessible to regul ar users.

Test Cover age

Al though class Cl test coverage al ready suggests that each test condition be covered for each
type of object, coverage of resource-specific test conditions also requires that each test
condition

be covered for each type of service (whenever the test condition is relevant to a service). For
exanpl e,

the test conditions which show that direct access to a shared printer is denied to a user shal
be

repeated for a shared tape drive with appropriate nodification of test data (i.e., test

envi ronment s

set up, test paranmeters and outcones-nanely, the test plan structure discussed in Section 3.5).

Security Cass Bl

Test Condition Ceneration

The objectives of security testing " shall be: to uncover all design and inplenentation
flaws that woul d pernit a subject external to the TCB to read, change, or delete data
normal | y deni ed under the mandatory or discretionary security policy enforced by the

TCB; as well as to ensure that no subject (without authorization to do so) is able to cause
the TCB to enter a state such that it is unable to respond to communications initiated by

ot her users." [TCSEC, Part I, Section 3.1]

The security testing requirenments of class Bl are nore extensive than those of both classes Cl
and C2, both in test condition generation and in coverage anal ysis. The source of test

condi tions

referring to users' access to data includes the mandatory and di scretionary policies inplenented
by the TCB. These policies are defined by an (informal) policy nodel whose interpretation within
the TCB allows the derivation of test conditions for each TCB prinitive. Al though not explicitly
stated in the TCSEC, it is generally expected that all relevant test conditions for classes Cl
and C2

al so woul d be used for a class Bl system

Test Cover age

"Al'l discovered flaws shall be renpved or neutralized and the TCB retested to denpbnstrate
that they have been elimnated and that new flaws have not been introduced." [TCSEC,
Part 1, Section 3.1]

"The team shal |l independently design and inplenent at least fifteen system specific tests
in an attenpt to circunvent the security nmechani sns of the system" [TCSEC, Part 11,
Section 10]

Al t hough the coverage analysis is still boundary-val ue analysis, security testing for class Bl
systens suggests that at least fifteen test conditions be generated for each TCB primtive that
contains security-relevant mechani sns to cover both mandatory and di scretionary policy. In
practice, however, a substantially higher nunber of test conditions is generated from

i nterpretations
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of the (informal) security nodel. The renoval or the neutralization of found errors and the
retesting
of the TCB requires no additional types of coverage anal ysis.

Security O ass B2
Test Condition Generation

"Testing shall denonstrate that the TCB i npl ementation is consistent with the descriptive
top-1level specification.” [TCSEC, Part |, Section 3.2]

The above requirement inplies that both the test conditions and coverage anal ysis of class B2
systens are nore extensive than those of class Bl. In class B2 systens every access control and
accountability mechani sm docunented in the DTLS (which nust be conplete as well as accurate)
represents a source of test conditions. In principle the same types of test conditions would be
generated for class B2 systens as for class Bl systens, because (1) in both classes the test
condi tions

could be generated frominterpretations of the security policy nodel (infornal at Bl and fornal
at

B2), and (2) in class B2 the DTLS includes precisely the interpretation of the security policy
nodel .

In practice this is not the case however, because security policy nodels do not nodel a
substanti al

nunber of mechani sns that are, nevertheless, included in the DTLS of class B2 systens. (Recal
that class Bl systens do not require a DTLS of the TCB interface.) The nunber and type of test
conditions can therefore be substantially higher in a class B2 systemthan those in a class Bl
system

because the DTLS for each TCB prinmitive may contain additional types of mechanisns, such as
those for trusted facility managenent.

Test Cover age

It is not unusual to have a few individual test conditions for at |east some of the TCB
primtives.

As suggested in the gray-box approach defined in the previous section, repeating these
condi ti ons

for many of the TCB primtives to achieve uniformcoverage can be both inpractical and
unnecessary. Particularly this is true when these primtives refer to the sanme object types and
services. It is for this reason and because source-code analysis is required in class B2
systens to

satisfy other requirements that the use of the gray-box testing approach is recomended for the
parts of the TCB in which primtives share a substantial portion of their code. Note that the
DTLS

of any system does not necessarily provide any test conditions for denonstrating the

t amper proof ness and noncircunventability of the TCB. Such conditions should be generated
separately.

Security O ass 83
Test Condition Generation

The only difference between classes B2 and B3 requirenments of security testing reflects the need
to discover virtually all security policy flaws before the evaluation team conducts its

security testing

exerci se. Thus, no additional test condition requirenments appear for class B3 testing. Note

that the

DTLS does not necessarily provide any test conditions for denonstrating the TCB is tanperproof
and noncircunventable as with class B2 systens. Such conditions should be generated separately.
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Test Cover age

"No design flaws and no nore than a few correctable inplenmentation flaws may be found
during testing and there shall be reasonable confidence that few remain." [TCSEC, Part
I, Section 3.3]

The above requirenent suggests that a higher degree of confidence in coverage analysis is
required

for class B3 systens than for class B2 systenms. It is for this reason that it is recomended
the gray-

box testing approach be used extensively for the entire TCB kernel, and data-fl ow coverage be
used

for all independent primtives of the kernel (nanely, the gray-box method in Section 3.3 above).

Security Cass Al

The only differences between security testing requirenments of classes B3 and Al are (1) the test
conditions shall be derived fromthe FTLS, and (2) the coverage anal ysis should include at |east
twenty-five test conditions for each TCB prinitive inplenenting security functions. Neither
requirement suggests that a different testing nethod than that recommended for class B3 systens
is required.

3.5 SECURI TY TEST DOCUMENTATI ON

This section discusses the structure of typical test plans, test |ogs, test prograns, test
procedures,

and test reports. The description of the test procedures necessary to run the tests and to

exam ne

the test results is also addressed. The docunentation structures presented are neant to provide
t he

system devel opers wi th exanpl es of good test documentation.

3.5.1 Overview

The work plan for systemtesting should describe how security testing will be conducted and
shoul d contain the follow ng information:

Test -system configuration for both hardware and software.
Sunmary test requirenents.
Procedures for executing test cases.
St ep- by-step procedures for each test case.
Expected results for each test step.
Procedures for correcting flaws uncovered during testing.
Expected audit information generated by each test case (if any).
See Section 3.7.7, "Relationship with the TCSEC Requi renents. "
3.5.2 Test Plan
Anal ysis and testing of mechani snms, assurances and/or docunentation to support the TCSEC
security testing requirenents are acconplished through test plans. The test plans should be

sufficiently conplete to cover each identified security mechani smand should be conducted with
sufficient depth to provide reasonabl e assurance that any bugs not found lie within the
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accept abl e

risk threshold for the class of the system being evaluated. A test plan consists of test
condi tions,

test data, and coverage anal ysis.

3.5.2.1 Test Conditions

A test condition is a statement of a security-relevant constraint that nust be satisfied by a
TCB

primtive. Test conditions should be derived fromthe system s DILS/ FTLS, fromthe
interpretation

of the security and accountability nmodels (if any), from TCB i sol ation and noncircunventability
properties, and fromthe specifications and inplenentation of the individual TCB prinitive under
test. If neither DTLS/ FTLS nor nodels are required, then test conditions should be derived from
the informal policy statenments, protection philosophy and resource isolation requirenents.

(1) Ceneration of Mdel or Policy-Rel evant Test Conditions

This step suggests that a matrix of TCB primitives and the security nodel (s) or requirenent
conponents be built. Each entry in the matrix identifies the security rel evance of each
primtive (if

any) in a security nodel or requirement area and the relevant test conditions. For exanple, in
t he

mandat ory access control area of security policy, one should test the proper object |abeling by
t he

TCB, the "conpatibility" property of the user created objects, and the TCB i npl enent ed

aut hori zation rules for subject access to objects. One should also test that the security-Ievel
rel ati onships are properly maintained by the TCB and that the mandatory access works

i ndependently of, and in conjunction with, the discretionary access control mechanism In the
di scretionary access control area, one may include tests for proper user/group identifier

sel ecti on,

proper user inclusion/exclusion, selective access distribution/revocation using the access
control

list (ACL) nmechanism and access review.

Test conditions derived from TCB isolation and noncircumventability properties include
conditions that verify (1) that TCB data structures are inaccessible to user |evel prograns,
(2) that

transfer of control to the TCB can take place only at specified entry points, which cannot be
bypassed

by user-1|evel progranms, (3) that privileged entry points into the TCB cannot be used by user

I evel

prograns, and (4) that paraneters passed by reference to the TCB are validated.

Test conditions derived fromaccountability policy include conditions that verify that user
identification and authentication nmechani sns operate properly. For exanple, they include
conditions that verify that only sufficiently conplex passwords can be chosen by any user, that
t he

password agi ng nmechani smforces reuse at stated intervals, and so on. O her conditions of
identification and authentication, such as those that verify that the user login level is
domi nat ed by

the user's maxi mum security level, should also be included. Furthernore, conditions that verify
that the user conmands included in the trusted path nechani smare unavail able to the user
program

interface of the TCB should be used. Accountability test conditions that verify the correct
operation

of the audit mechani sms shoul d al so be generated and used in security testing.

The security relevance of a TCB primtive can only be determ ned fromthe security policy,
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accountability, and TCB isol ati on and noncircunventability requirenents for classes Bl to Al, or
from protection phil osophy and resource isolation requirenments for classes Cl1 and C2. Sone TCB
primtives are security irrelevant. For example, TCB primitives that never allow the flow of

i nformati on across the boundaries of an accessi bl e object are always security irrel evant and
need

not be tested with respect to the security or accountability policies. The linmtation of

i nformation

flow to user-accessible objects by the TCB prinitives inplenentation, however, needs to be
tested

by TCB-primtive-specific tests. A general exanple of security-irrelevant TCB primitives is
provi ded by those prinitives which nerely retrieve the status of user-owned processes at the
security

| evel of the user.

(2) CGeneration of TCB-Primitive-Specific Test Conditions

The selection of test conditions used in security testing should be TCB-primtive-specific. This
hel ps renove redundant test conditions and, at the same tine, helps ensure that significant test
coverage is obtained. For exanple, the analysis of TCB-prinmitive specifications to deternine
their

access-check dependencies is required whenever the renoval of redundant TCB-primitive tests is
consi dered inportant. This analysis can be applied to all testing approaches. The specification
of a

TCB prinmitive Ais access-check dependent on the specification of a TCB primtive B if a subset
of the access checks needed in TCB prinitive A are perfornmed in TCB prinmtive B, and if a TCB
call to primtive B always precedes a TCB call to prinmitive A(i.e., acall to TCB prinmtive A
fails

if the call to TCB prinitive B has not been done or has not conpleted with a successfu

out cone) .

In case of such dependencies, it is sufficient to test TCB primtive B first and then to test
only the

access checks of TCB primtive A that are not performed in TCB prinitive B. O course, the

exi stence of the access-check dependency nust be verified through testing.

As an exanpl e of access-check dependency, consider the fork and the exit prinitives of the
Secure Xeni XxTM kernel. The exit primtive always term nates a process and sends a return code to
the parent process. The mandatory access check that needs to be tested in exit is that the
child's

process security level equals that of the parent's process. However, the specifications of the
exit

primtive are access-check dependent on the specifications of the fork primtive (1) because an
exit

call succeeds only after a successfully completed fork call is done by sone parent process, and
(2)

because the access check, that the child' s process |evel always equals that of the parent's

pr ocess

level, is already performed during the fork call. In this case, no additional nandatory access
test is

needed for exit beyond that perforned for fork. Simlarly, the sigsemand the waitsemprimtives
of sonme Uni xTM based kernels are access-check dependent on the opensemprimtive, and no
addi ti onal mandatory or discretionary access checks are necessary.

However, in the case of the read and the wite primtives of Uni XTM kernels, the specifications
of which are al so access-check dependent on both the nandatory and the discretionary checks of

the open primitive, additional tests are necessary beyond those done for open. In the case of

t he

read prinmitive one needs to test that files could only be read if they have been opened for

r eadi ng,

and that reading beyond the end of a file is inpossible after one tests the dependency of read
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on

the specification of open. Additional tests are also needed for other primtives such as fcntl
and

loctl; their specifications are both mandatory and discretionary access-check dependent on the
open

primtives for files and devices. Note that in all of the above exanples a | arge nunber of test
condi tions and associated tests are elimnated by using the notion of access check dependency of
speci fications because, in general, |less test conditions are generated for access check
dependency

testing than for the security testing of the primtive itself.

The followi ng exanples are given in references [3] and [4]: (1) of the generation of such
constraints fromsecurity nodels, (2) of the predicates, variables, and object types used in
constrai nt

definition, and (3) of the use of such constraints in test conditions for processor

i nstructions (rather

than for TCB primtives).

See Section 3.7.7, "Relationship with the TCSEC Requirements. "
3.5.2.2 Test Data

"Test data" is defined as the set of specific objects and variables that nmust be used to
denonstrate

that a test condition is satisfied by a TCB prinmitive. The test data consist of the definition
of the

initialization data for the test environment, the test paraneters for each TCB prinmtive, and
t he

expected test outcomes. Test data generation is as inportant as test condition generation
because it

ensures that test conditions are exercised with appropriate coverage in the test prograns, and
t hat

test environment independence is established whenever it is needed.

To understand the inportance of test data generation consider the followi ng exanpl e. Suppose
that all nandatory tests nmust ensure that the "hierarchy" requirenent of the mandatory policy
interpretation nust be tested for each TCB primtive. (Expansion on this subject, i.e., the
nondecreasi ng security level requirenent for the directory hierarchy can be found in [12].) What
directory hierarchy should one set up for testing this requirenment and at the sanme tine argue
t hat

all possible directory hierarchies are covered for all tests? A sinple analysis of this case
shows t hat

there are two different forms of upgraded directory creation that constitute an independent
basi s

for all directory hierarchies (i.e., all hierarchies can be constructed by the operations used
for one

or the other of the two forms, or by conbinations of these operations). The first formis
illustrated

in Figure 3a representing the case whereby each upgraded directory at a different level is
upgr aded

froma single lower level (e.g., systemlow). The second formis illustrated in Figure 3b and
represents the case whereby each directory at a certain level is upgraded froman i medi ately
| ower

level. A simlar exanple can be constructed to show that conbinations of security |eve
definitions

used for mandatory policy testing cover all security |level relationships.

Test data for TCB primitives should include several itens such as the TCB primitive input data,
TCB primtive return result and success/failure code, object hierarchy definition, security
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| evel used

for each process/object, access privileges used, user identifiers, object types, and so on. This
sel ection needs to be made on a test-by-test basis and on a primtive-by-prinmtive basis.
Whenever

envi ronnment i ndependence is required, a different set of data is defined [2]. It is very

hel pful that

the nam ng schene used for each data object helps identify the test that used that item
Different

test environments can be easily identified in this way. Note that the test data selection
shoul d ensure

both coverage of nodel -rel evant test conditions and coverage of the individual TCB primtives.
This will be illustrated in an exanple in the next section.

See Section 3.7.7, "Relationship with the TCSEC Requirenments."
3.5.2.3 Coverage Anal ysis

Test coverage analysis is perfornmed in conjunction with the test sel ection phase of our
approach.

Two cl asses of coverage anal ysis should be performed: nodel- or policy-dependent coverage and
i ndividual TCB prinitive coverage.

(1) Model - or Policy-Dependent Coverage

In this class, one should denpobnstrate that the selected test conditions and data cover the
interpretation of the security and accountability nodel and noncircunventability properties in
al |

areas identified by the matri x nentioned above. This is a conparatively sinple task because
nodel

coverage considerations drive the test condition and data selection. This kind of coverage

i ncl udes

obj ect type, object hierarchy, subject identification, access privilege, subject/object
security |evel

aut hori zati on check coverage, and so on. Mddel dependent coverage analysis relies, in general
on

boundary-val ue anal ysi s.

(2) Individual TCB-Prinitives Coverage

Thi s kind of coverage includes boundary val ue anal ysis, data flow anal ysis of individual access-
check graphs of TCB primtives, and coverage of dependencies. The exanpl es of reference [2]
illustrate boundary-value analysis. QGher forns of TCB-prinitive coverage will be discussed in
Section 3.7 of this guideline. For exanple, graph coverage anal ysis represents the determ nation
that the test conditions and data exercise all the data flows for each TCB-primtive graph. This
i ncludes not only the traversal of all the graph access checks (i.e., nodes) but also of all

the graph's

arcs and arc sequences required for each TCB primtive. (The exanple for access prinitive of

Uni XxTM kernels included in Section 3.7 explains this formof coverage. Data flow coverage is

al so

presented in [10] and [11] for security-unrelated test exanples.)

Coverage analysis is both a qualitative and quantitative assessnent of the extent to which the
t est

shows TCB-primitive conpliance with the (1) design docunentation, (2) resource isolation, (3)
audit and aut hentication data protection, (4) security policy and accountability nodel
condi ti ons,

(5) DTLS/ FTLS, as well as with those of the TCB isolation and noncircumventability properties.
To achi eve significant coverage, all security-relevant conditions derived froma TCB nodel and
properties and DTLS/ FTLS shoul d be covered by a test, and each TCB-primtive test should cover
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the inplementation of its TCB primtive. For exanple, each TCB- primtive test should be
per f or ned

for all independent object types operated upon by that TCB primtive and should test al

i ndependent

security exceptions for each type of object.

See Section 3.7.7, "Relationship with the TCSEC Requi renents. "
3.5.3 Test Procedures

A key step in any test systemis the generation of the test procedures (which are also known as
"test scripts"). The major function of the test procedure is to ensure that an independent test
oper at or

or user is able to carry out the test and to obtain the same results as the test inplenentor
The

procedure for each test should be explained in sufficient detail to enable repeatable testing.
The test

procedure should contain the following itens to acconplish this:

(1) Environment Initialization Procedure. This procedure defines the |ogin sequences and
paraneters, the conmands for object and subject cleanup operations at all levels involved in the
test, the choice of object nanes, the commands and paraneters for object creation and
initialization

at the required levels, the required order of comrand execution, the initialization at the
required

levels, the initialization of different subject identifiers and access privileges (for the
initialized

objects) at all required | evels, and the specification of the test program and command nanes and
paraneters used in the current test.

(2) Test Execution Procedure. The test procedure includes a description of the test execution
from

a termnal including the [ist of user conmands, their input, and the expected terninal
printer, or

file output.

(3) Result Identification Procedure. The test procedure should also identify the results file
for a

given test, or the criteria the test operator nust use to find the results of each individua
test in the

test output file. The neaning of the results should al so be provided.

See Section 3.7.7, "Relationship with the TCSEC Requirenments."

Note: A systemin which testing is fully automated elim nates the need for separate test
procedure

docunentation. In such cases, the environment initialization procedures and the test execution
procedures shoul d be docunented in the test data section of the test plans. Autonated test
oper at or

prograns include the built-in know edge otherw se contained in test procedures.

3.5.4 Test Prograns

Anot her key step of any test systemis the generation of the test prograns. The test prograns
for

each TCB prinmitive consist of the login sequence, password, and requested security |level. The
security profile of the test operator and of the possible workstation needs to be defined a
priori by

the system security admnistrators to allow |l ogins and environnment initialization at |evels
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required

in the test plan. After login, a test programinvokes several trusted processes (e.g., "nkdir,"
“rrdir, "

in some Uni xXYM systens) with predeterm ned paraneters in the test plan and procedure to
initialize

the test environnment. A nucleus of trusted processes, necessary for the environnent set up, are
tested

i ndependently of a TCB primtive under test whenever possible and are assunmed to be correct.

After the test environnent is initialized, the test program (which may require nultiple |ogins
at

different levels) issues nultiple invocations to the TCB primtive under test and to other TCB
primtives needed for the current test. The output of each primtive issued by the test
programs is

collected in a result file associated with each separate test and anal yzed. The anal ysis of the
t est

results that are collected in the results file is performed by the test operator. This analysis
is a

conpari son between the results file and the expected outcone file defined by the test plan
prior to

the test run. Wenever the test operator detects a discrepancy between the two files he records
a

test error.

3.5.5 Test Log

A test |og should be maintained by each team nenber during security testing. It is to capture
useful information to be included later in the test report. The test |og should contain:

Information on any noteworthy observations.

Modi fications to the test steps.

Docunent ati on errors.

O her useful data recorded during the testing procedure test results.
3.5.6 Test Report
The test report is to present the results of the security testing in a manner that effectively
supports
the concl usions reached fromthe security testing process and provides a basis for NCSC test
t eam
security testing. The test report should contain:

Information on the configuration of the tested system

A chronol ogy of the security testing effort.

The results of functional testing including a discussion of each flaw uncovered.

The results of penetration testing covering the results of successful penetrations.

. Di scussion of the corrections that were inplenented and of any retesting that was
per f or med.

A sanple test report format is provided in Section 3.7.

3.6 SECURITY TESTI NG OF PROCESSCRS' HARDWARE/ FI RMAARE
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PROTECTI ON MECHANI SM5

The processors of a conputer systeminclude the Central Processing Units (CPU), Input/Qutput
(11O processors, and application-oriented co-processors such as numerical co-processors and
signal -anal ysis co-processors. These processors may include nmechani sns capabilities, access
privileges, processor-status registers, and nenory areas representing TCB i nternal objects such
as

process control blocks, descriptor, and page tables. The effects of the processor protection
mechani sns becone visible to the systemusers through the execution of processor instructions
and

I/ O commands that produce transformations of processor and nmenory regi sters. Transformations
produced by every instruction or |I/O command are checked by the processors protection
mechani sns and are allowed only if they conformw th the specifications defined by the processor
reference manuals for that instruction. For few processors these transformations are specified
formally and for |less processors a formal (or informal) nodel of the protection nechanisns is
gi ven

[3 and 4].

3.6.1 The Need for Hardware/Firmvare Security Testing

Protecti on mechani sms of systens processors provide the basic support for TCB isolation

nonci rcunventability, and process address space separation. In general, processor nmechanisns for
the isolation of the TCB include those that (1) help separate the TCB address space and

privil eges

fromthose of the user, (2) help enforce the transfer of control fromthe user address space to
t he

TCB address space at specific entry points, and (3) help verify the validity of the user-I|eve
paraneters passed to the TCB during primtive invocation. Processor nechani sns that support TCB
nonci rcunventability include those that (1) check each object reference against a specific set
of

privileges, and (2) ensure that privileged instructions which can circunvent sonme of the
protection

mechani sns are inaccessible to the user. Protection nmechanisns that hel p separate process

addr ess

spaces include those using base and relocation regi sters, paging, segnmentation, and comnbi nations
t her eof .

The prinmary reason for testing the security function of a systeml's processors is that flaws in
t he

design and i npl enentation of processor-supported protection mechani sns become visible at the
user level through the instruction set. This nakes the entire system vul nerabl e because users
can

i ssue carefully constructed sequences of instructions that would conproni se TCB and user
security.

(User visibility of protection flaws in processor designs is particularly difficult to deny.
Attenpts

to force programers to use only high-level |anguages, such as PL1, Pascal, Al gol, etc., which
woul d obscure the processor instruction set, are counterproductive because arbitrary addressing
patterns and instruction sequences still can be constructed through seeningly valid prograns (i.
e.,

prograns that conpile correctly). In addition, exclusive reliance on | anguage conpilers and on
ot her subsystens for the purpose of obscuring protection flaws and denying users the ability to
produce arbitrary addressing patterns is unjustifiable. One reason is that conpiler
verification is a

particularly difficult task; another is that reliance on conpilers and on other subsystens
implies

reliance on the diverse skills and interests of system programmers. Alternatively, hardware-
based
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attenpts to detect instruction sequence patterns that |lead to protection violations would only
result
in severe performance degradation.)

The additional reason for testing the security function of a systenls processor is that, in
general ,

a systems TCB uses at |east sone of the processor's nechanisns to inplenent its security
policy.

Fl awed protection nmechani sns may becone unusabl e by the TCB and, in sonme cases, the TCB

may not be able to neutralize those flaws (e.g., nake theminvisible to the user). It should be
not ed

that the security testing of the processor protection mechanisns is the nost basic |ife-cycle
evi dence

available in the context of TCSEC eval uations to support the claimthat a system s reference
notion

is verifiable.

3.6.2 Explicit TCSEC Requirenents for Hardware Security Testing

The TCSEC i nposes very few explicit requirenents for the security testing of a system s hardware
and firmvare protection mechani sns. Few interpretations can be derived fromthese requirenents
as a consequence. Recomendations for processor test plan generation and docunentation

however, will be nmade in this guideline in addition to explicit TCSEC requirenents. These
recomendati ons are based on anal ogous TCB testing recommendati ons nmade herein.

Specific Requirenents for Casses Cl and C2
The followi ng requirements are included for security classes Cl and C2:

"The security nechanisms of the ADP system shall be tested and found to work as cl ai ned
in the system docunentation."

The security nechanisns of the ADP systemclearly include the processor-supported protection
mechani sns that are used by the TCB and those that are visible to the users through the
processor's

instruction set. In principle it could be argued that the TCB security testing inplicitly tests
at | east

sone processor mechani sns used by the TCB; therefore, no additional hardware testing is required
for these mechanisns. All processor protection nmechanisns that are visible to the user through
t he

i nstruction set shall be tested separately regardl ess of their use by a tested TCB. In
practice, nearly

all processor protection nmechanisns are visible to users through the instruction set. An
exception

is provided by sone of the I1/O processor mechani snms in systens where users cannot execute I/O
conmands either directly or indirectly.

Specific Requirenments for Classes Bl to B3

In addition to the above requirenents of classes Cl and C2, the TCSEC i ncludes the follow ng
specific hardware security testing guidelines in Section 10 "A Cuideline on Security Testing"

"The [eval uation] team shall have "~ hands-on' involvenent in an independent run of the
test package used by the system devel oper to test security-rel evant hardware and software.

The explicit inclusion of this requirenent in the division B (i.e., classes Bl to B3) of the
TCSEC

gui deline on security testing inplies that the scope and coverage of the security-rel evant
har dwar e
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testing and test documentation should be consistent with those of the TCB security testing for
this

di vision. Thus, the security testing of the processor s protection mechanisns for division B
systens

shoul d be nore extensive that for division C (i.e., ClL and C2) systens.

Specific Requirenent for Cass Al

In addition to the requirenments for divisions C and B, the TCSEC i ncludes the follow ng explicit
requirenents for hardware and/or firmnare testing:

"Testing shall denonstrate that the TCB inplenmentation is consistent with the fornal
top-level specifications.” [Security Testing requirenment] and

"The DTLS and FTLS shall include those conponents of the TCB that are inplenented
as hardware and/or firmvare if their properties are visible at the TCB interface." [Design
Specification and Verification requirenent]

The above requirenments suggest that all processor protection nechanisns that are visible at the
TCB interface should be tested. The scope and coverage of the security-relevant testing and test
docunent ati on should al so be consistent with those of TCB security-relevant testing and test
docunentation for this division.

3.6.3 Hardware Security Testing vs. SystemlIntegrity Testing

Hardware security testing and systemintegrity testing differ in at |east three fundamental
ways.

First, the scope of systemintegrity testing and that of hardware security testing is
different. System

integrity testing refers to the functional testing of the hardware/firmvare conponents of a
system

i ncl udi ng conponents that do not necessarily have a specific security function (i.e., do not
i ncl ude

any protection nmechani sns). Such conponents include the nmenory boards, busses, displays,
adaptors for special devices, etc. Hardware security testing, in contrast, refers to hardware
and

firmvare components that include protection nechanisnms (e.g., CPU s and |1/ O processors).
Fai l ures

of system conponents that do not include protection nmechanisns may al so affect system security
just as they would affect reliability and system performance. Failures of conponents that

i ncl ude

protection mechani sns can affect system security adversely. A direct consequence of the

di stinction

between t he scope of systemintegrity and hardware security testing is that security testing
requirements vary with the security class of a system whereas systemintegrity testing
requirements

do not.

Second, the tinme and frequency of systemintegrity and security testing are different. System
integrity testing is perfornmed periodically at the installation site of the equipnent. System
security

testing is performed in nost cases at component design and integration tinme. Sel dom are hardware
security test suites perfornmed at the installation site.

Third, the responsibility for systemintegrity testing and hardware security testing is
different.

Systemintegrity testing is perforned by site administrators and vendor custoner or field

engi neers.

Hardware security testing is perfornmed al nost exclusively by manufacturers, vendors, and system
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eval uat ors.
3.6.4 Goals, Philosophy, and Approaches to Hardware Security Testing

Har dware security testing has the sanme general goals and phil osophy as those of general TCB
security testing. Hardware security testing should be perfornmed for processors that operate in
nor mal

nmode (as opposed to nmai ntenance or test node). Special probes, instrunentation, and specia
reserved op-codes in the instruction set should be unnecessary. Coverage analysis for each
tested

instruction should be included in each test plan. Cyclic test dependencies should be m nim zed,
and

testing shoul d be repeatabl e and aut onat ed whenever possi bl e.

In principle, all the approaches to security testing presented in Section 3.3 are applicable to
har dware security testing. In practice, however, all security testing approaches reported to
dat e have

relied on the nonolithic testing approach. This is the case because hardware security testing is
perfornmed on an instruction basis (often only descriptions of the hardware/firmnare-inplenmented,
but no internal hardware/firmvare design details, are available to the test designers). The
generation

of test conditions is, consequently, based on instruction and processor docunentation (e.g., on
reference nmanual s). Mddels of the processor protection nmechanisns and top-1evel specifications
of

each processor instruction are seldom avail abl e despite their denonstrable useful ness [3 and 4]
and

mandat ory use [13, class Al] in security testing. Coverage analysis is restricted in practice to
boundary-val ue coverage for simlar reasons.

3.6.5 Test Conditions, Data, and Coverage Anal ysis for Hardware Security Testing

Lack of DTLS and protection-nodel requirenents for processors' hardware/firmvare in the

TCSEC between cl asses Cl and B3 nakes the generation of test conditions for processor security
testing a challenging task (i.e., class Al requires that FTLS be produced for the user-visible
har dwar e

functions and thus these FTLS represent a source of test conditions). The generation of test
data is

sonmewhat | ess chall engi ng because this activity is related to a specific coverage anal ysis

met hod,

nanel y boundary-val ue coverage, which inplies that the test designer should produce test data
for

both positive and negative outcones of any condition.

Lack of DTLS and of protection-nodel requirenments for processors' hardware and firnmnare

makes it inportant to identify various classes of security test conditions for processors that
illustrate

potential sources of test conditions. W partition these classes of test conditions into the
foll ow ng

categories: (l) processor tests that help detect violations of TCB isol ation and

nonci rcunventability,

(2) processor tests that help detect violations of policy, and (3) processor tests that help
det ect ot her

generic flaws (e.g., integrity and denial of service flaws).

3.6.5.1 Test Conditions for Isolation and Noncircunventability Testing
(1) There are tests which detect flaws in instructions that violate the separation of user and

TCB
(privileged) donmain:
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Included in this class are tests that detect flaws in bounds checking CPU and I/ O processors,
top- and bottom of -the-stack frame checking, dangling references, etc. [4]. Tests within this
cl ass

shoul d i nclude the checking of all addressing nodes of the hardware/firmivare. This includes
single

and multiple-level indirect addressing [3 and 4], and direct addressing with no operands (i.e.
st ack

addressing), with a single operand and with nultiple operands. Tests which denonstrate that al
t he

TCB processor, menory, and |/O registers are inaccessible to users who execute nonprivil eged

i nstructions should also be included here.

This class also includes tests that detect instructions that do not perform or performinproper
access privilege checks. An exanple of this is the lack of inproper access privil ege checking
during

multilevel indirections through menory by a single instruction. Proper page-or segnent-presence
bit checks as well as the proper invalidation of descriptors within caches during process
Swi t ches

shoul d al so be tested. Al tests should ensure that all privilege checking is perfornmed in al
addr essi ng

nmodes. Tests which check whether a user can execute privileged instructions are al so included
her e.

Exanpl es of such tests (and | ack thereof) can be found in [3, 4, 22, and 23].

(2) There are tests that detect flaws in instructions that violate the control of transfer
bet ween
domai ns:

Included in this class are tests that detect flaws that allow anarchic entries to the TCB domain
(i.e., transfers to TCB arbitrary entry points and at arbitrary tines), nodification and/or
circunvention of entry points, and returns to the TCB which do not result fromTCB calls. Tests
show that the |ocal address space of a domain or ring is switched properly upon domain entry or
return (e.g., in a ring-based system such as SCOW, |Intel 80286-80386, each ring stack segnent
is selected properly upon a ring crossing).

(3) There are tests that detect flaws in instructions that perform paraneters validation checks:

Included in this class are tests that detect inproper checks of descriptor privileges,

descri ptor

I ength, or domain/ring of a descriptor (e.g., Verify Read (VERR), Verify Wite (VERW, Adjust
Requested Privilege Level (ARPL), Load Access Rights (LAR), Load Segnment Length (LSL) in

the Intel 80286-80386 architecture [24], Argunent Addressing Mbde (AAM in Honeywel |

SCOWP, [22 and 23], etc.).

3.6.5.2 Text Conditions for Policy-Rel evant Processor Instructions

Included in this class are tests that detect flaws that allow user-visible processor
instructions to

al l ocate/ deal | ocate objects in nenory containing residual parts of previous objects and tests
t hat

detect flaws that would allow user-visible instructions to transfer access privileges in a way
that is

i nconsistent with the security policy (e.g., ca
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