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FOREWORD

The National Conputer Security Center is publishing Assessing Controlled Access Protection as
part of the "Rai nbow Series" of docunents our Technical Guidelines Program produces. In the

Rai nbow Series, we discuss in detail the features of the Departnent of Defense Trusted Conputer
System Eval uation Criteria (DoD 5200.28-STD) and provi de gui dance for neeting each

requi rement. The National Conputer Security Center, through its Trusted Product Eval uation
Program evaluates the security features of conmercially-produced computer systens. Together
these prograns ensure that organizations are capable of protecting their inportant data with
trusted

conput er systens.

Assessing Controlled Access Protection explains the controlled access protection requirements of
the Trusted Conputer System Evaluation Criteria. The guide's target audience is the technica
anal ysts tasked by the Departnent of Defense conponents to determi ne whether a system neets
these requirenents.

As the Director, National Conputer Security Center, | invite your recomendations for revision
to this technical guideline. W plan to review and update this docunent periodically in
response to

t he needs of the community. Pl ease address any proposals for revision through appropriate
channel s to:

Nati onal Computer Security Center

9800 Savage Road
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Executive Sumary
Assessing Controll ed Access Protection provides guidance to the Departnment of Defense
conponents charged with ensuring that the automated information systens (Al Ss) used for
processing sensitive or classified informati on provide at | east controlled access protection.
The objectives of this guideline and its supporting docunentation set are:
1. To provide a nethodol ogy for perform ng a technical analysis to support the
certification
of controlled access protection in AlSs subnmitted for accreditation
2. To provide an interimapproach for achieving controlled access protection until a
sui tabl e
NSA- eval uat ed product is available; and
3. To clarify the intent, security functionality, and | evel of assured protection that
controlled
access protection provides.
The gui dance provided in this docunment is targeted toward rmulti-user Al Ss designed for DoD
operations in systemhigh security node and in dedi cated node, where directed by the DAA. This
gui dance does not specifically address connectivity with a |ocal-area or w de-area network. Nor
does it address rel ated areas such as physical security, TEMPEST, conmunications security, or
admi ni strative security (e.g., trusted distribution).
This guideline is witten to serve as the synergist that integrates and consolidates information
contained in the follow ng docunents into a unified explanation of the requirenments for and
i ntent
of controlled access protection

A Guide to Understanding Audit in Trusted Systens

A Guide to Understandi ng Configuration Managenment in Trusted Systens

A Cuide to Understandi ng Design Docunentation in Trusted Systens

A CGuide to Understanding Discretionary Access Control in Trusted Systens

A Guide to Understanding Identification and Authentication in Trusted Systens

A Guide to Understanding Object Reuse in Trusted Systens

A Guide to Witing the Security Features User's @uide for Trusted Systens
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Guidelines for Witing Trusted Facility Mnual s
Trusted Product Eval uation Questionnaire

The National Conputer Security Center (NCSC) publishes and distributes these docunents to
support the certification and accreditation of AlSs required to provide controlled access
protection.

To request copies of these docunents, contact the National Technical Information Service (NTIS).
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Chapter 1

BACKGROUND

1.1 NATI ONAL PQLI CY

In July of 1987, the Federal governnment issued the National Policy on Controlled Access
Protection [36], establishing the policy for automated information systens (Al Ss) that are
accessed

by multiple users with different authorizations to the information contained in the system The
Policy, shown in Figure 1.1, nmandates that these systens provide automated control |l ed access
protection and that this miniml [evel of protection be provided within five years of the
Policy's

i ssuance. The Policy gives the Federal agencies responsibility for ensuring that its provisions
are

carried out.

Al'l automated information systens that are accessed by nore than one user, when those users do
not have the sanme authorization to use all of the classified or sensitive unclassified

i nformati on

processed or nmintained by the automated i nformati on system shall provide automated Controll ed
Access Protection for all classified and sensitive unclassified information. This mninmm]leve
of

protection shall be provided within five years of the pronulgation of this policy.

Figure 1.1: National Policy on Controlled Access Protection

The Departnent of Defense (DoD) carries the Policy forward in Directive 5200.28, Security

Requi rements for Automated |Information Systens (Al Ss) [38], which specifies requirenments for

Al Ss that handle classified, sensitive unclassified, or unclassified information. The Directive
provi des a risk-assessnment procedure, extracted from CSC- STD-003-85 [11], which is used to
determ ne the mni mum Trusted Conputer System Evaluation Criteria (TCSEC) [14] eval uation
class required for an Al'S, based on the sensitivity of the information stored in or processed
by the

Al'S and on the clearances of its users. For Al Ss that process or handle classified and/or
sensitive

unclassified information, and that, based upon the prescribed risk-assessnent procedure,
require at

| east controll ed access protection, the Directive mandates an i npl enentation tinmetable of 1992,
as

shown in Figure 1.2.

Al'l AlSs that process or handle classified and/or sensitive unclassified informati on and that
require

at least controlled access protection (i.e., class C2 security), based on the risk assessnent
procedure
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described in enclosure 4, shall inplenment required security features by 1992.
Figure 1.2: DoDD 5200.28 Tinetable for C2

The National Security Agency (NSA) eval uates commercial products designed to neet the TCSEC
requirements and lists themin its Evaluated Products List (EPL) [34] mmintained by the Nationa
Computer Security Center (NCSC). The Directive tasks the NSA to serve as a focal point for
technical matters relating to the use of trusted conputer products and to provide to the
Depar t nent

of Defense (DoD) components, as requested, technical assistance in evaluating and certifying
conput er-based security features of AlSs used in operational environnents. This guideline is
responsive to this tasking; its purpose is to provide the DoD conponents technical guidance to
support the certification and accreditation of operational systens.

1.2 SECURI TY ACCREDI TATI ON

Prior to allowing an AlIS to handle any classified or sensitive information, a Designated

Appr ovi ng

Aut hority (DAA) nust accredit it to operate in one of three security nodes: dedi cated, system
hi gh,

or multilevel. In dedicated node, all users have the clearance or authorization and a need-to-
know

for all data handled by the AIS. In system high node, all users have a security clearance or
aut hori zation, but not necessarily a need-to-know, for all data handled by the AIS. Miltileve
node

allows two or nore classification levels to be processed sinmultaneously within the same Al'S when
not all users have a clearance or formal access approval for all data handled by the AlS

A program for conducting periodic review of the adequacy of the safeguards for operational,
accredited Al Ss al so nust be established. [38] The DAA should be involved in all phases of the
system acqui sition, beginning with the devel opnment of the security policy and operations
concept,

and including the specification of the security requirenents, reviews conducted during the
desi gn

and devel opnent phases, and security testing, to ensure that he or she understands the
oper ati onal

needs, how system conponents work together, how the systeminterfaces with other systens and
organi zations, and the risks associated with the system

The technical evaluation of an AlIS s security features and other safeguards, nade in support of
t he

accreditation process, is called certification. Certification establishes the extent to which a
particular AlS s design and inplenentation neet a set of specified security requirenents.
Accreditation is the DAA's formal declaration that an AIS is approved to operate in a particul ar
security node, using a prescribed set of safeguards. Accreditation is the official managenent
aut hori zation for operation of an AIS and is based on the certification process as well as other
managenent consi derations. The accreditation statenment affixes security responsibility with the
DAA and shows that due care has been taken for security. [38] Although certification involves a
great deal nore than the technical analysis described in this docunent, the gui dance contai ned
herein can provide a technical basis for the certification portion of the accreditation process.

1.3 TRUSTED PRODUCT EVALUATI ON

The DoD policy specified in DoDD 5200. 28 states that:

Conputer security features of comercially produced products and CGovernnent -

devel oped or -derived products shall be evaluated (as requested) for designation as trusted

conmput er products for inclusion on the Evaluated Products List (EPL). Eval uated products
shal |l be designated as neeting security criteria maintained by the National Conputer
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Security Center (NCSC) at NSA defined by the security division, class, and feature (e.g.
B, Bl, access control) described in DoD 5200. 28- STD

The NCSC nmmi ntains the EPL and, using technical support from NSA, evaluates, assigns ratings
to, and enters onto the EPL products designed and devel oped in accordance with the TCSEC. NSA
mai ntai ns a cadre of trusted-product evaluators both fromw thin the agency and from Federal |y
Funded Research and Devel opnent Corporations (FFRDCs). The trusted product eval uation
program ( TPEP), described in detail in Trusted Product Evaluations: A Guide for Vendors [41],
conprises the follow ng five phases:

1. Proposal Review. Wien a vendor requests that its product be evaluated for possible
i nclusion on the EPL, NSA prescreens the proposed product relative to its usefulness to
DoD conponents, its technical nerit (through an intensive Prelinmnary Technical Review),
and the vendor's comitnent to the product.

2. Vendor Assistance. |If NSA decides that the product has potential nerit, it signs a
Mermor andum of Understanding (MOU) with the vendor. Through this MO, the vendor

agrees (anmobng other things) to give NSA evaluators access to the highly proprietary

har dwar e and software design docunentati on needed to perform an eval uation. Once the

MU is signed, NSA assigns a snmall evaluation teamto track the product through its

devel opment and to provide assistance in the interpretation and application of TCSEC
requirements for the targeted class. This teamworks closely with the vendor throughout the
devel opnent of the product to help deternmine the targeted division and class and to ensure
that the design and devel opnental approach are conpliant with the requirenments of the
TCSEC for that class.

3. Desi gn Anal ysis. Wen devel opnent is conplete, and all of the required docunentation is
nearing conpl etion, the product enters Design Analysis. During this phase, an expanded

eval uation team conpletes training (to the I evel of an applications programer, for systens
targeted for up to class Bl, and to the |level of a system programmer, for systems targeted
for the higher classes). The team anal yzes the product relative to the TCSEC requirenents
and wites a detailed Initial Product Assessnent Report (IPAR). For products targeted at

B2 and above, a prelimnary architecture study is conducted, and at A, the team begins
exam ning the formal verification during this phase. Information necessary for design

anal ysis is gained through thorough review of the hardware and software design
docunent ati on, exam nation of drafts of TCSEC-required docunentation (e.g., Security
Features Users' Guide, Trusted Facility Manual, test plans and procedures), and
interactions with the vendor. Because both team nmenbers and vendor personnel are likely

to be widely dispersed geographically, electronic conmunications are relied upon heavily
for team and vendor conmmuni cations. Once the analysis is conpleted, the team presents

the I PAR to NSA' s Technical Review Board (TRB), which serves as one of the TPEFP s

primary quality-control mechani sns. Based upon the | PAR and the teanlis presentation, the
TRB provi des to NSA managenment a recomendati on as to whether the product is ready

to begin the Eval uation Phase.

4. Eval uati on. This phase is the actual security evaluation of the product. During this
phase,

the eval uation team conpl etes the design analysis, building upon the infornmation contained
in the IPAR Prior to beginning functional testing, the team presents its assessnment to the
TRB, with a request that the evaluation be allowed to proceed to testing. The teamthen
conducts functional testing (all classes) and penetration testing (class B2 and above),
exam nes the final versions of required docunentation, and conpletes the Final Evaluation
Report. At class B2 and above, a systemarchitecture study and covert channel analysis are
conducted, and at A, the formal verification is validated. At the end of this phase, the
eval uation team agai n appears before the TRB to present its findings and to recommend a
final rating. Successful conpletion of this phase results in placenment of the vendor's
product on the EPL.

5. Rati ng Mai ntenance. NSA' s RAti ng Mai ntenance Phase (RAMP) provides a mechani sm
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for ensuring the continuing validity of a rating extended to successive versions of the rated
product .

The EPL, published sem -annually as part of the Information Systenms Security Products and

Servi ces Catal ogue and updated quarterly, provides system acquisition agents a good sel ection of
C2-rated products fromwhich to select platfornms for their applications. In addition, the EPL
contains a nunber of products that have been rated Bl and above; all of these contain acceptable
control |l ed access protection nechanisnms and, if appropriately configured, could be used in a
system hi gh or dedicated environnment. In fact, sone systemhigh environnments, particularly those
with external interfaces to systens at different |levels, mght benefit fromthe additiona

| abel i ng

capability that Divisions B and A systens provide. Further, nore and nore conputer vendors are
bringing their products to the NSA with the request that they be considered for evaluation. This
bei ng the case, a reasonable expectation is that the EPL will continue to expand as nore vendors
recogni ze the comercial value of NSA-rated products.

However, an assessnent nethodol ogy and trai ned anal ysts are needed for those DoD prograns for
which a suitable NSA-rated C2 (or above) product does not exist or that do not currently have

t he

resources necessary to rehost their software on a rated product. This guideline addresses these
needs.

1.4 SCOPE AND PURPGCSE

This docunent is intended to be used by individuals tasked to performa technical analysis of an
Al'S in support of its certification and accreditation. The distinction between the terns

"aut onat ed

i nformati on systenl and "trusted product” is inportant in this context. As defined in the
Directive,

an automated informati on systemis any assenbly of conputer hardware, software, and/or

firmvare configured to collect, create, communicate, conpute, dissem nate, process, store, and/
or

control data or information. [38] In this guideline, the term"AI'S" (or "systenl) refers to an
Al'S

that is configured for a specific purpose relevant to the DoD conmponent for which it is being
accredited. The Directive defines a trusted product as a product that has been eval uated and
approved for inclusion on the Evaluated Products List (EPL). [38] An AIS may be built on a
trusted product (or "EPL product").

This guideline serves to unify, interpret, and apply information contained in other docunents
publ i shed by the NCSC. The foll owi ng docunments are incorporated by reference to support the
techni cal analysis of controlled access protection

A Quide to Understanding Audit in Trusted Systens di scusses issues involved in
i npl enenting and eval uating an audit mechanism It provides guidance to vendors on how
to design and incorporate effective audit nmechanisns into their systens, and it contains
gui dance to inplenentors on how to nake effective use of the audit capabilities that trusted
systens provide. [1]

A Cuide to Understandi ng Configuration Managenent in Trusted Systens provides
gui dance to devel opers of trusted systems on what configurati on nanagenent is and how
it may be inplemented in the systemis devel opnent and life cycle. It stresses the
i mportance of configuration managenment for all systems and suggests how it can be
i mpl enented. [2]

. A Guide to Understandi ng Design Docunmentation in Trusted Systens provi des guidance in
under standi ng and neeting the TCSEC s design documentation requirenents. It stresses

the inportance of good design docunentation in maintaining security throughout a

systenis |life cycle and describes the design docunentati on necessary to support product
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review and eval uation. [4]

A CGuide to Understanding Discretionary Access Control in Trusted Systens discusses
i ssues involved in designing, inplenmenting, and evaluating discretionary access contro
(DAC) nechani sms. [5]

. A CGuide to Understanding ldentification and Authentication in Trusted Systens descri bes
the identification and authentication (l1&A) requirenments and provides gui dance to vendors
on how to design and incorporate effective | &A nechanisns into their systenms. [6]

A Guide to Understanding Object Reuse in Trusted Systens describes the object reuse
requi rement and provi des guidance to vendors on how to design and incorporate effective
obj ect reuse nmechanisns into their systens. [7]

A Guide to Witing the Security Features User's Guide for Trusted Systens expl ains the
nmotivati on and neani ng of the TCSEC requirement for a Security Features Users' Quide
(SFUG in terns of audience, content, and organization. It is addressed to potential SFUG
aut hors. [8]

Cuidelines for Witing Trusted Facility Manual s presents issues involved in witing a
Trusted Facility Manual (TFM. It provides guidance to vendors on how to docunent
functions of trusted facility managenment and recommends structure, format, and content to
satisfy the TCSEC requirenents. [32]

Trusted Product Eval uation Questionnaire contains a list of questions that address the
TCSEC criteria fromclass ClL through Al. It was devel oped to serve as a tool for
formalizing the data-gathering process required during various phases of the TPEP. [40]

The objectives of this guideline and its supporting docunentation set are:

To provide a nethodol ogy for perform ng a technical analysis to support the
certification
of controlled access protection in Al Ss subnmitted for accreditation

To provide an interimapproach for achieving controlled access protection until a
sui tabl e
NSA- eval uat ed product is avail able.

. To clarify the intent, security functionality, and | evel of assured protection that
controlled
access protection provides.

The results of this analysis also can provide valuable informati on to system devel opers and
integrators attenpting to conpose conponents into conplex systens. |In conposed systens (e.q.
networks), this assessnment will provide assurance that each individual A'S provides the required
| evel of controlled access protection. Thus this analysis will be useful in conducting an

eval uation

by parts [39] of the total system

The gui dance provided in this docunent is targeted toward rmulti-user Al Ss designed for DoD
operations in systemhigh security node and in dedi cated node, where directed by the DAA. This
gui dance does not specifically address connectivity with a |ocal-area or w de-area network. Nor
does it address rel ated areas such as physical security, TEMPEST, conmmuni cations security, or
admi nistrative security (e.g., trusted distribution).

This guide's primary audience is the anal ysts tasked to performa technical assessnment of an
AlS s

controll ed access protection features and assurances. The anal yst shoul d begin by reading
Chapt er
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2, which defines the security policies enforced by controlled access protection and expl ai ns how
the requirenents are derived fromthese policies. The anal yst then should revi ew Chapter 3,

whi ch

di scusses the architectural foundation necessary for controll ed access protection, and Chapter

4!

whi ch describes the security nmechanisns that are built upon it. A good understandi ng of the
information contained in Chapters 3 and 4 is critical to the technical analysis process.

To gain an understandi ng of the docunmentation required as evidence that the systemwas built
securely and that it can be operated and nai ntai ned without jeopardizing its inherent security,
t he

anal yst shoul d next review Chapter 5, which addresses life-cycle assurances. Building upon the
i nformati on contained in these chapters, Chapter 6 describes a process for performng a

t echni cal

anal ysis to determnmine whether an Al'S provi des adequate controll ed access protection. This

anal ysi s

is intended to serve as the technical basis for certification to support system accreditation
Any

security analysis involves a trade-off between provided protection and assuned risk. Finally,
Chapter 7 discusses risk managenent and identifies risks that controlled access protection is

i ncapabl e of countering and risks resulting fromdeficiencies which may be identified during the
technical analysis. Inportant terns are italicized in the text and defined in the d ossary

(Appendi x
9).

Chapter 2
CONTROLLED ACCESS PROTECTI ON

Al'S security is concerned with controlling the way in which an Al'S can be used; that is,
controlling

how users can access and mani pul ate the information it processes. Deriving the security
requirenents for a given AIS requires precise definition of the objectives of the desired
control

i.e., the systenm s security policy. These control objectives will vary dependi ng upon the

per cei ved

threats, risks, and goals of the organization for which the AIS is being accredited. Controlled
access

protection (as defined in the TCSEC) is founded on objectives relating to three basic types of
control: security policy enforcenent, accountability, and assurance. Al of the requirenents for
Al Ss providing controlled access protection are derived fromthese objectives [14], as shown in
Table 2.1 on page 11.

Controll ed access protection policies are based upon a fundanental assunption that the AI'S
processing environnent is one of nutually trusting and cooperating users. Recognition of this
fact

is critical to understanding the objectives of controlled access protection. The features,
assur ances,

and nost inportantly the underlying systemarchitecture of an AI'S that provides controlled
access

protection are not intended and do not purport to prevent nmalicious or concerted actions ai nmed
at

circunventing the protection provided.

Control l ed access protection asserts that the AI'S provides:
Protection and control over who can |logon to the system

Mechani snms that will enable the AIS to make deci sions regardi ng access to resources
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based
upon the expressed wishes of its users (with no assurance that concerted, malicious actions
cannot circunvent this nmechanism

The capability to generate a reliable | og of user actions and to guarantee its
correctness.

Control |l ed access protection is sufficient for AlSs operating in systemhigh or dedicated
security

nmodes. However, if the AI'S exports classified information that requires assured classification
| abeling or information that is sent to a dedicated or systemhigh AIS at a | ower
classification |evel

controll ed access protection is not sufficient. Adequate treatnment of these cases is beyond the
scope

of this guidance.

Control Objectives
Derived Requirenents

Security Policy: A statenment of intent with

regard to control over access to and di ssem nation
of information, to be known as the security policy,
must be precisely defined and inplenmented for

each systemthat is used to process sensitive

i nformation. The security policy nust accurately
reflect the I aws, regulations, and general policies
fromwhich it is derived

System Security Policy

Di scretionary Security: Security policies

defined for systens that are used to process
classified or other sensitive information mnust

i ncl ude provisions for the enforcement of

di scretionary access control rules. That is, they
must include a consistent set of rules for
controlling and limting access based on identified
i ndi vi dual s who have been determined to have a
need-t o- know for the information.

Di scretionary Access Control
bj ect Reuse

Accountability: Systens that are used to process

or handle classified or other sensitive information
must assure individual accountability whenever a
discretionary security policy in invoked.
Furthernore, to assure accountability the
capability nmust exist for an authorized and
conpetent agent to access and eval uate
accountability information by a secure neans,
within a reasonabl e amount of time, and wi thout
undue difficulty.

Identificati on and Aut hentication

Audi t
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Assurance: Systens that are used to process or
handl e cl assified or other sensitive information
nmust be designed to guarantee correct and

accurate interpretation of the security policy and
must not distort the intent of that policy.
Assurance nust be provided that correct

i npl enentati on and operation of the policy exists
t hroughout the systenis |ife-cycle.

System Architecture

System Integrity

Security Testing

Configuration Managenent

Desi gn Docunent ati on

Trusted Facility Manua

Security Features User's Cuide

Table 2.1: Security Policy Control Objectives and |Inpl enentati on Requirenents
Chapter 3

ARCHI TECTURAL FOUNDATI ON

Conmput er systemarchitecture is the foundati on upon which all AI'S trustworthiness is built. This
chapter discusses systemarchitecture as it relates to trust and the concept of a Trusted

Comput i ng
Base.
3.1 TRUSTED COVPUTI NG BASE

I nherent in the concept of trust is sonme assurance that the trusted person or entity possesses
t he

required strength, capability, and integrity to nerit that trust. In the case of AlSs, trust is
built from

the bottom (i.e., hardware) up, with each layer "trusting"” its underlying |ayer to performthe
expected services in a reliable and trustworthy manner, as shown in Figure 3.1

Figure 3.1: Trust H erarchy in an AIS

Each layer trusts all of its underlying layers to reliably provide the expected services and
behavi or.

The users trust the applications they run to behave in the nmanner they expect; the application
trusts

the systemcalls it nakes to the operating systemto produce the docunented results; and the
operating systemtrusts the hardware to behave in a consistent and safe manner. Note that trust
is

meani ngful only relative to the behaviors and strengths expected; for exanple, the application
| ayer cannot expect the operating systemto detect all bugs in user prograns. This is
particularly

inportant relative to the trust inplied for controlled access protection.

This trust hierarchy is the basis for the concept of a Trusted Conputing Base (TCB) that cannot
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be

conpromni sed from above and that is always invoked to enforce a security policy with sonme degree
of assurance. For any AI'S, the TCB includes all of the software, firmnare, and hardware
conmponents responsible for enforcing the security policy and all conponents capable of affecting
the correct operation of the security nmechanisns (see Chapter 4). Thus the TCB i ncl udes
conponents whose job is to performsonme function required to enforce the security policy (e.g.
prograns that check access-control settings on files) and conponents that have no direct
functionality relative to the security policy, but require the capability to violate some part
of the

security policy of the system (i.e., privilege) in order to operate and therefore nust be
trusted (e.g.

an 1 /Odriver).

The TCSEC asserts that a trusted system architecture nust exhibit protection properties that
will

enforce this trust hierarchy. Thus the concept of a reference nonitor (or reference validation
mechani snm) is introduced. The termreference nonitor represents an abstraction of the portion of
the TCB that actually validates references to objects and grants (or denies) access to them
Anmong

the properties that the reference nonitor should exhibit are that it be noncircunventable (i.e.
al ways i nvoked), tanperproof, and snmall enough to be anal yzed and tested. The TCSEC i nposes
increasingly strict architectural and system engi neering requirenents on the TCB at hi gher and
hi gher cl asses of trustworthiness. As shown in Figure 3.2, the nore system engi neering goes into
designing the TCB, the nore assured is the trust that it provides. In this figure, the

i ncreasing

system engi neering requirenents are shown in italics beside each conceptual machi ne class. For
classes C2 and B1, the reference nonitor need not be differentiated fromthe rest of the TCB
(whi ch

conprises the entire operating systen), so that applications nmust trust essentially all of the
operating systemand hardware. C ass B2 requires nore systemengineering to ensure that the TCB
conprises largely independent nodul es, thus producing an additional |ayer of trust, as the TCB
is

i sol ated from non-security-rel evant operating-system services. C asses B3 and Al system

architectures provide |layered protection, with all layers ultimately reliant upon a small
conceptual Iy sinple, tanperproof, and nonconproni sable reference nonitor that plays a centra
role in enforcing the internal structuring of the TCB and the system As the illustration shows,

applications running on a class-C2 AIS (i.e., one designed to provide only controlled access
protection) nust trust the entire operating systemand all of the hardware (i.e., all physica
resources) and firmavare upon which it depends.

Figure 3.2: Relationship between System Engi neeri ng and Assurance

The objective and result of the TCSEC s conceptual hierarchy of trust are that denonstrating
assurance in the trustworthiness of the TCB becones increasingly tractable and assured as one
progresses up the TCSEC hi erarchy of trust. At class C2, the TCB nmay be | arge, dispersed, and
general ly unstructured; as a result, it presents a great challenge to both evaluators and

per sons

responsi ble for maintaining the system s security. At class B2, the TCB still may be | arge, but
t he

fact that it is nodular and the result of sound software engineering practices nmakes it easier
to

under st and, evaluate, and maintain than | ower-rated products; thus, added assurance in its
trustworthiness results. At classes B3 and Al, the TCB is snall, layered, and highly structured,
thus lending itself to rigorous analysis and testing, and to formal verification (Al).

3.2 ENFORCEMENT

Assurance of trust requires enforcenent of the AIS s security policy. "Enforcenent” inplies
consi stency, reliability, and effectiveness. In order for a TCB to enforce the security policy,
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it must
be both tanperproof and nonconpromi sable. The System Architecture criterion shown in Figure
3.3 addresses these attributes.

TCB shall maintain a domain for its own execution that protects it fromexternal interference or
tanpering (e.g., by nodification of its code or data structures). Resources controlled by the
TCB

may be a defined subset of the subjects and objects in the ADP system The TCB shall isolate the
resources to be protected so they are subject to the access control and auditing requirenents.

Figure 3.3: TCSEC C2 System Architecture Criterion

The termobject refers to any passive entity that contains or receives information (e.g., files,
directories, records, blocks, pages, segnents, prograns, video displays, printers), and access
to an

object inplies access to the information it contains. A subject is any active entity in the
system

(e.g., person, process, device) that causes information to fl ow anong objects or changes the
system

state (e.g., fromoperating on behalf of the systemto operating on behalf of the user).

The System Architecture criterion addresses the nost critical aspect of trusted conputing: the
ability of the TCB to protect itself fromuntrusted processes. The C2 System Architecture
criterion

enbodi es three requirenents:

1. The TCB must nmaintain for its own execution a dormain (see section 3.3 below) that
protects it fromexternal interference and tanpering.

2. Resources controlled by the TCB may be a defined subset of subjects and objects.
3. The TCB nust isolate the resources to be protected so that they are subject to access
control

and auditing.
3.3 DOMAI N SEPARATI ON

As used in the TCSEC, the termdonain refers to the set of objects that a subject is able to
access.

[14] Dorein separation relates to the nmechani snms that protect objects in the system For address
transl ati on purposes, the domain separation nechani sm m ght be execution rings, base address
registers, or segnentation descriptors. In an AIS that copies files into nenory, several domain-
separation schenmes can prevent data transfers from beyond the end of the file or accesses to
arbitrary locations on the disk.

The requirenment for TCB domain separation is based on the fact that if untrusted subjects are
abl e

to change the TCB, then any security nechanisnms that TCB provi des are usel ess! Therefore, this
requi rement addresses two essential attributes: nontanperability and nonconprom sibility. [37]
Tanpering generally refers to inproper alterations; in this context, it involves changing the
system

in such a way that the intended behavior of the TCB itself is nodified with respect to the
enforcenment of its security properties. This could happen, for exanple, if TCB code, data
structures, or control paraneters were nodified. The donmain of the TCB al so nust be self-
protecting so that processes in the user domain cannot tanper with TCB code, data structures,
control paraneters, hardware, or firmare

Conproni se can be exanmined fromthree perspectives: conpronise from above, conprom se
fromw thin, and conprom se from bel ow. Conproni se from above occurs when an unprivil eged
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user is able to wite untrusted code that exploits a vulnerability; e.g., finding an escape
froma

hi ghly-restricted nmenu interface, installing or nodifying a rule in an untrusted rul e base that
subverts a trusted rul e base, or causing a denial of service. The conprom se resulting fromthe
execution of a Trojan horse (see section 4.2) that misuses the discretionary access contro
mechani smis anot her exanpl e of conprom se from above. Conpromise fromw thin occurs when

a privileged user or process msuses the allocated privileges, or when a progranming error is
made

in the inplenentation of a trusted program For exanple, conpromnmise fromw thin could result
froma systemadninistrator's accidentally or intentionally configuring the access tables

i ncorrectly. Conpromise frombel ow occurs as a result of nalicious or accidental failure of an
under | yi ng conponent that is trusted and can result fromfaults in the conpiler or

nmodi fications to

t he hardware. [37]

Al t hough the TCSEC criterion requires only that the TCB "maintain a domain for its own
execution," conprom se fromwi thin nust be considered even for the singlelayered TCB. To

enable a TCB to enforce the security policy, some subjects internal to the TCB nust be
"trusted;"

i.e., they must run with privileges that allow themto bypass one or nore of the security
mechani sns. For exanple, the login programnmust run with privilege, since until it conpletes its
function, the user on whose behalf it is running is not yet known (or at |east has not been
authenticated). Trusted prograns nust be anal yzed and tested just as thoroughly as the

mechani sns that enforce the security policy, to ensure that they behave as specified and do not
conproni se the integrity of the TCB from within.

An inportant aspect of donmain separation within the CPU is "execution state" or "npde of
operations." Mst nulti-user conputer systens have at |east two execution states or nodes of
operation: privileged and unprivileged. The TCSEC requires that the TCB maintain for itself a

di stinct execution state that protects it fromthe actions of untrusted users. Sone comon
privileged domai ns are those referred to as "executive," "naster," "system" "kernel," or
"supervi sor" nodes; unprivileged domains are sonetines called "user,"” "application," or
"problenmt states. In a two-state machine, processes running in a privileged domain may execute
any machi ne instruction and access any location in nenory. Processes running in the unprivileged
domai n are prevented from executing certain machine instructions and accessing certain areas of
menory.

Probably the nost straightforward approach for inplenenting domain separation is to design a
TCB that takes advantage of nulti-state hardware; i.e., a CPU that provides two or nore hardware
states (rings, nodes, domamins). IBMs Miltiple Virtual Storage/System Product (MS/ SP)

Di gital Equi pment Corporation's VAX VM5, and Data General Corporation's ACS/VS illustrate

the diversity in hardware-based donmai n separation. MVS/ SP provi des two execution states:
problem state for user prograns and supervisor state for system prograns. [21] VAX/ VM5

provi des four processor access nodes, which are used to provide read/wite protection between
user software and system software. [18] The M/ ECLI PSE architecture of AOCS/ VS provides eight
execution "rings," ranging fromring O (nost privileged) toring 7 (least privileged), with the
ACS/

VS kernel running in ring O and user prograns in ring 7, and with firmare-inpl enented gates
protecting ring boundaries. [17]

For nost hardware platforms, the domain separation requirement will mean that at |east two
har dware states are provided, where one state permts access of privileged instructions
necessary

to mani pul at e menory-mappi ng regi sters. Menory mappi ng alone is not sufficient to neet this
requirenment, but may be used to enhance hardware isolation. For exanple, Unisys' OS 1100
Security Rel ease | provides domain isolation through the use of hardware and software
mechani sns that include per-process virtual address spaces, per-process stacks, and hardware-
based state changes. [27]
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However, the multi-state nmechani smneed not be totally inplenmented in hardware.

The Unisys A Series MCP/AS with InfoCGuard successfully achieved a C2 rating by inplenmenting

the two-state concept with a conbination of "capability-1ike" hardware nmechani sns and TCB
software, including the conpilers. [26] In capability-based systens, the TCB can be protected by
havi ng TCB and user domai ns created when the systemis initialized. Since part of the domain
definition is the ability to access and nodify the data structures needed for domain transition
multiple states can be created on single-state hardware.

Anot her approach for neeting this requirenent is to have all user actions interpreted by the TCB
before it acts upon them Cbviously, this entails assuring that no nmeans exist for an untrusted
user

to nodify the TCB. To protect against conpronise from below, the requirenent for donain
separation inplies physical protection of the hardware (even though the exanple cited in the
TCSEC requirenent is software oriented). [9]

3.4 DEFI NED SUBSET

The witers of the TCSEC i ntended the second sentence of the System Architecture requirement to
be a "grandfather clause” to enable systens desi gned before the TCSEC exi sted and add-on
packages such as RACF [23] and ACF2 [15] to neet the C2 criterion even though they were not
capabl e of controlling all subjects and objects in the system

The eval uati on community has interpreted this requirenment to nean that:
1. Only TCB-controlled subjects can access all objects.
2. Subj ects not under TCB control can access only objects that are not under TCB contr ol

These constraints prevent uncontrolled subjects fromperformng raw i nput-output (1/0O to
(controll ed and uncontrol |l ed) devices and from accessing (controll ed and uncontrol |l ed) nenory.
If uncontrolled subjects were allowed to perform such operations, the TCB woul d be unable to
enforce the systemsecurity policy with respect to controlled resources. [9]

3.5 RESCURCE | SOLATI ON

The third sentence of the System Architecture requirenent relates to subject and object
subsetting

di scussed in section 3.4 and sinply assures that the TCB i nposes its discretionary access
controls

and auditing on all of the subjects and objects under its control.

Chapter 4
PROTECTI ON MECHANI SM5

The requirenents for controll ed access protection conprise both nmechani sns and assurances. The
mechani sns are functional features designed to enforce the security policy and accountability
obj ectives discussed in Chapter 2 and include: identification and authentication, discretionary
access control, object reuse, and audit (see Table 2.1 on page 11).

4.1 | DENTI FI CATI ON & AUTHENTI CATI ON

Controll ed access protection nechanisns ultimately are tied to the trustworthiness of the AIS s
identification and authentication nechani sms. One nust be able to trust the systems ability to
accurately, consistently, and positively identify each user, and to maintain that positive
identification throughout the user's login session. herw se, controlled access protection
cannot

be assured, and any audit data collected are rendered useless. For this reason, if the system
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| acks
acceptabl e identification and authentication mechanisns, it cannot be recomended for
accreditation.

The ldentification and Authentication criterion is shown in Figure 4.1. A Guide to Understandi ng
Identification and Authentication in Trusted Systens [6] discusses the identification and
authentication (I&A) requirenment at |ength and provi des gui dance on how to design and i npl enment
ef fective | &\ nechani sns.

Controll ed access protection seeks to control users' access to information in the A'S

speci fically,

i nformati on contained in objects to which users can refer by nane. Al fornms of access contro
(discretionary and nandatory) rely on the systenis ability to identify users and to "prove"
their

identity when they log onto the system and to maintain a positive association between each

i ndi vidual user and the actions for which he or she is responsible.

The TCB shall require users to identify thenmselves to it before beginning to perform any other
actions that the TCB is expected to mediate. Furthernore, the TCB shall use a protected
mechani sns (e.g., passwords) to authenticate the user's identity. The TCB shall protect
authentication data so that it cannot be accessed by any unauthorized user. The TCB shall be
abl e

to enforce individual accountability by providing the capability to uniquely identify each

i ndi vidual APP system user. The TCB shall al so provide the capability of associating this
identity

with all auditable actions taken by that individual

Figure 4.1: TCSEC C2 Identification and Authentication Criterion

Identification is generally inplenented by sinply asking for a |ogin nanme, usually associated in
some way with the person's identity. The system checks this nanme against its list of authorized
users. Then, to protect against an unauthorized user's masqueradi ng as the authorized user, the
system asks for sone "proof" (authentication) that the user is whomhe or she clains to be.

Aut henti cation generally involves one or nmore of three types of "proof:" (1) sonething the user
knows (e.g., a password), (2) sonething the user has (e.g., an authentication device), or (3)
sonmething the user is (e.g., a retinal scan).

Most EPL products inplenment | &A using the sinple |login name and password, and this approach
is acceptable. Sone products strengthen their password nmechani snms by enforcing rules such as
aging and length requirenments (e.g., Hew ett Packard's MPE V/E [19]) or case restrictions and
requirements for special characters (e.g., IBMs M/S/ XA with RACF [22]), or by providing
random password generators (e.g., AT&T's System V/ MLS and Wang's SVS/ OS [16] [28]).

However, as with any nechanism the integrity of password protection is only as strong as the
integrity and responsibility of its users. Regardl ess of whether an AISis built on an EPL
product,

the Trusted Facilities Manual (see section 5.4), the Security Features Users Guide (see section
5.5),

the system adm nistrator, and user training should all stress users' responsibilities in
ensuring that

their passwords are difficult to guess, protected, and changed regularly. The Department of
Def ense Password Managenent Guideline [13] discusses issues relating to the use of passwords
for user authentication, and the Information System Security Oficer CGuideline [33] discusses
user

trai ni ng and password nanagemnent.

NSA has exam ned a nunber of subsystens designed to provide | &A, including password devices,
chal | enge-response personal authentication devices, and bionetric devices. The Information
Systenms Security Products and Services Catal ogue [34] contains information regardi ng these
devi ces. These products nmay offer an interimsolution for a systemthat is not built on an EPL
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product and that |acks |I&A nechanisms. However, the use of one or nobre separately-rated
subsystens such as these does not inply an overall product rating as defined in the TCSEC
Mechani sms, interfaces, and the extent of required supporting functions for each subsystem nay
differ substantially and may introduce significant vulnerabilities that are not present in
product s

whose security features are designed with full know edge of interfaces, and hardware and

sof twar e

support. Therefore, incorporation of one or nore eval uated subsystens into an AIS is not

equi valent to building an AIS on an EPL product.

4.2. DI SCRETI ONARY ACCESS CONTROL

Controll ed access protection enforces a security policy known as discretionary access control
(DAC), which is a neans of restricting access to naned objects based upon the identity of

subj ects

and/or groups to which they belong. Systens that provide DAC assure that access to objects that
are available to users (i.e., "nanmed" objects) are controlled at the "discretion" of the user
(or group)

wi th whom the object is associated (sonetines called the "owner" of the object). The DAC
criterion is shown in Figure 4. 2.

The TCB shall define and control access between naned users and named objects (e.g., files and
prograns) in the ADP system The enforcenent nechanisns (e.g., self/group/public controls,

access control lists) shall allow users to specify and control sharing of those objects by naned
i ndi vidual s or defined groups of individuals, or by both, and shall provide controls to limt
propagati on of access rights. The discretionary access control mechani smshall, either by
explicit

user action or by default, provide that objects are protected from unauthorized access. These
access

controls shall be capable of including or excluding access to the granularity of a single user.
Access

perm ssion to an object by users not already possessing access perm ssion shall only be assigned
by aut horized users.

Figure 4.2: TCSEC C2 Discretionary Access Control Criterion
Fi ve basi c nmechani sns have been used to inmplenment DAC

1. Access Control Lists (ACLs) inplenent an access control matrix (wherein the colums
represent users, the rows protected objects, and each cell indicates the type of access to be
granted for the subject/object pair) by representing the colums as |lists of users attached to
the protected object.

2. Protection Bits use a bit vector, with each bit representing a type of access. The nopst
common exanple is the Uni x® i npl ementati on of a nine-bit vector representing read,
write, and execute accesses to be granted to the object's owner, its group, and everyone el se.

3. Capabilities allow access to a protected object if the requester possesses the
appropriate

protected "capability," which both identifies the object and specifies the access rights to be
allowed to the user who possesses that capability.

4. Profiles associate with each user a list of protected objects that the user nay access.
5. Passwords associ ate one (all types of access) or nore (different types of access)
passwor ds

wi th each object.

A Guide to Understanding Discretionary Access Control in Trusted Systens [5] describes in
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greater depth each of these mechani sns and di scusses issues involved in designing, inplenenting,
and evaluating them Most of the products evaluated to date, including Honeywell's Miltics [20],
DEC s VAX/VMS [18], Hewl ett Packard's MPE/VE [19], Data Ceneral's ACS/ VS [17], Unisys

CS 1100 [27], and IBMs WS/ SP [21], have inpl emented DAC through the use of ACLs.

AT&T's System V/ MLS [16] uses the traditional Unix® protection bits, and Trusted Infornmation
Systens' Trusted XEN X [25] inplenments both protection bits (by default) and ACLs (at the
user's discretion).

DAC provides to individual users and groups the capability to specify for each of their objects
(e.g.,

files and directories) the kinds of access the systemw ||l grant to other users and groups. This
capability is very useful for both ordinary users and systemadm nistrators. It allows each

user to

decide for himself or herself what individuals and groups of individuals the system should all ow
to read, wite, or execute the directories and files he or she creates. System administrators
comonly use DAC to protect systemdirectories and files so that ordinary users can read or
execute (or search, in the case of directories) them but only system adninistrators can nodify
them For exanple, DAC enables ordinary users to spool print jobs (i.e., wite into the print

queue)
but does not allow themto read, reorder, nodify, or renove other users' queued jobs. Only a
program acting on behalf of a user or group with systemprivileges (i.e., individual or group to

whi ch the print queue bel ongs) can performthese actions.

However, nost DAC inplenentations contain a flaw that renders them susceptible to Trojan
horses. This is due to the fact that when a user executes a program it runs with the DAC
accesses

of that user. This enables the follow ng scenario to occur.

1. Dan Devious wites a programthat perfornms a very useful function, say travel expense
accounting, and attaches sone |lines of code that copy all of the files in the mail directory
of the user who executes it into a directory that Dan owns.

2. Dan gi ves everyone execute access to his programand tells everyone about its utility.
(He

al so gives everyone wite access to his directory, but does not nention this.)

3. Ni ck Nai ve executes Dan's programto calculate his travel expenses. The program worKks

just as Dan described it, and Nick is elated. However, unknown to him the program has
al so copied all of Nick's mail files into Dan's directory!

Because of this vulnerability and the "discretionary" nature of DAC, this access contro
mechani smis not useful for segregating objects with different classification |levels or

cat egori es.

Mandat ory access control mechani snms are necessary to provide classification-level separation

Sone operational systens have attenpted to use DAC to enforce strict need-to-know separation
by assigning different need-to-know categories to different groups. DACis neither intended to
be,

nor effective as, a nmechanismfor strictly enforcing need-to-know separation. Under DAC, any
user who has or can usurp the appropriate pernission is able to transfer access rights to

anot her

user to whom direct access would ot herwi se be forbidden. The following two exanples illustrate
how this m ght occur

1. Ceorge puts the results of his latest project experiment into georges_data. To ensure
t hat

Zel da and Fran, who are working on the same project and assigned to group project, can

read the results, he assigns it the ACL shown in Figure 4.3.
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Figure 4.3: ACL for File georges_data

Zel da wants to share George's results with her friend Neil, who is not working on the
project. So she copies georges_data into a file named zel das_data and sets its ACL to all ow
both herself and Neil to read it. She then tells Neil where he can find the file, and he
continues to spread access to others in a sinlar manner

While this ACL may | ook like it would provide the needed protection, "read" access al so
enabl es any user in group project to copy georges_data into another file with its own ACL
and to assign to it whatever accesses that user wi shes. Thus a file whose contents are

i ntended to be protected from di scl osure can be discl osed to supposedly "unauthori zed"
users.

2. On nobst Uni x® systens, typing "is -gla" (list all entries in long format, giving node,
nunber of |inks, owner, group, size in bytes, and tinme of last nodification) in directory
study produces the output shown in Figure 4. 4.

Figure 4.4: Qutput fromDirectory Study

G oup hackers includes Ted, Sally, and AOlie. Ted wants to nodify Sally's progress file,
but she has given him (i.e., group hackers) only read pernission. Al though Ted does not
have wite access to progress, he knows that since he has wite access to its containing
directory study and read access to the file, he can give hinself wite access by executing
t he sequence of comands shown in Figure 4.5 to virtually change the file's perm ssion
bits.

Figure 4.5 Unix Conmand Sequence

In this case, Sally believes she has sufficiently protected her file progress so that only she
is able to wite to it. However, because group hackers has read access to the containing
directory, any user in group hackers is able to see that a file naned progress exists. Further
wite access to directory study enabl es any user of group hackers to nodify the directory's
contents. So any user in group hackers is able to add files to and delete files from study and
to virtually change the DAC pernission on any of its files to which they have read (i.e.

copy) access. Thus, any user in group hackers can nodify Sally's progress file.

As is apparent, reliance on DAC control could very quickly result in a breakdown of need-to-know
protection. Wiile an AIS with nmandatory access controls could contain the same DAC

vul nerability, those controls would confine the propagation to a single classification |evel and
category. DAC should not be used for separation that requires strong enforcenent and assurance.

4.3 OBJECT REUSE

One could view the Object Reuse criterion shown in Figure 4.6 as a "negative" requirenment in
t hat

it requires that sonething be "not present.
ensure

that no information generated by one user's process is available to the next user s process
when t he

obj ect containing that information is reall ocated.

To neet the object reuse criterion, the Al'S nust

Al'l authorizations to the information contained within a storage object shall be revoked prior
to

initial assignnment, allocation or reallocation to a subject fromthe TCB s pool of unused

st orage

objects. No information, including encrypted representations of information, produced by a prior
subject's actions is to be available to any subject that obtains access to an object that has
been

rel eased back to the system
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Figure 4.6: TCSEC C2 (bject Reuse Criterion

Note that the object reuse criterion refers to "storage" objects, as contrasted with the "named
objects" to which the DAC criterion applies. A storage object is an object that supports both
read

and wite accesses and may or may not be "naned." A Guide to Understandi ng Object Reuse in
Trusted Systens [7] explains the object reuse criterion and provides gui dance on how to design
and

i ncorporate effective object reuse mechanisns into an Al S.

The objective behind the object reuse requirenent is to prevent information from being

i nadvertently (and by extension, deliberately) disclosed to users not authorized to see it. In
contrast

with the DAC nechanism which seeks to protect the containers of infornmation (i.e., nanmed

obj ects), the object reuse requirement seeks to protect the information contained in the AIS s
storage objects. Thus object reuse requires that each container be initialized before it is

al | ocat ed

to a subject.

However, although the | evel of abstraction at which the object reuse mechanismis inplenented is
that of storage objects, ensuring conplete and effective inplenmentation requires consideration
of

how named objects are mapped into physical storage objects. The object reuse guideline describes
a met hodol ogy for doing this.

A nunber of approaches for neeting the object reuse requirenent exist and are specific to the
st orage objects being considered. Wether the object reuse nmechani smoperates at allocation or
deal l ocation is left to the discretion of the inplenenter. The systemmay initialize a storage
obj ect

any tinme between when it releases the object when it reallocates it. However, if the system does
not initialize the object inmediately, it nust protect as a systemresource any information it
contains. Table 4.1 identifies sonme exanples of possible object reuse nechanisns. Note that a
gi ven type of storage object may require one or nore nechani sms. The object reuse guideline

di scusses these mechani sms nore fully.

St or age Obj ect

I npl ement ati on

Primary Storage

(e.g., random access nenory, cache,
transl ati on buffer)

Overwriting nmenory page with fixed or
random pattern and/or (for efficiency) new
dat a
Fi xed Medi a
(e.g., fixed disk, termnal, operator console)

Overwriting physical data bl ocks

Pur gi ng associ ated entries in page
managenent table

Purging directory information residing on
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medi a
Renovabl e Medi a

On-line overwiting with approved fixed or
random patter

Degaussi ng

Of-line overwiting
Table 4.1: Object Reuse Mechani sns
4.4 AUDI T

The Audit criterion requires the capability to collect information regardi ng systemevents, thus
supporting the nonitoring of systemuse and the investigation of possible attenpts to breach
security. Inmportantly, the Audit criterion, shown in Figure 4.7 on page 30 requires that the
Al'S be

capabl e of auditing, and not that the systemactually performauditing. The accreditor is
responsi bl e for deternining what events the system nust audit and any additional m ssion-
specific

audit requirenments. The Information System Security O ficer (1SSO or designated auditor is
responsi bl e for configuring and administering audit.

The TCB shall be able to create, nmaintain, and protect from nodification or unauthorized access
or destruction an audit trail of access to the objects it protects. The audit data shall be
prot ected by

the TCB so that read access to it is limted to those who are authorized for audit data. The TCB
shall be able to record the follow ng types of events: use of identification and authentication
mechani sns, introduction of objects into the user's address space (e.g., file open, program
initiation), deletion of objects, actions taken by conputer operators and system admi nistrators
and/

or systemsecurity officers, and other security relevant events. For each recorded event, the
audi t

record shall identify: data and tine of the event, user, type of event, and success or failure
of the

event. For identification/authentication events the origin of request (e.g., termnal ID) shal
be

included in the audit record. For events that introduce an object into a user's address space
and for

obj ect deletion events the audit record shall include the nanme of the object. The APP system
admi ni strator shall be able to selectively audit the actions of any one or nobre users based on
i ndividual identity.

Figure 4.7. TCSEC C2 Audit Criterion

Audit features provide the capability to record, exam ne, and revi ew security-rel evant
activities on

the systemeither as they are occurring or retrospectively. The capability to performreal -tine
auditing is not anong the minimal requirements for controll ed access protection. Rather, the
system nust provide the capability to configure the systemto audit the set of events the |ISSO
specifies, to present this information in a manner that is useful in investigating security

i ncidents

after they have occurred, and to nonitor users' actions in order to anticipate and potentially
neutralize inpending security attacks.

A CGuide to Understanding Audit in Trusted Systens [1l] discusses five objectives of the audit
nmechani sm
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1. To all ow review of patterns of access to individual objects, access histories of
specific
processes and users, and the use of various protection nechanisns and their effectiveness.

2. To detect repeated attenpts to bypass protection nmechanisns.

3. To monitor use of privil eges.

4. To deter habitual attenpts to bypass the system protection nechani sns (which requires
t hat

users know that their actions are being audited).
5. To provide additional assurance that the protection mechani snms are wor ki ng.

As pointed out in section 4.1, the integrity of the audit nechanismis highly dependent upon the
integrity of the I &\ nechanisnms. Unless the systempositively identifies users, it cannot
correctly

associate their actions with them and no audit mechani smcan be effective. As with al
controll ed

access protection mechani sns, the TCB nust inplement the audit-collection function, and only

| SSCs or their designees should be able to enable or disable auditing, and to configure the
audi t

mechani sm (i.e., to set the events to be recorded, the users for which data are to be

collected, etc.)

in accordance with the security policy. The TCB nust protect the data the audit mechani sm
collects; only audit personnel should be able to read audit data. Further, the TCB nust protect
t he

audit trail from unauthorized nodification and fromloss due to overwiting (such as mght occur
if acircular file were used to store audit data), exhaustion of physical nmenory reserved for

st or age

of audit data, or a systemcrash.

The system nust be able to record the follow ng types of events:

Use of identification and authenticati on nmechanisns (i.e., login).

I ntroduction of objects into a user's address space (e.g., file open, file creation
program

execution, file copy).

Del eti on of objects froma user's address space (e.g., file close, conpletion of program
execution, file deletion).

Actions taken by conputer operators and system administrators and/or system security
adnmi nistrators (e.g., adding a user).

Al'l security-relevant events (e.g., use of privileges, changes to DAC paraneters).
Producti on of printed output.

For each auditable event, the TCB nust be able to record the follow ng infornmation
Date and tine of the event.

Uni que identifier of the user on whose behal f the subject generating the event was
oper ati ng.

Type of event (one of the above).
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Success or failure of the event.

Oigin of the request (e.g.,termnal identifier) for identification and authentication
events.

Nanme of the object that was introduced into or deleted fromthe user's address space.

Description of actions taken by the systemadmnistrator (e.g., nodifications to the
security
dat abases).

The |1 SSO or designee nust be able to audit based on individual identity and on object identity.
Whet her the systemallows the | SSO to pre-specify individuals and/or objects, or provides a
post -

processor to extract data associated with specified individuals and/or objects, is a design
deci si on.

From a security perspective, either approach could be deenmed acceptable. Data conpression and
reduction tools are also desirable (but not required) features. A nunber of vendors have

i npl ement ed extensive audit-processing capabilities in their products. For exanple, Prine
Conputer, Inc.'s Prinos [24] and Unisys Corporation's OS 1100 Security Release | [27] provide
auditing facilities which include collection, reduction/reporting, backup, and crash-recovery
capabilities.

Chapter 5
DOCUMENTATI ON AND LI FE- CYCLE ASSURANCE

A nunber of requirenents are derived not fromthe security policy per se, but fromthe assurance
control objective (see Table 2.1 on page 11) and fromthe needs for eval uation evidence and
docunentation to support continui ng mai ntenance of the evaluated trust. This chapter discusses

t hese docunentation and life-cycle support requirenments.

5.1 DESI GN DOCUMENTATI ON

The Design Docunentation criterion, shown in Figure 5.1, focuses on the need to docunent
coverage of the protection philosophy. Wiile this information is useful in understanding how the
system provides trust, it is not sufficient to enable an anal yst to understand the design of

the AlS.

More detail ed design docunentation is needed to ensure that the systemcan be understood and

mai nt ai ned securely.

Docunment ati on shall be avail able that provides a description of the manufacturer's phil osophy of
protection and an expl anati on of how this philosophy is translated into the TCB. If the TCBis
conposed of distinct nodules, the interfaces between these nodul es shall be descri bed.

Figure 5.1: TCSEC C2 Design Docunmentation Criterion
The primary purposes of design docunentation are:

To help evaluators (e.g., NSA product evaluators, technical analysts) achieve a
sufficient
understandi ng of the systemto enable themto assess the conpl eteness and correctness of
the design, and to give them enough confidence in the devel oper's understandi ng and
capabilities to warrant a recommendation that the system be approved (e.g., for an NSA
rating or DAA accreditation).

To enabl e devel opers and mai ntai ners to understand the design of the AIS well enough so
that they can nmake any necessary changes to the AI'S without adversely affecting the
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system s trustwort hi ness.

In order to serve these purposes, the design docunentation nmust describe all of the protection
mechani sns of the TCB. In other words, the design documentation nust accurately and conpletely
describe all of the software, firmvare, and hardware conponents and how t hey work together.
These descriptions should be in sufficient detail to enable an evaluator, system programmer, or
certifier to understand the security design and i nplenentati on such that he or she can predict
t he

security inpacts of a hypothesized or proposed nodification.

As discussed in Chapter 3, each conceptual "layer" of the TCB nust be trustworthy fromthe
perspective of its overlying layers. The hardware and software design docunentation needs to
clearly describe howthis trustworthiness is assured. For exanple, the hardware design
docunentati on shoul d describe the interface between the hardware and the operating systemin
sufficient detail to enable soneone anal yzing the systemto feel assured that the TCB cannot be
circunvented (i.e., conpromsed from below), enabling an unprivileged user to gain direct access
to the system s physical resources (e.g., disk blocks, physical I/O. Simlarly, the software
desi gn

docunent ati on nust describe how the TCB provi des self-protection and isolation from user
processes (i.e., prevents conpronise fromw thin and from above).

Good desi gn docunentation describes how the protection nmechanisns relate to the overal
architecture of the system A Quide to Understandi ng Design Docunentation in Trusted Systens
[4] provides guidance that devel opers can use in assuring that their design docunmentation is
acceptabl e, and that analysts can use in their evaluation

5.2 SYSTEM | NTEGRI TY

The SystemIntegrity criterion, shown in Figure 5.2, is levied upon the hardware and firmare
conponents of the TCB

"Integrity” inplies that something is maintained in an uninpaired condition, and system
integrity

inplies that an AIS and the system data upon which its operation depends are nmaintained in a
sufficiently correct and consistent condition. [37] The intent of the systemintegrity
requirenment is

to ensure that some mechani smexists to validate the correct operation of all TCB hardware and
firmvare (including peripheral devices).

Hardware and/or software features shall be provided that can be used to periodically validate
t he
correct operation of the on-site hardware and firmware el enments of the TCB

Figure 5.2: TCSEC C2 SystemlIntegrity Criterion

Typically, the first time this requirenent cones into play is at systemboot tinme. The system
shoul d

provi de sonme mechani smfor assuring that the TCB (i.e., all security-rel evant hardware and
firmvare, including peripheral devices) is initialized correctly. This should not inpose a
probl em

for nobst systems, since nost conmercially avail abl e conputer systens provide a nmechani sm and
procedures for perform ng a conprehensive diagnostic routine when they are powered on

The system al so shoul d provi de nechani snms for periodically validating the correct operation of
its

hardware and firmwvare. For exanple, tools for perform ng conprehensive diagnostics follow ng
preventive mai ntenance actions and to ensure secure system shut-down shoul d be avail abl e.
Docunent ati on describing the functionality and operations of all integrity mechani sms shoul d be
provi ded.
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5.3 CONFI GURATI ON MANAGENMENT

Changes to an existing AIS are inevitable, and the purpose of configuration managenent (CM is
to ensure that these changes take place in a controlled environnent and that they do not
adversely

affect any trust properties of the system CM provides assurance that additions, deletions, and
changes to the AIS do not conpronmise its inherent trust. CMtherefore is of critical inportance
with regard to life-cycle assurance. During devel opnment and in operation, the AlIS s software and
har dwar e nust not be changed inproperly or wthout authorization, control, and accountability.

The TCSEC does not specify a Configuration Managenent criterion for classes |ower than B2.
However, the AlIS organi zation should recognize the inportant role that CM plays both in
perform ng the technical analysis and in assuring the continued secure operation of the system
Al though CMis not a controlled-access-protection requirenent, requiring sound CM policy and
procedures, and subjecting themto technical assessnent, are strongly recomended.

Al Ss being anal yzed for certification and accreditation should provide docunentation and
conpl i ance evi dence denonstrating that an effective CM program exi sts and that configuration
control is enforced.

A Cuide to Understandi ng Configuration Managenent in Trusted Systems [2] discusses the

Confi guration Managenent criterion inposed on products subnitted for a B2 or above rating and
provi des a good overview of the CM process and the functions involved: configuration
identification, configuration control, configuration status accounting, and configuration audit.
M L- STD- 483, Configuration Managenment Practices for Systens, Equiprent, Minitions, and

Conputer Prograns [12], provides CM standards to be applied to DoD systens.

Suggested itenms to cover in the AIS's CMplan are
Uni fied discussion of configuration control as inplenented by the devel oper; description
of the process for handling a change fromentry into the process through final approval and

i npl enent ati on.

- Description of the approach used to determine configuration itenms (Cls), including a
rationale for the chosen granularity.

- Nami ng conventions for Cls.
- Policies for creating new Cls or changing Cls.

- Deconposition of the follow ng system conponents into Cl's, with unique identifiers
for each:

1. The TCB

2. Any hardware and/or software features that are used to periodically validate the
correct operation of the TCB

3. The Security Features User's Guide.
4, The Trusted Facility Manual
5 The test plan, the test procedures that show how the security mechani sns were

tested, and the expected results of the security mechani sns' functional testing.
6. The desi gn docunentation

7. The CM Pl an
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Expl anation of the results of the prelimnary screening of proposed changes and a
di scussion of any identified potential effects on the TCB

Descri ption of safeguards against the incorrect categorization of changes.
Detail ed di scussion of security analysis for changes affecting the TCB

Description of how the Configurati on Control Board (CCB) coordi nates security and
desi gn anal yses and revi ews system changes, including CCB conposition, lines of
authority, and identification of security specialists and their roles.

Description of the content of engineering change orders and a di scussion of how they are
generated and handl ed within the CM system

Description of procedures for assuring that all approved changes are inpl emented
correctly
and that only approved changes are made, including the structure and interactions of the
i npl ementati on and test groups and the managenent of system code.

Description of the nature and operation of the Configuration Review Board (CRB)
Di scussi on of the final review process.
Identification of any Iimtations or constraints on the CM process.

5.4 TRUSTED FACI LI TY MANUAL

No matter how strong the security architecture and nmechani snms are, and how trustworthy the users
are, an AlS's "weakest link" is its adm nistration and operations. Even if the AISis built on
an EPL

product, the protection the product is capable of delivering is actually provided only if the
system

is configured in one of the evaluated configurations indicated in the product's EPL entry and is
operated as described in the Trusted Facility Manual (TFM. The TFMcriterion shown in Figure
5.3 addresses this critical need.

A manual addressed to the ADP system adm nistrator shall present cautions about functions and
privileges that should be controlled when running a secure facility. The procedures for
exam ni ng

and maintaining the audit files as well as the detailed audit record structure for each type of
audi t

event shall be given

Figure 5.3: TCSEC C2 Trusted Facility Manual Criterion

The TFMis witten for AIS adm nistrators (e.g., |1SSGCs) responsible for configuring, operating,
and nonitoring the systemand for investigating potential violations of the security policy. For
some systenms (in particular, products rated B3 and Al), the adninistrative role is broken down
into

uni que privilege classes (e.g., operator, security adm nistrator, auditor). However, for
controll ed

access protection, a single privileged role is acceptable. This fact renders the TFM even nore

i nportant.

Quidelines for Witing Trusted Facility Manuals [32] provides a detailed discussion of the TFM
criterion and the inportant role the TFM plays in ensuring the trustworthiness of the system
and

Information System Security Oficer Quideline [33] discusses the overall role of the | SSO The
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TFM generally is not intended to be part of the DAA accreditation package, but is required for
controll ed access protection and should be exam ned during the technical analysis. The TFMis
prepared to support life-cycle trusted systemoperations, and its goal is to provide detail ed,
accurate

i nformati on on how to:

1. Configure and install the systemto a secure state.
2. Operate the systemin a secure manner
3. Make effective use of the systemprivileges and protection nmechani sns to control access

to admnistrative functi ons and dat abases.

4. Avoid pitfalls and i nproper use of adm nistrative functions that would conpromn se the
TCB and user security.

TFMs distributed with EPL products contain informati on addressing these goals, and if the AISis
built on an EPL product, this docunent should be part of the systemls TFM In addition, the
systemi s TFM shoul d contain informati on regardi ng site-specific operations, including the
security policy to be enforced in configuring and operating the AIS in its unique environment
under

both routine and energency situations.

5.5 SECURI TY FEATURES USER S GUI DE

Whereas the TFMis witten for systemadm nistrators, the Security Features Users Quide (SFUGQ
is witten for the general, unprivileged users of the AIS. The SFUG criterion is shown in Figure
5.4. Using termnology a user unfamiliar with the operating system can understand, the SFUG
shoul d describe the security nechani sms the system provides to the general user. For exanple,

t he

SFUG shoul d expl ain how | ogi n works, provide guidance and warni ngs regardi ng the selection and
use of passwords, explain howto set the DAC permissions on files and directories, and briefly
discuss the role auditing plays in the operation of the AIS. The objective of the SFUGis to
provi de

i nformati on and warnings to help assure that the systenis protective features are used
appropriately and consistently.

A single summary, chapter, or manual in user docunentation shall describe the protection
nmechani sns provi ded by the TCB, guidelines on their use, and how they interact w th one another

Figure 5.4: TCSEC C2 Security Features User's Quide Criterion

A GQuide to Witing the Security Features User's Quide for Trusted Systens [8] provides guidance
for potential authors of SFUGs and includes sone illustrative annotated outlines.

The security nechani snms of the ADP systemshall be tested and found to work as clained in the
system docunentation. Testing shall be done to assure that there are no obvi ous ways for an
unaut hori zed user to bypass or otherw se defeat the security protection nechanisnms of the TCB
Testing shall also include a search for obvious flaws that would allow violation of resource
i solation, or that would permt unauthorized access to the audit or authentication data.

Figure 5.5: TCSEC C2 System Testing Criterion

5.6 TESTI NG

The final step in the technical analysis (see Chapter 6) is testing, which includes both test
pl anni ng

and running the functional tests. The test objective with respect to controlled access
protection is

http://www.windowsecurity.com/whitepapers/NCSCTG028_Violet_book_.htmI?printversion (28 of 35) [11/27/2008 8:25:40 AM]



NCSC-TG-028: Violet book

to ascertain whether the documented security nmechani sns work as they are described. Note that
the TCSEC System Testing criterion (see Figure 5.5) requires assurances that no "obvi ous ways"
exi st to bypass or otherw se defeat the security protection nmechani sns, and a search for

"obvi ous"

flaws. Thus, the technical analysis to support certification involves testing to ensure that the
docunment ed security functionality exists and works as clainmed; this |level of testing does not
require an in-depth penetration effort, which would involve the generation of hypotheses to
ascertai n whet her "non-obvi ous" penetrations are possible.

Note that the TCSEC does not precisely define "obvious," and what is "obvious" to one anal yst
may be enigmatic to another. The anal ysts should interpret "obvious" based on the identified

threats to the system For exanple, sonme Uni X® vul nerabilities that are well-known (i.e.

"obvi ous") within canpus conputing centers may be far less threatening (i.e., "obvious") in a
cl osed DoD environnent.

The anal ysts shoul d conduct functional testing at the user interface of the system That is,
t hey

shoul d test all of the security functionality available to the general, unprivil eged user. Al
of the

mechani sns di scussed in Chapter 4 should be tested to ensure that they do what they are intended
to do and that they do not contain "obvious" flaws in their design or inplementation. If the
system

is built on an EPL product, the test suite provided with the product nmay be useful for this
pur pose.

Further, the systemintegrity nechani sms di scussed in section 5.2 should be tested to ensure
t hat

they work as cl ai ned.

Chapter 6
TECHNI CAL ANALYSI S
6.1 SELECTI ON OF ANALYSTS

A team of qualified individuals should be selected to analyze the AIS to ensure that it

provi des the

required | evels of controlled access protection. Al nmenbers of the team should have the
equi val ent

of at least a bachelor's degree in Conputer Science or Conputer Engineering. At |east one team
menber shoul d possess technical expertise in conmputer hardware architectures, and all menbers
shoul d possess technical expertise in operating systens. Al team nenbers should be famliar
with

and understand security issues related to conputer hardware and operating systens. In addition
t he anal ysts shoul d understand the systemlis mission, its environnent, its security policy, and
its

identified threats.

Bef ore begi nning the technical analysis, all nenbers of the team should have received training
in

t he met hodol ogy described in this docunent and in the operations and internal architecture of

t he

AlS to be analyzed. If the systemis built on an EPL product, the analysts should have obtai ned
and

beconme familiar with the product's Final Evaluation Report. Al team nenbers should fee
confortable on the system as both adninistrators and general users and should be able to design
and i npl ement test programs for the system

6.2 TECHNI CAL ANALYSI S PROCESS
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Figure 6.1 depicts the steps (described below) involved in performng a technical analysis of an
AlS to ensure that it provides the functionality and assurances necessary for controlled access
protection. Although this process is correct and conplete with respect to its objectives, it
cannot

predi ct and does not address many issues that may ari se when anal yzing a conpl ex system (e.g.

i ssues relating to the conposition of networks). Also note that the order of some steps of the
process are arbitrary and could be conducted in a different order or in parallel (e.g., DAC and
audi t

assessnents). Steps in which dependencies exist and order is inportant are identified. As noted
above, the anal ysts should have a cl ear understanding of the systenis m ssion and policy,
security

requi rements, concept of operations, and operational environnent before beginning this process.

In the process flow shown in Figure 6.1, each rectangle represents an activity, and each edge
represents a possible course of action, with the conditions associated with that action noted
al ongsi de the edge. For every activity, only one set of entry and exit conditions applies in
any given

i nstance. If an inconming conditional arc (i.e., one on the left side of a rectangle) is |abeled
"OR "

then the occurrence of one of the edges associated with that conditional will result in the
activity's

being initiated. If an outgoing conditional arc (i.e., one on the right side of a rectangle) is
| abel ed

"OR " then the activity effects one of the actions identified on the outgoing edges.

Each "Fi x" task is assunmed to include the CM process, which will assure that the correction does
not adversely affect preceding analyses. If a fix affects a nechanismthat has al ready been

anal yzed, the process should revert to the point at which the affected nmechanismis anal yzed.

For

exanple, if a fix to correct an audit deficiency affects the inplenmentation of |&A, the analysis
should return to the "Assess | &A" task.

The Trusted Product Evaluation Questionnaire [40] is referenced frequently in the follow ng task
descriptions. This questionnaire was designed as an instrunment for gathering fromvendors
prelimnary information about products submitted to NSA for evaluation. However, the referenced
items are equally applicable in the context of this analysis.

As this process flow shows, by far the easiest and nost direct way to attain controlled access
protection is to build the systemon a product that has been evaluated by NSA and rated C2 or
hi gher (assunming it is correctly configured, including no nodifications to the TCB).

Figure 6.1: Controlled Access Protection Technical Analysis Process
Figure 6.1: (cont.) Controlled Access Protection Technical Analysis Process
Figure 6.1: (cont.) Controlled Access Protection Technical Analysis Process

Step 1. Assess Configuration Managenent. The first step in the assessnent is to gain
assurance that a sound configuration managenent programis in place. This step should be
perforned before any analysis of the systemitself begins to ensure that all changes that are
made to the system software and docunentation are controlled. The configuration

managenent requirenment is discussed in section 5.3. The analysts review the

docunent ati on describing the plans and procedures for providing CMand control, and

conplete itens 1 through 4 in Section 2.13 of the Trusted Product Eval uation

Questionnaire. An acceptable CM systemw Il cover all of the itens discussed in section

5.3.

The anal ysts ascertain whether the CM system as docunented is acceptable and is enforced
as docunented; if not, the devel oper changes the CM program as required
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Step 2. Assess Design Docunentation. The second step, which nust be performed before and
in parallel with the systemarchitecture assessnent, is to review the desi gn docunentation
Regardl ess of whether an EPL product is used, the analysts evaluate the hardware and

sof twar e desi gn docunentation to gain an understanding of the systemand to determ ne

whet her it meets the Design Docunmentation criterion shown in Figure 5.1 and discussed in
section 5. 1.

The anal ysts ensure that the design docunentation for the hardware and software addresses
all of the functionality needed to support the security policy enforced by the AIS. To
ascertain whether this requirenment is net, the analysts answer iteml1 in Section 2.3, itens
1 and 15 in Section 2.4, and item1l in Section 2.14 of the Trusted Product Eval uation
Questionnaire.

If the design docunentation is inconplete or deficient, it is developed and revised until it
accurately and conpletely describes the systeni s design and inpl enmentation

Step 3. Assess System Architecture. The next step, which should be perforned before and in
parallel with analyzing the security control nechanisms, is to gain a thorough

under st andi ng of the systemarchitecture. During this step, the anal ysts becone faniliar
with the architectural foundation upon which the security nechanisnms are built and

determ ne whether the AIS neets the System Architecture criterion discussed in Chapter 3

and shown in Figure 3.3. If the security policy for the AIS includes nore than controlled
access protection, the analysts also need to determ ne how the extension to the security
policy fits into the overall security architecture. For exanple, many DoD systens are
designed to provide a restricted user interface conprising a set of nenus from which an
operator (unprivileged user) selects the function he or she wishes to perform response
fields or windows in which the operator enters requested data, and output fields or

wi ndows, where output and system status nmessages nmay appear. These restricted interfaces

may be inplenmented by an untrusted application built on top of the TCB (i.e., wthout

nmodi fyi ng the operating system) or as an extension to the TCB. The anal ysts nmust exam ne

the inplementation to determine which method is used. If the restricted interface is an
unprivileged programresiding in the user domain (see discussion in Chapter 3), then the
anal ysts nmust ensure that its discretionary access control (see section 4.2) settings are
correct and that it is included in systemtesting, but need make no assertions regarding its
trustworthiness relative to the overall systemarchitecture. If the interface is part of the TCB
interface, then its nechani snms and assurances shoul d be anal yzed along with (and in

addition to) the nechanisms and assurances discussed in this guideline.

If the systemis built on a product rated C2 or above on the EPL, the analysts can
assume
that an NSA eval uation team has conducted an in-depth analysis of the vendor's
proprietary design docunentati on and has determi ned that the product neets the
System Architecture requirenment. At this point, the analysts need to ensure that all of
the followi ng conditions are satisfied:

1. The systemis built on the evaluated configuration.

2. The TCB has not been nodified (i.e., no nodifications to system code have been
made, and no applications use privileged systemcalls intended only for interna

TCB use). (Answer questions 5 and 6 in Section 2.13 of the Trusted Product

Eval uati on Questionnaire.)

3. The mechani sns di scussed in Chapter 4 are configured in accordance with the
Trusted Facility Manual (see section 5.4) and the AIS' s security policy.

If any of these conditions does not hold, and the deficiency cannot be corrected, the process

proceeds as if a non-EPL product were used. If all of these conditions are satisfied, the
anal ysis proceeds to step 6.
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If the systemis not built on an EPL product or is built on an EPL product in other than
its evaluated configuration, the analysts begin the architecture eval uation by
conpleting the Cl and C2 itens in Sections 2.1 and 2.2 and itens 5 and 6 in Section
2.13 of the Trusted Product Evaluation Questionnaire [40] to gain a full understanding
of all of the subjects and objects in the system

The anal ysts then attenpt to gain a full understanding of the hardware and software upon
whi ch the system s protection nmechani sns depend. The anal ysts revi ew the design
docunent ati on (see section 5.1) for the hardware and software and conplete itenms 2
through 10 in Section 2.3 and itens 16 through 18 in Section 2.4 of the Trusted Product
Eval uati on Questionnaire.

As noted in section 1.3, a precondition of NSA evaluation is that the vendor nust sign an
MOU gi vi ng NSA eval uators access to highly proprietary hardware and software design
docunentation. Had the system been built on an EPL product, the analysts could have
assuned that an NSA eval uati on team had conducted an in-depth anal ysis of the vendor's
proprietary design docunentation and had determ ned that the product met this

requi rement. However, because the systemis not built on an EPL product or is built on an
EPL product in other than its evaluated configuration, the analysts may not have access to
detail ed proprietary design docunentation. In this case, they will need to rely on
comerci al docunentation distributed with the uneval uated product, documentation

provi ded by the contractor, information they are able to glean fromtalking with the vendor
and contractor, and any other available information.

This limted visibility into the hardware and software design is one of the nost critica
constraints associated with analyzing a systembuilt on a non-EPL product or an EPL
product in other than its eval uated configuration

During this analysis, the anal ysts ascertain whether the System Architecture criterion is net
(see Chapter 3) and whether the features discussed in Chapter 4 are present. |f any
deficiencies are noted and are judged "fixable," the devel oper ensures that the necessary
nodi fications are nmade to both the systemarchitecture and the design docunentation, and

the technical analysis is reinitiated. |If uncorrectable systemarchitecture deficiencies are
identified, the AIS is deemed unacceptable, and the technical analysis is termnated with a
recommendati on that the systemnot be certified or accredited (see Reference [38], D. 7, for
exception conditions).

Step 4. PerformFixes. If correctable architectural deficiencies are identified, the
devel oper
ensures that the necessary nodifications are inplenented.

Step 5. Perform Steps Required for Non-EPL-Based Systens. If the systemarchitecture is
acceptabl e, and the systemis built on a non-EPL product or an EPL product in other than
its evaluated configuration

1. Assess ldentification and Authentication. The anal ysts study the design to determ ne
how well the AI'S neets the I &A criterion shown in Figure 4.1 and di scussed in section
4, 1.

To determi ne whether the systemneets this requirenent, the analysts conplete the Cl
and C2 itens in Section 2.6 of the Trusted Product Evaluation Questionnaire. If any
deficiences are noted, the analysts determ ne whether they can be corrected; if so, the
required changes are inplenented. If the AlS does not provide acceptable |I&A

mechani sns, it must be deemed unacceptable, since this mechanismis of critica

i mportance to controlled access protection. Unless users are positively identified and
aut henti cated, the TCB cannot assuredly enforce the security policy. Therefore, if the
Al S | acks acceptabl e | &A nmechani sns, the technical analysis is termnated with a
recommendation that the systemnot be certified or accredited (see Reference [38], D.7,

http://www.windowsecurity.com/whitepapers/NCSCTG028_Violet_book_.htmI?printversion (32 of 35) [11/27/2008 8:25:40 AM]



NCSC-TG-028: Violet book

for exception conditions).

2. Assess Discretionary Access Control. The analysts study the design to deterni ne how
well the AIS neets the DAC criterion shown in Figure 4.2 and di scussed in section 4.2

To ascertain whether the systemneets this requirenent, the analysts conplete the Cl

and C2 itens in Section 2.5 of the Trusted Product Evaluation Questionnaire. If any
deficiencies are noted, the anal ysts assess the associated risks (see section 7.2) and take
appropriate action as shown in Figure 6. 1.

3. Assess (bj ect Reuse. The anal ysts study the design to determ ne how well the AI'S
meets the Object Reuse criterion shown in Figure 4.6 and discussed in section 4.3.

To ascertain whether the systemneets this requirenent, the analysts conplete the C2

items in Section 2.7 of the Trusted Product Eval uation Questionnaire. |If any

deficiencies are noted, the anal ysts assess the associated risks (see section 7.2) and take
appropriate action as shown in Figure 6.1.

4. Assess Audit. The analysts study the design to determ ne how well the AIS neets the
Audit criterion shown in Figure 4.7 and di scussed insection4. 4.

To ascertain whether the systemneets this requirenent, the anal ysts conplete the C2
itens in Section 2.8 of the Trusted Product Eval uation Questionnaire.

If any deficiencies are noted, the anal ysts assess the associated risks (see section 7.2)
and take appropriate action as shown in Figure 6. 1.

5. Assess System Integrity. The anal ysts study the design to determne how well the A'S
meets the SystemlIntegrity criterion shown in Figure 5.2 and discussed in section 5.2

To ascertain whether the systemneets this requirenent, the anal ysts answer questions
1 through 3 in Section 2.11 and item 7 in Section 2.13 of the Trusted Product
Eval uati on Questionnaire.

If any deficiencies are noted, the anal ysts assess the associated risks (see section 7.2)
and take appropriate action as shown in Figure 6. 1.

Step 6. Evaluate Trusted Facility Manual. The anal ysts eval uate the docunentati on provided
to instruct systemadministrators in how to configure and operate the Al S securely, as
required in the TFMcriterion shown in Figure 5.3 and di scussed in section 5. 4.
To ascertain whether this requirenent is nmet, the analysts answer the follow ng questions.

If the systemis built on an EPL product:

- Is the evaluated TFMincluded in the TFM for the Al S?

- Does the TFM stress the inmportance of configuring the systeminto its eval uated
configuration and provide pointers to procedures for acconplishing this?

- Does the TFM provi de appropriately highlighted site-specific warnings with
respect to actions that would invalidate the NSA rating?

- Does the TFM provi de site-specific procedures for collecting, review ng,
anal yzi ng, and storing audit information?

- Item15 in Section 14 of the Trusted Product Eval uati on Questionnaire.

If the systemis not built on an EPL product or is built on an EPL product in other than
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its evaluated configuration

- Itenms Il through 16 in Section 2.14 of the Trusted Product Eval uation
Questionnaire.

If any deficiencies are noted, the TFMis revised until it is acceptable.

Step 7. Evaluate Security Features User's Quide. The anal ysts eval uate the docunentation

provided to guide users in using the AIS securely, as required in the SFUG criterion shown

in Figure 5.4 and discussed in section 5.5.

To ascertain whether this requirement is met, the anal ysts answer the foll ow ng questions:
If the systemis built on an EPL product:

- |Is the evaluated SFUG i ncluded in the SFUG for the Al S?

- Are any additional instructions or warnings for users necessary? If so, is the SFUG
for the EPL product appropriately suppl enented?

If the systemis not built on an EPL product or is built on an EPL product in other than
its evaluated configuration

- Itens 2 through 10 in Section 2.14 of the Trusted Product Eval uation
Questionnaire.

I f any deficiencies are noted, the docunentation is revised until it is acceptable.
Step 8. Review Security Test Plan. The analysts review the plan for testing the security
features

of the AIS as required in the System Testing criterion shown in Figure 5.5 and discussed in
section 5. 6.

To ascertain whether this requirenent is nmet, the anal ysts answer the follow ng questions:
If the systemis built on an EPL product:

- Is the vendor-provided test suite included?

- Does the test plan address assurances that the applications do not affect the TCB?

- Does the test plan ensure that the systemis configured as specified in the EPL and
TFM and in site-specific requirenments and operation-concept docunentation?

- Does the test plan test all additional security-related functionality built on top of the
eval uated TCB?

- Itens 4 through 8 in Section 2.11 of the Trusted Product Eval uati on Questionnaire.

If the systemis n
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